Symbols

—(dash) for /var/log/maillog files, 530
# character
host files and, 526
Linux configuration files and, 539
log files and, 530
$HOME, 354
$PATH variable, 128—-129, 146
. (dot character) for host files, 526
/ (forward slash) in Linux, 148
. (colon) character, host files and, 526
@ (at) symbol
host files and, 527
log files and, 530
|(pipe) metacharacter, 135

Numbers

3D desktop effects, 96-98
802.11 networks, 576, 577

A

absolute paths, 121
access control in squid.conf, configuring,
648-649
access points (wireless)
basics of, 567-568
defined, 577
access to network services, evaluating, 545-546
AccessFileName directive (Apache Web server),
786
access.log file, 652
ACPI events, monitoring, 388
Acronis OS Selector, 48
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actions and headers, defining (Apache Web
server), 798
ActiveX and Firefox, 314
AD (Active Directory), Microsoft, 816
ad hoc mode (wireless LANs), 584—585
Adblock Plus add-on (Firefox), 313
AddEncoding directive (Apache Web server), 797
AddIcon directives (Apache Web server),
795-796
AddLanguage directive (Apache Web server), 797
add-ons, Firefox, 312-314
Add/Remove Software window (RPM), 176-177
address book (LDAP)
accessing from Thunderbird, 829-831
setting up, 822-827
addresses, IP. See IP addresses
administrative users (MySQL database servers),
848-849
administrator package (MySQL), 846
Adobe Acrobat Plug-In, 311
Advanced Encryption Standard (AES), 549
Advanced Maryland Automatic Network Disk
Archiver. See Amanda, configuring
AES (Advanced Encryption Standard), 549
agent format (HTTP logging), 790
AIGLX (Accelerated Indirect GL X project), 96
algorithms
trapdoor, 509
(WEP, 588
aliases
adding (shell), 146-147
aliasing relocated content (Apache Web
server), 791-792
defined, 129
file (Sendmail), 735-737
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Index

alien utility, 191
Allman, Eric, 720
AllowOverride directive (Apache Web server),
784
Alpine mail reader, 325
ALSA (Advanced Linux Sound Architecture), 251
alsamixer utility, 257
Amanda, configuring
amanda.conf file, 495-497
backup commands, 493-494
backups, performing, 499
directories, 494—-495
disklist files, 497—-498
network services, 498
Analog free log-file analyzer, 813
anonymous users, uploading files from (vsFTPd),
758
antennas, selecting, 578-581
Apache Web server
configuring modules/related services, 804-805
displaying server information, 808—-809
displaying server status, 808—810
features of, 765
httpd, command-line arguments to, 806—807
logging errors, 811
logging hits, 811-812
monitoring activities of, 807-808
quick-starting, 766—768
server-info/server-status, security of, 810-811
starting and stopping, 806—807
Test Page, 812
traffic, analyzing, 812-813
Apache Web server, configuring
access options/overrides, 782-784
actions and headers, defining, 798
addresses, binding to specific, 774-775
aliasing relocated content, 791-792
canonical names, 781782
default index files for directories, 785
directory-access control, 786
e-mail address, 781
encoding and language, defining, 796-797
error responses, customizing, 798-800
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global environment, 769-772
hostname lookups, 787
HTTP content directories, 782
HTTP logging, 788-791
HTTP response codes, 799
httpd.conf file, 769
indexing, defining, 793-796
LogFormat, available tokens within, 790
MIME types and handlers, 797-798
MIME-type default definitions, 787
module-specific configuration files, 781
proxy and caching services, 801-802
redirecting requests for old content, 792-793
responses to browsers, 800801
selecting modules in httpd.conf, 775-780
server name, setting, 781
server PID file, storing, 770-771
server processes, setting number of, 772-774
server root directory, 770
signature lines, 791
subcomponents, 770
time-out values, 771-772
user and group entries, 780
user directories, 784—785
virtual hosting, 803-804
applets
Gnome, 85-86
KDE, 100
applications
application launchers, 86—87
Applications menu (Gnome desktop), 77,
84-85
OpenOffice.org, 223
security and, 506
Windows-equivalent, running in Linux,
197-198
applications, accessing/running
basics, 165
different formats. See Open Source software
DOS applications, 207-209
overview, 205-207
RPM packages, managing. See RPM packages
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running with CentOS. See applications,
running with CentOS
software, locating and installing. See software
virtual environments. See virtualization
software
Windows in Linux. See under Windows,
Microsoft
applications, running with CentOS
basics, 195-196
desktops, 196-198
menus, starting applications from, 198
remote X, 201-205
from Run Application windows, 198-199
from Terminal windows, 199-201
archives
backup archives, 467-469
files, installing (RPM), 180
formats, 191, 192
pax archiving tool, 499-502
ARDI Executor, 207
arguments, defined, 126
arithmetic expressions, 137
arithmetic in shell scripts, 431-432
ASCII transfer mode (FTP), 333
at jobs, 458-459
at.allow/at.deny files, 458
atq command, 460
atrm command, 460
ATrpms, 170
attachments, e-mail, 319
attacks against servers
basic techniques, 536-537
denial-of-service attacks, 537-540
distributed DOS attacks, 540-544
intrusion attacks, 544-548
attributes
of FTP servers, 752—753
object classes (LDAP schemas), 817
audio CDs
creating with cdrecord, 274
creating with K3b, 274-277
audio decoders, 251
audio files, converting with SoX, 268-271

Index

audio players, 259-260
audio/video codecs, 287
authconfig command, 44
authentication
BIND and, 894
enabling, 33
passwordless, 535-536
self -signed certificates and, 552-553
VPNs, 564
authoritative answer (AA) bits, 891
authoritative zones (DNS servers), 891
autofs to mount NFS file systems, 693-694
AutoHide feature (Gnome desktop), 88
AWStats (Advanced Web Statistics) tool, 814

B

backgrounds
background commands (shell), 136
background/foreground processes (shell),

141-143

desktop, 74-75, 91

backups, 467-503
Amanda for. See Amanda, configuring
automating with cron daemon, 487-488
backed-up files, restoring, 488—-493
backup archives, 467-469
backup script example (shell scripts), 441
BackupPC, 472
of databases, 875
with dump command, 483-486
media for. See media for backups
multiple partitions and, 368
pax archiving tool, 499-502
rsync for, 469-472
strategy for, 472—-474
tools, 472

Bacula tool, 472

bash command
initial logins and, 405
options, configuring, 407

bash shell, 125, 430—-431

.bash_profile file, 406
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bashrc file, 405, 406
batch command (system tasks), 461
bc command, 431-432
bdb (Berkeley DB transactional backend), 821
Berners-Lee, Tim, 764
bin administrative login, 359
binary rpms vs. building from source, 189-190
Binary transfer mode (FTP), 333
BIND (Berkeley Internet Name Domain)
options (DNS servers), 905
software basics, 892—-894
BitTorrent
clients/servers, overview, 299
sharing files with, 328-329
blogging software, 247
bookmarks in Konqueror browser, 107
booting
/boot directory, 59
boot CD, 21
bootloader command, 44
finding Ethernet drivers at boot time, 597
installation, 36-37
process, 441—-442
bridging, 568, 569, 638
browsers. See also Firefox Web browser
browse options (Samba), 707-708
choosing, 75
configuring as proxies, 655
Konqueror File Manager features, 107
setting responses to (Apache Web server),
800-801
SquirrelMail and, 744-745
brute-force decryption, 549
bus topology (LANs), 566, 567
buttons (Ksnapshot), 243-244

C

-c option (rpm), 186
cable factor (LANs), 581
cable Internet, 883
cables (LANSs), 566, 569
caching
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Cache directives (Apache Web server), 802
cache poisoning (DNS), 892
cache log file, 652
caching-nameserver package, 897
defined, 650
name servers, 891
and proxy services (Apache Web server),
801-802
in squid.conf, configuring, 650-651
canonical names (Apache Web server), 781-782
cards, supported TV, 279
case command (shell scripts), 435-436
CD images, mounting, 376
CDDA (Compact Disc Digital Audio system),
251-252
cdlabelgen for audio CD labels, 277-278
cdparanoia command, 271
cdrecord
creating audio CDs with, 274
writing to CDs, 476-479
writing to DVDs, 480—-481
CDs
for backups, 467-468, 475-479, 481-482
burning ISO Images to, 276
copying, 276
creating with k3b, 274-277
extracting music with Sound Juicer, 271-272
playing automatically, 260-261
troubleshooting CD-ROMs, 260-261
Cedega (WINE), 210
CentOS
clustering/advanced features in, 4-5
Firstboot, running, 32-33
forums, 910
installing. See installing CentOS 5
IPsec in, 636-637
Live CD, 16, 908-909
logging into, 69-72
vs. Microsoft Windows, 195-196
project help, 12
publishing with, 221
Red Hat Enterprise Linux and, 5-6
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running applications in. See applications,
running with CentOS
SELinux in, 391-392
software included in, 3—4
CERN (W3Q) Jigsaw 2.2.6, 766
certificates and encryption
Certificate Service Requests (CSRs), 554557
certificates, creating, 640—641
certificates, troubleshooting, 558
certificates in Firefox, 314-315
encryption technology, exporting, 557-558
public-key cryptography, 549-550
SSL certificates, 550—552
symmetric cryptography, 549
third-party certificate signers, 552-553
certifications, Red Hat, 13
Challenge Handshake Authentication Protocol
(CHAP), 625-626
checkpolicy software, 391
--checksig option to rpm, 179
child caches, 650
chkeconfig command, 454, 806
chmod command, 347
chown command, 347
CIDR (Classless Inter-Domain Routing), 593-595
CIFS (Common Internet File System), 370
CIPE (Crypto IP Encapsulation), 635
ClamAYV virus scanner, 738
classes
IP addresses, 593
printer (CUPS), 658
clearance factor, 581
clients
adding to Amanda network services, 498
defined, 618
e-mail, 318
network, configuring, 633-634
OpenVPN, configuring, 642—-643
proxy, 653-655
setting up (DHCP), 843-844
setting up Samba, 714-715
clipart (Inkscape), 245
CMS (Content Management System), 247

Index

coaxial cables, 566
code, source. See source code
codecs
audio/video, 251, 287
defined, 285
CodeWeavers, 210
colors, changing desktop, 112
columns (MySQL database)
displaying selected database, 869—-870
numeric data types for, 864—-865
string data types for, 866—868
time/date data types for, 866
combined format (HTTP logging), 791
command options/arguments (shell), 126
command-line
arguments (shell variables), 428, 430
audio players, 267-268
completion (shell), 132-133
editing (shell), 130-132
recall (shell), 134-135
commands. See also specific commands
Amanda backup, 493-494
connecting and expanding, 135-138
extracting/encoding CDs from, 273
locating (shell), 127-129
mtools, 208
piping (shell), 135-136
printing, 673-675
rerunning (shell), 129-135
Samba, 710-711
SELinux, 391
for system administration, 353
using numbers with (vi editor), 160
common format (HTTP logging), 789
Common Internet File System (CIFS), 370
computers
identifying, 574-575
nodes, 31
configuring
access control in squid.conf, 648-649
administrative files, 354—357
Apache Web server. See Apache Web server,
configuring
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configuring (continued)

caching, in squid.conf, 650-651

configuration files, 20

CUPS print server, 670-672

CUPS printer options, 672—-673

/etc/dhepd.conf file, 836—-842

/etc/exports file, 685-688

Firefox to use as proxy, 654-955

Gnome desktop, 79-80

hardware for system administration. See
hardware, configuring for system
administration

IMAPv4 and POP3 with dovecot.conf file,
743-744

KDE desktop with Control Center window,
111-112

Konqueror File Manager options, 107-109

LDAP configuration options, 828

Linux routers, 630-634

local printers, 660—664

modules for, 364—-366

MySQL database servers. See MySQL database
servers, configuring

network clients, 633-634

networking (public servers), 886—-887

OpenLDAP server (slapd.conf), 819-822

OpenVPN clients/servers, 642—643

port numbers, in squid.conf, 651

ports for WINE, 213

print servers, 674

public servers, 887-888

remote printers, 664

Samba file servers, 698—701

Sendmail. See Sendmail MTA

shared CUPS printer, 675-676

shared directories with SWAT, 709-710

shared Samba printer, 676-677

shell interface, 143-147

sound cards. See sound cards

squid.conf, 651

VPN connections. See virtual private networks
(VPNs)

vsFTPd, 755
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WINE, 213-214
wireless interfaces, 585-589
wireless LANs, 584—-585
yum, 167-169
connections. See also dial-up connections;
Internet connections; network
connections; virtual private networks
(VPNs)
speeds, choosing (ISPs), 883
wireless LANs, checking, 590
Content Management System (CMS), 247
Control Center window, 111-112
control panel for launching applications, 212
copying
files in Linux, 155
files with FTP, 331-336
FTP file copying commands, 333
scp command for remote file copy, 340
copyrights (multimedia), 250
CPU Temperature applet, 86
CPU usage, monitoring, 385-387
cron daemon
Amanda backups and, 499
automating backups with, 487-488
cron facility (system tasks), 461-464
crontab, modifying scheduled tasks with,
463-464
CrossOver Office, 223
CrossOver Plugin, 311-312
csh shell, 407
CSRs (Certificate Service Requests), 554557
CUPS (Common UNIX Printing Service)
features of, 658
print server, configuring, 670—-672
printer options, configuring, 672-673
printers, adding remote, 665
printers, configuring shared, 675-676
Web-based administration and, 667-670
cupsd.conf file, 670
current (working) directories (shell), 121
CustomLog directives (Apache Web server), 791,
811
cut command (shell scripts), 438
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-D option, 186, 397, 403-404
daemons
defined, 10, 507
named (DNS servers), 893, 903
Darwin, 206
Data
adding to database tables (MySQL), 860-863
backing up. See backups
CDs, creating with K3b, 274-277
Data Type Definitions, defined, 235
/etc/dhepd.conf file data types, 838
restoring files, 488-493
sorting in databases, 870-871
databases (MySQL)
adding data to tables, 860—-863
backing up, 875
checking/fixing, 875-877
creating with MySQL, 858-860
displaying records, 868—-869
displaying selected columns, 869-870
updating/deleting records, 872
dates, setting, 351
dBi, 581
dc (domain component), 822
DDOS attacks, 537, 540-544
debugging
messages, 358
PPP connections, 627-629
shell scripts, 428-429
Squid, 651-653
tools for DNS servers, 896
tools for wireless LANs, 603—-604
decoders, audio, 251
default gateway, 631
default routes, 633
default squid.conf file, 645-646, 648
defined super users, 345-348
defined users, 390
defragmenting disks, 47
deleting
database records, 872

Index

files (Linux), 155
modules, 366
partitions, 54—56
scheduled jobs, 460-461
software packages with rpm, 183-184
temp files automatically, 423-424
user accounts, 417-418
denial-of-service (DOS) attacks
basics, 537-540
distributed, 540-544
reducing impact of, 525
Deskbar applet, 86
desktop publishing. See publishing
desktops
3D desktop effects, 96-98
basics, 196-198
creating portable, 410-411
Desktop Switcher, 98
desktop system (Linux), 11-12
finding desktop applications in Linux, 196
KDE desktop. See KDE desktop
overview, 72
troubleshooting, 114-118
Xfce desktop environment, 113-114
device drivers, defined, 8
device mapper encryption, 372
df command, 383-384
DHCP (Dynamic Host Configuration Protocol)
boot server
clients, setting up, 843-844
DHCP protocol, 834
/etc/dhepd.conf file, 836-842
opening firewall and SELinux, 835
options, 839-842
overview, 833
setup, 834-835
starting, 842—-843
dial-up connections
information, acquiring, 617-618
Network Configuration window for, 619-621
PPP connections, 618—621. See also PPP
connections, checking
differential backups, defined, 486
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digital cameras
displaying images in gThumb, 293-295
overview, 293
as storage devices, 295-296
digital certificates, 20
Digital Sunbscriber Line (DSL), 883
Directories. See also shared directories
$HOME and, 354
backing up, 476-477
creating for backups (Amanda), 494—-495
default index files for (Apache Web server),
785
directory-access control (Apache Web server),
786
/etc, 354
FTP directory commands, 332-333
HTTP content (Apache Web server), 782
identifying (Linux), 150
identifying user (Apache Web server),
784-785
NFS shared directories, 695-696
and permissions, checking (shell), 121-123
Samba, mounting in Linux, 715
setting server root directory (Apache Web
server), 770
structuring (LDAP), 819
disabling
network services, 546—548
wireless networks, 563
disk mirroring for backups, 473-474
disk quotas, checking
with du, 423
with quota package, 418-423
temp files, 423-424
Disk Setup, partitioning with, 53-54
disk space. See file systems
Disk Usage Analyzer, 382-383
disklist files, creating with Amanda, 497-498
disks, hard. See hard disks
displaying
database records (MySQL database servers),
868-869
display names (remote X applications), 202
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-display option, 202
Display Settings window, 116-117
DISPLAY shell variable, 202
selected database columns (MySQL database
servers), 869-870
distributed DOS attacks, 537, 540-544
DjVu Plug-In, 311
DLL files, 213
dm-crypt, 372
DNS (Domain Name System) servers
BIND options, 905
checking workings of, 903-905
configuration files, 897-903
DNS basics, 614, 890-894
identifying, 896-897
name servers, 574—575
overview, 890
quick-starting, 895-903
setup example, 894-895
DocBook
basics, 235-236
documents, converting, 237-238
documents
attributes, changing with Scribus, 241
checking and correcting (OpenOffice.org), 225
converting in DocBook, 237-238
converting in Linux, 233-234
creating in DocBook, 236-238
creating in Groff, 227
creating/formatting in LaTeX, 227, 232-233
formatting/printing in Groff, 229
Domain Name System (DNS). See DNS (Domain
Name System) servers
domain names, 612, 725, 884—-886
domains, Internet, 613-615
DOS
attacks. See denial-of-service (DOS) attacks
DOSBox, 206-209
DOSEMU emulation program, 206
dosfstools package, 186
running applications, 207-209
running in Linux, 205-206
dovecot.conf file, 743-744
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downloading. See also Web sites, for downloading
gce compiler, 170—-171
RPMs with yum, 170-172
vsFTPd files, 756757
drawers, adding to Gnome panels, 87
drawing tools
OpenOffice.org, 225
Scribus, 241
drivers
CUPS printer, 658
defined, 10
detecting sound card, 255-256
wireless LANs, 582-584
DSL (Digital Sunbscriber Line), 883
DSO (Dynamic Shared Object) modules,
776779
DTDs (Data Type Definitions), 235
du command, checking disk usage with, 384,
423
dual-booting Linux and Windows, 46-51
dump command, backups with, 483-486
DVDs
for backups, 467-468, 475, 480-482
DVD+R, 480-481
DVD+RW, 480-481
DVD-R, 480-481
images, mounting, 376
dynamic addresses, 591
Dynamic Shared Object (DSO) modules,
776-779

E

echo statements, 428
editing
command-line (shell), 130-132
local printers, 662
named.config (DNS servers), 897-900
partitions, 54—56
smb.conf file, 711-712
effects with 3D AIGLX desktop, 97
Ekiga, videoconferencing with, 281-285
e-mail. See also mail; messages

address, setting (Apache Web server), 781
basics, 319
clients, 299, 318
Evolution e-mail application, 320-322
overview, 317-318
text-based programs, 324-325
Thunderbird mail client, 322-324
emulator programs
emulators, defined, 205
listed, 206-207
running applications and, 205-206
WINE and, 206
encoding and language (Apache Web server),
796-797
encoding/extracting music, 271-273
encryption. See also certificates and encryption
encrypted file systems, 372
encrypting passwords, 33-34, 821
VPNs, 564
environment variables (shell), 126, 138—141,
145-146
EPEL (Extra Packages for Enterprise Linux), 170
Equalizer (XMMS), 266
equipment (LANs), 569-571
errors
customizing error responses (Apache Web
server), 798—800
damaging remote systems, 204
ErrorDocument directive (Apache Web server),
798, 800
ErrorLog directive (Apache Web server), 789,
811
when installing rpm, 182
/etc configuration files, 354-356
/etc/dhepd.conf file, 836-842
/etc/dhepd.conf file, configuring, 836—842
/etc/exports file, 685-688
/etc/fstab file
to define mountable file systems, 372-374
editing, 419
/etc/hosts file, 615
/etc/init.d/iptables, 515-516
/etc/passwd, 346, 399
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/etc/profile, 408—409
/Jetc/resolv.conf file, 615-616
/etc/sysconfig/iptables-config, 515
Jetc/X11, 356-357
/etc/yum.conf, 168-169
/etc/yum.repos.d/, 169-170
ethO interface, 571-572, 597, 599
Ethernet
connections, troubleshooting (LANSs),
598-599
data, capturing, 605—-607
data, interpreting captured, 607—-608
drivers, finding at boot time, 597
Evince command, 238-239
Evolution e-mail application, 320-322
Evolution mail client, 318
Exim MTA, 721
exiting
commands, FTP, 334
Gnome, 95-96
shell interface, 125
expanding commands (shell), 137
exporting shared file systems (NFS), 688
expr command, 431-432
ext3/4 file systems, 370, 372
Extensible Markup Language (XML), 235
extensions
checking (wireless LANs), 590-591
file formats (Linux archives), 192

Extra Packages for Enterprise Linux (EPEL), 170

extracting/encoding music, 271-273

F

-F (freshen option), rpm, 183
Fancylndexing directive (Apache Web server),
795
Fast User Switch applet, 81
fault-tolerant behavior, 473
fdisk utility
partitioning with, 56—-58
restoring file systems and, 490
Fedora, installing as guest, 216-218
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ffmpeg2theora tool, 287
file formats
Linux archives, 192
on Linux FTP site, 191
video, 286-287
file permissions (Linux), 153-155
file servers
NES. See NFS (Network File System) file
servers
setup goals, 679-680
file systems
basics, 361, 366-369
creating with mkfs, 377-378
defined, 8, 47, 681
File System Saint, 889
hard disks, adding, 378-380
Linux. See Linux file system
RAID disks, 381-382
restoring, 490
system space, checking, 382-385
types of, 52
file systems, mounting
fstab file to define, 372-374
mount command for, 374-376
NFS, 689-693
supported file systems, 369-372
unmounting, 377
files
administrative configuration, 354-357
backed-up, restoring, 488—-493
cron, 464
and directories, creating (Linux), 149-150
disklist, creating (Amanda), 497-498
downloading vsFTPd, 756-757
FTP. See FTP (File Transfer Protocol)
file-matching metacharacters (Linux),
151-152
file-re-direction metacharacters (Linux),
152-153
getting with Wget, 337-339
loading data from (MySQL databases),
862-863
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managing with Konqueror File Manager,
102-107
output of TeX, 232
recovering, 491-493
Samba, 710-711
sharing with BitTorrent, 328—329
uploading from anonymous users (vsFTPd),
758
uploading from local users (vsFTPd), 757
filtering
firewalls, 512
spam with e-mail readers, 741
Wireshark filters, 606—-608
find command
finding disk consumption with, 384-385
user files, locating, 417-418
Firebird relational database, 863
Firefox Web browser
add-ons, 312-314
configuring, 79-80
configuring to use as proxies,
654-955
FireFTP add-on (Firefox), 313
ForecastFox add-on (Firefox), 313
overview, 300, 305-308
plug-ins, 311-312
securing, 314-315
setting navigator preferences, 309-311
themes, changing, 314
tips for using, 315-316
firewalls. See also iptables firewalls
basics, 511-512, 613
command, 43—-44
configuring, 351
opening for DHCP severs, 835
public servers and, 888
Samba and, 717
setting up vsFTPd behind, 760
use of restrictive, 506
FLAC audio, 252
Flashblock add-on (Firefox), 313
FlashGot downloading tool, 313

Index

floppy-disks
drives, making accessible, 207
mounting and, 375-376
Fluendo company, 251
fonts
adding, and configuring (WINE), 214
changing desktop, 112
for ... do loops (shell scripts), 436-437
--force option (rpm), 180
ForecastFox add-on (Firefox), 313
formats
archive, 191
converting DocBook to other, 237
software package naming, 189-191
formatting
documents (OpenOffice.org), 225
documents in Groff, 229
documents in LaTeX, 232-233
forums, CentOS, 13, 910
FORWARD chain rules, 520
[forward file (Sendmail), 735
forwarding
enabling, 631-633
name servers, 891
Foster-Johnson, Eric, 190
Foundation for a Free Information Infrastructure,
250
frame relay service, 883
frames, changing with Scribus, 241
Free Software Foundation, 7
FREQ wireless network option, 588
freshen options (-F), rpm, 183
Freshmeat (Linux software), 167
fstab file, 372-374
ftff command, 194-195
FTP (File Transfer Protocol)
clients, 299
“FTP and Your Firewall”, 760
ftp command, copying files with, 331-336
gFTP window, 335-336
install server, setting up, 38
and IRC services through iptables firewalls,
522
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FTP (File Transfer Protocol) (continued) features in 2.16, 80—81
Iftp command, 334-335 Home folder, 73-74
proxy services, 643 Metacity Window Manager, 81-83
FTP servers Nautilus File Manager, 88-91
attributes of, 752-753 Network Tools window, 94-95
configuring, 39, 751-752 Panel menu, 83-88
FTP/HTTP/NFS install servers, 38 panels, configuring, 77-79
reference sources for, 761 preferences, changing, 74-76, 91-92
user types, 753 removable media, 92—-93
Very Secure FTP Server (vsFTPd). See vsFTPd Tomboy desktop notes application, 93
Very Secure FTP Server GNU (GNU is not UNIX)
ftwhich command, 194, 195 GNU-style package-naming conventions, 189
full backups, defined, 473 Image Manipulation Program. See GIMP
fully qualified domain names, 614 software
fuse file system, 371 project, 7

Google, finding software and, 167
Gopher protocol proxy service, 643

G GParted tool, 48
gain, antenna, 581 graphical administration tools
Gallery project, 247 basics, 348-350
gaming, configuring video cards for, server settings, 350—352
118 super users in X, 348—-349
gateways, defined, 633 system tools, 352-353
gee compiler, downloading, 170-171 graphics
gedit (GNOME Text Editor), 222 conversion utilities, 234
general regular expression parser (grep), GIMP, 241-243
438 screen captures, 243—-244
get file command (FTP), 333 settings, and configuring WINE, 213
gFTP vector images with Inkscape, 244—245
package, installing, 172—173 Groff
window, 335-336 documents, creating in, 227
Ghostscript, 659 groff command, 228
GIMP software, 241-243 macro packages, 228
global environment, setting (Apache Web server), text processing with, 228-231
769-772 growisofs command
GNOME writing CDs or DVDs with, 481-482
Gnome Screenshot, 243 writing to CDs and, 476
starting applications from menus, 198 GRUB software
Text Editor (gedit), 222 GRUB boot loader, 60—-65
Volume Manager, 293 needed for Xen installation, 215
GNOME desktop GStreamer multimedia framework, 251
configuration tips, 79-80 gThumb, displaying images in, 2903-295
exiting, 95-96 guest accounts, assigning (Samba), 706
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guest operating systems
defined, 215
installing, 216-218
guest users, 753
GUI administration tools
basics, 348
utilities for getting updates, 175
GUI failure at startup, 115
gzip utility
for archiving and compressing files, 191
installing packages in, 193-194
uncompressing and, 192

H

-h option (rpm), 180, 182
HAL (Hardware Abstraction Layer), 361-362
hald daemon, 363
halt command, 458
hard disks
adding to system, 378-380
booting installation from, 36—-37
defragmenting, 47
disk consumption with find command,
384-385
failure of, multiple partitions and, 368
multiple, and partitions, 368
partitioning, 52—60
RAID for improving performance, 381
usage, checking with du command, 384
Xen installation and, 215
hard drives for backups, 475, 482-483
hardware
checking, 361
configuring for system administration, 360
information, displaying, 23-24
managing with HAL, 361-362
modules for, 364—-366
reconfiguring with kudzu, 362-363
requirements for CentOS 5 installation, 21-22
support feature (Linux), 10
testing, 24-25
that kudzu can detect, 363

hardware (LANs)
equipment, 569-571
selecting wireless, 577-581
topologies, 566—569
Hash Message Authentication Codes (HMAC),
636
headers and actions (Apache Web server)
defining, 798
HeaderName, 796
Help
CentOS project, 12
shell interface, 128
Hesiod, configuring, 34
history, shell, 129, 134
/home directory
NFS, 695
and partitioning, 59
Home folder, desktop, 73-74
Home page, Firefox, 309, 316
host files, TCP wrappers and, 525-526
hosting
services, 880—-881
virtual (Apache Web server), 803-804
hostnames
in /etc/exports file, 686
basics, 612-613, 615-616
hostname lookups (Apache Web server), 787
to identify computers, 574-575
remote X applications and, 202
setting, 28
hosts, identifying, 574575
htdig.conf file, 804-805
HTML (Hypertext Markup Language)
DocBook document output to, 236-238
in e-mails, 319
Web pages and, 247, 301-305
HTTP (HyperText Transfer Protocol)
command-line arguments to, 806-807
content directories (Apache Web server), 782
httpd daemon, 779
httpd shell script (Apache Web server),
806-807
HTTPd Web server, 764
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HTTP (HyperText Transfer Protocol) (continued)

httpd.conf file (Apache Web server), 769,
775-780

HTTP/FTP/NES install servers, setting up, 38
logging (Apache Web server), 788-791
proxy services and Squid, 643
response codes (Apache Web server), 799
services on Squid computer, 649

hubs, 569

-1 option (rpm), 182
-i query option (rpm), 185-186
ICMP rules, 520
1CQ protocol, 327
if . . . then statements (shell scripts), 432—-435
ifcfg files, 625-627
ifconfig command, 598-599
IKE (Key Exchange) protocol, 635-636
images
adding with Scribus, 241
CD and DVD, mounting, 376
displaying in gThumb, 293-295
image galleries, 247
image transfers, 333
manipulating with GIMP, 241-243
OpenOffice.org as tool for, 225
vector graphic images, creating, 244-245
IMAPv4
accessing mail with, 742
configuring with dovecot.conf file, 743-744
incoming/outgoing connections (public servers),
881
incremental backups, 473
indexing, defining (Apache Web server),
793-796
indoor antennas, 578—580
init program, starting (system), 442
inittab file (system), 442—-446
Inkscape for vector graphic images, 244-245
INPUT chain rules (iptables firewalls),
519-520
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inside views (DNS servers), 899
insmod command, 366
installing
binary rpms vs. building from source,
189-190
gftp package, 172-173
local packages with yum, 172-173
OpenLDAP packages, 819
RPM archive files, 180—182
RPMs with yum, 170-172
Samba file servers, 697—-698
Sendmail, 720-724
Xen, 215-216
installing CentOS 5
authentication, enabling, 33
booting from hard disk, 36-37
booting with PXE, 37
dual-booting Linux and Windows, 46-51
with DVD, 908
Firstboot, running, 32-33
GRUB boot loader, 60—65
hardware requirements for, 21-22
HTTP/FTP/NFES install servers, 38
install modes, 29-30
install vs. upgrade, 19-20
kickstart installations, 41—-46
on laptops, 22
Live CD, 16
from other media, 37—38
overview, 15
partitioning disks, 52-60
post-installation checks, 34-35
preparing with Live CD, 22-25
procedure, 25-32
quick installation, 17-18
sources for, 20-21
troubleshooting, 65-66
VNC CentOS installation type, 40—41
instant messaging
overview, 299
with Pidgin, 326-328
Integrated Services Digital Network (ISDN),
883



interactive restore commands, 491
inter-domain routing, classless, 594-595
interfaces
LANs, 571-572
PPP, 623-624
wireless, activating, 590
wireless, configuring, 585-589
Internet
Assigned Numbers Authority, 818
firewall examples and, 516-521
Key Exchange (IKE) protocol, 635-636
radio (Rhythmbox), 263
Software Consortium, 892, 905
Internet applications (CentOS)
overview, 297-300
Web browsing. See Web browsing
Internet connections, 611-656
dial-up connections. See dial-up connections
Internet structure. See Internet structure
LANs, 629
Linux as proxy server. See Linux, as proxy
server
Linux as router, 630-634
proxy clients, 653-655
VPN connections, configuring. See virtual
private networks (VPNs)
Internet structure
domains, 613-615
hostnames and IP addresses, 615-616
overview, 611-613
proxies, 617
routing, 616-617
intrusion attacks, 537, 544—548
TP (Internet Protocol)
background, 833
masquerading using iptables, 522-523
networks, 686
tables. See iptables firewalls
TP addresses
acquiring, 596-597
basics, 591-593, 612, 615-616
binding to specific (Apache Web server),
774775

Index

classes, 593
classless inter-domain routing, 594—595
DHCP servers and, 836
netmasks, 593-594
private, 631
selecting, 631
static, 882-883
valid, 631
IPP (Internet Printing Protocol), 658
[Psec (Internet Protocol SECurity)
basics of, 634-635
protocols, 635-636
using in CentOS, 636-637
iptables firewalls
basics, 521-524
enhancing, 524-525
examples, 516-521
firewall basics, 511
IP masquerading and, 632
for Linux system with Internet connection,
521
rules, creating, 515-516
Security Level Configuration window,
512-513
for shared Internet connections, 516-521
turning on, 514-515
IRC (Internet Relay Chat)
protocol, 327
services through iptables firewalls, 522
ISDN (Integrated Services Digital Network), 883
ISO images, burning to CD, 276
509660 file system, 370
ISPs (Internet Service Providers), choosing,
881-883
iwconfig command
checking wireless settings with, 600-601
options, 592
setting wireless extensions with, 590-591
wireless interfaces and, 588
iwlist command, checking wireless settings with,
600-601
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J

Java RPM, 20

JetDirect printers, adding, 667

jobs
deleting scheduled, 460-461
print, removing with 1prm, 674-675
specifying timing of (system tasks), 458—459
submitting scheduled, 459-460
viewing scheduled, 460

K

K3b, creating audio/data CDs with, 274-277
KBS-Extras, 170
KCron Task Scheduler, 465
KDE desktop
basics, 100-102
configuring with Control Center window,
111-112
KDE Text Editor (KWrite), 222
Konqueror File Manager. See Konqueror File
Manager
overview, 98—99
starting applications from menus, 198
starting with, 99
widgets, adding, 113
windows, managing, 110—111
Kerberos Support, 34
kernel, defined, 8
kernel-devel package, 909
keyboard shortcuts
for command lines, 131-132
Metacity, 82
for navigating KDE desktop, 101-102
kfind application, 105
kickstart installations (CentOS 5), 21, 29, 41-46
klogd daemon, 358
KMail mail client, 318
KMid MIDI player, 268
Konqueror File Manager
basics, 102-107
browser features, 107
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options, configuring, 107-109
for Web browsing, 300-301
KsCD Player, 259
KSnapshot, 243-244
kudzu program, 362-363
KVM (Kernel-based Virtual Machine), 216-220
KWrite, 222

L
labeling audio CDs with cdlabelgen, 277-278
language and encoding, defining (Apache Web
server), 796—-797
LANSs (local area networks). See also network
connections
connecting to Internet, 629
hardware. See hardware, LANs
overview, 565-566
TCP/IP, configuring, 571-575
wireless. See wireless LANs
LANSs troubleshooting, 597-608
Ethernet connections, 598—-599
Ethernet drivers, finding, 597
reaching other computers, 597-598
wireless, 600—-604
Wireshark and, 604—-608
laptops
installing CentOS 5 on, 22
power usage, monitoring, 387-388
LaTeX
documents, creating/formatting, 227, 232-233
iptables as firewall and, 516-517
TeX and, 231-232
launching
applications, 86—87, 212-213
PPP connections, 621
remote X applications, 203-204
LDAP (Lightweight Directory Access Protocol)
address book, accessing from Thunderbird,
829-831
address book database, setting up, 822-827
configuration options, 828
directories, structuring, 819
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OIDs (Object Identifiers), 818 system administration, 360-361
OpenLDAP server, setting up, 819-822 text editors, 157. See also vi text editor
overview, 815-816 using Windows partitions from, 50-51
schemas, 817-818 Windows-equivalent applications, 197-198
Support, 34 wireless features of, 576
LDAs (Local Delivery Agents), 720 wireless software, installing, 584
ldbm (Lightweight Directory Access Protocol Linux, as proxy server
Proxy backend) database, 821 basics, 629, 643644
LDIF (LDAP Data Interchange Format), 819, 823 debugging Squid, 651-653
legal issues Squid configuration file, modifying, 648-653
and multimedia, 250 Squid daemon, starting, 644—-645
video, 285-286 squid.conf file, 645-647
let command, 431-432 Linux file system
levels, dump, 486 defined, 681
Iftp command, 334-335 directories, identifying, 150
libselinux software, 392 file permissions, 153-155
lighttpd Web Server, 765 file-matching metacharacters, 151-152
limiting load factor values, 452 file-re-direction metacharacters, 152—153
Links (elinks package) browser, 316 files/directories, creating, 149—150
links, defined, 301 moving/copying/deleting files, 155
Linux operators, defined, 150
accessing mailboxes in, 742 overview, 147-148
advantages of, 11-12 vs. Windows-based systems, 148—149
archive file formats, 192 Linux servers, securing
basics, 7-8 attack techniques, 536-537
dual-booting with Windows, 46—51 certificates and encryption. See certificates and
file systems supported by, 369-371 encryption
finding desktop applications in, 196 denial-of-service attacks, 537-540
firewalls, 576 distributed DOS attacks, 540—544
kernel features, 10-11 intrusion attacks, 544—548
legal issues and multimedia in, 250 with SELinux, 548
mounting Samba directories in, 715 listing packages with yum, 173-174
mtools for, 208 Live Bookmarks (Firefox), 306
publishing in, 221, 222-226 Live CD (CentOS), 22-25, 908—909
as router, 630-634 loadable modules, defined, 364
running Microsoft Office in, 196 local area networks (LANs). See LANs (local area
running other OS applications in, 205-206 networks)
running Windows applications in. See under local printers, configuring, 660—664
Windows, Microsoft local users, uploading files from (vsFTPd), 757
security checklist, 505-508 localinstall (yum), 173
security example (iptables firewalls), 521 Location box (Firefox), 308
shell interface. See shell interface log files
Standards Base, 7, 148 administrative, 358
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Index

log files (continued) LaTeX, 232
checking, 528-532 man macros, 231
Squid, checking, 652-653 TeX, 232
types of, 65 Madwifi project, 578
LogFormat (Apache Web server) Magnatune online music service, 263
available tokens within, 790 magnetic tape for backups, 474-475
directive, 789—790 mail
logging administrative login, 359
into CentOS, 69-72 command, 325
errors (Apache Web server), 811 mailbombing, 538—-539
hits (Apache Web server), 811-812 mailfile script, 424-425
with IP tables, 524 mailman.conf file, 805
loghost, re-directing logs to, 529-530 Mutt mail reader, 324-325
logwatch, tracking messages with, 531-532 procmail for blocking mail, 538
options (Samba), 707 readers and managers, 324-325
performed by Sendmail, 722-724 sending to all users, 424-425
vsFTPd activities, 759 sendmail for blocking, 538-539
login mail servers
administrative, 358—360 dovecot.conf file, 743-744
sessions, checking (shell), 120-121 Exim MTA, 721
user, 71-72 IMAPv4, accessing mail with, 742
LogLevel directives (Apache Web server), 789, Mailman for managing mailing lists, 746-748
811 overview, 887
logs POP3, 741
public servers and, 889 Postfix MTA, 721, 737-738
re-directing to loghost, 529-530 Qmuail, 721
loops in shell scripts, 436-437 Sendmail. See Sendmail MTA
lossless audio formats, 252 SMTP, 719-720
Lovstrand, Lennart, 720 SpamAssassin, 738—-741
Ip administrative login, 358 SquirrelMail, 744-745
Ipc print command, 674 mailboxes
lpr print command, 673-674 accessing, 742
Iprm print command, 674-675 personal, 412
Lynx browser, 316-317 for tech support, creating, 412
LyX editor, 233 mailing lists
CentOS, 12
Mailman for managing, 746-748
M make command for SSL certificates, 551-552
Macintosh applications makewhatis.cron script, 465
emulators and (Mac OS X), 206 man command, 128
running in Linux, 205-206 man pages
macros creating with Groff, 230-231
Groff, 228 formatting and printing, 229
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man macros, 228, 231
man2html, 229
managed mode (wireless LANs), 585
Managed Wireless LANs, 568
Mandatory Access Control (MAC), 389
manual updates (yum), 175-176
manual.conf file, 805
mapping options in /etc/exports, 687
masquerading
basics, 613
enabling, 631-633
SNAT or IP using iptables, 522-523
MaxClients directive (Apache Web server), 774
MD5 algorithm, 33
MDA (Mail Delivery Agent), 720
me macros, 228
media for backups
comparison of, 475
growisofs and, 481-482
hard drives, 475, 482—-483
magnetic tape, 474-475
writable CDs, 475, 476-479, 481-482
writable DVDs, 475, 480-482
memory, monitoring, 385-386
menus
starting applications from, 198
for starting graphical administration windows,
349-350
Mesa Open Source OpenGL implementation, 96
messages
message files, adding (vsFTPd), 758-759
messages log file, 530-531
tracking with logwatch, 531-532
metacharacters
defined (shell), 127
file-matching (Linux), 151-152
file-re-direction (Linux), 152—-153
Metacity Window Manager (Gnome desktop),
80-83
metadata, setting up yum.conf and, 169
mget file command (FTP), 334
Microsoft
Office, running on Linux, 196

Index

Windows, running on Linux. See under
Windows, Microsoft
Windows vs. CentOS, 195-196
MIDI audio players, 268
MIME types
default definitions (Apache Web server), 787
and handlers, adding (Apache Web server),
797-798
launching applications with, 103
mini-applets (KDE), 100
mirroring, 381
mkfs command
creating file systems with, 377-378
restoring file systems and, 490
mbkisofs command, 477
mm macros (memorandum macros), 228
modems
checking whether detected, 622-623
properties, 620
scanModem, 623
modprobe command, 365-366
modules
for hardware configuration, 364—-366
iptables firewall rules and, 515
loadable, defined, 364
wireless networks, 579-580
Mondo Rescue, 472
monitoring. See also performance monitoring
ACPI events, 388
CPU usage, 386-387
power usage on laptops, 387-388
server activities (Apache Web server),
807-808
system performance, 385-388
monitors, tuning, 116-117
Moon Data applet, 86
mount command
for information on disk partitions, 367
for mounting file systems, 369, 374-376
mounting. See also file systems, mounting
autofs to mount NFS file systems on demand,
693-694
mount points and partitions, 369
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mounting. See also file systems, mounting

(continued)
NES file systems, 689-693

Samba directories in Linux, 715
Windows file system, 51
mouse actions (KDE), 100-101
MP3 audio, 252
mpg321 command-line player, 259, 268
MPlayer Plug-In, 311
MPM (Multi-Processing Module) feature (Apache
2.0), 772
mput file command (FTP), 334
mrtg.conf file, 805
MSN Messenger Service, 327
MTA (Mail Transfer Agent), 720
mtools, 207-208
MUA (Mail User Agent), 720
multimedia, legal issues and, 250
multiple partitions, 368
multipoint wireless LANs, 580
multitasking
defined, 123
feature (Linux), 10
multithread servers, 456
multiuser feature (Linux), 10
music in Linux
audio CDs, creating with cdrecord, 274
audio players, 259-260
audio/data CDs, creating with K3b, 274-277
CD labels, creating with cdlabelgen, 277-278
command-line players, 267-268
extracting and encoding, 271-273
MIDI audio players, 268
overview, 251
playing CDs automatically, 260-261
playing with XMMS Audio Player,
264-267
playing/managing with Rhythmbox,
261-263
sound cards, configuring. See sound cards
SoX, converting audio files with, 268-271
types of audio content, 251-252
Mutt mail reader, 324-325

930

my.cnf configuration file
creating, 850-851
samples, 854—855

mycoolapp package, naming, 189

MyISAM tables, 875

MySQL database servers
checking workings of, 856
databases, creating with MySQL, 858-860
database tables, adding data to, 860—-863
databases, backing up, 875
databases, checking/fixing, 875-877
displaying all/selected records, 868—-869
displaying selected columns, 869-870
mysql command, starting, 857-858
MySQL packages, 846—-847
MySQL Reference Manual, 873
MySQL tables. See MySQL tables
mysql_install_db command, 857
mysqladmin/mysqlshow commands, 856
overview and background, 845
sorting data, 870-871
starting, 855-856
user access, 873-875

MySQL database servers, configuring
administrative users, adding, 848—-849
my.cnf configuration file, creating, 850-851
my.cnf file samples, 854-855
options, checking, 853-854
options, setting, 849-853
user/group accounts, 848

MySQL tables
altering structure of, 871-872
basics, 863—-864
numeric data types for columns, 864-865
string data types for columns, 866—-868
time/date data types for columns, 866
updating/deleting records, 872

N

name servers, checking (PPP), 624
named daemon (DNS servers), 893, 903
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named.config, editing (DNS server example),
897-900
naming
Apache Web server, 781
domain names, 611, 612
hostnames, 611, 612
software package naming formats, 189-191
usernames, creating, 396
Nautilus File Manager
GNOME desktop and, 80
shared directories from (Samba), 714-715
using, 88-91
navigating
navigation preferences (Firefox), 309
vsFTPd site, 760
NDISwrapper, 578, 582
Netcraft, 765
netfilters default firewall software, 514
netmasks, 593-594
netstat
command, 94
parameters, 543
network connections
connectivity in Linux, 10
IP addresses. See TP addresses
and LANs, 561. See also LANs troubleshooting
NetworkManager, 561-565
testing, 24
network services
adding (Amanda), 498
defined, 545-546
disabling, 546—-548
evaluating access to, 545-546
networks. See also Amanda, configuring; system
administration
backups, 474
configuring (public servers), 886-887
Gnome Network Tools window, 94—-95
interface cards (NICs), 569
network command, 43
Network Configuration window, 619-621
network servers in Linux, 10-11
Network Traffic applet, 86

Index

NetworkManager, 561-565
sniffers, 548
news administrative login, 359
newsgroups, 326
NFES (Network File System) file servers
autofs to mount NFS file systems on demand,
693-694
configuring /etc/exports file, 685-688
directories to share, 695-696
exporting shared file systems, 688
mounting NFS file systems, 689-693
NEFS install server, configuring, 39
NES Server Configuration window, 682-685
nfsd daemons, starting, 688—689
Samba file servers. See Samba file servers
setting up, 680—-681
sharing NFS file systems, 682
unmounting NFS file systems, 694—-695
nfsd daemons, starting, 688—-689
nfs-utils package, 217
NICs (network interface cards), 569
NIS (Network Information System)
configuring, 34
groups, 686
noauto file systems, mounting, 692
--nodeps option (rpm), 181
nodes
/dev directory, 254
computer, 31
Norton Partition Magic, 48
notepads
Linux, 222
Sticky Notes (Tomboy), 222
nroff text formatting command, 228
NTES file system support, 51
NTP (Network Time Protocol) server, 351
numbers, using with commands (vi editor), 160
numeric data types for columns (MySQL tables),
864-865
NVIDIA, 66
NWID wireless network option, 588
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object classes (LDAP schemas), 817
Ogg Vorbis audio, 252
0ggl23 command-line player, 259, 267
OIDs (Object Identifiers), LDAP, 818
The Open Group, 9
Open Office XML (OOXML) format, 223-224
Open Source software
archive formats, 191
backup facilities, 472
names and formats, 189-191
Open Source WordPress software, 247
packages for Web publishing, 247-248
source code, building/installing from,
191-195
OpenLDAP server
OpenLDAP Administrator’s Guide, 828
setting up, 819-822
OpenOffice.org
basics, 222-225
as Windows-equivalent, 197
openssh-server software package, 533
Openswan project, 634
OpenVPN servers
basics, 637-638
configuring, 641-642
client configuration, 642-643
public-key infrastructure, 638-641
for VPN connections, 634
operating systems. See also guest operating
systems
defined, 8-9
multiple, 52
operators
defined (Linux), 150
for test expressions (shell scripts), 434-435
options
command (Linux), 126
DHCP, 839-842
dump command, 484-485
for freshening packages (rpm), 183
install (rpm), 180-181
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Options directive (Apache Web server),
782-783
pax command, 501-502
pppd, 625-627
query (rpm), 184-186
for removing packages with rpm, 183-184
restore command, 489
rpm, 183-184
rpm command, 178-180
setting MySQL, 849-854
Squid, 645
useradd command, 397-399, 405
usermod command, 414—-415
for verifying installed packages (rpm), 188
Oscar AIM protocol, 326
outdoor antennas, 580—-581
outgoing mail access, defining (Sendmail),
729-731
outgoing/incoming connections (public servers),
881
output forms supported by Groff, 229
outside views (DNS servers), 899
ownership, maintaining with rsync, 469

P

packages
MySQL, 846-847
Package Updater window, 175
package-cleanup utility (yum), 174
%packages command, 45
packet filters. See firewalls
page layout with Scribus, 239-241
Pan newsreader, 326
panels (Gnome desktop)
configuring, 77-79
overview, 81
Panel menu, 83-88
properties, changing, 88
PAP (Password Authentication Protocol),
625-626
parameters
checking wireless settings and, 601-602
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parameter expansion (Bash), 430-431
positional (shell variables), 430
paravirtualization (PAE) support, 215
parent caches, 650
parity, RAID and, 381
partitions
Linux file systems and, 367-368
partitioning disks, 52—60
reasons for multiple, 368
resizing Windows, 47-50
Windows, using from Linux, 50-51
Password Authentication Protocol (PAP),
625-626
passwords
adding users and, 398, 401
administrative logins and, 358
choosing, 508-511
creating encrypted (OpenLDAP), 821
/etc/passwd, making changes in, 346
expiration of, 416
resetting user, 412-413
root user, 350
rsync, running without, 471
security and, 505-506
for shared Samba directories, 717
ssh/scp/sftp without password, 535-536
sudo command and, 360
patents (multimedia), 250
paths
$PATH variable, 128—129, 146
relative/absolute, 121
pax archiving tool, 499-502
pay-per-click frauds (DNS servers), 892
PCMCIA devices, 22
pemciautils, 584
PDF files
displaying with Evince, 238-239
intelligent, 240
outputting (OpenOffice.org), 225
peer-to-peer wireless LANs, 567, 568
-percent option (rpm), 180
performance monitoring (systems), 385-388
perl.conf file, 805
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permissions
changing, 638
and directories, checking (shell), 121-123
file (Linux), 153-155
security and, 506
setting user (NFS), 687
Squid, 648
testing (Samba), 713
Permissive mode (SELinux), 392-393
phishing, defined, 738
php.conf file, 805
PID file, storing (Apache Web server), 770-771
Pidgin, instant messaging with, 326-328
pinfo command, 128
ping command, 94
ping packets, 541-542
pinning windows, 111
pipe () metacharacter, 135
piping commands (shell), 135-136
Places menu (Gnome desktop), 77
play command, 259, 267-268
playlists
creating in Rhythmbox, 262
creating with Xine, 290
Playlist Editor (XMMS), 266-267
plugins
Firefox, 311-312
setting up yum.conf and, 169
Point-to-Point Protocol (PPP). See PPP
(Point-to-Point Protocol)
point-to-point wireless LANs
antennas and, 580
basics, 568
policies
default, iptables -P commands, 519
policycoreutils software, 392
in SELinux, 389-393
POP3
accessing mail with, 741
configuring with dovecot.conf file, 743-744
pop-ups, blocking in Firefox, 307, 314
port numbers
basics, 612
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port numbers (continued)
configuring in squid.conf, 651
defined, 546
portable desktops, creating, 410—-411
Portable Document Format (PDF) files. See PDF
files
ports
configuring, (WINE), 213
port forwarding, 523-524
Squid configuration file, 647
positional parameters (shell variables), 430
POSIX (Portable Operating System Interface for
UNIX), 7
Postfix MTA, 721, 737-738
PostgreSQL, 863
POSTROUTING chain rules, 520-521
PostScript
Linux and, 227
printers, 659
poweroff command, 458
PPP (Point-to-Point Protocol)
CHAP/PAP-secrets files, 625-626
debugging, 627-629
default route, 624
dial-up, setting up, 618-619
ifcfg files, 625-627
launching connections, 621
modem detection, 622—-623
name servers, 624
on-demand connections, 621-622
over OpenSSH, 634
PPP interface, 623-624
pppd daemon, 625-627
prefdm script, 115
primary (master) name servers, 890
printers
choosing, 659
configuring local, 660—-664
configuring print servers, 674
configuring remote, 664
CUPS features, 658
CUPS print server, configuring, 670-672
CUPS printer options, configuring, 672-673
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CUPS Web-based administration, 667—-670
Printer Configuration window, 659
shared CUPS printer, configuring, 675-676
shared Samba printer, configuring, 676-677
printing
commands, 673-675
documents in Groff, 229
options (Samba), 707
privacy, HMAC and, 636
private DNS server zones, 897
private IP addresses, 596, 631
private-key cryptography, 549
privileges, administrative, 359—-360
proc interface, 370
processes, defined, 123
procmail for blocking mail, 538
profiles, setting system, 408-409
ProFTPD, 754
/project directory (NES), 695
prompts, setting (shell), 144-145
properties, changing panel (Gnome desktop), 88
protocol analyzers, 548
proxies
basics, 613, 617
and caching services (Apache Web server),
801-802
configuring browsers to use as, 654—655
proxy clients, 653-655
proxy servers, 617. See also Linux, as proxy
server
proxy services, 643—-644
transparent, iptables as, 523
public DNS server zone, 897
public servers
configuring networking, 886-887
configuring servers, 887—-888
domain names, obtaining, 884—886
incoming/outgoing connections, 8381
ISPs, choosing, 881-883
security management, 838—889
public-key cryptography, 549-550
public-key infrastructure, 638—-641
publishing
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graphics and. See graphics
in Linux, 222-226
overview (CentOS and Linux), 221
page layout (Scribus), 239-241
PDF files, displaying with Evince, 238—239
SANE, scanners driven by, 246-247
Web publishing, 247-248
publishing tools (Linux)
advantages of, 226-227
disadvantages of, 227
DocBook documents, creating, 234—235
documents, converting, 233-234
Groff text publishing, 228-231
Groff/LaTeX documents, 227
SGML and XML basics, 235
text processing with TeX/LaTeX, 231-233
pup utility for updates, 175
put file command (FTP), 334
PXE (Pre-eXecution Environment), 37
python.conf file, 805

Q

QEMU
running applications virtually with, 218-220
running Windows applications in Linux,
210-211
-gf option (rpm), 186
Qmail, 721
-qp option (rpm), 186—187
querying
query options (rpm), 184-186
RPM packages, 184187
quota package, 418—423. See also disk quotas,
checking

R

-R options (chmod), 154

racoon command, 637

RAID (Redundant Arrays of Independent Disks)
disk mirroring for backups and, 473-474
using, 381-382

random access medium, 476
ReadmeName directive (Apache Web server), 796
real users, 753
reboot command, 458
recall, command-line (shell), 134—-135
reception, poor/wireless, 603
recording, setting sound cards for, 259
records, database
displaying, 868-869
updating/deleting, 872
recovering files, 491-493
Red Hat
Enterprise Linux, 6
Enterprise Linux documentation, 13-14
Red Hat Linux Configuration Guide, 42
Red Hat RPM Guide (Red Hat Press/Wiley),
190
SELinux in Red Hat, 548
training/certification programs, 13
Redirect directive (Apache Web server), 792-793
re-directing mail (Sendmail), 734-737
referer format (HTTP logging), 789
regular users, 71
relative paths, 121
remote backups, 470-472
remote commands in Linux, 299
remote file copy, 340
remote login
rlogin/rep/rsh commands for, 341
ssh command for, 339-340
Telnet for, 330-331
remote printers, configuring, 664
remote X applications
launching, 203-204
running with ssh command, 205
traditional method of running, 201-203
removable devices, hald daemon and, 363
removable media
for backups. See media for backups
managing (Gnome desktop), 92-93
mounting, 375-376
repeaters, 569
repoclosure utility (yum), 174
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repoquery utility (yum), 174
repositories

adding (yum), 169-170

cleaning, 174

excluding, 169

finding software at, 166—167
Request for Comments (RFCs), 615, 817
reserving domain names, 885-886
resident drivers, defined, 364
resizing

windows, 110-111

Windows partitions, 47-50
resource records (DNS servers), 891
restore command

limitations of, 483

options, 489

recovering files with, 491

uses of, 488
restoring

backed-up files, 488—493

file systems, 490

restore program in dump package, 483
RECs (Request for Comments), 615, 817
RHCE and RHCT Exam Preparation Guide,

13

Rhythmbox

overview, 259

playing/managing music with, 261-263
ring topology (LANs), 566
rlogin/rcp/rsh commands, 340
rmt package in dump package, 483
roaming, 568
Role-Based Access Control (RBAC), 389
root users

basics, 346

remote resource sharing and, 71

security and, 506
rootpw command, 43
routers

basics, 570, 613, 616-617

configuring Linux, 630-634

Linux as, 629
routes, default, 624, 633
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routing
basics, 616-617
classless inter-domain, 594—595
OpenVPN and, 638
RPM packages, 176-188
Add/Remove window, 176-177
CentOS systems and, 166
freshening, 183
installing from binary RPM archives, 190
installing from source-code, 190
installing with, 180—182
querying with, 184-187
removing, 183-184
rpm command basics, 178
RPMFind, 167
RPMForge, 170, 634, 765
upgrading, 182
verifying installation of, 188
verifying integrity of, 179
yum for downloading/installing, 170-173
rsync service
FTP servers and, 547, 548
simple backup with, 469-472
rsyslogd daemon, 528-531
Rubel, Mike, 472
rules
iptables firewalls rules, 515-516
quota rules, 421-422
reducing number of (IP tables), 524
script to load firewall rules, 517-518
for shared Internet connection with servers,
519-521
Run Applications window, 198—-199
run levels
manipulating, 457-458
possible, 446
run-level scripts
adding, 455-456
basics, 447-450
behavior, changing, 452-453
reorganizing/removing, 453-455
run-parts shell script, 464
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Samba file servers
clients, setting up, 714-715
configuring, 698-701
configuring with SWAT. See SWAT (Samba
Web Administration Tool)
files and commands, 710-711
getting/installing, 697-698
guest accounts, assigning, 706
mounting Samba directories in Linux, 715
overview, 696-697
permissions, testing, 713
printers, configuring shared, 676-677
shared directories, 713-715
smb.conf file, editing, 711-712
starting Samba service, 713
troubleshooting, 715-717
users, adding, 712-713
Samba Web Administration Tool (SWAT). See
SWAT (Samba Web Administration
Tool)
SANE (Scanner Access Now Easy), 246-247
/sbin directory, 353
Scalable Vector Graphics (SVG) format, 244
scanimage, 246
scanModem, 623
scanners driven by SANE, 246-247
scheduling system tasks. See system tasks,
scheduling
schemas, defining information in (LDAP),
817-818
scp command, 340, 533-536
screen captures with GIMP, 243-244
screen command, 141
screensavers, 76, 91-92, 112
Scribus, page layout with, 239-241
ScriptAlias directive (Apache Web server), 792
scripts
initial login scripts for user defaults, 405
quota start-up scripts, 420-421
scriptkiddies, defined, 541
shell. See shell scripts
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searching text (vi editor), 159-160
secondary (slave) name servers, 890-891
second-level domains, defined, 614
Secure Sockets Layer (SSL). See SSL (Secure
Sockets Layer)
security, 505-558
Amanda and, 494
in Firefox, 307, 311
iptables firewalls. See iptables firewalls
Linux security checklist, 505-508
Linux servers, securing. See Linux servers,
securing
log files, checking, 528-532
management (public servers), 888—889
mount-level, 680
options (SWAT), 704—706
password protection, 508-511
secure data transfer, and rsync, 469
SSH, 532-536
SSL, 550
Security Enhanced Linux. See SELinux
Security Level Configuration window,
512-513
of server-info/server-status (Apache Web
server), 810-811
SNMP and, 644
TCP wrappers and, 525-528
updates (public servers), 889
wireless, 589
sed (stream editor) command (shell scripts),
439
self-signed certificates, 552
SELinux
basics, 345, 389-391, 507
in CentOS, 391-392
checking enabling of, 392-393
checking status of, 393
enabling, 889
opening for DHCP servers, 835
securing servers with, 548
security, 33
tools, 390-391
using, 388
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Sendmail MTA settings for system administration, 350—352
basic settings, 725-729 single-thread, 456
for blocking mail, 538-539 user accounts, adding, 409-410
domain names, obtaining, 725 Web. See Web servers
installing/running, 720-724 services
outgoing mail access, defining, 729-731 OpenLDAP, 822
overview, 724-725 Service Configuration window, 453-454
re-directing mail, 734737 trusted, 512-513
related programs, 723 setkey command, 637
starting/generating database files, 733-734 setools (SELinux), 392
user accounts, adding, 733 setting environment variables, 140—141
virtual servers, configuring, 731-732 sftp command (Openssh), 533-536, 756
virtual users, configuring, 732-733 SGML (Standard Generalized Markup Language),
SENS wireless network option, 588 235
sequential access medium, 475 shadow password files, 509-511
sequential commands (shell), 136 shared directories
servers checking status of (Samba), 713-714
Amanda, adding network services, 498 configuring with SWAT, 709-710
configuring virtual (Sendmail), 731-732 from Nautilus, 714-715
connecting public. See public servers NFS, 695-696
CUPS print servers, configuring, 670-672 sharing NFS file systems, 682, 688
defined, 618 shell interface
determining goals for, 880 aliases, adding, 146-147
DHCP boot server. See DHCP (Dynamic Host background commands, 136
Configuration Protocol) boot server background/foreground processes, 141-143
FTP. See FTP servers bash shell, 125
mail. See mail servers command options/arguments, 126
name servers, checking (PPP), 624 command-line completion, 132-133
OpenVPN, configuring, 642-643 command-line editing, 130-132
print servers, configuring, 674 command-line recall, 134-135
processes, setting number of (Apache Web commands, locating, 127-129
server), 772—774 configuring, 143-147
renting, 881 defined, 119
root directory, setting (Apache Web server), directories and permissions, checking,
770 121-123
Samba file servers. See Samba file servers environment variables, 126, 138-141,
security examples (iptables firewalls), 145-146
516-521 exiting, 125
Server Configuration window (NFS), 682-685 expanding arithmetic expressions, 137
server keys, creating, 640 expanding commands, 137
server-info handler (Apache Web server), 808 expanding variables, 138
server-status handler (Apache Web server), help in using, 128
808 login session, checking, 120—121
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metacharacters and, 127
options (system-wide), configuring, 407-408
overview, 119-120, 125
piping commands, 135-136
rerunning commands, 129-135
sequential commands, 136
system activity, checking, 123-125
shell scripts
for . . . do loops, 436-437
arithmetic in, 431-432
case command, 435-436
cut command, 438
defined, 427
example, backup script, 441
example, telephone list, 440—441
executing and debugging, 428—429
general regular expression parser (grep), 438
if . . . then statements, 432-435
overview, 427-428
programming constructs in, 432-437
sed (stream editor) command, 439
tr (translator) command, 438-439
variables, 429-431
while . . . do/until . . . do Loops, 437
shutdown command, 458
sibling caches, 650
signature lines (Apache Web server), 791
Simple Mail Transfer Protocol (SMTP), 719-720
Simple Network Management Protocol (SNMP),
644
single-thread servers, 456
slapd.conf file, 819-822
sleeping processes, defined (shells), 124
Smart Card Support, 34
smart keywords (Firefox), 314-315
SMB (Windows) printers, 666—667
smb run-level script, 452
SMB Support, 34
smbclient command, 716-717
smb.conf file
editing, 711-712
for printing, 676-677
SMTP (Simple Mail Transfer Protocol), 719-720

Index

smurfing attacks, 540
snapshots, rsync, 471-472
SNAT (Source Network Address Translation)
masquerading, 522-523
socket states, 545
software. See also Open Source software
C programming software development tools,
191
CentOS software updates, 175-176
to install with SELinux, 391-392
installing in SRPM format, 192
installing in tar.gz/tar.bz2 formats, 193-195
installing wireless, 584
locating, 166—167
security and, 506
for Web publishing, 221
yum and. See yum (Yellow Dog Updater,
Modified)
sorting data (MySQL database servers),
870-871
sound cards
adjusting sound levels, 256-258
detecting drivers, 255-256
features of, 253-255
setting to record, 259
testing, 24
sound formats, sox utility supported, 269-270
Sound Juicer, 271-272
source code
building/installing from, 191-195
packages (CentOS), 909
Source Network Address Translation (SNAT)
masquerading, 522-523
SourceForge, 167
SoX, converting audio files with, 268-271
spam
e-mail readers to filter, 741
relays, 539-540
SpamAssassin, 540, 738-741
The Spamhaus Project, 540
speaker-test command, 258
special characters in shell scripts, 429
Squid daemon, starting, 644—645
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squid.conf file su command, 346—347
checking, 652 subcomponents, revealing (Apache Web server),
configuring access control in, 648—649 770
configuring caching in, 650-651 subdomains, defined, 612
configuring port numbers in, 651 subversion.conf file, 805
debugging, 651-653 sudo command
overview, 645-647 assigning administrative privilege with,
SquirrelMail 359-360
for accessing browser mail, 744-745 vs. su command, 346
squirrelmail.conf file, 805 visudo command and, 348
SRPM (Source Red Hat Package Manager) super users
format, installing software in, 192 defined, 345, 346-348
SRPMS directory, 909 in X Window System, 348—349
ssh command SVG (Scalable Vector Graphics) format, 244
for remote login/execution, 339-340 SWAT (Samba Web Administration Tool)
rsync and, 470-471 checking Samba setup with, 710
running with remote X applications, 205 configuring shared directories with, 709-710
SSH daemon (sshd), 205 creating global Samba settings in, 703-709
SSL (Secure Sockets Layer) overview, 701-702
certificates, creating, 550-552 starting with, 702-703
ssl.conf file, 805 turning on, 702
SSL/TLS connections, 640 Switcher, Desktop, 98
Standard Generalized Markup Language (SGML), switches, LANs and, 569
235 switching desktop environments, 98
Star Office, 225-226 Sylpheed mail client, 318
star topology (LANs), 566-567 symbolic links, defined, 123
start-up scripts (system), 450-452 symmetric cryptography, 549
startups, desktop, 115-116 sysklogd
static addresses daemon, 358
basics, 591 replacing, 528
static IP addresses, 882—-883 systems
static key infrastructure, 638 activity, checking (shell), 123-125
statistics packages (Web servers), 813—-814 files, public servers and, 889
Sticky Notes (Tomboy), 222 monitoring for security, 507
storage devices, digital cameras as, 295-296 performance, 361, 385-386
store.log file, 653 requirements for Linux/Windows,
stream editor (sed) command (shell scripts), 439 907-908
streaming video, 287 services, defined, 9
strings space, checking, 382-385
data types for columns, 866—-868 System menu (Gnome desktop), 77, 84—85
running commands with, 134 System Monitor, 385-386
striping, RAID and, 381 system-config-bind tool, 896
structured documents, 235 system-config-network command, 585
940

—p—



system-config-soundcard command, 255
tools, 352—-353
system administration
basics, 345
commands, 353
configuration files, 354-357
file systems and disk space. See file systems
graphical tools for. See graphical
administration tools
hardware, configuring. See hardware,
configuring for system administration
Linux administration, 360—-361
log files, 358
other logins, 358—-360
performance monitoring, 385-388
root user, 346
SELinux. See SELinux
system administrator, defined, 345
system initialization
init program, starting, 442
inittab file, 442-446
overview, 441-442
system startup/shutdown
overview, 446—447
run levels, 457-458
run-level scripts. See run-level scripts
start-up scripts, 450—452
xinetd script, 456-457
system tasks, scheduling
at.allow/at.deny files, 458
batch command, 461
cron facility, 461-464
job timing, 458—-459
scheduled jobs, 459-461
SysVinit RPM package, 442

T
tabbed browsing (Firefox), 306
Tabbrowser Preferences (Firefox), 313
tables, MySQL. See MySQL tables
tags

cache-related, 650-651

Index

default squid.conf file, 645-646
VirtualHost (Apache Web server), 803
tar utility
for archiving and compressing files, 191
installing packages in, 193-194
Linux archive file formats and, 192
package naming and, 189-190
tar.gz/tar.bz2 formats, 193-195
tarballs, 166, 191
taskbar, managing windows from, 110
tasks, scheduling system, 458
TclHttpd Web Server, 765
TCP rules, 519
TCP wrappers, security and, 525-528
tcpdump command, 604
TCP/IP
checking, 602-603
configuring for LANs, 571-575
domains, 686
TCP/IP-based networks. See Internet
connections
tesh command
initial login scripts, supplying and, 405
options, configuring, 408
.teshre file, 407
tech support, mailbox for, 412
telephone list example (shell scripts), 440-441
Telnet
for remote login, 330-331
security and, 204
temp files, removing automatically, 423-424
Terminal window
launcher, 78
starting applications from, 199-201
terms of service (ISPs), 881
testing
distances for wireless LANs, 590
SSH service, 533-534
test expressions (shell scripts), 434-435
testparm/testprns commands (Samba), 697
TeX/LaTeX, 231-233
text
adding with Inkscape, 245-246
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text (continued) quota package, 418
searching (vi editor), 159-160 SELinux, 390-391
text-based browsers, 316-317 setools for SELinux, 392
text-based e-mail programs, 324-325 for system administration, 352-353

text-based mail readers, 318

TextMaker, 226
text editors, 157, 222. See also vi text editor
text processing

with Groff, 228-231

with Scribus, 240-241

with TeX/LaTeX, 231-233
themes

desktop, 76, 91

Firefox, 314

system tools menu, 350
top utility
monitoring CPU usage with, 386—-387
running top command, 653
top-level domains (TLDs)
basics, 884
defined, 614
topologies, LAN, 566-569
Torvalds, Linus, 12

Theora Totem movie player, 292-293
codec, 285 tr (translator) command (shell scripts), 438-439
video, 287-288 traceroute command, 94
theoretic isotropic radiator (dBi), 581 traffic, analyzing (Apache Web server), 812-813
Thin Ethernet cables, 566 transparent proxies (iptables), 523
third-party certificate signers, 552-553 Transport mode (IPsec), 636
third-party repositories, 166 trapdoor algorithms, defined, 509
thttpd HTTP server, 765 Trivial File Transfer Protocol server, 754
Thunar File Manager, 113-114 troff text formatting command, 228
Thunderbird troubleshooting
accessing address book from (LDAP), CD-ROMs, 260—261
829-831 CentOS installations, 65-66
mail client, 318, 322-324 certificates, 558
time desktops, 114-118

setting, 351

time/date data types for columns (MySQL
tables), 866

time-out values (Apache Web server),
771-772

time-outs, setting (vsFTPd), 760

timezone command, 44

zones, selecting, 28

/tmp directory, 59

inability to log in, 412
LANs. See LANs troubleshooting
Samba file servers, 715-717
SELinux Troubleshooter, 391
writable CD drives, 479
ttcp RPM package, 542-543
Tunnel mode (IPsec), 636
TUN/TAP virtual network interface drivers, 637

Tomboy (Sticky Notes), 93, 222 TV in Linux
tools. See also Wireshark overview, 278
for backups, 472 watching with tvtime command, 279-281
to create firewall rules, 515-516 twisted-pair cables, 569, 570
debugging tools for wireless LANs, 603—604 Type Enforcement (TE) security model, 389
pax archiving tool, 499-502 TypesConfig directive (Apache Web server), 787
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-U option, rpm command, 180, 182
UDP rules, 520
umount command, 376
UNIX
developmental background of, 7-9
print commands, 658
printers, adding remote, 665
system documentation, 227
unmounting
CD/DVD images, 376
file systems, 377
NES file systems, 694—695
until . . . do loops, 437
untyped variables (Bash), 431
updates
CentOS software, 175-176
database records, 872
security (public servers), 889
upgrading
CentOS, 19-20
software packages with rpm, 182
uploading
files from anonymous users (vsFTPd),
758
files from local users (vsFTPd), 757
URLs (Uniform Resource Locators), 301-303
UseCanonicalName directive (Apache Web
server), 782
user accounts
adding to Sendmail, 733
adding to servers, 409—-410
adding with User Manager window, 400—402
adding with useradd, 396-400
creating, 395-396
deleting, 417-418
disk quotas, checking. See disk quotas,
checking
mail, sending to all users, 424-425
modifying, 413-416
portable desktops, creating, 410-411
support for, 411-413

Index

user defaults, setting. See user defaults, setting
vsFTPd, 755-756
user defaults, setting
.bashrc/.bash_profile files, 406
basics, 402—-405
initial login scripts, 405
shell options, configuring, 407 -408
system profiles, setting, 408—409
teshre file, 407
user accounts, adding to servers, 409-410
User Manager
adding users with, 400—402
deleting user accounts with, 418
modifying user accounts with, 416—-417
user-defined chains (iptables firewalls), 519
users
adding to Samba, 712-713
adding/granting access (MySQL database
servers), 873-874
configuring virtual (Sendmail), 732-733
desktop users, 396
directories (Apache Web server), 784-785
FTP user types, 753
interfaces, defined, 9
login, purpose of, 71-72
mapping in /etc/exports file, 687-688
revoking access of (MySQL database servers),
874-875
root and regular, 71
in SELinux, 390
server users, 396
uploading files from anonymous (vsFTPd),
758
uploading files from local (vsFTPd), 757
user and group entries, setting (Apache Web
server), 780
useradd command, 396—400
userdel command, 416-418
UserDir directive (Apache Web server), 785
user/group accounts (MySQL database
servers), 848
usermod command, 346, 413-415
usernames, creating, 396
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/fusr directory, 59

/ust/sbin directory, 353

uucp administrative login, 359
-V option (rpm), 180, 188

\%

validating certificate signers, 555
variables

environment. See environment variables (shell)

expanding (shell), 138

for public keys infrastructure, 639

SELinux policy type, 392

shell, 429-431
/var/log directory (NFS), 696
/var/log/messages, 604
/var/spool/mail directory (NES), 695
vector graphic images (Inkspace), 244-245
verifying rpm package integrity, 179
vi text editor

commands, using numbers with, 160

moving around vi files, 159

overview, 155—-156

searching for text, 159-160

starting with, 156—159

VIM Tutor, 160
video cards

for AIGLX, 96

configuring for gaming, 118

testing, 24

tuning, 116-117
video recording/playback

laws affecting, 285-286

overview, 285

Theora video, 287-288

Totem movie player, 292-293

video file formats, 286—-287

video/audio codecs, 287

watching video with Xine, 288-292
Video4Linux video interface, 279
videoconferencing with Ekiga, 281-285
viewing scheduled jobs, 460
virt-manager utility, 216
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virtual desktops, 111
virtual hosting (Apache Web server), 803—804
virtual machines, 207, 214
virtual private networks (VPNs)
configuring connections, 634-637
OpenVPN servers, configuring. See OpenVPN
servers, configuring
setting up, 564—-565
virtual servers, configuring (Sendmail), 731-732
virtual users, configuring (Sendmail), 732-733
virtualization software
KVM and QEMU, 218-220
Xen, 214-218
visudo command, 347
VMWare player, 207
VNC CentOS installation type, 40—41
VOIP with Ekiga, 281-285
Volume Control window, 256-257
vsFTPd (Very Secure FTP) Server
configuring, 755
downloading files, 756-757
logging vsFTPd activities, 759
message files, adding, 758-759
navigating vsFTPd site, 760
overview, 753-754
quick-starting, 754-755
setting FTP access, 756
setting time-outs, 760
setting up behind firewalls, 760
uploading files from anonymous users, 758
uploading files from local users, 757
user accounts, 755-756
-vv option (rpm), 181

W

w3m text-based Web browser, 317
Watermark settings (printing), 663
Weather Report (Gnome desktop), 78
WEB algorithm, 588, 589
Web browsing

browser overview, 299
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with Firefox. See Firefox Web browser,
configuring

fundamentals, 301-305
Konqueror for, 300-301
text-based browsers, 316—-317

Web page basics, 303

Web publishing basics, 247-248

Web servers
Apache. See Apache Web server
available for CentOS, 765-766
configuring, 39
overview, 764

Web sites, downloading with wget command,

338

Web sites, for downloading
CrossOver Office, 223
ffmpeg2theora tool, 287
Ghostscript, 659
Html Goodies, 305
Java Runtime Environment (JRE), 103
Linux Audio Users Guide, 255
Linux NVIDIA drivers, 118
LyX editor, 233
MIDI files, 268
Mozilla Plugins, 311
Norton Partition Magic, 48
Open Source backup facilities, 472
setkey configuration files, 637
source code packages (CentOS), 909
SoX, 271
StarOffice, 226
Totem movie player, 292-293
Windows applications for WINE, 214
XMMS plug-ins, 265

Web sites, for further information
“FTP and Your Firewall”, 760
AES, 549
ALSA wiki, 256
BIND options, 905
BIND software, 892
bridging, 569
CentOS forums, 910
CentOS project, 3

Index

CentOS project help, 12

CERN (W3Q) Jigsaw 2.2.6, 766

ClamAYV virus scanner, 738

DNS attacks, 892

DocBook, 235

domain name availability, 884

File System Saint, 889

Firebird, 863

Firefox, 308, 312, 316

Fluendo, 251

Foundation for a Free Information
Infrastructure, 250

Free Software Foundation, 7

Free Standards Group OpenPrinting site, 659

FTP, active and passive, 332

FTP servers, 761

GIMP, 242

HAL, 362

installation guide, 21

Internet Assigned Numbers Authority, 818

Internet Software Consortium, 905

LDAP Schema Viewer, 820

lighttpd Web Server, 765

Linux Foundation, 9

Linux HOWTOs, 255

Linux on Laptops, 21

Linux security, 507-508

Linux Standards Base, 7, 148

mail servers, 721

Mesa Open Source OpenGL implementation,
96

Metacity themes, 92

monitors, 116

Mozilla Firefox, 308, 312

MozillaZine forum for Firefox support, 316

mp3 licensing, 250

MPEG patent issues, 286

MySQL, 845

Nautilus File Manager, 91

NDISwrapper, 582

The Open Group, 9

Open Source QEMU, 210

OpenLDAP Schema Specification page, 817
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Web sites, for further information (continued)
PostgreSQL, 863
Printing HOWTO, 659
Private Enterprise Numbers list, 818
ProFTPD, 754
RAID, 474
Red Hat Enterprise Linux documentation,
13-14
repositories, 170
RFCs, 615, 817
SANE-supported scanners, 246
SELinux, 391
service ports listed, 888
SFTP in chrooted environment, 751
Squid proxy server, 644
TclHttpd Web Server, 765
third-party certificate signers, 552
thttpd HTTP server, 765
Tomboy desktop notes application, 93
Webcams supported by Linux, 282-283
Wiley Product Technical Support, 910
X servers, 118
XMLTV Project, 281
XSP Web Server, 765
Zope Web Server, 765
Web URLs, protocols in, 302-303
webalizer package (Apache Web server),
812-813
webalizer.conf file, 805
Webcams supported by Linux, 282-283
WECA security recommendations, 589
WEP (Wired Equivalent Privacy), 588—589
Wget command, 337-339
whichman package, 194-195
while . . . do/until . . . do Loops (shell scripts),
437
whois command, 885
widgets, adding to KDE desktop, 113
Wi-Fi standard, 576-577
Wiki software, 247
Wiley Product Technical Support, 910
Win4Lin software, 209
Winbind Support, 34
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windows
managing (KDE desktop), 110-111
server configuration windows, 350-351
Windows, Microsoft
dual-booting with Linux, 46-51
emulators and, 206
file system vs. Linux, 148-149
partitions, resizing, 47-50
partitions, using from Linux, 50—51
running in Linux, 209-214
Windows-equivalent applications, 197-198
WINE
basics, 207, 209
in CentOS, 210
driver letters, assigning, 211
File System Browser, 212
further applications, 214
installing applications in, 211-212
launching, 212-213
running Windows applications in, 209, 211
tuning and configuring, 213-214
WINS options (Samba), 708—-709
Wired Equivalent Privacy (WEP), 588-589
wired networks, 562564
Wireless Ethernet Compatibility Alliance
(WECA), 589
Wireless Fidelity (Wi-Fi) standard, 576-577
wireless LANs
basics, 575-576
cards, 577-578
configuring, 584-585
connections, checking, 590
distances, testing, 590
drivers, 582-584
extensions, checking, 590-591
hardware, selecting, 577-581
interfaces, activating, 590
interfaces, configuring wireless, 585-589
Linux software, installing, 584
network adapters, 579-580
network basics, 576-577
troubleshooting, 600-604
wireless networks
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basics, 576577 XML (Extensible Markup Language), 235
connecting to, 562-563 XMMS (X Multimedia System) Audio Player,
wireless-tools software, 584 259-260, 264-267
Wireshark, 604—-608 xmms command, 200-201
word processors xorg.conf file, 117
Linux, 222-225 XSane application, 246
Star Office, 225-226 XSP Web Server, 765

TextMaker, 226
wordtrans.conf, 805

Workspace Switcher, 81 Y
writable CDs, 475479, 481-482 Yahoo! Messenger, 327
writable DVDs, 475, 480—-482 Yellow Dog Updater, 167
yum (Yellow Dog Updater, Modified)
basics, 167
X configuring, 167-169
X Window System (Linux). See also remote X manual software updates with, 175-176
applications packages, installing locally, 172-173
commands, 201 packages, listing, 173—-174
defined, 11 repositories, adding, 169-170
X forwarding, 205 RPMs, downloading and installing, 170-172
X.500 CCITT specification, 815 yumdownloader utility, 174
xconfig command, 42 YumPlugins wiki, 169
-xdev option, 385 yum-utils package, 174

xDSL routers, 617
Xen virtualization software, 214-218

Xfce Z

Application Finder, 114 zones
desktop environment, 113-114 authoritative (DNS servers), 891
xfs journaling file system, 371 zone files, setting up (DNS server example),
Xine video player, 288-292 900-903
xinetd daemon, 547 zone directory (DNS servers), 895
xinetd script, 456-457 Zope Web Server, 765-766
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