CHAPTER 1

INTRODUCTION TO PHISHING

Srevern Myors

1.1 WHAT IS PHISHING?

Phishing: A G of social cogiaecrit
avlempl s ivawdudenly reirieve leg

i whitel an artacker, alse kneevn as a plosher.
maie ety comtidential or sensitive credenisls
by minidehing elsciromie commmumantions Trom a irestworthy or public erganization in
an antognated Laslione Such commnmications sie rmwss reguently done throurh emds
i dlrect wsers o fravcdulent websitas that e o cedlect the oredentiala 1o Guest
Lxamiples of credentials Ircquetitly oF inrerest o phishers are passwords, cre
nembwees. o ahonal wdentiiicaion mnnbwe,

The word phisting is an evoltien of the wand fishing by bachers whe egeent]y
replace (e detter “17 with the leners ph in g eped hacker dialeci. Une wond anises

fromy the Tagl thar users, oF phish. are feed by the mimicked commumication 10 a trap
o feeck than veiewe dhetr contnlenis] islormation

In the Tast 1ewe vears there has been an alanniag wend of an werease i both the number
andl the suphisticarion of phishing attacks. As the definition spegasis, phishing is 4 novel
cross-hreed of sucial engineering aad teehimcal attacks designed o clicit confidential in-
fermativn fromy g vietm. 'The colleewed information is e used for o nwmber of nefarious
deeds including fivud, kdeotiry thiefo and corporaie espronage. The growig frequency and
susoess of these sitacks has led o nwnber of rescarchers snd corporations o take the prob-
tem serbously, They havo atempted w address i0hy consadaring new counees measures and
rescarching new and novel rechniques 6 prevent phishing, 1o seme cases tie researchers
have steggested old and proven rechinigues whose use has fallen ool of favor, or were con-
sidered ouldated. In other cases, new approachics are heing developed. I this book ai
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overview of correat and dikely future evolwions of phishig sitacks will be oiven. Addr-
vionally, an overview 14 glven of the sceurty conncrmensures that are helng develnped te
caunter them. We have tnied o odie ao all encompassing appioach, looking at technologios
with diverse backgrounds, Nrom technical soluions gimed al directly balting 1he atiacks: w
thue likely effecis of legisloton and wocial nelworks which ol by midhe the atiacks more
visky ur casdly identifiable, aud therelore less proiitable Tor phishers Addigonally. since
pishing avacks are often sucecssful becanse the average user dees net undoerstand. and tius
cammot nake vse of, muny of the currently available and duployed seourity mochanisms,
we Took at hwnan-centered solutions and approaches, that consader @more habistic view of
security that includes the user. Tlus approach accepts the fact thut average vsers do things
that sccurity experts wonlid rather they didn ', such as ising the sarae password al mulliple
Shres, o choosing thedr doas” names ax passwards Gor thear online hank accounts.

I the remainder of s chapter e problem of phishing 12 ntrodouced tor the wangiaed
It begins with a bricd history of phishing. and then continues on o motivale ihe need Lo
stedy the problenn by dizcwssing e diftorant costs associated with the wiack. Nexo the
tvpieal snaromy, toods and techmgues ol current phishing uiacks are covered including two
relaiivel v stratghitlorward exaonples ol actual phishing attacks  Lastly, phishing attacks have
comstantly evolved, and will continve to do v, Therefore. the natural evolwion of phishing
gnd the dilliculty of protectng wers from these allacks are briclly discussed. Bopetully
by thus point the ceader will realize the poatentind problems thar phtshing may realize in
the futoee, and be well vootvaed o continue Turther mio he book which discusses hath
eapeatcd evolulions of phishing, und polemial countermensires,

1.2 A BRIEF HISTORY OF PHISHING

Phishing originated in tha eurly 1900 on the America Online {AOT) neiwork systonms,
At the ttme many hackers would oreate Talse AUL aser accounts, by regislering with a
tuke identity and providing an aviomatically gensvated, randulent credit canl ruomber,
While these credit cad numbers Jdid not correspond o actual credit-cards nor the made
up ideniity, they would pass the simple validity tewts on the credii card numbers that were
perlormeld by ACL fand ather merehane i the ime ). lsaving AOL ta belicve thar they were
legitimate, This, AQT. wouldd activate the accounts, The AL accoumt: that resulied from
such atracks would then be used o aceess AOL rasources A no eost nor vish 1o the backer;
ihe account would remain active undl AL actualty ried billing the eredit card associaled
with fraudulent account, Jdetermnaned it was invalid. and deactivated the account. While
such abtacks showld nol he comsidered phishing, AOP s sesponse o these atlacks would lead
hackers Lo dovelop phishing,

By the wdd TR ADLL 1ook prosetive measures t prevent the previous!y memioned
atiack from faking place by mmediately veriiving the leginmacy of eredil cord numbaeres, and
the assaciated Billing identity. This resulted in backers changing their methed of acquinng
ADL acevunts. Instead ol creating new accounis with [raodulens billing inlormation linked
to miade-ap identities. phashers would steal the lepitimate accounts of other users. Inoorder
to dey this, phishers would pose as cmployess of AQL and contact legiiimate ADL users,
requesting, their password, Of course vsers nre not corupletely nafve and asking direcuy for
u pasmwiord was wnlikely to result i wbemy given out, bot the phishers would provide rhe
nsers with a legitimate-sounding story that cories them into providing the information. For
nstance, a phisher wondd often comact a user und infomi ibem thal for security purposes they
needed Lo verify the user™s passwored ond would thus need io provide i This contact would
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gonerally be iniiated Wironsh 2l or iroazh AGL's Instant Messaging service, but the
sinail and instant messages would be “spooted” w appear to come from an AU employec,
Brcanse of the lecitmeue sounding reason and the appearance that the raquest for the
rasswwrd came fron an aulhoritative source, many users willfully zave up their passwords
L dhe phishiers. The phishers would then use the accounis for their oawn purposes. accessing
ihficrent billed portions of AOL's site. with the charges being billed wo the lenitunate accounr
herlder,

Atacks of the form Justdescribed wee prabahlv the Arst exampls of toe phishing atacks.

Phishers would use social engineering and stentiny impersonaiion throngh spoofing o sical

leititnate uiers' passwords Lov Frasclulent pumpoeses. Furiler, by this poing, the wrm phishing
had alrcady been cotned o desonbe such attacks, The quote below, from a backer posung
on an early Usenet newsgroup alt . 2600, 1s vne of the carlics knewn citations on phishing
and reforeness the tvpe of attack jual descobed.
It el L be ekl ou coulid meke o Fake acoount on AL <0 lung as
cird pencratur, However, AOL beearnc
allir Wi ivpad i, Dy

yoil e @ eregin

madT. Moy they vandy vvery cand with w bank

P iy GIKe R off % vy 10 et an acconnt et an phivhing?

kEV0 AL for fice " all. 2600, January 28 199

Based on the relalive suecess of these attacks, plushers have slowly been ovolving and
perfecting their attacks. Phishers ne Jomger imic iheir victims o AL vsers, but will
afack any Infernet user, Semilarly, phishers mr longer restric! themselves 16 Impasanadng
A (oragents thereoty, But acuvely unpersonaie @ large number ol online e commerce and
financial institntions. Finally, the zaal of phishersiends o be inore ambitious. No longer
der they satlsdy themselves with Bfucking o user’s onling account i order 10 gel free dccess
Lo enbine services, Rather, they actively aticmpi 1o oblain valid crediv-card nunnbers, bank

wer

acconnt details, Social Securiry and other nadonal idenufication numbers, Tor the purposes
ol thedt frand and money-Taundering: and targeted artacks on emplovees” nscramies and
passwards are done for Lhe puitioses ol comparale cspionage and reiated critainal activitics.

Finally, the phisher shoold not e viewed as the lemely high-schoal or college studeint
whi haoks aveay frone his Dedroom in the ovening, [here are teports (ha organived crime
s oactively organizmg phishers, in order to prefit oft of fravd and o engage in moncy
lavndering services. There wre alue Leurs that Lofrerisds may be obtaining funding through
sinnlar means, Farther, phishing represents a e free market econotuy. A study done by
Chrigtopher Abad [1].which invodved monitoring chal roomes that plushors were whabiting.
shusws thal phishing s 0ot generally done by one individual, bt rather thera has been o
specialization of fabor, allowing differem hackers, phishors, and spammers o opiimige
teir adiuchs. Abad Jound that thenes woere several catcgories of fabor specialirzation such as
matlers, collectors. and cashers, as detined below:

Mailers wre spatnmers o hackers wha have the ability o send om & large number of
fraudulent emails. This s generally done throngh bel-ners, A bot-nit consist of a
larze numbers --ofieninshe thewsands - of compatars that have been compromised.
and which ¢ be controilad Uy the niailer {botneds are also fregquentdy refereed o
as conibie nelsh For a price, o muadler will spam o large nunber of inhaxes with a
Teaudolent croall dirceting vsers 1o u phishing webite.

Callectors arc hackers who kave sei up the raudulent wehsites 1o which nsers are direcred
by the tragdulent spam., and which actively promgpe wsees to provide conlidontial
imformation such ax their usernames. passwords, and credic-card pombers, These
websites are goncelly hosted on corapromised machines on fhie Tnterner. Nate thal
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collectors are Tregquently cistomaers of muilery, i tha they will set up a fraudulent
site and then pay a muatler o spem vsees intie hopes of ditecdy o larze number of
VICUINs 0 Uhe s,

Cashers ke the confidenti] information collected by the colloctors, and wse 10 e achieve
apreiy-oul This can be done o several maniers, from crcating fraudolent creditc-
cards and hank cards which are wsed] Lo divectly withdeaw money from sutomated
tehicr machines 6 the purchase and sale of geods. Cashers are known o either
pay collector directly for the persanat inforamion corresponding to nsers or churge
comiEslon rates, where they recelve o ceriain percenlage of any [unds that are
cventuatly weiricved from the information, The price paid or the comnission rates
charged e dependent vn the qualsiy and aroount of data provided and she abilily ol
casher o attack and detraud Insntubons and service providers related o the calleated
user wccounl information,

1.3 THE €OSTS TO SOCIETY OF PHISHING

Dictlersmining the exact cost of ploshing i clearly a non-vivial sk, as the phishing econ-
oy 18 clearly o black marken thar does nol adveriize v successcs, Faithor, many users,
corpevations and service providers are unwilhng 10 acknowledge when ihey have hecoms
the victng or the targers of a phishing arack dve io fear of humiliation, (nancial lo
legal Habibty, Ubwever, there 1s more o dhe cosis of phishing than just the costof the f)
Specifically. there are three ivpes of costs W consider: divews, findine
Costs:

g,
roand apporiuiite

Direct costs e those vhat aire wcuered directly becanse of the frawd, 1o other words
1t vomromises the rotal value money and weods that wre divecily stalen through
phishing. There have been several groups thar have attcrpred Lo puai g value on the
direet costs of phishing, and while the resnlts bave been fairly incansistent they have
alt shown that the divect costs alone wee segeering, The Gartner Group 6] valued
the direct costs of phishing froud w ULS, Banks and credit-card companies alone at
512 Billion Tov the year ol 2HE L whereas TRUSTY, o non-prodic privacy group, wnd
the Ponemon lnsaie 121, o thak -tank copeeracd alxout mformation management
issues, papged the value ai 300 oullion Toi losses in the United States. Meanwhilc,
the Tower Group [T pegmed the lesses an S50 mallon world wide, Clearly, even
the lonvest lizures represent chiraordunaey costs that need o be dealt with, Whilc
the ahove numbers wes all estimates ot acwal phistung, in Magch of 2004 o phisher.
Zachary Hill of Houston, pleaded guiity fo phishing | and the facts that cmerged
from this case provided some prelimimary concerels numbers. Thic FTC clanme be had
delrauded W sners oul of al beast 573,000, for an averages ol $LA7.30 por vietum,

Indircet costs arg those costs that are incurmed by people hecause they have o deal wilh

tt these costs do ol represeat moncy

of ekl that have actwdly been stoler. Faamples ol inditect conts Lo servies
providers inchade the cosis associaied with custonier service and call centers tha
service providers most deal with, when they ase targeted by sitacks. the cosis of
rezetling peoples passwords, iemporanly ireeeing thelr accounts. ete. Ezample: of
indircer costs Tor victimes include ihe rime and money expended i reclolning ane’s

Jnd respond o successiul phashing anack:

idenity after identiiy thefl tracking down lrandulon charges and having credit-card
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cranparties e xselnding tham from the billo and dealing with credil-cating agencics 10
cste: thit their credie visting 18 net devastated by an atiack.

The website Bank Techimology Wewas repowied §5] in April of 2004 thar one of the rop
201050 banks had 1 leld 90000 phone calls per hour for five hours afrer o phishing
attack in Fehruary, Tn the same acticle David Jovans, chatrnn of the An-Flushing
Working Groop. sstumates ihat phishing costs Boancial msliutions aboal S TO0L000 10
SEROARWY I brand devilwaton perphishingraeiack . Anarticle m OSO Onlime: § 2] stes
that the costs o Cacthlimk, o farge TS, Interuct Service Pravider (ISP, for helping
phishing victims deal wiih the altecks repercussions, such as reseling passwords,
appmosimateby 540000 per sitack. Addigonally, @ that time Farthlink ws dealing
with apprasimaiely eighi urgue atacks pecnondn

A1

Opportuniiy costs are those costs thae are associnted with forgone spporiuniny because
peopts raiuse 10 Use online services bacauss of e fear of phishing, or are othsrwise
ruspicious of hem. Foranskanee. 10 aaser is o0 afraid roose online banking beca
of the fear of phishing, than e opporuniiy cosis o the bank 1 the diiference o the
many dillerent cosis associated wilh dealing with that cnstormer omline veesos offline.
Similarly, the same custinner has the lost the abibity 1w perform many banking oplions
trom the eomndort of their home. such as pavinge bills, get aceomnt updaics, ele..., and
s the custamicr must pow avel g bank or ATM waclune o perforan she same
service. The oprertunity custs assoctated with urers losing confidenee ine-commeres
33 capectally high [or these merchants that only scll online, such as Anazon . come Such
meichants ose porentiad customers, as they have no cormesponding brick and morsr

presence. In a 2005 survey by the Gartner Group |71, it weus Goaad that 255 2l onling
toking customers said thar online banking aetivity was wnlluznced by ouline attachs
such ow phishing, Tnparticalar, 49 of customaors had stopped paying bills coline and
19 of customers lad stopped Bashing online altegether becavse of online anacks.
Statlarly, the Ganger Group estimales that @ financnl istinnen siaves 45 conts geery
time that A sratement by smisiled as opposed 1o 1 beiny seni physically i the mail,
Thercfoue, 1f users siop trusting cmail froin their finunctal stoions, a Jurze hank
condd easily have ancoppertonily o save millicns of dollars per vear jus o potential
postal exponees!

1.4 A TYPICAL PHISHING ATTACK

Currently, the most commaon form of phishing awacks elude deee koy components: Lhe
lure. the hook, and the cuteh. They are as deseribed bebow,

The Lure consists of a shizher spamining a large momber of wsers with an cmioll message
thae Lypically, g convinciug way, appeias 1o be rom some legitmale institution
that has a prescnoe on the Bternct. The message often 1828 o comncing stovy 1o
enceurdge the user i lollow o LRE bvperlink encodod in the cosal fooa website
conrolled by the phisher wnl 1o provide T with cerlain requestisd information, The
soctal engiecsing aspect ob the attack nornally mabes itsell known i e lore, ws
the spam gaves some leginimere soemding meason for the vser fo supply confidential
infornation o the websiie that is hypertieked by the sparii.

The Hoole tvpically consizty of o websie thal wimics the appearance and Teel of i ol
a legitnmae target insittution. In pavticadar. the sie s designed do he as indistin-
guizhable from the targei’s ag possible, The puepose of the book is for vicids e be
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directed o1 via the lure porton of the sluck and for the victims To diselose conliden-
Ll idormanon e the ste. Huamples of the wpe of couldential information . i
often harvestad inchide: usernames, passwords, social-seourity muahers 1n the 115,
{or other naticnal ID purnbers in othor puets of the wordd), billing addresses, checking
aceount riambers, and ceedit-card numbers. Fhe hook website bs gonerally desimed
botdn i convinee e victm of 1s legithuacy and to cncourage the vicim o pravide
confidential information to it with as hittde suspicion an the vienm’s part as possible.

The Catch i the thind portton ol the phishmng attack, which some aliermatively call the
kill. Ivinvolves the phisher oo o casher niaking use of the cellected informaiion tor
some neturious prrpose such e feaud or dentity Qelt,

Aomore precise and detadled view of the dillerent components of a generadized phishing
artack will be considored in Chapter 20 b the three components just Tisted wall sulfice w
deserihe the most hae

¢ antd cormnon phrshing avochs. Ly the nesd subsections, several real-
world exarnpdes of revent phishing sitacks will be given. so that readers whic are untwmiliae
willi the canceplare exposed 1o some concreie examples, Readors who are already Gamiliar
with whal o typical phishing attack consists of may wish o skip ahosd of these subseciions,

1.41 Phishing Example: America’s Credit Unions

This example presenls a slep-hy-step walkt througl of a recent phishing artack ihal was
dircered ata user kaown to the chaprer's awhaor, To buegin with, The user received the 2mail
Jnessane Jepicicd i Figure om pags 7,000 Ris el inbo g ong mormng.

Lt 2laims o e o message fioni Americs™s Credit Tnions and informs the user thial there
i a passibility that his aceouni hay been wsed by athivd pariy and thoercfore the union hae
tempirarnly resiricted the abilivy of bis account W0 perform sensitive operations until such
e as authenticaring intoitnarion cun be provided, Foramately, o houdy link 85 provided
thay will direat the user o the unton™s web page sohe meay restore L

The emui] represents e Jure pontion of a phishing attack,  Note that the wser who
received this micssage does net have anaccounl with America’™ Oredit Unions, butassuming
othorwise, then aquick reading of the message would sugrest several lnngs: first, thar the
Union has acted inthe wser™s hestinterest by lemporarily cedueing the functionaluy ol the
aecount because they fear i bas been atached; and second. that they have provided the
user with a quick ad cazv solution for restoring his accouni’s Tunctonality, An additonal
property of the eniail that make the tore convineing arc the foct thai the email message

appears 10 be sent from the address contact@cuns. org. The email has nat aciually been

SooInt.

sent froin this address, bt rather through the webnigque known as earaid spoofing the cmail
message has boen muade 0 appear that 0 wag sont by this addeess. The wopic of @ail
spoaling i discussed in more detal i Chaprer 3

By clicking on the Lk o the Ture omiaill the wser is brought 1o the web p
m Trgore 1.2, on page 8. Uhis web page represents the Bogk ponion of the phishing atack
and 15 designed oo scquire condidential infomeion Tom the vser. In order fo comvinee
ihe user w supply the web paps with confidential mbormation, if s designed o look vory
arthentic. and clearly has the s look-and-foel as the surhoentic one i s trying (o mimic
tthe authentic weh page of America’s Credit Unions 13 depicted in Figure 1.3, page 9, for
comparison purpeses). The nodon ol neking o web page thal imitates anather legiimale
page 15 known as web spoofing, and echuigques for doing this will also be discussed in
Cliagater 3,

ze cdepicied
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From: % America's Credit Unions [contact@cuna.org]
To: Fupg, John &
o

Subject:  Amrerica's Credit Uinlons ALERT. Please acknowledga,

Credit Tnion 12 constantly worlang to ensure secunity by regularly
screening the accounts i our system. We recently rewiewed your account,
aned we need more information to help us provide you with secure service.
Untl we can collect this mformation, your access to sensitive account
features wiil be lmited, We would like to restore your access as soon

as possible, and we apologize for the inconverience

“Why 15 my account access limited?

Tour account access has been lmted for the following reason{s):
*We would like to ensure that your account was not accessed by an
unauthorized third party. Because protecting the secunty of your
account 15 our primary concern, we have brnted access to sensitive
Credit Union account features, We understand that this may be an
meenvenience but please understand that this temporary limtation is
for your protection.

{Your case ID for this reason 1s PCTT1-410-320-3334 )

At Credit Tion, one of our most important responsibiities to you, our
custorner, is the safekeeping of the nenpublic personal ("confidential”
nformation you have entrusted to us and using this informabon in a
responsible manner. Appropriate use of the confidential information you
provide us iz also ab the heart of our ability to prowde you with
exceptional personal service whenever you contact us.

How can I restare my account access?
Please confirm your identity here: Restore My Onbine Banking and complete the "Steps to Eemove Limitations "

Completing all of the checkdst tems will automabcally restore your
account access.

Fignre 1.1 A zeteon shor ot a phushing omail designed i ennice uszea U visica phishing wobsice.
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Search Diectory Page AMERICA S CREDIT LIIONS || APMSERTE RS T REDIY LIRIEORS x|
aminiEss 3
CREDIT UNIONS®
e consume
Meed Help? [—"
Confirm your Credit Union Credit/Debit Card Info
AP LA SE CHECK AND CORRECT THE FOLLOWING FRRORS:
+ Plense enter a vale VISA number
Htne O Creast Carn* [Fhiahing vicie:
Cragd Cano Type™
Credd Cord Nomher® [4432322402823221 |
Luprabon Uate:
Emctronic Sgnature (ATH PR,
Cars Vermicaton Numser 0z 103
Clicking the “Proceed” button besiw, will secure and update pour credivdelit cant
Please to nof CiCK the bulkon more than once.
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Figure L2 A sereen shal of the web puge thana vser s bronght e by the phishing enil depicled
in Figure 110 Cheerve tha the web paae s de

sunable locking  bui made up Medizdi credit card nemdbser

wed s actually periarm <ome jnpat validasion: a

s been enlered inlo fhe seaer,

Ho

b rigected By e wels poge. There are a nnber of alyorithirss avoilable thar can be wszd Gy check

ihe plansibte valichity ol credit-card mamber= and the aulher saspects soch an algecidon is being ozed
hete, The phitshier’s goal inusing such oo adgorithm is 1o cnsare than people do net inadverenily catei

the winng numb
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America's Credit Unions:
Where people are worth more than money

A CUNA stes ~

What is a Credit
Union?

Fraud Alert

Monday, January 2: CUNA IS aware of a new pnishing scam generaing muldala copies of 3 messags
asking ta updale your personal account THIS IS A PHISHING SCAM - DELETE THE MESSAGES:

Dora MaxwallfLouise CUNA will naver sohcil 8-mails requesting vour cradit union usemama. password, pin number, or offer
Hefring Credil Unian personal identfty information.

A= | uore information on Internet Fraud

Locate a Credit Union

Brawse the links on the left to leam more about credit unions, o to find & credit union you can join
How to Join a Credil

Union 7] THRIVEBYFVE |

Financial Cakculators

Taaching Your walar Ahout Spending and Saung-fee actmbies and
othes resources for parents who want to encourage heafthy attitudes abouwt
money in young children.

I [CONSUMER NEWS |

* Imesiment ideas o perk up your particha in 06

Fmancial

Candreverssal tax snared four million tanpayers in 2005

Small financial resoluions add up to big sawngs
Consumers bnaf

UNDERSTAND MORE
ABOUT THEIR MONEY

s

Figure 1.3
and el has boon

duplivaic: d
leaily slates bl they e awate ol o curreni plishing altnek and are asking cisscomens Lo e l2te

all enessages that pugport w b fromihe Pinion sncdbban sek for personal infonalion 1o be upedated.

The frandilent ok web page thal sers ane direcoed op by the phishing Tuee reques
certain pieies of "autheniicating” mformaticn. T he requested infonmation melndes, eve
thing thai is necessary o frandulently purchase items anfine and w possibly produce a e
crediteard to perforn puichazes tinthe bricks and mortar world rphishersars able to produce
duplicate real-waorld crcdit conds for somie financial stmmions based on the inform:

ion

requested trom this site, These cards can then be used 1o purchase gaods, or o buy wire
fransters of funds o foreign couniriesh,

e o user prov gdes the requested documents, the user 1s arven another web page asking
the user o conhivim the persenad ienehication momber CPINY dasociated wilh the credie cad
thial was qust enter=d. Thin web page doss two tnags: (1) 10 increases o naive usee’s
ceniidence i the page,

s asers are aocustoincd wr Being asked o provide
ol passwonds o crsere they were enteis

duplicare cnrvics
correctly: 23 it reduces the prababality thai o
shoan et PIN due b oty po.

phishar retog

Afler reentering hix FIN. the wser 1s brought to the finad wob paze inthe stiack. 1 thanlks
Wi tor cntening his sathenticatme information and infornis bim that he will be contacted
mice the information has been confirmaed. A vicur ol this wam, upon reading his web
page, is lkely o think that rhore are no problems and go about hiz busiuess, Note that il
i ber point he logs on to bis account. then he will have full access 1o his aceount {a, thers
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WAz eVer wiy rue saspension ol priviieees). and therelore he iz Wkely o believe the Tnien
ey gimply re-cnabled the aceoont.

The fimal phase o the phishing atiack. the carch, doos not ocour until the credentials
that wre phished during the attack sre frawdaientiy usad. Typicully, the phished information
will e wsed 1o paccluse onling goods, perfoem cash advances, ar permit wire translers, Ay
s Uhe fraud with the gathered
areibennials, is gencrally not the same individeal as the phisher who accquured the credan-
tials, Farthier, cashers are menerally well-versed onohe dilferentiechmigues for cashing ol
credentlals in manners that cisure the probability thw thes witl be caughi by authorities s
very sl

previowsly mentioned, te cusher, the critninal who perlorn

1.4.2 Phishing Example: PayPal

Inthe second exampic o a phizhing allsck, an attack on PayPal 1s considered, [fayPal 1s un
ully
on the cBay auction sile (Payl®al was i fact ased by so many eBay customers thal cBay
purchased Paylals Ln Figure 1.4 we see the bew poctton of o phishing atteompe ou PayT'al
aceount holders, Iesusests that there have been several altempls io access the wser's PovPal

CECTEW Day ISR conipany mast ireguenily used 1o pay for goods o the Intecner, espes

account fronm [orergn ceuntries. cud i the wser s not Been using the site while traveling,
then he or she should visitthe PayPal welsite and verfy hizor her identity, Thos verification,
s claimed, will cnsurs thar othors canmor aceess the aceount,

Further inspection of the lure slowes that the phisher goes 1o the weehle ol warning
the wser abouwi not sharing his of her password with anvone and properly peorceting it
Turther, the statcment gives what s reasonably good advice: to prowot themselves from
fravdident wobsiles the user showld abws

S open e brosser windesw typoom ihe LR
wew., paypal. com and only then coter bis or her credentials. lromeally, T awser were o
liollorw this adyice, then the curvend phishing atrack would noe effect her, Thi: reason the
phisher includes this measage in the lure iswovahe the messag
Surehy an attackor is not godng ta give seceudty advice o the users Being armacked! Of course,
the ellect wonks foohe phishers advanluge

soer all the more authentico:

as iy wsers will Tnhe the advece 1o hear, bu

=l chick on the link provided 1 e ematl claiining o he Tron Pa
thought o he rusied.

Other features of this mcssage thar make u segm ofiicial are that the sender of the cmail
15 Disted az coming (rom Paylal (e sender 1= shown io be servicedpaypal . com) and
thial e VIR Ls that the wser 15 directed 0 by the Baks In the ernall appear o e legitl-
mate. In parieanlar we note that the vser appears ww be direcwed by the Link to the legir-
imale LR httpa: //www paypal . cony/us fogi-bin webacr fend=1aogia-run, bui in
reabity e Link s o ihe ilegimate LRT. hitp: s /210,54 539,184 . PayPal/cgi-bin/
sromd_login. php. which is o web page that corresponds to the Jaok portion of the
phastunge aitack. Observe ihol to eaparienced or lechmcal users, the differences batween the
twor LRL: are clear. but the average Tuy-uwser will aither find the two indisunsuishable or
have rrouble distinguishing berween them. To the Latter cose. even 10 the user can distinguish
between the twi, sbe may noi be able @ identify the legunmare URL,

If o nzer tollows the link prosaded inothe lare, then the browser i« Taunched and the
web page Jepicted in Figure |5 35 rewieved for the user “This pape represents the fensd
of the attack, This fiest page w the hook directs the wser o prowide bier PayPal useonunie
and password o authenticate W the sysiemn Again, the look-and-feel of the actual PayT:d
wehsite 9 appropriately spoofed. This ean elearly be seen by comparing Fignre 15 wiih

fal, as clewrly PayPal s

weba

Fretre R, where the larier figure depiets the sotuad PayPal website, Onee the user provides
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From:  Jh PayPul [service@paypal.com] Sent: Fri 162006 11:37 AM

Toe mw\-mw Allbright, Sandhia K; Mahoney, Susan Ann; Marcus, Sara; Moistner, Stacy A; Myers, Steven Andrew; Sanders, Scott . ; Sanders, Stephanie A_; Anspach, Spencer B;
[+

Subgect:  WARNING: BILLING UPDATE

Dear PayPal cuacomer,

We recently noticed one or mere attempta to log in to your PayPal accoust
from a foreign LF address.

Lf you recently accessed your acvount while traveling, the unugual leg in
attempis may have been initiaced by you. Aowever, if you did not initiace
che log ins, please viaic FayFal as acon as possible to verify your
tdentity:

Verify your ldentity is a security measure that will ensure that you are
The only person with BCoRIS To CHE BCSOURT.

Thank= for your petience as we work together to Profest your ASoount.

Sincerely,
Faybal

PROTECT YOUR PASSWORD

NEVER give your pasaword To anycne and ONLY log in at
i3RI H + Provect yourself sgsinst fraudulent websites by
| epening a new web hbrowser (e.g. Interret Explorer or Netazape) and Typing
in The FayFal URL every Time you log in ©o your eccount.

| Plesse do mot reply to this e-mail. Mail seat to this address cannot be
| apawered, For assiscance, log in To your PayPal account and choose the
"Help" link in The header of zny page.

FayFal Email ID PP321

= that ihe link
a lik

Fipure 1.4 A sovcen shol ol the amadl Ture cont i o phistung artack on PayPal, e
w hreps: S Swww . paypal  consusSogl induebacrt
o legititnate address, actually

login- rup, while looking like
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in - Mazilla Firefox

e Bt W e Hoclmarks TJook e

; @ . Qﬂ D et e e e — -
Customize Links | | FreeHotmnal | | Ad Fx: Yelow Page A... ) ReaPlayer || Windows Media [ | Windows Sy Slashdob: News for
Google - ¥ ] earch - g TageRenk A% cpodk - %, Autoirk 0] AutoRs [ Opbions 5

Py ——— [P Paye-Logn [ Payeal- Logm I =]

[FETAFEL gmu;»;:@@

Merchant Tools

Welcome Send Money Request Money Auction Tools

Member Log In Secure Log m &

Registered users kog in here, Be sure to protact your password.

Password: | | Foroer vour

New users sign up here! 1t only takes 3 minute.

[Login

About | Agcryets | Fees | Povacy | Sacunty Canter | user Agesement | Develapers | Referrals | Shops |
Mass Fav
an el Comy

Cooyright © 1999-2006 PayPal. All nghts reserved.

Lone

Figore 1.3 A screwen shed ol the oest weh page Tnvolved s Ge PayPal Phislung Allack, This sor
i rncant to reletye Paylal wserames and passwards. Note the similarisy beiwcen the this welsie,
and the leaitirneate PayPol websiie depioted laee in Lugars 1.8

1l

her gecrtine and password, she s bigualu 1w a second web paze that requests her credin-
card anid billing address mtormation. as depicted in Figures 1.0 and 7 Oace the plishing
vichim has provided thes informaton, they are “logred owt™ of PavPal and browghy buck o
the aecieced log-in o wely page tor PayPal, as depiered in 1420

1.4.2 Making the Lure Convincing

I owdder vy comvinee a potental vicomo of the legitimacy of iheir formed omeal, plischers
use several commmer iricks, We divide these e two categorics: sovial and techmeal.
The secial category includes stories, scenarios, and methodolomies thar can be wsed o
produce g convinelng social cngimecring contexr thar s likely to make o user witling, of not
enthusiastic, to provide hee conlidential inforination o the phisher The wehnical calemary
includes technical tricks thal elfect the el reader o browser 1o Tielp support the artificial
social contzxr being proesented to the veer

1.4.3.1 Social Engineering Methodaologies [n order 1o have vicnms follow the
lure ot the phishing attack, the phusher must provide o plaosible reason or ineentive for the
victin Lo click onihe hyperlink provided in e spaon and must also provide the information

requestad at the hook. The nunber of possible scenarios that a phisher might think-up arc
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F10 P 1200, 54,89, 194 ParP b webrseramd e et card pho ¥ @ Gl

| adFx: Yelow Page A... ) ReaFlayer | windows Jy Slashdot: News for ... (3| Google Schalar Bl smal dead animals
¥ 4 |G search - g Frothek M s - R Mtk 1] Autorl [ Options ¥

[P PoyPal - Add Credst Card or Debit Card

Customize Links || Free Hotmal Windows Media |

Coogle ~

A Bngry in e Great White North (P PayPal - Logn

Pepell

Log Out | Help

Add Funds  Withd

History

Add Credit Card or Debit Card
In ordes to fund vgur payments, you can add a bank card. A Visa or Evrocard/MasterCard logo must
the card,

Secure Transaction (B

PayPal
Visa Card

If you want to add an e-Carte Bleue, please add the number on your cerd and nat an sutomatically
gene

First Name: I_-_-

Card Type: |

[o1 %] (2005 &
(01 the back of your card, find the last 3 digits)
=% Halp finding vour Card Verification Numter | Lssng AmEx?

(For Bank verdfication only®. Your PIN number will not be stored
n our data base)

Enter the address whare vou raceive billing statements for this card. In order to verify your bank card
number, the billing address must be the one displayed on your benk receipt.

13

>

Aoveh

Pinure L6
nformainon.

o i a PayCal plos

T aliack ey
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Be Edt Yew G0 Qookmarks Took Heb

-GO
Cutamize Links || Free Hotmad

Coogle -

P it (1210, 54,89, 184/ PanPalfo-bin febmcromd_profie_credit_cord.ohp
| AdF: Yelow Page A... @ ReaPlayer || Windows Media | | Windows Ji Slashdat: Mews forn..,
| G search » g PoeRet an oy - O Autolnk Aumuﬂom

(B PayPsl - Logn | [P PayPal - Add Credit Card or Debit Card

M Argry in the Great Whie North

Billing Address

Enter the address where you recerve billing staternents for this card. In order to verify your bank card
rumber, the billing sddeess must be the one displayed on your bank

Enter a new address as billing address
Mdﬂul:l

Address 2: I
{optional)
City: |
State/Region: |
Zip/ Postal Code: I

Country: | |

Fﬂr wour protection, we verily credit card and debil card billing addresses.

& process normally takes about 30 seconds, but it may take knger dunng certain times of the day
ﬂi:m lick the Add Card button to wour information. When your card has been 5
added, you will see a confirmaton page.

mlmlwlwlwlmlmlmlhﬁl
Erwagy | MIMIMI | Cevelopars | Shoos | Gt

[ I, an e o v

Copyright & 1995-2006 PayPal. All rights reserved

¥ O Gl

|Gwm ) smak cead arvmais

Figure L7 A web pape inoa P
formation.

il phizhing anack thal regaests user’s

= credi-card hilline
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|} Custornize Lrks || Free Hotmad | AGFX: Yebow Page A... 4 ReaPlayer || WindowsMedia | | Windows fy Slashdot: News for ... [G] Google Schelar X1 smal dead arimals
Google - | % G sewh - S A ek - X matourk ] mutot 8 cpions
P Angry in the Great Wihite North | [P PayPal -Logn ? | 2 PayPal - welcome

Slgn Up | Log In | Help

Welcome

Auction To.

Send Money Request Merchant Toaols

Member Log-Tn Forgot your amail sddrass? Jain PayPal Today

TR your pasere Nowe Oar Learn more about
Email Address 885 milioq accounls FayPal Woridwide |

Pummesnd | @) g0 s oo ]

HorPayPal

16 Ways to Promote
Your E-Business

Buyers eBay Download your free
Guide today
Send money to anyone Free eBay tools make Accapt credit cards on
with an email address saling aaswer, your website using
in 55 countries and PayPal. Enterprise Solutions
regions. PayPal works hard to R
halp protect sellars. Compare our 5ol
PayPal s frea fi toa merchant accounts What's New
buyers. PayPal simphifies and gateways.
shipping and tracking. BayPal scguires VeniSan
Shop without sharing . Low fees make Paypal  Baumert Saruces 5

Figare 1.8 PaybPal's actual web pe Lhs i
LFrenre 1 L Adsrnage that atier the phishing al:
hrinas, up

ided o compare wirh the web depicicd in

wel brosser

ks cimpletind, thee ns

e Tegitinns Payab we

T e
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almost lhmtless, Below we caumerate sevor he mzre common seonacios that hase

previcusly hoor aued.

secuwrity Upgrade: The users are 10dd that the online service provider & aroducing a
Hew SErVice [0 INeredse eonsnner sseuriny and poorect them from froud . However,in
oedder fur the use
must login 1o the seovice provider™s siie and provide certain Leypes of authonlicating

s toactivate orenroll in thi< new and Irnprovsd secarly scheme. they

orTation.

Incomplete Acconnt Information: The users are tald that thelr onluie service proweder’s
account informane is oul-oi-dase or missing and tat in order toomainain the service
perlink 1z geacrally
Cand many usens
usperded.

the users mest log it the giteand update theirinformation. A hy
prosided 1 the el Gun hinks tethe plushe’s trandalent weba
follow it in order o ensure thar thelr accounis we nol canceled or

Financial Incentive: The users are told that theis ondine serviee provider will provide soine
financial icentive, purhaps inshe Torm of g coupon, discoun, a chanee o win a prize,
ca simphy acdivect cashiranster. The vserswee labd that in order to ccocive ar be eligibie
for these incenrives, they must Tellow o hyvperlink, provide appropriaie informanaon.
and possably aothenticate o the online service m guestions.

Faise Aceount Epdates: The vser i3 senr o message thanking them Tor wprdaling their
geeonnt informadion af thelr ondine service providers websate, There is also a warning,
thai U ihey bave nol inioated wr aceomit updare, they should follow o Tink o the
wehatle, loe in, and report the fiandulent websiue, Sinee the user bad noi previously
updlated the nformation stihcir service provider Dhe emailis afler all seni by a phisher
and nei the service provider), they we enticed 10 follow the hyperlink provided by
the cimail and then authenticats to the phivher’s Daedulenn website.

While the abave st represerds many of the common <cenarios that are cammmonly used, i
i cxpocted that the social enginesring vse in phishing attacks will quickly becorne much
e sophisticinad, n particulas, the seenarios will be customized fo mateh condext thal »
victmis expacting Such attacks are enlled Contestaatly Aware Phishing ov Spear hishing
annd ave disenssed in deeail in Chapter o,

1.4.3.2 Technical Tricks A phishing nire also normally uses corfain wehuieal wichs
thet cun be wsed o hedp reinforee the legnimacy of the el e and soctally cngineered
stovy provided within i Addinenally, technical wicks are needed to deliver the Tures, w6
that ihe (raudulent smiails wre oot traced bacl 1o the phisier. Below <ome of the more
corrmaonly wied technical tricks are discusaad.

Using Legitimate Trademarks, Logos and Imagres: One ol the inest obvious but cssen-
tiod rechnical tricks used by phishers w nube alure convioeing is the mclasisn of ol
togos. rnages, and names thar ace trademarked or copynglued by the insiiwion being
numicked. Such logo: are regularly wedin corvespondence and marketing with ons-
tomiers by the institutien: being mimicked. The inclision af such Jogos gives many
viers a fakse sonse ol seonriny that they re deabing with a weitimate party. Turihee,
iy usees o ol realise the ease with which such images can casily e Jupheted o
the digital envizonment, aisl rhereline the nere appearance of legitimacy s sutficient
tos trick many wsers it Lalling for the lure. clicking on the hyperbmk, and prosiding
thetr confidential lnformarion w e hook, Phistees have ne difiiculey imebiining o
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legitimaie insulotion’s wademarks and logos, as they can normally be found on the
institntion s lezitinate web site, Tooadd insull o injury, ofton Tather than divectly
includmg the image 1o dw lue. a phosher will provide URL Links vo the legivimare sine
i the lure cmail, The result s thar <ies” leginimate grophios are used mthe urz and
thus gre autheniic. Jn Chaplor 3, Section 3.3 0 case =ludy s presented thai provides
legnnuale sies a sinall amosnt of profection from soch atiacks.

Email Spocting: A phishing e that clams 0 come [torn a Duancial instimuen appears
a o less authenric it the emanl address associured with the sender e not associared
with the financial insototon, bk mstead some siranee 2mail address, such as those
addrasses wsoc wed with hulk froe emall providers ke Houmnall and Yaleoo, These-
fore, norder mo prevent making potential victons skepiical. and potennally spooking
therm, phishers spoot’ the el sddress Tromn wlich e spammed eroail sppears (o
comie Urarm ' That is, ey make dig apparent sender of the il appear 1o be different
trony the acmal senders identity Both ot the lures that wers seen n thc two phishing
examphas i Scetims bbb snd 142 used ol spoafing o change the appnarent

wdentuy of the email lore™s sendev. Email spoofing and counlenneasures W prevant it

wll be discussed W Chaptor 3,

TURL Hiding, Encoding, and Matching: Some vsers niigh become suspicious of a phish-
Ly Ture 1 one ol its Dy perbinks Bnks wea dowain name tat is clewdy incorrect, or
nit obvigusly el

el 1o the targeted instinon. Tnoarder to prevenn such suspicion

on e purt of victims, phislers altempt o wake the URL thi is presented in bath
ernatl bore and the fraudulent website hoch appewr olficial and lesitimate.

f the PayPul phishing example. the phisher did both: The bpk that appews 1 the
email appears 1o encode Tor g leginmate PayPal wels pazc, while inactuality it linked
Lo server contrslled by the phisher, Buleven wiven that the Hnk wenl we an incorres
URL. the phisher did his best o make the illeaitinuue UEL appear as thowgl 1 were
a legitimate once. The famer case can he considered o case of GRIL spocting. This
W

sodome by il wsing a dispaain vame Tor the phisher’s server. but madead referring
dircetly o the server's TP addiess . Neas the phisher wsed a subdivectory enitled
CPayPall sethat the words PavPal would appear in the URL. The end sesaeln is that
ety bay users do ol understnd the dizinenon belween o legiumaie URL that
conains the lop-level domain
I address instead of a top-level domman, but containg the words Pavlal 10 the UKL,
Mere complicated examples of IR spoafiveg are discussed i Chaptee 30 Section

CELY

Wi ParFal com and ancther U thar coniains an

Bot-nets or Zombie-nels: In order tosend ot g large amouar of spainmed cmail that
cannwd be raced back 10 the phisher, bol-nets wre used, The werio bol-neis is shost for
rabotneiworhal A hol-nietvomsises o o Targe nunberof PCshat have ciher previous |y
been hucked or thal have some Torm ol tragan-horse solivare insiadled on them,
therchy permiting o phiasher w contrsl the machines 1 sead a Large oot of spana
e tnachines act as if they wers robots wiider the conrol el the phisher. By using
<iiple contral software, phishars ace able o afficiently prosvide (&) machines o the
taat-nizts with plishing lores o disibube and (hy lists ol email addrosses covresponding
iy porenilal victims that <hould receive the spanuned el lures, Because the PUS in
the: bat net are owned by unsuspecting bul law-nhiding wsers, tracing the spam back
ter o sender it 2 bot-net provides law-enforcemen wiil Dittde 10 po nd
plisher’s identily, and sften no other clues o Dallow,

tienn o the
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Another rderchangcable term [or bot-nets i vombic-ners. This metaphorcomes frim
the facl thal computers in such anetwork are scoen as sombies under controd of the
phizhor. as opposed to rohols.

By cambiung a good secially engincerad story, with ihe iectmical inicks Just wientionezd,
a phishict is able o constiug s burmy picee of email that looks very lemiimate and authentie
1 mesk lay wsers, and even many esperiznced wsers, In ther Mailkronticr. a secure email
produst provides, has developed a Phishimg T wat! thar lets people wst their abiliy 6o
distinguizh helween logilimate conmmuiications (om major enline service providers and
phishing heres il bave aciually bean scen i real world attacks: the suthor has scen sy
COMDUERT SCoUrity Cperts fair quite pocrly on i quiz,

Onc kew o thid makes it unlibely Tor potential viciims o Tall o a phishing luee sr
the Ture they recatve 16 not directly applicaide o ihem. Tor instanoee. thi waer Krown 1 the
author who reeeived the lure shown e the America’s Evedin Lsion exampled Tom Section
1AL, was unt Tosled by dhe Ture. Tl was because that particnlar vser did not hasae an
secount will 2 credit vniean Lo other words, the coneza ol the aock was waong: The tare
wirk written assuorng the context that the vser hod an scconnt swith te Union. bud he did
ot The faer ihat the contexwal infornation is srong for most users who reccive i given
lure 15 aclually one of the best defenses users currently have, Lnlorturately, this delense
ix expecied fo guickly disappear with the advent ol contestually aware or spear phishing
wtaels, Such wacks are dizeussed m Chaprer &,

1.4.4 Setting The Hook

The ooal of & phisher s oo Ture g lares number of users o a0 wels page that con he used 19
o [rrg

collect ditlerent types of persomal credeniisds Uiat e phisher will Taler wse [or [raud or other

nelarious endy, Clearly, a pliusher docs ool wanl wouse hits own computer in order @ host
such a site, as the computer. and thus the phizher, could casily be traced and ihen possibly
convicted. Therelorg, in order [0 st up a web gite Loowet as thig boob 1o a phishing atack,
the phisher hacks inte anuther computer o otherwise gots aceess o a lacked compuier
and nstatls the software necessary 1o fan A welb s10e that collocts
cencrally involves
or Microsoli’s Intemet Infonmnaaon Server (1153 Ooce the web-serving software s mstalled.

5T nlormation. Thiy
setiing up or modiftyimg the setup ol web server solTware such ai Apachie

the wly pages that speof the appropriale enline weh service musl be created, and scopls
must be constructad for sppropristely reineving and processing the data i be retrieved [rom
the forms un these web pages. Once this is done, the Aeod 13 sald to heoan place,

Onge the fack is in place and a semfficand nunber of users have Tallen vicum to the
attack by releazing their credentiads it the philsher muse deaide what 1o do with them.
Note thal if the phishor stimply stores them onohe hacked computer huesing the wehsite,
e the infuemation nuse be rerieved av a later point, and this prescuts o problom: Wihe
avchortties have tracaed the compurer involved. they may be wallng w irace anyons wlny
logs ot such @ machine pulting the phizher al rish of capture. Alwrnattvely, if the cwner
of the ackad maching realizes thar his or hor compuier hias heen compromised, then she
vy HE the securiry valnerabilitics, making the collecied inlormation irrerricvable, Tnapder
o corohal hese problems, phishers often take the informaiion collected by their weh page
and broadcasting it divcetly (o different public bullerin hoards or Usenel neswsproups, but 1o
arder fo ensuee that ne one else can read Lhe collected information, it is cnerypted or hidden

SAT The time ol publicadion, this 10 ese conld be fonnd @ hrop s/ Seurvey  madliteal e sl sur v ey
Aulibsiel, i L
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vl slesanographic techinigaes that make it all b impossibie Tor anyone but e phizsher
o reteieve the mloroation,

Uiy seund Jike 1 reguires a substantial amount of skill to perloom evervihing neceasary
e develop a web page Fooacl 9y o feok Tor phishing anacks, Unfonunaely, the job s
significanily simplified Jor phishers by the availability of the follawing ceebnical wols.

Rootkits: These tools are aimaed ar aulornating the process of botl hacking une and maio-
trininy achniniseadve privileges on an unsuspecting uscr's compurer, The tools take
advantage of koown security weaknesses or holes i diftereni aperating swvstems und
applications that ailow dem to gan complete administrative control of the user’s
syaicin, Once such conmal s cstablished. a vootkio wAll insern dilleveni applications
on 1t hocked machine 10 make it hoth aster o conrol it and prevent the delection
ol the hack or any of the hacker's movements. This inclodes biding the foer thar
certain processes are maning and thar corteon dircetories exisic along wiih eleaning or
hiding awdicng wrails thar mnight slern a systern adminisiesaror e suspicions aclivites

of Texouree whages. Rootkits ave discussed 1 more detal i Chapler 4.

Whike the wechnieal knowledee necded o constrmet o raorkin i= gonerally quine in-
volved, this docs nor mean they con only be emplayed by snzh koo ladgenble indi-
vidvals. 1o praciuee, the kits e coistructed by very knowledgeable hackers and then
dizmhoted through the Tnwrmet’s wndersround. The resadi i 1has onky 2 modicum

of the hnowledge necessary 1o consituct 3 roolkit thal takes advantaze of a hnown
seonrity hole s pecessary Tor o phishicr &y tike advantogpe of it o tacr phishers arc
willig o purcluse o baner tor rootkits that ke advantage of the latest securlty
holes, wlidd are less likely 1o be palched on mamy syslems.

Phishing Kits: Once a phisher has gained adminisative privileges on g compter capabls
ol Bostingg a phosliing web site, then the phisher most set op the phishing web server
and web sile. Mote that in order Lo be wselul Gor hosting o phisbing allack, the hos
computer must have sutfcient resources atid bandwidih to not eily host the phizhing
site, b W enmswre the lemporary sedeploymeni of those resourees Tor the phishing
attack will go vniciced. In erder (o set up the phizhing web siie. the plisher mos
mstall andfor alier the conliguration of welb seover software, develop web pages that
lek—as ruch we I pissible. like the legitmaee web pages thoey arc irying (o imigte
aad spoots and develop seripts 1otk Information collected from these sites and make
it aceessible (o the phisher,

A phishing kit antomates the pracess of semng vp and condiguring a web server
hust a web site for phishing purposes. Since thare we o kwge momber ol web siles
that o phisher will want o spool. the weby pages that spoot particular companics ac
generally mot melacled s phishing Kirs Daltbengh some sinple web payges maght be
included for pedagogical purposes. w help the phisher understand how w set np the
webr puiges he witl be inlerestzd in deplovingi. The web pages that aee necded
initate o specitic cnbing scrvice mwosi be conatrue led by Trad, or Tor popudar ankine
services Lhe phisher may be able (o hind o corporane sehema (these are described nexe,

Corpurate Schemax: Corporate Schemas are seis of wab papes that wre pre-huilt o have the
lowsk sl Hecl of somie legiimate seovive provider, This alleass a phisher o quickly set
up weh pages on a server that have 1 look and Teel identical 1o that of some Tegitinmarne
service provider. Since phishers are interesied i artacking many dilTerant types of
online servies providers. 1l conld be time-consurning o e constantly designing wel
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pages that spoel legilimate ones. Tusiead of pre-packoging the bosic web pages ihal
are necessury 1o pertorns the attacle. phisbiers can quickly and cazily set up web pages
(or o number of different online service providers. Fuether, hecaise these sehiemas
are bonght, sodd, and wraded betwesn phisbers, ivallows Tor the speclalization of ladbwor,
wix that those whe are best st ereanng spoolod web paces are encourazed o do so for
wnuriher of providees, and the iy of Bt ibor com be shared by mainy.

These tools greatly simplhily 1the task of setting up and executng o phishing attacls, and
thereltre, s plL\-mLi.'-,]_\- sugrested], phishers need not Be s icehnically sophizticated as

i migin intially appear. Additionally, e amount of e ugeded W wnct s adack is
substantially Tower than it might be due v the kigh amount of autermaton. The cod resultas
that phishimg iz g crime that ofTers potentially ligh rewards, with low sssoviared eizks, and
inc

wEingly smaller degrees of weehnicul skifls are weceszary o lavnck the allacky. This iy
not a promising outlaok !

1.4.5 Making the Hook Convincing

I wdefition wo making the email lure convineimz, the phisher needs to make suve that che
websites that make up the hook portlon of the uttack are convineing. Cleady, such a aite
needs tohave the same iook-and-fecl as the one )i imitenng, and d the phisher
Use @ corporaic
sel ol titation web puges, thers are sUil @ number of ineenseicncies that mighe fcad a
user o recorniae that ey e being [ooled. and plushars therafore try io minlmze dese
mconsiseneics.  Twao of the conumen artitacts on phishing web pageys that users mighl
recoenize us being odd or sut-af-place gre disvnssed nest.

s ahle 1
sehema. then wmoch ol this work 15 done for heme However, given g sood

Tmproper URLs: When visiung an online service provider, the LREL o the service provider™s
wih page 15 clearty stated at the wp of the web browser. Generally, thiz URL inchides
a domain name that corrasponds toothe online service. and this domain aame occurs
i the Lop Jevel uf the URL. For inwance. 1o the PayPal pliashing v:'mm} le prescired
i Section 1,420 the VRL jor the lezglunate site is www, Fa

neods 1o us

A Ilhl'\ht‘
A LRI thai corresponds 1o the mackine on whic b the phnhm: Wi

ats
doona monleginmat server, i docs
pot hive the same TP address nee the same domain nane s the (e lepitimace server.”
Therefors, phishors often reatsrer domiain narpes that bave an appearance somdar o
that o[ the Izt mune, and use these URLz for their phishing sites. Por cxample,
a phisher might register the domiain nume waw . paypal. com, replaciug the letter '

with the numiber “17, These can be thought of as URL spoofing, or URL homegraph

atinchs, and they discusaed o dep[h i Chapter 3. Because one generally neods 4
provide contact information oy regisrer a domain name, Tuke o slolen identinics we
wenerally usesd vegtster domain names uaed 10 phishing attacks.

v hosted. Stiee Uiy website s presurnably, hos

Lack of a Secare HTTP Connectivn: Just aboui every site that o phisher will mimie cin-
plogs secure HTTP conneciions o enerypt and aarthenticate all mformaton that tras-
cls hetween the users” chiznt compaters and the serviee pooviders” soreer compuiers.
When such connections sre established. there are certain visual cues tiat ave displayed

Mtz il i v e tual by peseable o he phishen ty make it
et LAt sl 1‘\ mearis of an ..lil.l(.l\.‘zlj Lhe 100 dndrascrnciors Such an |
aind will Ta . bt ihiz aitack iz mors adw
e dec b ol aacks deseribed i the L]'IJS il'liu)dll(;l:"l'}-' chapier,

e s e phishiag sl has the e dormaio e

a prdrerenitin

kil Iether o § bapt

deed fusd eehnical than the simpls
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by wob brovesers e inform and ensure the user that such sceure conneclions wre es-
labfished. Such security meusures wore onginally implemented Lo prevent nacwork
eavesdroppers from learping confidential information it iraverscd she Tnwernet. T
bevause the Luwk of expectad visval cues in the Browsar mighi alert vsers Lo the ex-
wience of A phishing attack. phizhers would Tike o cirhier alzo provide these serare
coutcetions or w4t least have the ahility Lo mimic the visual cues displayad by the
browser whin such conrections are supposed Lo be established.

In ovder Gy evdahli-h lesiimate secure HTTT connactions. s lealimate wely server
needs to have o cryprographic cornboate that sllows it W make ihs secure connes-
gion. Further, in order 1o prevent a wsec-inierfzice swarming [vom being bronght 1o the
users” artention before such sconre connections are cstablished, the crypiog
certifi
authowiiies who are implicitly tmsted by browser manufacturers (such as Verlsign
and Thaweey, Finolly, these certdicate authoritics are supposed 1o (ond generally
dot pertorm some suhstantal auchentication of the partics 1o whom they give such
commareial corificates, and therelore 10s goncrally considered gute difficulr far
phishers o zet such certilicales,

raphic

aules miust he aeguired o one ol enly a fow numbers ol rusted certificade

Because plushers have 2 i wvownt of difficulty gotting sueh vertilicates. they must
had woavs e achieve the <aume or shnilac visual coes and vser cxporicnescs on their
rhishivur stics 6 order Lo decetve psers. Thoere have beea thiee commen deception
tiethads for mimicking these cues falthougl the thivd niy nea really gualify as s
moethed of deceprion).

The first mwthod reles on dosion and securty Maws i ile briveser that fes phishers
use programming feolks such as Jovaseript to modily the appearance of the browser in
arder to simulate the visual cues that o secure HT TP conneetion has been achicved.
The wecond metlend of deception whes adsunlage of wers” poor understanding of
crvptographic coctiticares: Phizhers constiuet theie omen crvplographic cevificazs,

which fuerve sior Been issued by o cortifivate duthority. The phishers vse these cor-
iilcaes and attempt e establish legithmae sccore HTTP conneclions berween the
prhishing site aud the vicim  Because the ceradicntws that phishers use have not heen
st by o ceritican guihary sseh browsers waen the vser of the poteutial problen
ol vsing such certificates aud even 2o =0 Gr as w sugoest 1o e ser that they ol
rrocead with this course oF action. Bul, o ihe ond, browser

2ive pacts the choice
ag o whether or not such connections should te cxtablished. Given the veaming tat
users recetye. one might be wempled 1o belicye they would be healtant to establish

such a commecion. Tnlertanately this is nor the case, as maost users have boen e
tively wained W always accept such cervficates. The reasons (o this are many, hat
hasicully revobve around the fact thar many leginmare individuals, Ingtituiions, and
organizatons bave made then own certificates in o manoer sinilar we phishors aid
hiave reyuired thee user to force the broveser o sceept such comtbiicates for 2 oumbar of
lemtinnuie purposes, and tie resullis thar users rane ¢

yoread the warning mess not
undersiand the irue porentaal for oo that eomes froo accepling sucl certilicat
Az ihey have effecuvely beew rained 1o ruore the warnmg. Gnee o phisher’s cerrifi-
cate has heen aecepled, the browser does not provide any visual cues that distinguish,
thar Bl rhai the certifeate (nuse is nor issucd by o legiimate ceritficaie anthonties.,
Theeetore, onee o phisher™s cortificate s accepled, all visual securily cues ela secue
connection are perlveity achieved, Sowe 100
and improve upon the user-interface problers faced here, and wy o make the wser

¢ have recently been developed ihal iy
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nwae wware of the et that they may be using dlsgidinate cortificines, These tools
ussed in Chapler 13,

are dise

The third method of deceprion i~ for the phisher o G ignore the fuer that their
ilegiimale stic Joce not provide scourity cues consislent with the legitimate siee thoy
are mamicking and 1By hope that the user docs nor notice. In other words, the phishoer
does nuthing ! Because a large nomber of Lay users are iznorant ol browsers” seeurity
cues and their meaning. this method is swrprisingly elfecibve.

MNotiee that in the Pavial phishing example proviousiy covered in this chapter. this
ts the method of deception that was deploved. Om the legitiate PavFul site sou can
achteve 4 secore TP coancetion by comnection 1o https:/ wiw. paypal . cow
inole that the Wt tpa /7 predivindicaies o seouee connection, as opposed ro aditional
hitp /S prefix that iodicated an insecure connecaon). LHowever, the aciua] link
washttp: /210,64, 8%, 184 PayPal/cgi-bin/webacrand_login. php inthe
PuyPal phisting example. Thiz is snoinsceuic connection and leads o a site comrolled
by the phisher.

1.4.6 The Catch

Once g phisher has colizeted confidential informanon from vsers, the information must be
wsed for sarne sort ol gain o the plisher; atherwise, why waoold the phisher o to rhe trouklc
ol cellecting the informadion in the fiest place? As allnded to carlier, there 18 aonerally o
divizion of labor, and the critninal who makes wse of collected informalion is not likely wo
be the same crimiual whe stole it in the Ot place. Nonetheless, 2 general undersranding
of how this information s vsed helps one vaderstand the cotice phishing ceology and thus
com be aseful mhelpimg one when considermg possible detenses.

I some cases. phishers larzel speafic individualy wand hove a predetermined goal, For
instance, 1 the case ol mdusrial csplomage a phisher might wrgeta specific engineer assa-
clated with an acronautic: company, with the ultmate geal being to download scheniatics
assncited with @ new wing desizu For u jumibe et With the specific catch in mind, the
rhisher’s immediaie soal miebt be to rerveve the cogimeer’™s authenticating data for the
company s virtual peivale network (VINS) Once the suthentiontion is reiicvedl, the phishor
woktld wse 10w aothentieate o the VEN and downlow the schematios of fiderest

In the vavore genevically lurgeted and common type of phishimg seheme. where the
is to retricve the personal and financiad informaimon of as many victims as passible tor
the purposes of Gaud, the value of and method by which the mformation colleciaed by
phishers iz abused depands on the epe and quakity of the infonmaion. o geogral, the

il

e persental aned financial fnformation har B reieved For g given viclim, the greutor
This s because more informuation pevmilts criminals o abuse 10 with more
2 that the criminals can successTully expleir the

vilue 1 has,
degreeys of freediom, mereasing the chione
inforiaticn. Having just the nome and credit-card nuber ©f 2 vietim is of inorewsingly
Bide value o phishers, becaose cniine credit-card ase s ineressnady depesadent on having
a wser's complee billing addiess, and credit-card secunity eodes. A credit-card number
wiith aszociated billing addecss and credit-cand verification or security nomber can be used
for the frandadent parchase of vonds or money ransiers [rome online providers snch as
dmazen. com, eBay and Wesiern Unton, The visks w cashers in the form of fraud s (hat
they have tr have someons pek op the purchased goods v translerred money. For (his
e, Castiers oltea alteript 1o ship te either (3) inlematienal locations have no electronce
Frad Baws, or thi countries that have such Taws o in which they arcailikely 1o be enforced.
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A check-cord or bankisg-card minber alemyg with the sswing baok and associoted PIN
can b ong of the mos vatuable collections of informatton thuat o phisher can get acheld ol
The reasen s thal for sems, but nor all, banks the phishers are able o casily duplicaie their
bank's corresponding bank cards using easily aeguired card-wiiters, Note that the dithiculty
in duplicaiion ol the cirel Bs nol making the cord dselt. tor the information and cicoding on
the card. Shaudl ilie casher be able o daplicare the card approprivicly, then they can use
the card wican anonviens AUM and withdrow the maximal daily Lo The neason such
collections of information are considered so valuable 15 that there 14 relaiively Tiile risk or
wtbon e direer cosi ko the casher

1.4.7 Take-Down and Related Technologies

Onec a company of financlal msttution realizes that there wan aciive phishing aitack on
il custoimers or miembers, then thers is an imperadive o stap e phishing attock as quickly
as possthile. to profeet e many custorees s possible and minimice aud. Gemeradly this
involves traclking down the computer thai s hosting the hook website ond kaving it remaoved,

shind divwer, o made wnaccessihle . Phics b callol feede efeninn,

It Is unportan i remember thar typically rhe hosr of the phashing s s 0ot & eoun nad,
bul rather sumply ancther viclim of the phisher whiose computer lus been hacked moorder e
hiwt the phisher™s websile. Therelore, onee i has been determined it a pariiculae maciins
aplizhing siie iiis normally sullficeent o ash the admimswator o7 the
hosting computer (o remove the oftending weberie and azk them o praciics better seourity
procediures in the future o enserre that bis o her compniter cannot be ased i any future

15 invvalvad i st

altacks. This, ence o phishing atlack bas becnideteelad, it generallv sattices o ack disen
the compuler wed either (@) ask the oftending hosts Internet prosader wo block traffic oz dh)
ask for the host™s sdministraror io remove the websine nordes o srop the sk, O course.
bocadny e appropriale compuler aond contacting Lthe appropriale olficials i vl alway s an
casy Lisk, a5 the computer's domain nane anelfor 1Y address muost be iranslued inw sess off
cobtact intovmaiion for cither the compuren’™s network provider or adiitiustrators, Neast, the
correspondimg otficisl: need to he contacied and appropristely convinced that the machine
i ivodved i atback and thal o must be taken downe This can oflen be a burednorutic
anedor degal m eu e can be dificole oo reach, and they may huse legal or echnigal

restraints thal take disconnection or dake down difficull. even 0 they el 10 be (ully
cooperarive in the rake-down process,
{Lhas baerormored Uil o somes ¢

e, st s wlien legitinute take-dewn was Jeemed 1o
nisirador and nenwork proveder are anreachable andfor
nhcoopsranie, cemain service pioviders have acually lnvnched denial of seivies artacks
on the phisting sites, preventing poteniial vietios lromn reaching e hook, Beeuuse of 1the
guestivnable fegality of auch factics, 10w anhikely that any serviee providar will conbirm

take 1o Tong o whee the hose's aeli

wiely actons, i there are eroush alories W swggest there 1 some gram ol ernih o ihem.

1.5 EVOLUTION OF PHISHING

The mast immadine evolotien in phishing atiacks has been wo polish and perfect (e 12ch-
migues that arc cumrently in wae. in the bexinning, phishog hures were cradely worded emeils
often inclnding many grammatival and spelling creors. Bevond thar, the social cngincering
stories used o lure or convines people would be considered ciude by wdays stundard, and
the Jures otten lacked the professional graphic-decigned appearance of modern phishing
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Iores. The pesull was that ao the end of the day the carly luces tended w be cmy to distin-
cutsh [rom legitimate cmatls. Furiher she phisher’s websites wore similarly crde. otien
looking pothing Bke the legitimale siies they were intended @ nimidc. containing obyvious
wrors, andd Gifing w have a podished look. T ho ilie cose o emails and bares, ihe phish-
ers orginally had (ew techuical ool or ticks e overcome the apparent Inconsisences
between their websites and the legitimare ones they were fiving 1o iimic

The diviston of labar i the phishing community has
anid masier different pertions of the attack. Theresult is the polished antacks we see today;
however, the kay sivuctore behind the arrack- of an crowd Tuse and hook website have
remained Tarpely unclimged duvingg this evolunion. Recently, we have seen the beginting

allowed Tor spocializis wo develup

of qualitiively anihmorphodosically differens fonins of phishing aitm
A proviously hinged at vne gualitativedy difivrent [orm ol phishing 1s kaown as speor

=R

phishing or conteciadly avvoe phivhing . Tnosuch phishing . rather than sending the samc
Tare 1o a larme sumber of facelesy victis, the phisher atrempts we geneeaie lunes thag e
appropriate (o the vietm's Comtexn. or I exreme vitses generals o shaved context, so it
the attack fiis i A5 an examiple of Tuees that are comtesivally appropriare, consider o viclm
whe docs ull ol their bunking wilth the Weel Coast Bank and then reecives a phishing lure
clatning w he frorn the East Crad Bank. Since the bank docs nat corcespond io (e victim's
contekt, she will easily distinguish it from g leginmate emaibing and alae possibly alert
autharitics at the East Cost Bank o the phishing attack, Noww, consider an attack where the
phisher makes an atlack that rtniies both tie Eqst Coast Bank and the West Coast Bank
and heTore sendg o lure o thie victm deterpiinzs which bank she vses The Hiketihood thai
such an atiack is suecesstol is much higher than the oviginad. The notlon ol contestualby
aware phishing attacks will be addressed in detul b Chapicr 6.

Amorpholomcaliy different forin of phishing is girven mthe tollowing case study. [Egives
an ciample ¢f how aiypical phishing airack can be evolved by replacing the iypical email
lure with an alticenate lure hased om commondy wsed search-engine-bascd web-shupping
tocds. T shows the diversity in phishing atiacks we can expeat 10 se¢ in the iure.

1.6 CASE STUDY: PHISHING ON FROOGLE

Filiogne Moy Zes
Treaditional phishing witacks 1o dale fove Toed viciims by spoofing enual oo 25 |Tinn
bank:= and aidine vendss, A new, dangeris hook may originare from recent doevelop-
ments i e-commerce, namely the imncrcose In confidenye rowsnd vitline shopping and rhe

aviailalnlity ot casdy accosaable comparisan shopying dida,

TFarly tenerations of Corysarison <hopping arenls, or sfeops-baods ncluded svsrems such
were dimed toward

ns Bervrinlinder Porsonabaogie, ShopBodi. el ey AfySimon. They
more ellicient codine mavkets |5, 30 4]0 From an unplenientation perspeciive, they cither
mined vendor sies for product information o asked vendoes w pay o lee i exchange Tor
having thei ofTeving lizted (see [9] lor wreview), Thess methods imglizd virious brases, but
weere dillicul o wanepulaie by extornal tuird partics. The advent of shapping ggeniz openly
gueessthle viie public APl v making U possible —indeed edsyv— 1o nanipulaie produoct
lformation for maliciows purpases such os identity thefl by a Tfonm ol phishing atteck.
Thete are iwe aspects it make shop-bors vuloerable by being exploited for phishing.
First anatackor can lure shoppers intaa phishing sitc by posting information about the heti-
e sale of real products ova fake vendor sice. Take, Tor example, Froogle, Gecarle™s " srman,

shopping”
josting on Frooghe by creating a free produet Teed through tbe Froogle Sercliant program

seevico (froogls. google . comh. Anvonz can snbroit prodoct information for
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reimei by Frocgle tletl) o Yahoo! Shapping frghn tor the quaery

e.com/frocgle/merchantal, Ananackes could advertise any pupular item
st aned divs direer @ sircorn of visiions 1o the phishing site.

The zecond feare ol apen shop-bows {divse with openly wvalable APLs) that con be
exploited Ty oa pbisher is the capability (o determine the lowest prics for g produci, This
t~ analogous e comipetiter analysis, wheteby o fiem collaers valuable business infurm:dion
aboutits compatitors trengh e web [10] but with the more padicious infent fooadvertine
producis st etitous prices that aie both attractive and ceedible. Take, Tor example. the
Yalww! Shopping sile {shopping. yahoo . comb. As wilh Frooshe, users can mleraciively

searcl Uoush products and sove the Rt by pews caee Figaee 1950 Bk in s alse possible

Ty antomale

s proces

wosing the Yahoo! Shopping Web Service (devslopar . yahoo,

net/shopping). A phisher’s mitoimated seripr can therefore Caloulate a credible Jow mice
koth i3 keep the advertisement up-h‘u-dulc with the Towesl price on the market
and b0 give porenital victims o credible bid, Cradibility s poreant because a price that

1o real nme.

T Lo gined Ao be e iy scare aveay prodent buyvers, whercas onc that 15 close to uther

vindors wall

.

Ouee o victm e wicked wio cleking on the link o e phishing site, the attacka can

do several things,

brosesini history (ol Section

deceplion can becontinued by g fabke c-comineree tramsaction t

One possibibity it w eollect imformarion about the vicdm. sach s ber

£

10 be wsed in later areks. S lwernatively, the shopping
Induce the bver i complene

the purchase, thus disclosing personal infomaion sucl ss w credit-card tumber. At this

Stk an evet more nsidiods

aceconnt numbers, Many vendons offer an aption o pay bills ontine via checking

trick i 1o induce a victim w diselose his bank rouing and
ALt

asoan gliermanive (o o eredit cord. One way o mduce the victim o seleet this option is i
offer a further discount svhen sush a payment method 15 selected, Wihe victm Lalls prev 1o
this scheme, the phissher cag wire money digectly ram the viciin™s bank aceonnt.

Darmonsiration

Tovdeinonatrate the potennal phishing exploititions of shop-hors, we

have bulll g figtitious site colled Pisoeede ™ The deception is illusirated in Figure |10
Lisers iight be diteclsd G this site by o shopping site (note. tis 1s not actually donej. Ta
the deme the wser can submil any query. and Phroogle fakes o search ono it nonexeslent
tatabass. Tnsensh, the query s secretly sent b the Yahoo!  Shopping Web Service aind
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g il ] I
e 4(
Vot Eiebeeed
T .
- Phroogle™ Order
T pe— Band Aeoount L Chvek Rmber Thank you for ordering fram Phroagle™ | @
Bank Reuting Mureber
sl Name
Account Type s B —
Bank Name S
Bank Routing Number Credit Card Inf abion
AGooat KoeE Credit Card Type | vas 8
[ng havirad s Credit Card Number
s_‘me‘ Expiration 1 =0 ams %)
Adresaline 3 ne : ; Billing Address
Clly____ e e [
e Address Line 2
Zip city i
Shipping Address & Same as billing address Stata "
Streat - 2ip p—
Adrirasn L“:I: Shipping Address #Same as billing addrass
i : :
State Stre
WE e Addrass Line 2
© Sakewt, & sl ity |
State

Zip™

Juery Tipod aane dieh
surids the gy s

Figure LI The Plirosgle phishing deception: o) The user suemits e
Mot the fake Jogos o eive the vieni o falze sense of rust, (2 Phroogle |
shop-hon seevies anad prosene fo the user o real producy preture aud deseripiivn remrmed b the bor,
alowz with o fuke prive bywer than these from rgal mcechanis. A Turndicr digeaan s oftesed 1o paving
v cheching seconntvather than ercditeard. () Once the vietumn selects a paymmend ophon and olicks en
the order butron, peesenal formaiion kas e be supplicd—ihes sould he e achal theln perpebated

Iy the phizher
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ihe wser roceives g hit inoreal tine, The bt looks real, ag it containg an actiual produci
bngge and deweripiion returued by Yoheo, But the price s 104 below the lowest price
found el second Yoheo hicin Figuee L, o hud il focks Tthae xovery poad, ver cradible,

offor. Phreogle offers another 5
efommaton, Lo tuduce the victim fo discliose that mlorraadion, U the aser wslead seleats
1o pay by credin card. the phisher weuld steal the credil card nnmber and simultancuusly

e off the liseed price 16 the wser pays with bank aeeount

ahitain Information oi the purchaser™s email and Billing address: this muy he uselul in other
seau as well.

Phroogle is meant as winnecucus demo rather than an acrual phishing aiiack. We give
wsers i big bint aboul itz phishing cature using an obvious wim and o link e our phishing
rescarch groop site. Wa do nod collecl any persomal imlormation, We sinply count the
number of people who complels each staee of the wansaction and offor summary sratisnes
tor those waers wha complete the irunsuction. These numbers are oot significant baeanse
the visitors o the site are aware that this 1y o phishing siempl. Nevertheless, Phroogle
demaonsirdtes that a phisher could sasily eaploit shopping agents o el up an effoerte
plushing atiack.

Malware and its Relation fo Phishing

Another ducotion in which phishing altacks are cumrontly evalving is ek the phishing
altack 1= being combined with diflorent tepes of muleare such as Trojan horses or key-
logging soriware. With appropoate Trogans and kay-logeing software instolled on o victits
machine, phichars can wait unnk g user visits a legimimate website, such as their onlie
banking stte ova tavortte coomimeree site, ad then sical the nsermame and password used
o decess the fegirarre sites Additonally. ai s point the raalware can steal any financial
foreation i saght be entered o displaved on e serven” We note that soch aracks
coudd b dovastanng, s they could potenaally g
they

e far more information iy the phosher than
o, Conaider the possibilitios For a phisher i he had aceess to the
information that s displayed oo an onling banks welsite reluted e auser™s credit card. Such
a &ite normadly comains not enlv the credit-card number. bur informaton relaued wopricr
porchases and the credit omiad 0 the card. Such mlernmation could be ased by the phisher

currently have ac

1o mabe the porchzses on e curd ook much less suspiciows o the credit-cord companies”
frand detection svstoms, and thus to maowaize the possible traud.

Cleacly, there con be some damming: phishing giicks thai can be comevived ol il the
compltementury wse of mabware. However the editors of this bool have chusen wiry and
Lipor, i net tenore. the discussion of such artacks. This decislon was not masdle becanse
such attacks shouh] he comsidered harmless or nol worthy of discussion, Uar from ! The
reasoi for the nunimizatuon of such coverage 15 that the topue of defonses against malware
5 oworthy ol s own hook. ad i deals Tar mare indimately warly dssues rictared io seourg

nperaing systems, trusted compuoting platdorme, sud bug-Tree and secine coding praciices,
Therelive, while no clear Tine can he drasn e divide radinonal phishing from phishing
wiih malware, we have chosen not o emphantee Qiis lopic. Additionadly, even i malware
cave be climinated, 1 s the ediors™ hehiel that many of the atn g i this
book will sill be applicuble and this st be addressed. That being said, a large podlion
of Chapter 4 s devored o discussing the basic ideas behind differcnt tvpes of malware.

s mvied disas

SWith thiz use of malwars, phishors can actually caphng auy indocmaion displavied on the scicen, so o dwesi v
Tho ey b s Bas csundows ol noe only sehad s cnterad it i wels e, Bl s sehal s displayed on ber serecn,
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without getling in 1o oo many specibics, so eaders can have a peneral idea of the danyers
such soffwares represent.

1.7 PROTECTING USERS FROM PHISHING

Given the growing problem of phishing, itis clear U the problem needs 1 be aiddressed.
ained dutenses need e bo deploved o protect users
thai can e done 1o protect wsers and online servie

and. while undoubedly there 1 rmueh
o providers feom such ottacks. there is
unlikedy 1o b any sibver Bauller that can completely provent then, Part of the ceason i il
phishing relics on social engiocering, and people can ofien be convineed taJo thivgs iat
are coropletely detvimenial to thew well-bekag, i askhod o them i an appropriare maner.
lake, (or example, the {ollowing hoax emuil that was soing around ihe el several
vears back:

T lennd ihe Dille bear o my machine becawse of that | am sending this mes

crder [or you 1o hinel 31 in vour nachine, Tl procedure 1s vory simple.

The wbjective of this c-oel s de warn all Hotmas) users about a wew virus iag 1y
aprecading by MSN Messenger, The naime o tais vings s jdbgimerese and §is seny
AUt

cally by the Mossonger and by the address book oo, The virus 5 nel deicened
by MeAdoe oF Nortan and it stays quiet for 14 days hotore damaging the sysrem.

Thie virgs con be clennad belors 30 deletes the ey fronm your systein. Inoorder to
elirmnale i, 6035 Just necessary o the following sieps:

1o ot Btard, ohick mRearch”
20 I the “Fales o Folilors opien” write the name adbgrgrese
A Be sure that vou are scachitng o U desee 70T

Ao Click i nea?’

L

Wb virus i there (1 b o litile bear-1ike 1ecn with The nane ol jdbongrese 0
NOLOPEN IFIOR ANY REASON

o Tigin chick and deleie o0 wall g o the Recyels biad

o Gt ihe recycle bimanshdelere 10 o0 sy the ey le bing

WP Y0OU FINDCTHE VIRUS IN ALE OF YOUR SYSTEMES SLEND THIS MLSS.
TOALL OF YOLU R CONTACTS LOCALLD IS YOUR ADDELESS BOOK BLEORLE

1T CAT CATISE ANY DAMAGE.

The iile relerred o in this hoax einail = actuadly o legitmaie Hle related o Java on the
Windows operating systens, and s installed by defandt on Windows machines. Tharelore,
evelvarne recedving the ernal whe believed thal the email was comvineing found the Tike and
probably deleted 1l Staece the file 15 oot considerad an essential operating sysizm lile, the
W]

s

suld iy such 2 stiuedion is Thid some Javi applets may not have crecwed properly,
and the idbgmegr . 2xe flc would neoed w be relindalled 10 regain the applals” functionality.
Howeewer, af s simple to alwstract e aiack and insging o similir mescage mmiving by
enil elling uzers o delere softwors desizned w covnter cartain phizhing aitacds, foliowed
several Jivs luter by the ure 1o such a phishing attack. In yencral, phishers can use social
enginesring in order o 43k vscrs W vse thelr systems in ways that were never intended by

wyslom dexicners, fUwill be hard, 17 notapowsible, for securily enginesrs W design azonst
this, while still making it possible Tor users o caly secomplish the tasks they expeet o
with their compuigrs,

In the coming chapers the reader will be axposed (o many dilfersie phishug attucks
angd associared ochonues and wicks wsed in chese attacks, Similarly, the reader will be
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exponed to custntermessures al resewrchers i the ficld are developiog. Many of Lhe
current counlertneasures are in ther infancy, b when developed will probably do much
e munimive the dsk of the curreat forms of phishing wiacks, The cipeclaion among
resgarchens s that countermeasures that simply solve todays phishing atlacks will he quichly
hypansed a5 phishers cvolve thelr adtacks, Thos, when designing counternicasures, 1t is
crsondal that rescarchers try L consider novonly current abacks. but the wealiiesses in the
inlrgstructure that such attacks tabke advantaee of. and how to prodect these weak potnts. This
will ensure that simple evolutions of the phishing altacks do ol overwlhiehn the proposed
countermessures. Therefore, conuttmiors have endeavored to discuss onrrent atiacks nol
only in their current cmboditents, bul i their expected or natuwrs]l cvobidionary [onms,
Similarly, countermensures re discossed thae ighi be created and nsed 00stop those
fubure phishing viarsaois.
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