
Symbols and
Numerics

. (dot) for current
directory, 129

.. (dot-dot) for parent
directory, 129

/ (root directory), 115,
116, 117

/ (slash) in file system
organization, 337

[ ] (square brackets) as
wildcard character
holders, 100, 101

* (asterisk)
for executable files in

directory list, 130
wildcard character, 99,

100, 358
@ (at symbol) for links to

files, 130
\ (backslash) in mtools,

358
.= (current line) text editor

command, 160
$ (dollar sign) in

programming, 531, 548
# (hash mark), 214, 415
| (pipe symbol) in

command line, 96
? (question mark) wildcard

character, 99, 100–101
!! (repeat last command),

101–102
~ (tilde) for home directory,

129
6-byte source and

destination addresses,
Ethernet, 197

10Base2 Ethernet, 197
10Base5 Ethernet, 197
10BaseT Ethernet, 

178–179, 197

32-bit cyclic redundancy
code (CRC-32), 206

100 Mbps Ethernet, 198
100BaseT Ethernet, 179, 185

A
abbreviation commands,

102
ABI (application binary

interface), 15
AbiWord (Web site), 140
access point configuration,

wireless Ethernet, 
204, 208

ACPI (Advanced
Configuration and
Power Interface), 
45, 47, 48, 50

ADSL (Asymmetric DSL), 176
Advanced Configuration

and Power Interface
(ACPI), 45, 47, 48, 50

Advanced Encryption
Standard (AES), 205

Advanced Packaging Tool
(APT), 55, 302, 366, 
369, 375

AES (Advanced Encryption
Standard), 205

Akregator (Web site), 143,
271–272

alias (canonical name), 493
alias command, 102
alias file, sendmail, 477
amaroK (Web site), 141
anonymous FTP access,

273, 277
Apache Web server, 22, 302,

305, 433
APIC (Advanced Program-

mable Interrupt Con-
troller), 49, 312

application binary interface
(ABI), 15

application gateway,
definition, 392

application-proxy gateway
firewall, 421–422

Application Starter, KDE,
86–87

applications. See also
browsers, Web; 
text mode

building from source files,
359, 370–375

database, 141, 434
DEB installation and

updating, 366–370
directory location, 

118, 119
e-mail clients, 143, 144,

149, 230–242
The GIMP, 20
graphic imaging tools,

154–156
installing, 54–59
multimedia tools, 150–154
newsreaders, 143, 262,

263–269, 480, 483–484
office tools, 144–150
online updates, 375–380
overview of Linux, 

11, 139–144
PIM, 143, 232, 233–236
RPM installation and

updating, 359–366,
376–379

shell, starting from, 94
Applixware (Web site), 21
apropos command, 102
APT (Advanced Packaging

Tool), 55, 302, 366,
369–370, 375

apt-cache command,
369–370

apt-get command, 
55, 369–370, 375, 380

archiving files, 104–105,
346–351

Index
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arguments (options) for
commands, 94–95

Arkeia backup utility (Web
site), 346

ARPAnet, 193, 488
ASCII-armored format, 410
Aspell (Web site), 140
* (asterisk)

for executable files in
directory list, 130

wildcard character, 
99, 100, 358

Asymmetric DSL (ADSL),
176

@ (at symbol) for links to
files, 130

at command, 303, 
319–321, 564

ATAPI CD-ROM interface, 45
atd daemon, 319
attachments to e-mail, 231
audio players, 141, 150–151,

152–153
audit, security

introduction, 429–431
in security policy, 388
test methodology, 431–439
testing tools, 440–443

authentication
definition, 392
dialup networking

connection, 189
firewall, relationship 

to, 421
GnuPG, 406–413
Linux vulnerabilities, 433
named server, 497
PAMs, 401–402
RADIUS, 205
security policy

development, 388
authorization, security

policy development,
388

autoconf software
package, 17

automake software
package, 17

awk tool, 559–563

B
backbone, Internet, 172
backdoor, definition, 392
background process,

running, 105
backing up files, 27, 33, 37,

344–351
\ (backslash) in mtools,

358
Bare Metal Plus backup

utility (Web site), 346
baseband transmission,

definition, 197
bash shell, 17, 65, 94–102,

303, 304. See also shell
scripting

bastion host, definition, 392
bc GNU software 

package, 17
Berkeley sockets interface,

448
bg command, 105
/bin directory, 117, 119, 338
binary mode for FTP

transfers, 280
BIND (Berkeley Internet

Name Domain),
490–493, 495

BIND DNS vulnerability, 433
Binutils utilities, 17
BIOS

APM, 462
boot settings, 46
CPU cache, 47
IRQ control, 50
NetBIOS name server, 511
workaround for Intel

440GX chipset, 48
bison parser-generator

tool, 543
block device, definition, 314

blog (weblog), definition,
269

BogoMIPS, 62, 64, 311
boot: prompt options,

47–50
/boot directory, 117, 338
/boot/grub directory, 302
/boot/grub/menu.lst

configuration file, 
302, 435

/boot/System.map
configuration file, 302

/boot/vmlinuz directory,
302

boot loader, 61, 62, 296, 
302, 303

booting
from CD/DVD, 32
definition, 61
Knoppix commands, 44–47
message configuration

files, 305
messages overview, 62
network configuration,

222–225
process overview, 296–302
rebooting, 47, 50, 105,

295–296
starting servers during,

458–460
Bootloader utility, 224–225
bottom panel, GNOME,

81–82
BPL (broadband over

power lines), 174
breakpoints, debugger, 537
BrightStor ARCserve

Backup for Linux utility
(Web site), 346

broadband over power
lines (BPL), 174
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browsers, Web
definition, 245, 246
Epiphany, 143, 251
Firefox, 143, 251, 252–256,

277–278
FTP use from, 273,

277–278
introduction, 245–250
Konquerer, 123–127, 

144, 251
Lynx, 143
Mozilla, 143, 251
overview, 143
RSS plugins, 271

BRU backup utility (Web
site), 346

buffer, definition, 163
buffer overflow, 

definition, 392
buffered data, writing to

files, 106
build process, make utility

for automating, 523
bulletin board systems. 

See news
services/newsgroups

burning data onto
CDs/DVDs

installations, 32
ISO images, 36–37
with K3b, 142, 153–154
Linux applications for, 142
from Nautilus, 121–122
overview, 151

bus type information, 312
business requirements for

security, 385–386

C
C: drive, resizing, 37–39
C: prompt, 94
C and C++ programming

languages
directories for, 119
GNU compilers, 17, 18, 23,

523, 524–528
KDE support for, 86

C file format, 526
C Library, 18
C shell, 94
CA (certificate authority),

definition, 393
cable modem, 173–174,

180–185
Cable Modem Termination

System (CMTS), 181
cached data, directory

location, 119
caching name server, 491,

495–505
cal command, 106, 109
Calc, OpenOffice.org,

146–148
calculator applications,

140, 150
calendar applications, 

106, 140, 149–150
call sequence for program,

displaying, 538
canonical name (alias), 493
Carrier-Sense Multiple

Access/Collision
Detection (CSMA/CD),
196–197

case shell command, 549,
550–552

cat command, 98, 103,
112–113, 311

categories of Ethernet
cables, 198

cd command, 103, 112,
128–129, 281

CD/DVD-ROMs, 26, 32, 45,
54, 136–137. See also
burning data onto
CDs/DVDs

CD players, 141, 150–151,
152–153

cdrdao application 
(Web site), 142

cdrecord application
(Web site), 142

cdrom term, 136

central processing unit
(CPU), 9, 305–307, 311,
312, 520

CERT Coordination Center
(Web site), 396

certificate, definition, 393
certificate authority (CA),

definition, 393
chain, definition, 425
CHAP (Challenge

Handshake
Authentication
Protocol), 189

chap-secrets, 190
character device,

definition, 315
chgrp command, 333
chkconfig command,

301–302, 414, 438,
458–459

chmod command, 
103, 113–114, 132–133,
281, 403

chown command, 103, 133,
333–334, 402–403

chsh command, 94, 105
CIAC (Computer Incident

Advisory Capability),
396

Clarinet news service, 260
class, definition, 473
client/server architecture,

Internet, 447–451
CMTS (Cable Modem

Termination 
System), 181

CodeWeavers (Web site), 21
command

interpreter/processor.
See shell

command-line interface.
See also shell

in bash scripts, 546, 548
computer function of, 522
definition, 66
options, 95
text mode commands 

list, 162
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command-line interface
(continued)

user accounts, managing,
328–329

Yum command list, 378
Yum for updating RPMs,

377–379
command.com, 94
commercial compared to

free distributions, 14
Common UNIX Printing

System (CUPS), 303
Common Vulnerabilities

and Exposures (CVE)
(Web site), 432

comparing files, 103
compilers

definition, 522
GCC, 17, 18, 23, 523,

524–528
Java GNU, 23

compress command, 104
compressing files, 104–105
Computer Incident

Advisory Capability
(CIAC), 396

computer programs, 521,
522. See also appli-
cations; operating
system; programming
with Linux

concatenating files, 103, 104
Concurrent Version System

(CVS), 433, 524
conditional expressions in

shell scripting, 564
confidentiality, definition,

393
configuration. See also

individual files
application installation,

54–59
CD/DVD-ROMs, 

managing, 54
desktop at startup, 45

directory location of 
files, 117

e-mail services, 466–477
firewall, 27, 419–422, 423
Internet services, 458–459,

460, 461
KDE, 91–92
network, 49, 199–200, 204,

208–217, 222–225
news server, 478–484
overview, 28–29
printer, 26, 35, 50–53
Samba, 513–514
system administration

files, 286, 302–305
TCP/IP, 199–200

Configure Panel, KDE, 91
connection-oriented

protocol, 448–449, 450,
451. See also TCP/IP
(Transmission Control
Protocol/Internet
Protocol)

connectionless protocol,
449, 450

contacts management
application, 140, 143,
149–150, 232, 233–236

context menus, GUI, 75–76,
84–86

control operators,
sendmail.cf, 474

COPYING file, 542
COPYING.LIB file, 543
Coreutils utilities, 18
country domain names, 489
cp command, 103, 133
cpio program, 18, 104
CPP file format, 526
CPU cache, 47
CPU (central processing

unit), 9, 305–307, 311,
312, 520

cracker, definition, 393

CRC-32 (32-bit cyclic
redundancy code), 206

cron command/process,
305, 462, 564

crond daemon, 321
crontab facility, 

319, 321–324
CrossOver Office (Web

site), 21, 140
CSMA/CD (Carrier-Sense

Multiple Access/
Collision Detection),
196–197

CSV spreadsheet file
format, 147

ctlinnd program, 479, 486
CUPS (Common UNIX

Printing System), 303
current directory, setting,

103, 128
cut command, 103
CVE (Common Vulnera-

bilities and Exposures)
(Web site), 432

CVS (Concurrent Version
System), 433, 524

D
daemon, definition, 457. See

also individual daemons
data integrity, checking for

CD, 46, 49
Data Over Cable Service

Interface (DOCSIS)
standard, 181–182

data packets
definition, 197, 394
encryption of wireless,

205, 206
security, 420, 421, 422
sniffing, 221–222, 440

data protection, security
policy development,
388
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data transfer rates,
Ethernet, 196

database applications, 
141, 434

datagram, definition, 449
date command, 106,

108–109
dbm (gdbm) database

library, 543
dd command, 103
DDC (Display Data

Channel), 50
DDoS (Distributed Denial of

Service), definition, 393
DEB file packages, 

54, 366–370
Debian distributions. See

also distributions,
Linux

application software, 54
burning CDs/DVDs in, 154
e-mail clients, 233
gFTP, 274
installing, 32
missing applications,

installing, 144
network interface

information, 223
PPP connection tool, 189
software packages,

installing, 55
sysadmin tools, 287
tcpdump installation, 222
text mode installation, 42
updating, 375
version types, 15
Web site, 12

debugger, 18, 23, 522,
535–541

decoders, multimedia, 139
decompressing files, 

104, 105
decryption, definition, 393
default gateway, 

Ethernet, 219
delay loop, 64
Denial of Service (DoS)

attack, 383, 386, 393

depmod command, 316
derived work, definition,

542
desktop at startup,

configuring, 45. See
also GUI (graphical
user interface)

/dev directory, 117, 
314, 338

/dev/hda device, 314
/dev/null file, 99
development tools

CVS, 433, 524
emacs editor, 17, 18, 

23, 141
GNU C and C++ compilers,

17, 18, 23, 523, 524–528
GNU debugger, 18, 23,

535–541
GNU licenses, 541–544
installation, 373, 524
introduction, 523–524
make utility, 23, 529–535
overview, 22–23
Subversion version

control system, 
23, 433, 524

device files, 99, 313, 314
devices

configuration files for, 304
/dev/hda, 314
directory location of, 

117, 314, 338
drivers, 48, 303, 312, 313,

316–318
dynamically named,

315–316
in Linux hierarchy,

116–117
managing, 313–316
mounting/unmounting of,

106, 339–342
name, displaying, 106
network, 315
storage, 116

df command, 106, 137, 309
DHCP (Dynamic Host

Configuration Protocol)

boot options, 49
function and port 

number, 451
network card setup, 

200, 202
overview, 195
System Monitor, 223

Dia (Web site), 140
dialup networking, 27,

173–174, 185–190
Dictionary (Web site), 140
diff command, 18, 103
difiKam (Web site), 142
dig utility, 492–493
digiKam, 151–152
digital camera applications,

142, 150, 151–152
digital signature, 393,

407–409, 411–412
Digital Subscriber Line

(DSL), 172, 173–180
direct memory access

(DMA), 45, 48, 312
directories (folders)

commands for navigating,
128–129

creating new, 134
current, 103, 128
deleting, 134–135
device, 117, 314, 338
file system organization,

115–120
FTP commands to control,

281–282
GUI file management

systems, 120–127
listing of, 129–131
management commands,

103
pathnames, 116, 128–129,

249, 282
permission for access,

103, 131–133, 281, 402,
403–406, 434–435

protecting, 402–406
top-level, 117–118

Directory Services security,
390
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disk partitioning. See
partitions, disk

disk performance,
checking, 309–310

disk space usage, 106,
137–138, 309–310

Display Data Channel
(DDC), 50

distributed database, 
DNS as, 487

Distributed Denial of
Service (DDoS),
definition, 393

distributions, Linux. See
also individual
distributions

automatic startup of
servers, 301–302

available on book’s 
DVD, 31

BIND software, 490
caching name server, 

495, 496
CD/DVD management

behavior, 54
customizing GUIs, 73
definition, 11
developer tools

installation, 524
exporting files for sharing,

510
FTP access, 274, 278, 279
inetd/xinetd usage, 438
init process run 

levels, 297
installation differences,

37, 359
Internet super servers,

415, 453, 455–456
introduction, 1, 5
mail server setup, 465–466
mounting devices, 

341, 342
MP3 decoder issue, 153

news server installation,
478, 484

nmap availability, 441
overview, 11–14
root access, 294, 296
RSS feed software, 271
Samba configuration, 514
Samba installation,

512–514
security tools, 397, 442
software packages

included with, 16–24
SSH usage, 418
standalone server

handling, 414, 438
starting/stopping servers,

342, 457, 458–460, 504
version numbers, 15

DistroWatch.com 
(Web site), 11

DIX Ethernet standard, 197
DMA (direct memory

access), 45, 48, 312
dmesg command, 62
DMZ, definition, 393
dnl (delete through new-

line), definition, 468
DNS (Doman Name System)

BIND, 433, 490–493
caching name server,

495–505
firewall, relationship 

to, 420
introduction, 487–490
named, 462, 491
nsswitch.conf, 217
primary name server, 

491, 505–506
resolver, 494–495
servers, 211, 488–489

DOCSIS (Data Over Cable
Service Interface)
standard, 181–182

documentation, online, 24

$ (dollar sign) in
programming, 531, 548

domain name, 230, 249, 487,
489, 490. See also DNS
(Doman Name System)

DOS command interpreter,
94

DoS (Denial of Service)
attack, 383, 386, 393

DOS/Windows file system
access, 351–354

/dosc directory, 351–352
. (dot) for current directory,

129
.. (dot-dot) for parent

directory, 129
dotted decimal/dotted

quad notation, 194
downloading data from

Internet, 172, 181, 182,
281–282

dpkg command, 
366, 367–368

drivers, device, 48, 303, 312,
313, 316–318

dselect program, 366, 369
DSL (Digital Subscriber

Line), 172, 173–180
du command, 106, 138, 310
dual-homed host,

definition, 393
duplicate lines in file,

eliminating, 104
DVD-ROM. See CD/

DVD-ROMs
dynamic IP address, 467
dynamic routing tables,

419–420
dynamically linked, shared

libraries, 23, 544
dynamically named

devices, 315–316
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E
e-mail services. See also

SMTP (Simple Mail
Transfer Protocol)

address syntax, 230
applications, 143, 144,

149, 230–242
attachments, 231
configuring, 466–477
HTML messages, 232
installing, 465–466
introduction, 171, 229
mailbox file location, 

120, 339
mailto: protocol, 248
overview, 22

echo command, 331
ed text mode editor, 17, 18
Edit-Compile-Debug 

cycle, 523
editing while copying, 104
EIA/TIA (Electronic

Industries
Association/Telecomm
unications Industries
Association), 198

emacs editor (Web site),
17, 18, 23, 141

encryption
definition, 393
GnuPG, 390, 406–413
password, 399–400
security measures, 399–402
/usr/bin/ssh-keygen,

417, 418
wireless data packets,

205, 206
encryption keys, 208, 210,

395, 406–413, 417
env command, 331
environment variables, 

105, 331–333, 522
Epiphany Web browser

(Web site), 143, 251

error messages, 47, 98, 154
/etc/aliases directory,

477
/etc/apache2/httpd.co

nf file, 302
/etc/apt/sources.list

file, 302
/etc/at.allow file, 

303, 319
/etc/at.deny file, 

303, 319
/etc/bash.bashrc file,

303
/etc/bashrc directory,

303
/etc/cron.allow file,

321–322, 435
/etc/cron.deny file,

321–322, 435
/etc/crontab directory,

435
/etc/cups/cupsd.conf

file, 303
/etc/default/useradd

directory, 328
/etc directory, 117, 338
/etc/exports directory,

342, 343, 507–511
/etc/fonts directory, 303
/etc/fstab directory,

303, 340–342
/etc/group directory,

303, 330, 437
/etc/grub.conf file, 303
/etc/host.conf file, 

213, 215, 494–495
/etc/hosts directory,

213, 214, 303
/etc/hosts.allow file,

213, 216, 303, 415
/etc/hosts.deny file,

213, 216–217, 303, 
415, 435

/etc/httpd/conf/httpd
.conf file, 303

/etc/inetd.conf file,
453–455

/etc/init.d file, 
301, 303, 457

/etc/init.d/rcS file, 304
/etc/inittab directory,

297, 298–299, 303
/etc/issue directory, 303
/etc/lilo.conf file, 303
/etc/login.defs file,

303, 328
/etc/logrotate.conf

file, 435
/etc/mail/access

directory, 475
/etc/mail/access.db

file, 475
/etc/mail directory,

467–477
/etc/mail/helpfile

directory, 475
/etc/mail/local-host-

names directory, 475
/etc/mail/mailertable

directory, 475, 476
/etc/mail/relay-

domains directory, 475
/etc/mail/sendmail.cf

file, 466, 467–474
/etc/mail/sendmail.mc

file, 470–472
/etc/mail/trusted-

users directory, 475
/etc/mail/userdb.db

file, 475
/etc/mail/virtuser

table directory, 475
/etc/modprobe.conf file,

303, 317–318
/etc/modules.conf

file, 304
/etc/mtab directory, 304
/etc/mtools.conf file,

355–356
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/etc/named.conf file,
495–497

/etc/network/
interfaces file, 223

/etc/networks file, 
213, 214

/etc/news/expire.ctl
file, 479

/etc/news/incoming.
conf file, 479, 483

/etc/news/inn.conf,
file, 479, 480–481

/etc/news/newsfeeds
directory, 479, 481–483

/etc/news/readers.
conf file, 480, 483–484

/etc/news/storage.
conf file, 479

/etc/nsswitch.conf file,
213, 217, 495

/etc/pam.d file, 402, 435
/etc/passwd directory,

128, 304, 329, 
399–400, 437

/etc/profile directory,
304

/etc/profile.d file, 304
/etc/rc.d/rec/sysinit

directory, 304
/etc/resolv.conf file,

213, 215, 492, 494
/etc/samba/smb.conf

file, 511, 514
/etc/samba/smbusers

directory, 511
/etc/securetty

directory, 435
/etc/security directory,

435
/etc/services directory,

452–453
/etc/shadow directory,

304, 401, 435, 437
/etc/shells directory,

304

/etc/shutdown.allow
file, 435

/etc/skel directory, 
304, 328

/etc/ssh directory, 435
/etc/sudoers

directory, 107
/etc/sysconfig

directory, 210, 212,
223–224, 304, 435

/etc/sysconfig/
network directory, 224

/etc/sysctl.conf file,
304, 435

/etc/syslog.conf file,
413, 435

/etc/termcap directory,
304

/etc/udev directory, 304
/etc/udev/udev.conf

file, 316, 435
/etc/udeve directory, 304
/etc/vsftpd directory,

435
/etc/vsftpd.ftpusers

file, 435
/etc/X11 directory, 304
/etc/X11/XF86Config,

304
/etc/X11/xorg.xonf

file, 304
/etc/X11/yum.conf

file, 304
/etc/xinetd.conf file,

435, 455
/etc/xinetd.d file, 435
Ethernet networking. See

also LAN (local area
network)

cable types, 178–179, 185,
197–198

configuring, 49
default gateway, 219
hub/switch, 178–179
LAN setup, 196–199

naming card, 209
overview, 191
PPP over Ethernet

(PPPoE), 180
wireless, 196, 203–212

Evolution PIM application
(Web site), 143, 232,
233–236

Excel, Microsoft, sharing
Calc with, 147

exclusive-OR operation, 206
exec-shield feature, 392
executable permission for

files/folders, 131
executable programs

directory, 117, 119, 339
expand command, 104
expire news service

command, 479
exploit tools, definition, 393
exportfs command, 510
exporting files for sharing

(NFS), 507–511
expr shell command, 550
expressions, definition, 523
eXtensible Markup

Language (XML), 
269, 270

extensions, filename, 116

F
fatal signal 11 error, 47
fdformat command, 106
fdisk command, 106
fdiv_bug, 311
FEATURE mail macro, 472
Fedora distribution. See

also distributions,
Linux

e-mail client, 233
FTP client, 274–275,

276–277
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Internet service
configuration, 
458–459, 460

KDE default desktop, 84
network interface

information, 223–224
packet-filtering firewall,

423–424
printer setup, 50–53
RPM basis for, 54, 66,

363–364
Samba configuration, 513
software package

installation, 56–57
source code file packages,

374–375
startup process, 62
sysadmin tools, 287–288
text mode installation, 42
updating, 376–379
Web site, 12
wireless network

configuration, 
209–211, 212

fg command, 105
(FHS) Filesystem Hierarchy

Standard (Web 
site), 337

fiber-to-the-home 
(FTTH), 174

file:// protocol in 
URL, 248

file and data sharing, 27,
119, 172. See also NFS
(Network File System)
protocol; Samba file
sharing

file command, 104
file-integrity checking, 390
file systems

availability and 
location, 303

backing up/restoring files,
344–351

commands for navigation,
128–138

definition, 335
DOS/Windows access,

351–354
/etc/fstab file, 340–342
GUI file manager, 120–127
hierarchical organization,

335–337
information on, 304
introduction, 27, 115–120,

335–339
list of supported, 312
management commands,

106
mounting devices on, 286,

312, 339–344, 462,
510–511

mtools package, 354–358
navigation commands,

128–138
NFS, sharing with, 342–344
/proc, 310–313
sysfs, 315

File Transfer Protocol
(FTP). See FTP (File
Transfer Protocol)

file transfer utilities,
overview, 22

filename, 99–100, 116, 
249, 361

files
access control, 402–406
archiving, 104–105,

346–351
backing up, 27, 33, 37,

344–351
command input from, 97
command output to,

97–98
compressing, 104–105
concatenating, 103, 104
copying, 103, 133
deleting, 103, 134
device, 99, 313, 314
directory locations, 

117, 119, 120
displaying data type, 104

exporting for sharing,
507–511

finding, 103, 104, 135–136
GUI management systems,

120–127
library. See library files
loading for debugging, 537
management commands,

103, 105
moving, 134
MS-DOS batch files, 112
object, 525–526
ownership of, 103, 133,

325, 333–334, 402–403
permission for access,

103, 131–133, 281, 402,
403–406, 434–435

processing commands,
103–104, 109–110

protecting, 402–406
saving error messages 

to, 98
splitting, 111–112
system administration,

286, 302–305
Filesystem Hierarchy

Standard (FHS) (Web
site), 337

find command, 
103, 135–136

finding
commands for, 103
expressions within files,

104
files, 103, 104, 135–136
newsgroup information,

268–269
text in files, 167

Findutils utilities, 18
finger program, 18
fingerprint, definition, 407
Firefox Web browser (Web

site), 143, 251, 252–256,
277–278

firestarter package, 183
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firewall
as basis of network

security, 391
definition, 384, 393
Fedora, 423–424
ICMP message problems

with, 219
setup, 27, 419–422, 423
SUSE, 424
Ubuntu, 183

Firewall Configuration 
tool, 423

FireWire, 49
fixed framebuffer 

graphics, 45
fixed wireless broadband

(FWB/WiMax), 174
floppy disk (/dev/fd0), 

345, 352
flow control, shell scripts,

549–552
flow-control statements,

definition, 523
FOCUS-LINUX mailing 

list, 396
fold command, 104
folders. See directories

(folders)
font configuration files, 303
for shell command, 

549, 550
foreground process,

running, 105
formatting diskettes, 106
forums. See news services/

newsgroups
FORWARD chain, 425–427
.forward file, 476–477
FQDN (fully qualified

domain name), 490
frames, data, definition, 197
free command, 105
free compared to

commercial
distributions, 14

Free Software Foundation
(FSF), 17

FreeDesktop.org (Web 
site), 73

fsck command, 106
FSF (Free Software

Foundation), 17
ftp:// protocol in 

URL, 248
ftp command, 279–282
FTP (File Transfer Protocol)

as application level
protocol, 192

command-line options,
279–282

function and port number,
195, 452

graphical clients, 
143, 273–278

introduction, 22, 273
Very Secure FTP, 463

FTTH (fiber-to-the-home),
174

full distribution, 
definition, 31

fully qualified domain name
(FQDN), 490

functions
(subroutines/routines),
523, 537, 547, 548–549

FWB/WiMax (fixed wireless
broadband), 174

G
g++ GNU C++ compiler, 18,

526–527
Gaim (Web site), 143
games, directory 

location, 119
gateway, Internet, 219, 392,

421–422. See also
firewall

gawk program, 18

GCC (GNU C and C++
compilers) (Web site),
17, 18, 23, 523, 524–528

gcc program, 18, 23,
524–528, 536

gcj program, 23
gdb program, 18, 23,

535–541
gdbm program, 18
General Public License

(GPL). See GPL
(General Public
License)

Gentoo Linux distribution
(Web site), 12

get FTP command, 280
gettext program, 18
gFTP (Web site), 143, 273,

274–275
GGv (GNOME Ghostview)

(Web site), 18, 142, 156
ghostscript program, 18
ghostview program, 18
GID (group ID), 105, 330
Gigabit Ethernet, 198
The GIMP (GNU Image

Manipulation Program),
18, 20, 142, 154–156

G.lite DSL, 176
GNOME (GNU Object Model

Environment), 19
bottom panel, 81–82
calculator application,

140, 150
CD Player, 141
context menus, 75–76
Epiphany, 143, 251
Evolution, 143, 232,

233–236
Gaim, 143
gFTP, 273, 274–275
Ghostview (GGv), 18, 142,

156
GNU, relationship to, 16
help viewer, 24

47 275351-bindex.qxp  6/3/08  12:33 PM  Page 592



Index 593

introduction, 20, 73–74
Main Menu, 77–79
Nautilus file manager,

120–123
network interface

management, 224
panel introduction, 77
Pidgin, 232, 242–243
Places Menu, 79–80
Straw, 271
sysadmin tools, 

287, 291–292
System Menu, 80–81
System Monitor, 222, 223
terminal window 

access, 65
text editor, 157–158
top panel icons, 81
Totem, 142
Ubuntu installation, 40

GNU bison parser-
generator tool, 543

GNU C and C++ compilers
(GCC) (Web site), 17,
18, 23, 523, 524–528

GNU C Library, 18
GNU chess, 18
GNU compiler for Java

program, 23
GNU dbm (gdbm) database

library, 543
GNU debugger, 18, 23,

535–541
GNU General Public License

(GPL). See GPL
(General Public
License)

GNU Image Manipulation
Program (The GIMP),
18, 20, 142, 154–156

GNU Lesser General Public
License (LGPL),
543–544

GNU Privacy Guard
(GnuPG/GPG), 390,
406–413

GNU profiling utility, 23
GNU Project (Web site), 

16, 17
GNU software, overview,

16–19
gnumeric program, 19
GnuPG (GNU Privacy

Guard), 390, 406–413
Google Groups (Web site),

44, 260, 269
Google Web Search (Web

site), 255
GParted, 37, 38
gpg command, 409–413
GPG (GNU Privacy Guard),

390, 406–413
GPL (General Public

License)
commercial distribution

control, 14, 541–544
The GIMP, 154
GNU Project, relationship

to, 17
text of, 372
X.Org, relationship to, 20

gprof utility, 23
GQview (Web site), 142
graphic imaging tools, 18,

20, 142–143, 154–156
graphical shell, 

definition, 120
graphical user interface.

See GUI (graphical user
interface)

grep command, 66, 95, 104
grep software package, 19
groff program, 19
group ID (GID), 105, 330
groupadd command, 330
groupdel command, 330
groups

configuration files for, 303
definition, 325
group name, 325
managing, 326–327, 330

ownership of files, 333–334
printing list, 105
setting for file, 103

groups command, 105
growisofs application

(Web site), 142
GRUB boot loader, 61, 296,

302, 303
gtk+ program, 19
GUI (graphical user

interface). See also
GNOME (GNU Object
Model Environment);
KDE (K Desktop
Environment)

configuration
introduction, 29

desktops introduction, 11
file management systems,

120–127
help viewers, 24
installation

troubleshooting, 42
installers, 54
Internet service

configuration, 460
list of available, 73
network checking 

tools, 222
opening terminal/console

from, 93–94
overview, 20–21
packet-filtering firewall,

423–424
remote display of, 48
root access login, 294
Samba configuration, 513
sysadmin tools overview,

287–292
user accounts, 

adding, 326
gunzip command, 104
gzip program, 19, 105, 371
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H
halt command, 105
hard drive

information on, 312
management overview, 

25, 26
monitoring performance,

309–310
storage role of, 520–521
system requirements, 34

hardware
checking for installation,

34–35
components overview, 25
definition, 9
detection during

installation, 41
disabling automatic

detection, 50
Linux as manager of, 25
monitoring processes, 312
networking, 207–208
skipping detection

elements, 46
system administration, 286
wireless Ethernet setup,

207–208
hash, definition, 394, 407
# (hash mark), 214, 415
header files in C/C++,

directory location, 119
help resources
bash shell scripts, 552
FTP, 280
help commands, 102
KDE access, 87
mouse hover access, 77
online documentation, 24
SMTP, 467
vi text mode editor, 164

hiding NAT, 422, 423
high-speed Internet

connection
cable modem, 173–174,

180–185
DSL, 172, 173–180
introduction, 27

history, command, 101–102
history command,

101–102
/home directory, 117, 128,

338
home page, Web browser,

252, 254
host. See also DHCP

(Dynamic Host
Configuration Protocol)

address, 193, 194
bastion, 392
configuration files,

213–217, 303, 415, 
435, 494–495

connectivity, checking,
219

definition, 394, 399
dual-homed, 393
security issues, 390–391,

399–413, 431, 434, 440
host command, 504–505
host utility, 493
hostname

configuration file for, 303
FTP, 277, 280
network, 213, 214, 215, 466

hot pluggable peripherals,
26–27

HTML (HyperText Markup
Language), 232, 246,
249

http:// protocol 
in URL, 248

HTTP (HyperText Transfer
Protocol), 22, 192, 195,
246, 452

httpd Internet service, 
22, 462

https:// protocol 
in URL, 248

100 Mbps Ethernet, 198
100BaseT Ethernet, 179, 185
Hyper-Threading, 49
hypertext links, 247

HyperText Markup
Language (HTML),
232, 246, 249

HyperText Transfer
Protocol (HTTP), 22,
192, 195, 246, 452

I
I/O port addresses, 312
I/O redirection, 96–97
IANA (Internet Assigned

Numbers Authority)
(Web site), 453

IC (Integrity Check) 
field, 206

ICMP (Internet Control
Message Protocol), 219

icons, desktop, 76, 77, 81,
84, 85–87

id command, 105
IDE Zip drive (/dev/hdc4

or /dev/hdd4), 345
IDSL (ISDN DSL), 176
IEEE 802.3 CSMA/CD. See

Ethernet networking
IEEE 802.11a wireless

standard, 204
IEEE 802.11b wireless

standard, 203–204
IEEE 802.11g wireless

standard, 204
IEEE 802.11i wireless

standard, 205
IEEE 802.11n wireless

standard, 204
IEEE (Institute of Electrical

and Electronics
Engineers), 197, 
203, 260

IETF (Internet Engineering
Task Force) (Web site),
194, 488

if shell command, 549
if-then-else sequence,

549–550
ifcfg file type, 224
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IM (instant messaging). See
instant messaging (IM)

images, graphic, tools for,
18, 20, 142–143,
154–156

IMAP (Internet Message
Access Protocol), 230

Impress, OpenOffice.org,
148–149

Inbox, e-mail, 235, 236, 239
incident response 

policy, 437
incoming.conf file, 

479, 483
indent program, 19
inetd server, 414, 415–416,

437–438, 453–455
info command, 102
information disclosure, 386
init 0 command, 68
init command, 108,

296–302
initialization scripts, 

300, 304
initialization vector (IV),

206
INN (InterNetNews) server,

22, 462, 465, 478–486
inn.conf file, 479, 480–481
innd Internet service, 22,

462, 478, 479, 484
innxmit program, 479
input, definition, 521
INPUT chain, 425–427
insmod command, 316
installation

applications, 54–59,
359–370

burning onto CD/DVD,
36–37

Debian, 32, 42, 55, 144, 222
development tools, 

373, 524
e-mail services, 465–466
Fedora, 42, 56–57
Firefox, 251

The GIMP, 154
GUIs, 42, 54
hardware, 34–35, 37–39, 41
introduction, 31–33
locate command, 136
MEPIS, 56, 144
news server, 477, 478, 484
overview, 28
Samba, 512–514
sendmail, 465–466
SUSE, 42, 58
system administration, 286
text mode, 42
troubleshooting, 42–50
Ubuntu, 35–40, 42, 56, 144
Xandros, 42, 58–59

instant messaging (IM)
applications overview,

143, 144
introduction, 229
Kopete, 143, 243–244
Linux clients, 232–233
Pidgin, 242–243

Institute of Electrical and
Electronics Engineers
(IEEE), 197, 203, 260

integrity, definition, 394
Integrity Check (IC) 

field, 206
Intel 440GX chipset,

workaround for, 48
in.telnetd server, 22
internal firewall, 422
International Organization

for Standards (ISO)
(Web site), 489

Internet. See also
networking

applications for access to,
143–144

configuration files for
services, 304

connecting to, 171–190
dialup tool, 27
DNS. See DNS (Doman

Name System)

e-mail. See e-mail services
file transfer. See FTP (File

Transfer Protocol)
host permissions, 303
IM. See instant messaging

(IM)
LAN connection to, 178,

185, 200–202
network protocols, 21
newsgroups. See news

services/newsgroups
NFS. See NFS (Network

File System) protocol
Samba file sharing, 27,

462, 463, 507, 511–515
security considerations,

178, 383, 391–392, 399,
413–428

security policy
development, 388

services, servers and
clients on, 447–453

services list, 462–463
standalone servers,

457–463
super servers (inetd and

xinetd), 415–416,
453–456

TCP/IP function on, 193,
194–195

Web browsing. See
browsers, Web

Internet Assigned Numbers
Authority (IANA) (Web
site), 453

Internet Control Message
Protocol (ICMP), 219

Internet Engineering Task
Force (IETF) (Web site),
194, 488

Internet Message Access
Protocol (IMAP), 230
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Internet Protocol (IP), 172,
192, 449. See also IP
addresses; TCP/IP
(Transmission Control
Protocol/Internet
Protocol)

Internet Protocol Next
Generation (IPng), 194

Internet Relay Chat 
(IRC), 144

Internet Service Provider
(ISP), 171, 173, 232, 262

Internet Systems
Consortium (ISC) (Web
site), 478

InterNetNews (INN) server,
22, 462, 465, 478–486

internetworking, definition,
172, 193

interrupt request (IRQ)
control, 50, 312

intrusion detection 
tools, 440

IP addresses. See also DNS
(Doman Name System);
TCP/IP (Transmission
Control Protocol/
Internet Protocol)

in client/server
architecture, 450

domain names,
relationship to, 487

NAT capability, 178,
200–201

obtaining, 200
overview of function,

193–194
socket interface, 448

IP routing table, checking,
218–219

IP spoofing, definition, 394
IPng (Internet Protocol

Next Generation), 194
IPSec (IP Security Proto-

col), definition, 394

iptables command, 
27, 183, 423, 424–428

IPv4 addressing, 194
IPv6 addressing, 194
IRC (Internet Relay 

Chat), 144
IRQ (interrupt request)

control, 50, 312
ISC (Internet Systems

Consortium) (Web
site), 478

ISDN DSL (IDSL), 176
ISO images, burning

CDs/DVDs from, 36–37
ISO (International Organi-

zation for Standards)
(Web site), 489

ISOLINUX boot loader, 
61, 62

ISP (Internet Service
Provider), 171, 173, 
232, 262

IV (initialization vector),
206

iwconfig command, 212

J
Java GNU compiler, 23
job scheduling, 305, 319–324

K
K3b (Web site), 142, 153–154
Kaffeine (Web site), 141
Kate, 141
KCalc, 140
KDE Control Center, 92
KDE (K Desktop

Environment)
Akregator, 143, 271
amaroK, 141
calculator application, 150

calendar application, 
140, 149–150

configuring, 91–92
context menus, 84–86
development of, 73, 83
help viewer, 24
introduction, 20, 83–84
KFax, 142
KFTPGrabber, 273,

276–277
KMail, 144, 149, 232,

241–242
KNode, 143, 262, 267–268
Konquerer, 123–127, 

144, 251
Kontact, 140, 149–150
Kooka, 143
Kopete, 143, 232, 243–244
KPhone, 143
KsCD, 141
KSnapshot, 143
KView, 142
Kwrite, 141
Main Menu, 87–90
network interface

management, 224
office tools, 140
panel, 84, 86–87, 90–91
sysadmin tools, 289–290
terminal window 

access, 65
text editor, 141, 158
Web site, 86

kernel, Linux
boot: prompt options,

47–49
deadlock detector, 49
directory location of, 

117, 119, 338
displaying information 

on, 105
as distribution, 11
interface table, 220
introduction, 9
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loadable modules, 303,
312, 316–318

loading on startup, 62
locking, 312
map of, 302
/proc tool for control of,

310, 312–313
security vulnerabilities,

434
version numbers, 14

key ring, definition, 410
keyboard

controlling information
passing to, 49

language setting, 45
system requirements, 34
text mode editor

commands, 164
keys, encryption, 208, 210,

395, 406–413, 417
KFax, 142
KFTPGrabber (Web site),

273, 276–277
kickstart installation, 49
kill command, 105, 108
Kimball, Spencer

(developer), 154
KMail (Web site), 144, 149,

232, 241–242
KNode (Web site), 143, 262,

267–268
Knoppix distribution. See

also distributions,
Linux

boot commands, 44–47
CD/DVD handling, 54
penetration tests with, 439
root access, 294
security tools, 441
sysadmin tools, 288–289
text mode installation, 42
update-rc.d command,

459–460
Web site, 12

Konquerer (Web site),
123–127, 144, 251

Kontact (Web site), 
140, 149–150

Kooka (Web site), 143
Kopete (Web site), 143, 232,

243–244
Korganizer (Web site), 

140, 149–150
KPhone (Web site), 143
KsCD, 141
KSnapshot (Web site), 143
ksyms command, 316
KView, 142
Kwrite, 141

L
LAN (local area network)

connecting to Internet
from, 178, 185, 200–202

Ethernet LAN setup,
196–199

introduction, 191–195
NFS setup, 342–344
TCP/IP network

configuration, 199–200
LANANA (Linux Assigned

Names and Numbers
Authority) (Web 
site), 314

language setting for
keyboard, 45

ldd command, 105
less command, 19, 104
LGPL (Library General

Public License), 542,
543–544

/lib directory, 117, 338
libpng program, 19
library, definition, 523
library files

C and C++, 18, 119
dbm (gdbm) database,

543
directory location, 

117, 338
licensing issues, 542–544
resolver, 215, 488, 492,

494–495

SANE, 143
shared, 23, 105, 544

Library General Public
License (LGPL), 542,
543–544

LILO (Linux Loader), 
61, 303

links
@ (at symbol) for file, 130
to files and directories,

103
shared libraries, 23, 544
in Web pages, 247

Linphone (Web site), 144
Linspire distribution (Web

site), 12
Linux. See also

distributions, Linux;
kernel, Linux

applications overview, 
11, 139–144

definition, 9–11, 11
devices overview, 313–316
distributions overview,

11–14
functions of, 25–27
getting started process,

28–29
introduction, 1–6
LSB overview, 15–16
newsgroups devoted to,

260–261
operating system role of,

25–27
reliability of, 10
security vulnerabilities,

433–434
shell, working with, 64–68
shutting down, 68–69, 

105, 286
software components,

16–24
starting, 61–64, 286
UNIX, relationship to, 9,

11, 23
version number system,

14–15
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Linux Assigned Names and
Numbers Authority
(LANANA) (Web site),
314

Linux IPv6 HOWTO (Web
site), 194

Linux Online Web site, 28
Linux Standard Base (LSB)

(Web site), 15–16
Live CD/DVD

booting from, 45, 46, 61
copying, 46
definition, 14
distributions with, 31
installing with, 32
repartitioning, avoiding, 37

ln command, 103
load average for processes,

312
loadable driver (kernel)

modules, 303, 312,
316–318

local area network (LAN).
See LAN (local area
network)

local files, directory
location, 119

local loop, DSL, 174
local newsgroups, 484–486
localhost.zone file, 503
locate command, 103, 136
locked files, directory

location, 119
locks, kernel, 312
log files

configuration files, 
305, 413, 435

directory location, 
120, 339, 413

firewall activities, 420
monitoring, 391, 413, 440
starting/stopping 

logging, 463
Log Out dialog box, 68–69
logic bombs, definition, 394

login. See also SSH (Secure
Shell) protocol

configuration file, 303, 328
remote, 22, 416
as root, 57, 63, 294
screen for, 28–29
security of, 392, 416–418
startup process, 62–63

LONE-TAR backup utility
(Web site), 346

loop length, DSL, 176
loops per jiffy (LPJ), 64
/lost+found directory,

118
LPJ (loops per jiffy), 64
lpr command, 104
ls command, 103, 129–132,

281, 314–315, 333
lsmod command, 316, 317
Lynx Web browser (Web

site), 143

M
m4 macro processor,

468–472
m4 program, 19
macro expansion,

definition, 468
macros, 468–472, 531
mail command, 466–467
mail server, 463, 465–477.

See also e-mail services
mail transport agent (MTA),

230, 231, 465. See also
sendmail Internet
service

mail user agent (MUA), 
230, 231, 465

mailbox files, directory
location, 120

mailto: protocol 
in URL, 248

Main Menu, GUI, 77–79,
87–90

major/minor device
numbers, definition,
314

make utility, 19, 23, 523,
529–535

makedbz news service
command, 484

Makefile, 529
makefile, 529–535
makehistory news

service command, 484
man command, 102
man page (manual page),

24, 119
Mandriva Linux One

distribution (Web 
site), 13

manual, online, 24, 119
masquerading, 

definition, 424
master zone statements,

497, 505–506
Mattis, Peter (developer),

154
mattrib utility, 356
mbadblocks utility, 356
mcd utility, 356
mcopy utility, 357
MD5 message digest

algorithm, 46, 400,
401–402

mdel utility, 357
mdeltree utility, 357
mdir utility, 281, 357
mdkfs command, 106
mdu utility, 357
media, backup, 345. See

also CD/DVD-ROMs
/media directory, 118, 338
memory

access errors, 47
boot options for

detecting, 49
displaying, 45, 105
DMA, 45, 48, 312
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function of, 25
/proc/kcore directory,

310, 312
RAM, 9, 25, 35, 46, 520
virtual (swap), 106, 

308, 312
menus

context, 75–76, 84–86
GNOME, 75–81
KDE, 84–90, 92

MEPIS distribution. See also
distributions, Linux

CD/DVD handling, 54
Debian basis for, 54
e-mail clients, 233
missing applications,

installing, 144
network interface

information, 223
software packages,

installing, 56
sysadmin tools, 289–290
updating, 375, 459–460
Web site, 13

MEPIS OS Center, 289–290
metadata, definition, 270
Metcalfe, Robert M.

(Ethernet inventor),
197

mformat utility, 357
mget FTP command, 280
microfilter, DSL, 177–178
microprocessor (chip), 520.

See also processor
millions of instructions per

second (MIPS), 10, 64
MIMO (multiple input

multiople output)
access point, 204

minfo utility, 357
MIPS (millions of

instructions per
second), 10, 64

misc newsgroup category,
266

misc.test newsgroup,
266

mitigation approach to
security, 388–389

mkdir command, 
103, 134, 282

mkmanifest utility, 357
mknod command, 106
mkswap command, 106
mlabel utility, 357
mmd utility, 357
mmount utility, 357
mmove utility, 357
/mnt directory, 118, 338
Mockapetris, Paul (DNS

creator), 488
modem

cable, 173–174, 180–185
definition, 187
dialup, 187, 189
DSL, 175
system requirements, 34
Winmodem, 188

modinfo command, 
316, 318

modprobe command, 
303, 316, 317–318

modular system for device
drivers, 303, 312,
316–318

monitor, system
requirements, 34

monolithic program, 316
more command, 66, 

104, 298
!more command, 101
Motorola 68000 

processors, 10
mount command, 

106, 136–137, 
340–341, 351–354

mount point, definition,
136, 343, 510

mounting
devices, 106, 286, 312,

339–344, 462, 510–511
hard compared to 

soft, 511
list of file systems, 312
NFS file system, 343–344,

510–511
partitions in rescue 

mode, 49
removable media, 26, 118
system administration, 286

mouse
controlling information

passing to, 49
hover access, 77
system requirements, 34
in text mode screens, 462
wheel/no wheel setting, 46

movie players, 141, 142
Mozilla

Firefox Web browser, 143,
251, 252–256, 277–278

Thunderbird e-mail client,
143, 232, 236–240

Thunderbird newsreader,
262, 263–265, 266

Web site, 143, 251
MP3 decoder issue, 153
mpartition utility, 357
mrd utility, 357
mshowfat utility, 357
MTA (mail transport agent),

230, 231, 465. See also
sendmail Internet
service

mtools program, 19,
354–358

mtoolstest utility, 357
mtype utility, 357
MUA (mail user agent), 230,

231, 465
multihomed hosts (multiple

IP addresses), 215
multimedia tools, 139,

141–142, 150–154
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multiple input multiople
output (MIMO) access
point, 204

multiuser, multitasking
operating system,
Linux as, 11

music players, 141,
150–151, 152–153

mv command, 103, 134
mwrite utility, 357
MX record, definition, 493
MySQL (Web site), 141
mzip utility, 357

N
name server. See also DNS

(Doman Name System)
BIND, 491–493
caching, 495–505
definition, 488
NetBIOS, 511
NSS, 213, 217, 495
primary, 491, 505–506
resolver configuration 

file, 215
secondary/slave, 491
starting, 504–505

name server switch (NSS),
213, 217, 495

named Internet service,
462, 491

nameserver line, resolving
of host names, 215

namespace, definition, 489
naming

aliases, 102, 477, 493, 553
devices, 106, 209, 315–316
domain, 230, 249, 487, 

489, 490
filename, 99–100, 116, 

249, 361
FTP files, renaming, 282
network names, 214–215
newsgroups, 258

pathnames, 116, 128–129,
249, 282

username, 230, 325
NAT (Network Address

Translation), 178,
183–184, 200–201,
422–423

National Vulnerability
Database (NVD) 
(Web site), 432

Nautilus, 20, 120–123
ncurses program, 19
Nero, 36
Nessus Security Scanner,

441–443
NetBIOS name server, 511
netfilter (Web site), 423
netstat command, 220
network address, 193, 194.

See also IP addresses
Network Address

Translation (NAT), 
178, 183–184, 200–201,
422–423

network device, 
definition, 315

Network File System (NFS).
See NFS (Network File
System) protocol

Network Information
Service (NIS), 120, 217,
433, 463

Network News Transfer
Protocol (NNTP), 22,
195, 258, 262, 452

Network Time Protocol
(NTP), 452

networking. See also
Ethernet networking;
Internet

configuration, 49, 199–200,
204, 208–217, 222–225

devices, 315
file sharing, 27

host connectivity,
checking, 219

interface checking,
217–218

IP routing table, checking,
218–219

Linux tools for, 27
monitoring status, 286
overview, 21
perimeter network, 394
/proc/net, 312
protocols. See individual

protocols
security, 390, 391, 399,

413–428, 431, 437–439,
440

SNMP, 195, 449, 452, 463
status checking, 220–221
system requirements, 34
troubleshooting, 217–223

news:// protocol in URL,
248–249

news feed, 143, 269–272,
478, 479, 481–483

news services/newsgroups
categories list, 259–260
configuring, 478–484
INN server, 22, 462, 465,

478–486
installing, 477
introduction, 172, 257–261
local, 484–486
newsreaders, 143, 262,

263–269, 480, 483–484
NNTP, 22, 195, 248, 258,

262, 452
overview, 22
posting news, 266
reading newsgroups,

261–265, 267–268
RSS feeds, 143, 269–272
searching newsgroups at

Web sites, 268–269
security-related 

groups, 396
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NewsMonster (Web 
site), 271

NewzBot (Web site), 262
NFS (Network File System)

protocol
function and port number,

195, 452
introduction, 27
Linux tools for, 462
security vulnerabilities,

342, 433, 507, 508
sharing files with,

342–344, 507–511
NFSv4 (Web site), 508
nice command, 105
NIS (Network Information

Service), 120, 217, 
433, 463

NIS/NIS+ (network informa-
tion systems), 217

nl command, 104
nmap (network mapper)

tool (Web site), 439,
440–441

nmbd NetBIOS name 
server, 511

nmblookup command, 512
NMI (Non-Maskable

Interrupt), 49
nnrpd news server, 479
NNTP (Network News

Transfer Protocol), 22,
195, 258, 262, 452

nntpsend news service
command, 479

Non-Maskable Interrupt
(NMI), 49

non-technical aspects of
security audit, 430

nonblank lines, 
managing, 104

nonrepudiation, 
definition, 394

Norton PartitionMagic
(Web site), 3, 33, 37–39

NSS (name server switch),
213, 217, 495

NTFS (NT File System), 354

NTP (Network Time
Protocol), 452

NVD (National Vulnerability
Database) (Web 
site), 432

O
OASIS OpenDocument XML

format, 146
object code, definition, 522
object files, 525–526
object window, definition,

120
ODT text file format, 145
OFDM (orthogonal

frequency-division
multiplexing), 204

Office Suite,
OpenOffice.org, 145

office tools, 140, 144–150
Ogg Vorbis format, 153
online documentation, 24
online updating of

applications, 375–380
Open Source Initiative 

(Web site), 11
open source software,

Linux as, 1, 11
OpenOffice.org software,

21, 140
OpenSSH (Web site),

416–418, 463
OpenSSL, 363, 433
openSUSE (Web site), 13, 33
operating system. See also

Linux
definition, 9–10
multiuser, multitasking, 11
role of, 10, 25–27, 521
selecting on startup,

61–62
updating for security

reasons, 434
/opt directory, 118, 120, 338
options (arguments),

command line, 94–95

orthogonal frequency-
division multiplexing
(OFDM), 204

output, definition, 521
OUTPUT chain, 425–427
ownership, file, 103, 133,

325, 333–334, 402–403

P
Package Updater, 376–377
packet, data, 197, 205, 

206, 394, 420
packet filter firewall, 

420, 421, 422
packet filtering, 394,

423–424, 423–428
packet sniffing, 

221–222, 440
PAMs (pluggable

authentication
modules), 401–402

Pan (Web site), 143, 262
panels, GUI

GNOME, 74, 77, 81–82
KDE, 84, 86–87, 90–91

PAP (Password
Authentication
Protocol), 189

pap-secrets, 190
PartitionMagic (Web site),

3, 33, 37–39
partitions, disk

accessingWindows,
351–354

configuration file, 312
distribution capabilities, 13
DOS/Windows, 351–354
Linux command for, 106
list of, 312
mounting in rescue 

mode, 49
PartitionMagic tool, 3, 33,

37–39
removable media, 48
risks, 31

passwd command, 105
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Password Authentication
Protocol (PAP), 189

passwords
auditing, 436–437, 440
changing, 105
configuration files for, 304
directory location, 128,

304, 329, 399–400, 437
root, 295
securing, 399–402
shadow, 400–401
user management, 329

paste command, 104
patch program, 19, 104
pathname, 116, 128–129,

249, 282
PCI devices, information

on, 312
PCMCIA devices, 49, 462
PDF document viewer, 

142, 156
PEM (Privacy Enhanced

Mail), 475–476
penetration test, security

audit, 439
perimeter network,

definition, 394
peripherals, 25, 26
Perl scripting language, 23
permissions
at command, 303, 319
cron command, 321–322
file/folder access, 103,

131–133, 281, 402,
403–406, 434–435

set user ID, 405–406, 436
shell scripting, 564

personal information
management (PIM)
applications, 140, 143,
149–150, 232, 233–236

photo management
applications, 
142, 150, 151

physical security, 296, 420

PID (process ID), 108, 296
Pidgin, 232, 242–243
PIM (personal information

management)
applications, 140, 143,
149–150, 232, 233–236

ping command, 219
| (pipe symbol) in

command line, 96
PKI (Public Key

Infrastructure),
definition, 395

Plug and Play (PnP), boot
settings, 46

pluggable authentication
modules (PAMs),
401–402

plugins, 155, 271
PnP (Plug and Play), boot

settings, 46
Point-to-Point Protocol

(PPP), 186, 188, 
189, 191

POP (Post Office Protocol),
192, 230

port address translation,
422, 423

port scanning, 394, 414,
439, 440–441

Portable Operating System
Interface (POSIX), 15

ports
application-level

protocols, 192
in client/server

architecture, 450, 451
definition, 439
I/O addresses, 312
Internet services, 195,

451–452
Internet super server role,

453–456
security testing, 439
socket interface, 448
in URL, 249

POSIX (Portable Operating
System Interface), 15

Post Office Protocol (POP),
192, 230

PostgreSQL (Web site), 141
PostScript document

viewer, 142, 156
PowerPoint, Microsoft,

sharing Impress 
with, 149

PPP over Ethernet 
(PPPoE), 180

PPP (Point-to-Point
Protocol), 186, 188, 
189, 191

predefined variables in
make utility, 531–532

Preferences options,
GNOME System 
Menu, 81

presentation program,
148–149

primary name server, 
491, 505–506

printenv command, 105
printing

CUPS configuration 
file, 303

Linux command, 104
printer setup, 26, 35,

50–53
Privacy Enhanced Mail

(PEM), 475–476
Privacy Guard

(GnuPG/GPG), 390,
406–413

private key encryption,
406–413, 417

/proc/acpi directory, 312
/proc/bus directory, 312
/proc/cmdline directory,

312
/proc/cpuinfo directory,

311, 312
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/proc/devices directory,
312

/proc directory, 118,
310–313

/proc/dma directory, 312
/proc/driver/rtc

directory, 312
/proc/filesystems

directory, 312
/proc/ide directory, 312
/proc/interrupts

directory, 312
/proc/ioports directory,

312
/proc/kcore directory,

310, 312
/proc/kmsg directory, 312
/proc/loadavg directory,

312
/proc/locks directory,

312
/proc/meminfo directory,

312
/proc/misc directory, 312
/proc/modules directory,

312
/proc/mounts directory,

312
/proc/net directory, 312
/proc/partitions

directory, 312
/proc/pci directory, 312
/proc/scsi directory, 312
/proc/stat directory, 312
/proc/swaps, 312
/proc/sys directory, 313
/proc/uptime directory,

313
/proc/version directory,

313
process ID (PID), 108, 296
processes

booting, 296–302
build, 523
currently running list, 105

definition of computer, 521
directory location for

information on, 118
init, 297, 458
load average, 312
managing, 107–108, 312
server process definition,

195, 452
top, 105

processor
in computer architecture,

520
CPU, 9, 305–307, 311, 

312, 520
Linux-supported, 10
listing information on, 311
LSB for, 16
m4 macro, 468–472
self-diagnostic checks, 49
system requirements, 34

programming with Linux,
22–23, 519–523. See
also development
tools; shell scripting

prompt FTP command, 280
protocols, network, 21, 22,

192, 248–250. See also
individual protocols

proxy server, 394, 421
ps ax command, 107,

110–111
ps command, 67–68, 105
PS (PostScript) file format,

156
pstree command, 105
PTR resource record, 493,

499, 501
public key cryptography,

definition, 395
public key encryption,

406–413, 417
Public Key Infrastructure

(PKI), definition, 395
pwd command, 103, 282
Python programming

language, 23

Q
Q command, 161
QTParted, 33
queries, RPM package

information, 361–363
? (question mark) wildcard

character, 99, 100–101
quotation marks in

command syntax, 
95, 358

R
RADIUS (Remote

Authentication Dial-In
User Service), 205

RAM (random access
memory), 9, 25, 35, 
46, 520

RC4 encryption algorithm,
206

rcp command, 416
rcs program, 19
RCS (Revision Control

System), 23, 524
RDF file format, 270
readers.conf file, 

480, 483–484
real-time clock (RTC), 312
Real-time Transport

Protocol (RTP), 144
Really Simple Syndication

(RSS) feeds, 143,
269–272

reboot command, 105
rebooting, 47, 50, 295–296
Red Hat Linux, driver disk

prompt, 48
Red Hat Package Manager

(RPM). See RPM (Red
Hat Package Manager)

Red Hat Update Agent, 376
refresh rate, setting, 45, 46
relative pathname, 129
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remdir command, 103, 282
remote access, 22, 48, 172,

416–418
Remote Authentication

Dial-In User Service
(RADIUS), 205

Remote Procedure Call
(RPC) facility, 195

removable media, 48, 118,
345, 352. See also
CD/DVD-ROMs

repeating commands, 101
rescue mode, 49, 50
resizing Windows partition,

37–39
resolution, screen, 45, 46,

49, 50
resolver library, 215, 488,

492, 494–495
reverse lookup, definition,

492–493
reverse-mapping zone file,

503–504
Revision Control System

(RCS), 23, 524
Rhythmbox (Web site), 141,

151, 152–153
right-click menus, GUI,

75–76, 84–86
rlogin command, 416
rm command, 103, 134
rmdir command, 134–135
rmmod command, 316
rndc utility, 497
root access

logging in with, 57, 63, 294
password security,

400–401
protecting, 420
shutting down process, 69
switching to, 106–107
for system administration,

292, 293–296
user accounts other than,

325–326

root domain, 489
/root directory, 115, 118,

128, 338
root zone file, 501–503
router, 178, 183–184,

200–201, 208
routines/subroutines

(functions), 523, 537,
547, 548–549

RPC (Remote Procedure
Calls), 462

RPCSEC_GSS security for
NFS, 507

rpm command, 360–366, 374
RPM (Red Hat Package

Manager)
distributions using, 12, 13
Fedora, relationship to,

54, 66, 363–364
installing, 54, 56–57,

359–366
SRPMs, 374–375
updating, 359–366,

376–379
rpmbuild command,

374–375
rsh command, 416
RSS (Really Simple

Syndication) feeds, 143,
269–272

RTC (real-time clock), 312
RTP (Real-time Transport

Protocol), 144
run levels, Linux init

process, 297, 458

S
Salz, Rich (developer), 478
Samba file sharing, 27, 462,

463, 507, 511–515
SANE (Scanner Access Now

Easy) library, 143
SANS Institute (Web 

site), 432

satellite Internet access
(Web site), 174

/sbin directory, 118, 338
/sbin/hdparm program,

309–310
/sbin/hotplug program,

315
/sbin/ifconfig

command, 217–218
/sbin/ifup command,

223
/sbin/route command,

218–219
/sbin/runlevel

command, 298
/sbin/udev program,

315–316
scanning, image, tools 

for, 143
screen-capture program,

143
screening router, 

definition, 395
scripts, initialization, 300,

304. See also shell
scripting

SCSI devices, 35, 312
SCSI tape drive (/dev/st0

or /dev/nst0), 345
SCSI Zip drive (/dev/sda),

345
SDSL (Symmetric DSL), 176
search line, resolving of

host names, 215
searching. See finding
secondary/slave name

server, 491
secrets for dialup

networking, 189, 190
Secure Shell (SSH) protocol.

See SSH (Secure Shell)
protocol

Secure Sockets Layer (SSL),
248, 253, 433, 475–476
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security
auditing. See audit,

security
authentication. See

authentication
data packet, 420, 421, 422
directory location, 435
encryption, 399–402
firewall. See firewall
framework for, 384–389
host, 390–391, 399–413,

431, 434, 440
implementing policy,

389–392
Internet, 178, 383, 388,

391–392, 399, 413–428
introduction, 383–384
Linux vulnerabilities,

433–434
login, 392, 416–418
networking, 390, 391, 399,

413–428, 431, 
437–439, 440

news and updates, 396–397
NFS vulnerabilities, 342,

433, 507, 508
overview, 25
passwords. See

passwords
physical, 296, 420
policy setup, 384–389
system administration

overview, 286
terminology review,

392–395
tools for, 440
Web site, 253
wireless networks,

205–206, 208
Security Enhanced Linux

(SELinux), 48, 50, 390
sed program, 19, 104,

557–563
segment violation, 47
self-diagnostic checks on

processor, 49
SELinux (Security

Enhanced Linux), 48,
50, 390

sendmail Internet service
configuration files, 466,

467–477
installing, 465–466
mail-delivery mechanism,

467
overview, 463
server for, 22, 433
testing mail delivery,

466–467
server process, definition,

195, 452
servers

in client/server
architecture, 
447–451, 450

Internet super servers,
414, 415–416, 437–438

mail, 463, 465–477
name. See name server
news, 22, 462, 465,

478–486
proxy, 394, 421
security risks, 384
sendmail, 22, 433
smbd, 512
sshd, 22, 417–418
standalone, 414, 438–439,

457–463
starting/stopping,

301–302, 303, 457–460
vsftpd, 22
Web. See Web server
winbindd, 512

service command, 343
services directory, 118
Session Initiation Protocol

(SIP), 143, 144
set user ID permission

setting, 405–406, 436
setuid program, 395,

405–406, 436
shadow passwords,

400–401
shared libraries, 23, 105, 544

sharing, file and data, 27,
119, 172. See also NFS
(Network File System)
protocol; Samba file
sharing

Sharutils utilities, 19
shell. See also shell

scripting
accessing, 93–94
automatic command

completion, 99
bash, 17, 65, 94–102, 

303, 304
basic command syntax, 66
changing, 105
combining commands, 96
controlling input and

output, 96–97
definition, 17, 94
directory location, 304
disabling access, 50
GNU software access, 16
graphical, 120
introduction, 16–17, 29
Linux commands, 102–112
repeating commands, 101
starting with new user, 105
syntax, 94–95
working with, 64–68

shell scripting
awk tool, 559–563
built-in commands,

552–555
calling functions, 548–549
at command, 564
conditional expressions

in, 564
cron command, 564
flow control, 549–552
introduction, 545–547
Knoppix, 45
permissions, 564
running, 65
sed tool, 557–563
storage of commands,

547–548
variables, 547–548
writing, 112–114
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shortcuts, file, 130
shutdown command, 105
shutting down Linux, 68–69,

105, 286
signal 11 problem (Web

site), 47
SIGSEGV, 47
single-user mode, starting

in, 45
SIP (Session Initiation

Protocol), 143, 144
6-byte source and

destination addresses,
Ethernet, 197

Skype (Web site), 144
Slackware Linux

distribution (Web 
site), 13

/ (slash) in file system
organization, 337

slide presentation program,
148–149

SMB (Server Message
Block) protocol, 511

smbadduser program, 512
smbcacls program, 512
smbclient program, 

512, 515
smbcontrol program, 512
smbd server, 512
smbmount program, 512
smbprint script, 512
smbstatus program, 512
smbtar program, 512
smbumount program, 512
SMTP (Simple Mail Transfer

Protocol)
firewall, relationship 

to, 420
function and port number,

195, 452
introduction, 22
mail transfer role of, 

192, 467
MTA, relationship to, 230
STARTTLS extension,

475–476

sniffer, definition, 395
sniffing network packets,

221–222, 440
SNMP (Simple Network

Management Protocol),
195, 449, 452, 463

socket interface, 448–450
software, 9, 286. See also

applications;
development tools

software packages with
Linux distributions

development tools, 22–23
GNU, 16–19
GUIs and applications,

20–21
installing, 55–59
Internet servers, 22
networking, 21
online documentation, 24

sort command, 104, 111
sorting folders in GUI file

managers, 122, 126
sound cards, configuration

by Linux, 26
sound files, playing, 151,

152–153
source code/files, 11, 119,

359, 370–375, 522
SpamAssassin mail filter

program, 463
spell checking applications,

140
split command, 

104, 111–112
spoofing, route, 419–420
/spool directory, 120
spreadsheet program,

146–148
spyware, definition, 395
[ ] (square brackets) as

wildcard character
holders, 100, 101

SRPMs (source RPMs),
374–375

/srv directory, 118, 338
SSH, directory location, 435

ssh command, 418
SSH (Secure Shell) protocol

directory locations, 
417, 418

function and port number,
195, 452

introduction, 22
Linux service for, 463
working with, 416–418

SSL (Secure Sockets Layer),
248, 253, 433, 475–476

stack frames, tracing, 537
Stallman, Richard

(developer), 17
standalone servers, 414,

438–439, 457–463
StarOffice (Web site), 

21, 140, 146
STARTTLS extension to

SMTP, 475–476
startup. See booting
stateful inspection firewall,

421, 422
statements, definition, 523
static NAT, 422, 423
static routing tables, 420
statistical attacks on

encrypted data, 206
stderr (standard error

output) device, 96, 97,
98–99

stdin (standard input)
device, 96, 97

stdout (standard output)
device, 96, 97–98

storage devices in Linux file
system hierarchy, 116

storage space, displaying,
106

Straw (Web site), 271
stream-based macro

processor, 468
stream cipher, definition,

206
stream socket, 449, 451
su- command, 63, 

106–107, 294
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su command, 105
subroutines/routines

(functions), 523, 537,
547, 548–549

subscriptions, news
services, 264, 271

Subversion version control
system, 23, 433, 524

sudo command, 107
Sun Microsystems (Web

site), 21
super servers, Internet,

415–416, 453–456
SUSE distribution. See also

distributions, Linux
CD/DVD handling, 54
e-mail clients, 233
firewall setup, 424
Internet service

configuration, 
458–459, 461

network interface
information, 224

root access, 296
Samba configuration, 514
sendmail configuration,

468
software package

installation, 58
sysadmin tools, 290–291
text mode installation, 42
updating, 379
Web site, 13
wireless network

configuration, 212
swap space, memory, 106,

308, 312
swapoff command, 106
swapon command, 106
Symmetric DSL (SDSL), 176
symmetric key encryption,

definition, 395
Synaptic Package Manager,

55–56
sync command, 106

/sys directory, 118
sysfs file system, 315
syslogd daemon, 413
system administration

(sysadmin)
applications. See

applications
booting process for Linux,

296–302
configuration files,

302–305
definition, 25
directory location for, 118
file systems. See file

systems
GUI tools overview,

287–292
introduction, 285–287
job scheduling, 319–324
Linux devices, 313–316
loadable driver modules,

303, 312, 316–318
monitoring performance,

305–310
root access, 292, 293–296
shell scripts as tools for,

545–546
users and groups, 325–334
viewing system informa-

tion, 105, 310–313
system administrator,

definition, 285
system files, directory

location, 118
system log, 305
system requirements, 34–35

T
tabbed browsing, 252
tac command, 104
tail command, 104
tape archiver, 346–351
tar program, 19, 27, 105,

345, 371–372

target for make, 529–531,
533

Tcl/Tk (Tool Command
Language), 23

TCP/IP (Transmission
Control
Protocol/Internet
Protocol)

in client/server
architecture, 448–453

configuration files,
213–217

configuring, 199–200
dialup networking,

185–186
GUI tools for checking

network, 222
host connectivity,

checking, 219
introduction, 21
IP routing table, checking,

218–219
mail server, 230
network interfaces,

checking, 217–218
sniffing network packets,

221–222, 440
status of network,

checking, 220–221
workings of, 191–195

TCP wrapper, 392, 
415–416, 454

tcpd program, 454
tcpdump command,

221–222
telephony, Internet,

applications for,
143–144

telinit command, 300
telnet command, 467
TELNET Protocol, 22, 195,

452, 467
Temporal Key Integrity

Protocol (TKIP), 205
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temporary directory, 
118, 120

10Base2 Ethernet, 197
10Base5 Ethernet, 197
10BaseT Ethernet, 

178–179, 197
terminal (console) window,

65, 68, 93–94, 304
test shell command, 550
testparm program, 512
texinfo program, 19
text file

counting command for
elements in, 
104, 110–111

display options, 104
processing commands,

109–110
sorting lines in, 104, 111
substituting or deleting

characters from, 111
wrapping of text, 104

text input mode, 159, 164
text mode

commands lise, 162
display setting, 46
editors in, 141, 522, 523
installation, 42
Lynx Web browser, 143
top utility, 305–307

text terminal, definition, 16
TFTP (Trivial File Transfer

Protocol), 195, 452
thicknet/thickwire/thick

Ethernet, 197
thinwire, Ethernet, 197
32-bit cyclic redundancy

code (CRC-32), 206
threats, security, 386, 395
Thunderbird

e-mail client, 232, 236–240
newsreader, 262, 

263–265, 266
Web site, 143

~ (tilde) for home directory,
129

time commands, 106, 109
time delay measurements,

63, 64
time program, 19
time stamp, file, 103
Time To Live (TTL),

498–499
TKIP (Temporal Key

Integrity Protocol), 205
TLS. See SSL (Secure

Sockets Layer)
/tmp directory, 118, 338
Tool Command Language

(Tcl/Tk), 23
top command, 105
top-level domains, 489
top utility, 305–307
Torvalds, Linus

(developer), 1, 10
Totem (Web site), 142
touch command, 103
tr command, 104, 111
Tripwire (Web site), 

390, 413
Trivial File Transfer

Protocol (TFTP), 195
Trojan Horse program,

definition, 395
troubleshooting

error messages, 47, 98, 154
installation, 42–50
network startup, 222–223
TCP/IP networks, 217–222

TTL (Time To Live),
498–499

tty command, 106
type command, 102

U
Ubuntu distribution. See

also distributions,
Linux

CD/DVD handling, 54
DEB basis for, 54
desktop arrangement, 74

dialup modem
connection, 189

e-mail clients, 233
firestarter package,

183
installing, 35–40
login screen, 62–63
missing applications,

installing, 144
network interface

information, 223
PPPoE DSL connection,

180
root access, 294
software packages,

installing, 56
sysadmin tools, 291–292
text mode installation, 42
updating, 375, 459–460
Web site, 13

udev program, 304
UDP (User Datagram

Protocol), 192, 449
umask command, 404–405
umount command, 

106, 137, 340
unalias command, 102
uname command, 66, 105
uncompress command,

105
Uniform Resource Locator

(URL), 247, 248–249,
277

uninstalling RPM packages,
364

uniq command, 104
Universal Serial Bus (USB)

interface, 26–27, 50
UNIX, 9, 17, 22, 23, 64
UNIX-to-UNIX Copy

Protocol (UUCP), 258
unshielded twisted-pair

(UTP) cable, Ethernet,
197

update-rc.d command,
302, 459–460
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uploading to Internet, 
172, 181, 182, 282

uptime command, 66, 307
URL (Uniform Resource

Locator), 247, 248–249,
277

US-CERT (United States
Computer Emergency
Readiness Team), 
396, 411

USB (Universal Serial Bus)
interface, 26–27, 50

Usenet, 257–258
User Datagram Protocol

(UDP), 192, 449
user file-creation mask,

definition, 404–405
user ID, 105, 405–406, 436
useradd command, 303,

325, 328
userdel command, 328
UserLand Software, 270
usermod command, 328
username, 230, 325
users. See also permissions

adding accounts, 325–329
default information, 303
environment variables,

331–333
firewall, relationship 

to, 420
groups, managing, 330
home directory for, 

117, 118
information on, 304
introduction to 

managing, 325
management commands,

105
ownership of files,

333–334, 402–403
passwords for, 329
Samba, adding, 512
security, relationship to,

383, 390
system administration, 285

/usr/bin/scp directory,
417

/usr/bin/slogin
directory, 417

/usr/bin/ssh-keygen
directory, 417, 418

/usr/bin/ssh_config
file, 417

/usr/bin/sshd_config
file, 417

/usr/bin subdirectory,
119, 338

/usr directory, 118, 119,
338, 417

/usr/games subdirectory,
119

/usr/include
subdirectory, 119, 338

/usr/lib subdirectory,
119, 338

/usr/libexec
subdirectory, 338

/usr/local subdirectory,
119, 338

/usr/sbin/ssh
directory, 417

/usr/sbin/sshd
directory, 417

/usr/sbin subdirectory,
119, 338

/usr/sbin/tcpd, 454
/usr/share/man

subdirectory, 119
/usr/share subdirectory,

119, 338
/usr/src subdirectory,

119, 338
/usr/usr/sbin/

exportfs command,
342

/usr/X11R6 subdirectory,
119, 338

UTP (unshielded twisted-
pair) cable, Ethernet,
197

UUCP (UNIX-to-UNIX Copy
Protocol), 258

V
/var/cache subdirectory,

119
/var directory, 118,

119–120, 338–339
/var/lib/news/active

directory, 480
/var/lib/news/news

groups directory, 480
/var/lib subdirectory,

119
/var/lock subdirectory,

119
/var/log/apache2

directory, 305
/var/log/cron directory,

305
/var/log directory, 120,

339, 413, 435
/var/log/dmesg

directory, 305
/var/log/httpd

directory, 305
/var/log/lastlog

directory, 435
/var/log/messages

directory, 305, 435
/var/log/wtmp directory,

435
/var/log/etc/boot.msg

file, 305
/var/mail directory, 

120, 339
/var/opt directory, 

120, 339
/var/run directory, 

120, 339
/var/spool directory,

120, 339
/var/spool/news

directory, 478
/var/tmp directory, 

120, 339
/var/yp directory, 

120, 339
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variables
debugging commands,

537, 538
definition, 523
environment, 105,

331–333, 522
in make utility, 531
shell scripts, 547–548

verification, RPM package,
365–366

version-control system, 524
version numbers, Linux

(Web site), 14–15
Very Secure FTP (VSFTP),

463
vi text mode editor, 159,

163–167
video card, system

requirements, 34, 35
video mode, setting, 50
video players, 141, 142
vim editor (Web site), 141
virtual console, opening,

93–94
virtual memory, 106, 

308, 312
Virtual Network Computing

(VNC) server, 50
viruses, computer, 231, 395
VistaSource.com (Web

site), 21
vmstat utility, 307–308
VNC (Virtual Network

Computing) server, 50
voice over IP, 144
VSFTP (Very Secure FTP),

463
vsftpd Internet service,

22, 463
vulnerabilities, system, 387,

395, 432–434, 439, 440

W
war-dialing, definition, 395
war-driving, definition, 395
wc command, 104, 110

Web browsers. See
browsers, Web

Web server
Apache, 22, 302, 305, 

433, 462
configuration files, 305
functions of, 246, 249–250
port for, 453

WEP (Wired Equivalent
Privacy), 205–206

whatis command, 102
wheel mouse, setting up 

for, 46
whereis command, 103
which command, 103
while shell command, 549
Wi-Fi Alliance (Web site),

204, 205
Wi-Fi Protected Access 2

(WPA2), 205
Wi-Fi Protected Access

(WPA), 205
Wi-Fi (Wireless Fidelity), 203
wildcard characters in

command line, 99–100
winbindd server, 512
Windows and Linux

accessing Windows
partition, 351–354

installation, 21, 33
resizing partition, 37–39
Samba file sharing, 27,

462, 463, 507, 511–515
Winmodem, 188
Wired Equivalent Privacy

(WEP), 205–206
wireless Ethernet

access point
configuration, 208

hardware setup, 207–208
introduction, 203–206
overview, 196
software configuration,

209–212
WLAN (wireless local area

network). See wireless
Ethernet

Word, Microsoft, sharing
OpenOffice Writer 
with, 146

word processing program,
145–146

World Wide Web (Web),
overview, 22

worms, computer, 231, 395
WPA (Wi-Fi Protected

Access), 205
wq command, 161
Writer, OpenOffice.org,

145–146
wvdial command, 189

X
X-CD-Roast (Web site), 142
X server, boot commands

for, 46
X Window System (X11)

configuration files, 304
definition, 11
directory location, 119
login screen, 28–29
overview, 20
troubleshooting, 42–44
Ubuntu installation, 40

Xandros Control Center,
292, 293

Xandros Desktop OS
distribution. See also
distributions, Linux

CD/DVD handling, 54
DEB basis for, 54
e-mail clients, 233
network interface

information, 223
overview, 33
software package

installation, 58–59
startup process, 62
sysadmin tools, 292
text mode installation, 42
Thunderbird, 263
updating, 379–380,

459–460
Web site, 13
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Xandros File Manager, 
13, 292, 293

Xandros Networks, 58–59,
379–380

XChat (Web site), 144
XFree86 Project (Web 

site), 20
xine (Web site), 141
xinetd Internet service,

414, 415–416, 437–438,
455–456

xinitd daemon, 304
XML (eXtensible Markup

Language), 269, 270
XMMS (Web site), 141, 151,

152–153, 371–373

X.Org Foundation (Web
site), 20

Xpdf (Web site), 142
XSane (Web site), 143
xscanimage image

controller, 143

Y
YaST Control Center in

SUSE, 58, 212, 290–291,
327, 461

YOU (YaST Online 
Update), 379

yum package, 304

Yum (Yellow dog Updater,
Modified) (Web site),
377–379

Z
zcat command, 104
Zip drives, accessing, 

345, 356
zless command, 104
zmore command, 104
zone file, 497–504
zone transfer, 491
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