
 

Contents

 

Introduction xix

Assessment Test xxx

 

Chapter 1 Preparing to Deploy Windows Vista 1

 

Analyzing the Business Environment 2
Introducing the Deployment Tools 3
Meeting the Hardware Requirements 6
Determining Application Support and Compatibility 8
Understanding Your Network 9
Knowing the Organization and Your Users 10
Picking the Correct Edition 12

Selecting an Appropriate Deployment Method 12
Performing an In-Place Upgrade 12
Performing a Clean Installation 14
Migrating Data and Settings 24
Introducing Windows Imaging 25
Using Windows PE to Load and Save a WIM 26
Capturing the Image with ImageX 27
System Image Manager Overview 29

Summary 29
Exam Essentials 30
Review Questions 31
Answers to Review Questions 37

 

Chapter 2 Deploying Windows Vista 39

 

Preparing the Answer File 41
Building the Customized Installation 50

Deploying the Custom Image 54
Working with User State Data in the Enterprise 57

 

scanstate.exe 59
loadstate.exe 59

 

Performing Postinstallation Tasks 63
Verifying System Integrity 63
Installing and Configuring Devices and Drivers 64
Troubleshooting Application Compatibility 70
Working with Roaming User Profiles 

and Folder Redirection 72
Troubleshooting Roaming User Profiles 

and Folder Redirection 77
Summary 78

 

65355ftoc.fm  Page xi  Monday, August 13, 2007  12:12 AM

CO
PYRIG

HTED
 M

ATERIA
L



 

xii

 

Contents

 

Exam Essentials 79
Review Questions 81
Answers to Review Questions 85

 

Chapter 3 Configuring Windows Vista Security 87

 

Configuring Security for Windows Internet Explorer 7 88
Configuring Pop-Up Blocker 88
Configuring Microsoft Phishing Filter 90
Understanding Protected Mode 93
Using the ActiveX Opt-In and ActiveX Installer Service 94
Verifying Secure Sockets Layer Communication 95

Configuring Access to Secure Resources 97
Setting Up File-Level Security Using 

the Encrypted File System 97
Using BitLocker to Secure Entire Systems 101
Auditing Security Events 103
Security Configuration and Analysis 105

Setting Up User Account Control 106
Standard User Rights 106
Administrative Rights 107
Admin Approval Mode 109
Configuring User Account Control 109

Applying Security Patches and Updates 112
Configuring Windows Update 112
Manually Applying Security Patches and Updates 115

Summary 117
Exam Essentials 118
Review Questions 119
Answers to Review Questions 123

 

Chapter 4 Troubleshooting Windows Vista Security 125

 

Troubleshooting Security for Windows Internet Explorer 7 126
Troubleshooting Policy-Setting Issues 127
Troubleshooting Protected Mode Issues 129
Troubleshooting Certificate Issues 130

Troubleshooting Windows Firewall Issues 133
Dealing with Problems Accessing Network Resources 134
Dealing with Application Problems 136
Dealing with Windows Firewall Configuration Problems 138

Troubleshooting Windows Defender Issues 140
Troubleshooting Access to Resources 142

EFS and BitLocker 142
Auditing 144
Access Denied Messages 144

 

65355ftoc.fm  Page xii  Monday, August 13, 2007  12:12 AM



 

Contents

 

xiii

 

Troubleshooting Authentication Issues 145
Username and Password 145
Certificates 145
Smart Cards 146
Public Keys 146

Troubleshooting User Account Control 146
Troubleshooting Application Issues 147
Troubleshooting UAC Policy Settings 148

Troubleshooting Windows Updates 149
Summary 151
Exam Essentials 151
Review Questions 153
Answers to Review Questions 157

 

Chapter 5 Using the Windows Event Viewer 
and Task Scheduler 159

 

Using Windows Vista Event Viewer 160
Events 161
Event Logs 164

 

Custom Views 166

 

Event Forwarding with Subscriptions 167
Using the Task Scheduler 173

Actions 174
General Task Properties 174
Security Context 175
Triggers 175
Task Conditions 178
Task Settings 180
Task History 181
Managing Tasks 181
Troubleshooting the Task Scheduler 184

Summary 185
Exam Essentials 186
Review Questions 187
Answers to Review Questions 193

 

Chapter 6 Using the Windows Performance 
and Reliability Monitor 195

 

Using the Resource Overview Screen 196
CPU 196
Disk 198
Network 199
Memory 200
Learn More 201

 

65355ftoc.fm  Page xiii  Monday, August 13, 2007  12:12 AM



 

xiv

 

Contents

 

Using the Monitoring Tools 201
Using Performance Monitor 201
Using Reliability Monitor 208

Data Collector Sets 212
Creating Data Collector Sets 212
System Collector Sets 214
Reports 214

Summary 215
Exam Essentials 216
Review Questions 217
Answers to Review Questions 221

 

Chapter 7 Managing and Troubleshooting Group Policy 223

 

Introducing Group Policy 224
Active Directory Overview 225
Group Policy Capabilities 226
What’s New in Windows Vista Group Policy 229
Domain vs. Local Policy 230

Troubleshooting Group Policy 230
Using 

 

gpresult.exe

 

 230
Using 

 

GPUpdate.exe

 

 236
Troubleshooting Group Policy with the GPMC 236
Troubleshooting Group Policy with Event Logs 240

Summary 244
Exam Essentials 244
Review Questions 245
Answers to Review Questions 249

 

Chapter 8 Configuring Networking 251

 

Exploring the Network and Sharing Center 252
Understanding IP 256

Working with IPv4 257
Working with IPv6 261

Configuring IP in Windows Vista 263
Understanding Manual Configuration 263
Understanding IP Autoconfiguration 270

Configuring Remote Access 271
Using VPN Connections 272
Using Remote Desktop 278
Using Windows Remote Assistance 281

Configuring Wireless Networking 284
Configuring Wireless Network Security 285
Configuring Policy Settings 288

 

65355ftoc.fm  Page xiv  Monday, August 13, 2007  12:12 AM



 

Contents

 

xv

 

Configuring Network Security 288
Configuring IPSec 288
Configuring Windows Firewall 289

Summary 291
Exam Essentials 292
Review Questions 293
Answers to Review Questions 298

 

Chapter 9 Troubleshooting and Repairing Networking 301

 

Troubleshooting Network Protocols 302
Using 

 

ping.exe

 

 to Troubleshoot 303
Using 

 

tracert.exe

 

 to Troubleshoot 305
Troubleshooting Network Services at the Client 307

Troubleshooting DNS 307
Troubleshooting DHCP 311

Troubleshooting Remote Access 314
Troubleshooting VPN Connections 314
Troubleshooting Remote Desktop 315
Troubleshooting Remote Assistance 316

Troubleshooting Wireless Networking 316
Wireless Networking Signal Issues 318
Wireless Networking Application Log 318

Troubleshooting Network Security 318
Troubleshooting Network Access Protection Issues 318
Troubleshooting Windows Firewall 320

Using the Network Connection Diagnostics Tool 325
Troubleshooting Access to Network Resources 325

Troubleshooting Access to Files and Folders 326
Troubleshooting Access to Printers 327
Configuring Network Discovery and Sharing 328

Summary 330
Exam Essentials 330
Review Questions 332
Answers to Review Questions 337

 

Chapter 10 Supporting and Maintaining Desktop Applications 339

 

Supporting Deployed Applications 340
Deploying Applications Using Group Policy 340
Understanding Microsoft Systems Management Server 346

Setting Up Software Restriction Policies 347
Understanding Security Levels 351
Understanding Software Restriction Rules 351
Troubleshooting Software Restrictions 354

 

65355ftoc.fm  Page xv  Monday, August 13, 2007  12:12 AM



 

xvi

 

Contents

 

Maintaining Desktop Applications 355
Summary 356
Exam Essentials 357
Review Questions 358
Answers to Review Questions 362

 

Appendix

 

About the Companion CD 365

 

What You’ll Find on the CD 366
Sybex Test Engine 366
PDF of the Book 366
Adobe Reader 367
Electronic Flashcards 367

System Requirements 367
Using the CD 367
Troubleshooting 368

Customer Care 368

 

Glossary

 

369

 

Index 403

 

65355ftoc.fm  Page xvi  Monday, August 13, 2007  12:12 AM


