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Index

Note to the Reader: Throughout this index boldfaced page numbers indicate primary discussions of
a topic. Italicized page numbers indicate illustrations.

A

A character
in ping character maps, 166
in traceroute, 169
-a option
in arp, 58-59, 71-72
in ipconfig, 62
in nbtstat, 80
in netstat, 75
in telnet, 60
-A option in nbtstat, 80
aaa option in debug, 156
AAL (ATM Adaptation Layer),
432
AAL1 (ATM Adaptation Layer
1), 432
AAL2 (ATM Adaptation Layer
2),432
AAL3/4 (ATM Adaptation
Layer 3/4), 433
AALS (ATM Adaptation Layer
5), 433
AARP (AppleTalk Address
Resolution Protocol), 433
AARP probe packets, 433
A&B bit signaling, 432
ABM (Asynchronous Balanced
Mode), 433
ABRs (area border routers)
defined, 433
in OSPF, 213
Abstract Syntax Notation One
(ASN.1), 436
accepting routing updates, 204
access-class command, 227
Access Control field, 105
access layer, 433
access links, 433
access-list command, 227
access lists
defined, 433
extended, 180-182, 181
information for, 138-139,
148

in ISDN, 284-285
named, 182-183
in route control, 227
standard, 178-180, 180
access methods, 433
access servers, 433
accessibility of documentation,
27
accounting option, 141
acknowledgments, 433
ACR (Allowed Cell Rate), 433
action plans, 229
creating and implementing,
13-15
defined, 434
for Frame Relay, 267-268
for serial lines, 258-259
summary sheet for,
229-231
Active Monitors
defined, 434
in fault recovery, 103
Address family identifier
parameter, 198
Address field
in Frame Relay, 110
in PPP packets, 106
in RIP packets, 198
in SDLC, 107
address masks, 434
Address Resolution Protocol
(ARP), 175-176
defined, 436
information for, 149
proxy, 176
Address Translation Gateway
(ATG), 437
addresses
IP, 113116, 114
defined, 460
obtaining, 172-175,
173
in router core dumps,
163
learning, 434
MAC. See MAC addresses
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mapping, 434
in multicast, 466
resolution of, 434
in Token Ring, 105
adjacencies
defined, 434
in OSPF, 210-211, 211
adjacency option in debug, 156
adjacency tables, 434
administrative distances, 434
administrative weight, 434
ADSU (ATM Data Service
Unit), 434
advertised routes in EGP, 218
advertising, 434
AEP (AppleTalk Echo
Protocol), 434
AFI (Authority and Format
Interface), 434
AFP (AppleTalk Filing
Protocol), 434
Age field, 176
aggregate bandwidth with
switches vs. hubs, 321
AIP (ATM Interface Processor),
435
ALERT process in q.931, 293
Alerts logging level, 161
algorithms, 435
alignment errors, 435
all option in debug, 156
/all option in ipconfig, 60-62
all-routes explorer packets, 435
Allowed Cell Rate (ACR), 433
alternate mark encoding
(AMI), 288
defined, 435
in ISDN, 288
AM (Amplitude Modulation),
435
American National Standards
Institute (ANSI), 435
American Standard Code for
Information Interchange
(ASCII), 436
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AMI (Alternate Mark
Inversion) encoding
defined, 435
in ISDN, 288
amplitude, 435
Amplitude Modulation (AM),
435
analog transmissions, 435
ANSI (American National
Standards Institute), 435
anycasts, 435
APIs (Application Programming
Interfaces), 435
apple option in debug, 157
AppleTalk Address Resolution
Protocol (AARP), 433
AppleTalk Control Program
(ATCP), 437
AppleTalk Echo Protocol
(AEP), 434
AppleTalk Filing Protocol
(AFP), 434
AppleTalk protocols, 435
AppleTalk Remote Access
(ARA), 436
AppleTalk Session Protocol
(ASP), 436
AppleTalk Transaction
Protocol (ATP), 99, 437
AppleTalk Update-based
Routing Protocol (AURP),
438
Application layer
defined, 435-436
in end-system network
configuration tables,
54
in OSI model, 93-94, 94
Application Programming
Interfaces (APIs), 435
Application-Specific Integrated
Circuits (ASICs), 436
apportioned networks, 103
ARA (AppleTalk Remote
Access), 436
area border routers (ABRs)
defined, 433
in OSPF, 213
areas
defined, 436
in OSPF, 210-213
ARM (Asynchronous Response
Mode), 436

ARP (Address Resolution
Protocol), 175-176
defined, 436
information for, 149
proxy, 176
arp command for end-systems
for network configuration
tables, 58-59
for troubleshooting, 71-73
arp option in debug, 157-158
ARPA encapsulation, 142-143,
143
ASBRs (Autonomous System
Border Routers)
defined, 436
in OSPF, 212-213
in routing metrics, 221
ASCII (American Standard
Code for Information
Interchange), 436
ASICs (Application-Specific
Integrated Circuits), 436
ASN.1 (Abstract Syntax
Notation One), 436
ASP (AppleTalk Session
Protocol), 436
ASs (autonomous systems), 438
AST (Automatic Spanning
Tree), 436
asterisks (*) as response
character in traceroute, 169
Asynchronous Balanced Mode
(ABM), 433
Asynchronous Response Mode
(ARM), 436
Asynchronous Time-Division
Multiplexing (ATDM),
437
Asynchronous Transfer Mode
(ATM), 437
asynchronous transmissions,
436
ATCP (AppleTalk Control
Program), 437
ATDM (Asynchronous
Time-Division
Multiplexing), 437
ATG (Address Translation
Gateway), 437
ATM (Asynchronous Transfer
Mode), 437
ATM Adaptation Layer (AAL),
432
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ATM Adaptation Layer 1
(AAL1), 432
ATM Adaptation Layer 2
(AAL2), 432
ATM Adaptation Layer 3/4
(AAL3/4), 433
ATM Adaptation Layer 5
(AALS), 433
ATM ARP servers, 437
ATM Data Service Unit
(ADSU), 434
ATM endpoints, 437
ATM Forum, 437
ATM Interface Processor (AIP),
435
ATM layer, 437
ATM Management (ATMM),
437
atm option
in debug, 157
for show interface, 141
ATM user-user connections,
437
ATP (AppleTalk Transaction
Protocol), 99, 437
attenuation, 437
AURP (AppleTalk
Update-based Routing
Protocol), 438
AURP tunnels, 438
authentication passwords in
OSPF, 210
Authority and Format Interface
(AFI), 434
authority zones, 438
auto duplex, 438
automatic call reconnect, 438
Automatic Spanning Tree
(AST), 436
autonomous confederations,
438
autonomous switching, 438
Autonomous System Border
Routers (ASBRs)
defined, 436
in OSPF, 212-213
in routing metrics, 221
autonomous systems (ASs), 438
autoreconfiguration procedure,
438
auxiliary ports, 438
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B (Bearer) channels
defined, 438
in ISDN, 110-111, 287
B8ZS (Binary 8-Zero
Substitution), 438
back ends, 438
backbones
defined, 438
in OSPF, 212-213
backup designated routers
(BDRs), 210-211
Backward-Explicit Congestion
Notification (BECN) bit
defined, 439
in Frame Relay, 264
bandwidth
in default-metric, 223
defined, 439
baseband technology, 439
baselines, 26-27, 439
Basic Management setup mode,
439
Basic Rate Interface (BRI)
defined, 440
in ISDN, 110, 286-287
baud, 439
BDRs (backup designated
routers), 210-211
beacons
defined, 439
in Token Ring, 104
Bearer (B) channels
defined, 438
in ISDN, 110-111, 287
BECN (Backward-Explicit
Congestion Notification)
bit
defined, 439
in Frame Relay, 264
BGP (Border Gateway
Protocol), 217
debug commands for,
219-220
defined, 439-440
eBGP vs. iBGP, 217-218
neighbor relationships in,
217
problems in, 220
show commands for,

218-219

B (Bearer) channels — case studies 491

bgp option in debug, 158
big buffer pools, 137
Binary 8-Zero Substitution
(B8ZS), 438
Binary expression in ISL, 351
binary numbering system, 439
BIP (Bit Interleaved Parity), 439
BISDN (Broadband ISDN), 439
bit-oriented protocols, 439
blue alarms, 439
Boot ROM, 440
boot-up errors in switched
environments, 348
Bootstrap Protocol (BootP),
174
defined, 440
for LAN connectivity,
174-175
troubleshooting, 175
Border Gateway Protocol. See
BGP (Border Gateway
Protocol)
border gateways, 440
bottom-up troubleshooting
defined, 440
for end-systems, 66-67
boundaries of dysfunctionality,
9, 440
BPDUs (Bridge Protocol Data
Units), 440
BRI (Basic Rate Interface)
defined, 440
in ISDN, 110, 286-287
Bridge bits in ISL, 351
Bridge Protocol Data Units
(BPDUs), 440
bridges, 320-321
defined, 440
vs. switches, 321
Broadband ISDN (BISDN), 439
broadband transmissions, 440
broadcastand unknown servers
(BUS), 441
broadcast domains, 320, 441
broadcast option in debug, 157
broadcast storms, 441
broadcasts
defined, 440
for name resolution, 64
with switches vs. hubs, 321
in VLANSs, 359
browsing, 441
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buffer pools in HDLC,
252-253
Buffered command, 162
buffers
displaying, 441
settings for, 135-137
BUS (broadcast and unknown
servers), 441
bus topology, 441
buses, 441
BX.25 standard, 441
bypass mode, 441
bypass relays, 441
byte-oriented protocols, 441

C

-c option in nbtstat, 80-81
C/R field, 111
cable ranges, 441
cable testers
defined, 442
working with, 354-355
cabling issues, 353-354
crossover cables for,
355-356, 356
multimeters and cable
testers for, 354-355
TDRs and OTDRs for, 355
CAC (Connection Admission
Control), 442
cache option in debug, 158
caches
in Internet explorer, 79
for name resolution, 64
calculating routing updates,
203-204, 204
call admission control, 442
call priority, 442
CALL_PROC process, 293
call set-up time, 442
call setup command, 292
cancel command, 292
Carrier Detect (CD) signal, 442
carrier sense, multiple access/
collision detection
(CSMA/CD)
defined, 447
in Ethernet, 101
case studies
command summary, 423
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Ethernet problems
file transfers, 410-416,
410,416
telnet, 406-409, 406
exam essentials, 422
generic router problems
2600 series router,
376-388, 378
ftp, 389-399, 389
review questions, 424-429
summary, 421-422
Token Ring problems,
416-421,417
WAN connectivity
problems, 400-405,
400
cat command, 63
Catalyst system, 322
CLI, 322
hybrid CLI. See hybrid
mode Catalyst CLI
RMON, 346
CBR (Constant Bit Rate), 442
cbus option in debug, 156
CCO (Cisco Connection
Online), 442
CD (Carrier Detect) signal, 442
CDP (Cisco Discovery
Protocol)
defined, 442
for network topology
diagrams, 41-43
working with, 329-332
cdp option in debug, 156
CDVT (Cell Delay Variation
Tolerance), 442
CEF (Cisco Express
Forwarding), 442, 444
cef option in debug, 158
Cell Delay Variation Tolerance
(CDVT), 442
Cell Error Ratio (CER), 443
Cell Loss Priority (CLP), 445
Cell Loss Ratio (CLR), 445
cell payload scrambling, 443
cell relay, 443
Cell Transfer Delay (CTD), 447
cells, 442
Central Office (CO), 445
Centrex service, 443
CER (Cell Error Ratio), 443
cgmp option in debug, 159

Challenge Handshake
Authentication Protocol
(CHAP)

defined, 443
in ISDN, 282-284
changes
documenting, 16
in EIGRP, 205-206, 206
limiting in troubleshooting,
14

Channel Interface Processor
(CIP), 443

channel option in debug, 157

Channel Service Unit (CSU)

defined, 447
loopback tests for,
255-256, 255

channelized E1, 443

channelized T1, 443

CHAP (Challenge Handshake
Authentication Protocol)

defined, 443

in ISDN, 282-284
chat option in debug, 156
Checksum field

in TCP, 119

in UDP, 120

checksums, 443

choke packets, 443

CIDR (Classless Interdomain
Routing), 443

CIP (Channel Interface
Processor), 443

CIR (Committed Information
Rate), 443

circuit switching, 444

Cisco Connection Online
(CCO), 442

Cisco Discovery Protocol
(CDP)

defined, 442

for network topology
diagrams, 41-43

working with, 329-332

Cisco Express Forwarding
(CEF), 442, 444

Cisco FRADs (Cisco
Frame-Relay Access
Devices), 444

Cisco 10S software, 444

Cisco Technical Assistance
Center, 444

CiscoFusion architecture, 444
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CiscoSecure tool, 444
CiscoView program, 444
CiscoWorks tools, 445
Class A networks, 445
Class B networks, 445
Class C networks, 445
classical IP over ATM, 445
Classless Interdomain Routing
(CIDR), 443
classless routing
defined, 445
in EIGRP, 202
clear commands in CLI, 322
clear counters command
in file transfers case study,
413
for serial lines, 248
clear counters serial command,
244,247
clear interface bri n command,
295-296
clear logging command, 162
clear vlan command, 363
CLI (command-line interface)
defined, 445
hybrid. See hybrid mode
Catalyst CLI
for switched Ethernet, 322
clients in VTP, 353
CLP (Cell Loss Priority), 445
CLR (Cell Loss Ratio), 445
CO (Central Office), 445
Code field, 119-120
collapsed backbones, 445
collision domains, 320-321,
445
collisions, 445
command frame format,
105-106, 105
command-line interface (CLI)
defined, 445
hybrid. See hybrid mode
Catalyst CLI
for switched Ethernet, 322
command option in route, 73
Command parameter in RIP
packets, 198
command summaries
case studies, 423
end-systems, 83
Frame Relay, 270
ISDN, 310-311
network documentation, 45

e
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serial lines, 270
switched Ethernet, 366-367
TCP/IP connectivity
problems, 185-186
TCP/IP routing protocols,
232-235
troubleshooting. See
troubleshooting
commands
Committed Information Rate
(CIR), 443
Common Part Convergence
Sublayer (CPCS), 447
complexity
in documentation, 40
in EGP, 217
in internetworks, 2-3, 3
composite metrics, 445
CONFACK acknowledgments,
291
config-register, 397
configurable metrics
in EIGRP, 202
in IGRP, 201
configuration
syntax of, 134-135
viewing, 332-337
configuration registers, 446
configuration tables, network.
Seenetwork configuration
tables
CONFREQ requests, 291
congestion, 446
congestion avoidance, 446
congestion collapse, 446
CONNECT_ACK process, 293
connect command, 292
CONNECT process, 293
Connection Admission Control
(CAC), 442
connection IDs, 446
connection-oriented protocols,
95-96, 96
defined, 446
error control in, 98-99, 98
flow control in, 98, 98
sequenced data transfer in,
96, 97
connectionless protocols
defined, 446
operation of, 99-100
consistency in documentation,
26,40

Console command, 162
console ports, 446
Constant Bit Rate (CBR), 442
control direct VCC
connections, 446
control distribute VCC
connections, 446
Control field in PPP packets,
106
convergence, 446Control
frame in SDLC, 107
core dumps, 162-164
core layer, 446
costs, 446-447
count to infinity, 447
CPCS (Common Part
Convergence Sublayer),
447
CPE (Customer Premises
Equipment), 447
cpu option in show processes,
146-147
cPU utilization, 146-147
crankback technique, 447
CRC (cyclic redundancy check)
defined, 447
in token frames, 106
created information for buffer
pools, 136
Critical logging level, 161
crossover cables, 355-356, 356
CSMA/CD (carrier sense,
multiple access/collision
detection)
defined, 447
in Ethernet, 101
CSU (Channel Service Unit)
defined, 447
loopback tests for,
255-256, 255
CTD (Cell Transfer Delay), 447
current router status, 134
custom option for queuing, 140
Customer Premises Equipment
(CPE), 447
cut-through sframe switching,
447
cyclic redundancy check (CRC)
defined, 447
in token frames, 106
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D

D channels
defined, 448
in ISDN, 110-111, 287
-d option
in arp, 59, 72
in tracert, 70
data communications
equipment (DCE)
defined, 448
in Frame Relay, 109
Data Country Code (DCC),
448
data direct VCC connection,
448
Data Exchange Interface (DXI),
451
Data field
in Ethernet frames,
102-103
in PPP packets, 106
in SDLC, 108
in token frames, 106
data frame encapsulation, 448
data frame format in Token
Ring, 105-106, 105
Data-Link Connection
Identifiers (DLCIs)
defined, 450
in Frame Relay, 109-110,
260
data link control layer, 448
Data-Link layer
defined, 448
in OSI model, 93, 93-94
protocols and applications,
100
Ethernet/IEEE 802.3,
101-103, 102
Token Ring/IEEE 802.5,
103-106, 104-105
data rates in Ethernet, 101
Data Service Units (DSUs)
defined, 450-451
loopback tests for,
255-256, 255
Data Set Ready (DSR) circuit,
450
data terminal equipment (DTE)
defined, 451
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in Frame Relay, 109
in HDLC, 254
data terminal ready (DTR)
circuit, 451
Datagram Delivery Protocol
(DDP), 448
datagrams, 448
DCC (Data Country Code),
448
DCE (data communications
equipment)
defined, 448
in Frame Relay, 109
DDP (Datagram Delivery
Protocol), 448
DDR (dial-on-demand
routing), 448
DE bit, 449
debug commands, 153-154
global, 156
for interfaces, 156-157
for IP, 158-160
limiting output from,
154-155
logging, 160-162
for protocols, 157-158
for RIP, 199
debug arp command, 176
debug bri command, 301-302
debug dialer command, 304
debug frame-relay events
command, 266
debug frame-relay Imi
command, 265-266
debug ip bgp command, 219
debug ip bgp dampening
command, 219
debug ip bgp events command,
219
debug ip bgp keepalives
command, 219
debug ip bgp updates
command, 219
debug ip eigrp command, 207
debug ip eigrp neighbor
command, 207
debug ip eigrp notifications
command, 207
debug ip eigrp summary
command, 207
debug ip igrp events command,
201

debug ip igrp transactions
command, 201

debug ip ospf adj command,
214

debug ip ospf events command,
214

debug ip ospf flood command,
214

debug ip ospf Isa-generation
command, 214

debug ip ospf packet command,
214

debug ip ospf retransmission
command, 214

debug ip ospf spf command,
214-215

debug ip ospf tree command,
214

debug ip packet detail
command, 154-155

debug ip packets command,
160

debug ip rip command, 199

debug ip rip events command,
199

debug isdn q921 command,
289-290

debug isdn q931 command,
292-294, 302-305

debug ppp authentication
command, 282-283

debug ppp negotiation
command, 305-308

debug ppp packet negotiation
command, 308-309

debug serial interface
command, 244, 253-255

debug vlan packet command,
361

debugging, 449

Debugging logging level, 161

Decline message, 174

default command for route
maps, 226

default gateways, 194-196,
195

default-metric command,
223-224

default routes, 449

define problem step, 6

delays, 449

demarc points, 449

demodulation, 449

%

demultiplexing, 449
Deny statements, 178-179
description command, 363
designated bridges, 449
designated ports, 449
Designated Routers (DRs)
defined, 449
in OSPF, 210-211
Dest. IP Address field in IP
packets, 113
destination addresses, 449
Destination field in Ethernet
frames, 102
destination option in route, 73
Destination Port field
in TCP, 119
in UDP, 120
Destination Service Access
Points (DSAPs), 450
DHCP (Dynamic Host
Configuration Protocol)
defined, 449
for LAN connectivity,
174-175
troubleshooting, 175
dhcp option in debug, 156
dial-on-demand routing
(DDR), 448
dialer-list command, 285
dialer map command
defined, 449
in ISDN, 284
dialer map appletalk command,
284
dialer map ip command, 284
dialer option in debug, 156
dialog in connection-oriented
protocols, 95
Diffusing Update Algorithm
(DUAL), 451
directed broadcasts, 449
disconnect command, 292
Discover messages, 174
discovery mode, 450
/displaydns option in ipconfig,
61, 78-79
distance eigrp command, 223
distance limitations with
cabling, 353-354
distance ospf command, 224
Distance Vector Multicast
Routing Protocol
(DVMRP), 451
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distance-vector routing
algorithm, 450
distribute-list command, 225
distribute lists
defined, 450
in protocol redistribution,
224-225,225
distributed switching, 450
distribution layer, 450
divide-and-conquer
troubleshooting
defined, 450
for end-systems, 67
divide-by-half troubleshooting
defined, 450
operation of, 12, 12
DLCIs (Data-Link Connection
Identifiers)
defined, 450
in Frame Relay, 109-110,
260
dlsw option in debug, 158
DNS (Domain Name System)
defined, 450
for name resolution, 64
documentation
of changes, 16
end-system
network configuration
tables, 54-63, 56,
452
network topology
diagrams, 63-66,
65,452
network. See network
documentation
domain master browsers, 450
domain option in debug, 157
DRAM, displaying, 134
DRs (designated routers)
defined, 449
in OSPF, 210-211
DS-1 increments, 286
DSAPs (Destination Service
Access Points), 450
DSR (Data Set Ready) circuit,
450
DSUs (Data Service Units)
defined, 450-451
loopback tests for,
255-256, 255
DTE (data terminal equipment)
defined, 451

distance-vector routing algorithm - end-systems 495

in Frame Relay, 109
in HDLC, 254
DTE LMI term, 262
DTR (data terminal ready)
circuit, 451
DUAL (Diffusing Update
Algorithm), 451
duplex command, 363
duplicate MAC addresses,
343-344
DVMRP (Distance Vector
Multicast Routing
Protocol), 451
DXI (Data Exchange Interface),
451
dynamic entries, 451
Dynamic Host Configuration
Protocol (DHCP)
defined, 449
for LAN connectivity,
174-175
troubleshooting, 175
dynamic routing
defined, 451
operation of, 197
dynamic VLANSs, 451

E.164 standard, 451
-e option
in netstat, 75
in telnet, 60

E1 transmissions, 451

EA field, 111

EARL (Encoded Address
Resolution Logic) ASICs,
451

eBGP (External BGP), 217-218

edge devices, 451-452

EEPROM (Electronically
Erasable Programmable
Read-Only Memory), 452

EFCI (Explicit Forward
Congestion Indication)
mode, 452

802.1D standard, 432

802.1s standard, 432

802.1w standard, 432

FIGRP (Enhanced IGRP),
202-203

%

debug commands for,
207-208
metrics in, 223
neighbor relationships in,
203-206, 204
show commands for, 207
stuck in active problem in,
209
eigrp option in debug, 158-159
EIP (Ethernet Interface
Processor), 452
ELANSs (emulated LANSs), 452
ELAP (EtherTalk Link Access
Protocol), 452
Electronically Erasable
Programmable
Read-Only Memory
(EEPROM), 452
Emergencies logging level, 161
emulated LANs (ELANSs), 452
encapsulation
ARPA, 142-143, 143
defined, 452
HDLC. See HDLC
(High-level Data Link
Control)
ISL, 350-352, 350
encapsulation dot1Q
command, 352
encapsulation isl command,
359
Encapsulation term in Frame
Relay, 262
Encoded Address Resolution
Logic (EARL) ASICs, 451
encryption, 452
End Delimiter field, 106
end-systems
command summary, 83
documentation
network configuration
tables, 54-63, 56,
452
network topology
diagrams, 63-66,
65,452
exam essentials, 82-83
key terms, 84
review questions, 85-90
summary, 81-82
troubleshooting, 66
arp for, 71-73
ipconfig for, 77-80




%% é 4295cIDX.fm Page 496 Tuesday, September 30, 2003 6:48 PM

496 Enhanced IGRP. See EIGRP (Enhanced IGRP) - Flag field

by layer, 66-67
nbtstat for, 80-81
netstat for, 75-77
ping for, 68-69
route for, 73-75
trace route for, 69-71
Enhanced IGRP. See EIGRP
(Enhanced IGRP)
enterprise networks, 453
entry option in debug, 156
EPROM (Erasable
Programmable
Read-Only Memory), 453
equal-cost load balancing, 202
error control
in connection-oriented
protocols, 98-99, 98
defined, 453
error option in debug, 159
Errors logging level, 161
ESFs (Extended Superframes),
453
ET (exchange termination)
points
defined, 463
in ISDN, 288
letc/resolv.conf file, 62-63
eth_addr option in arp, 59, 72
ethernet-interface option in
debug, 157
Ethernet Interface Processor
(EIP), 452
Ethernet networks and media
case studies
file transfers, 410-416,
410, 416
telnet, 406-409, 406
defined, 453
Ethernet 802.3 protocol,
101-103, 102
switched. See switched
Ethernet
ethernet option for show
interface, 141
EtherTalk Link Access Protocol
(ELAP), 452
EtherTalk product, 453
events, reporting, 327-328
exam essentials
case studies, 422
end-systems, 82-83
Frame Relay, 269
ISDN, 310

network documentation,
44-45
problem-solving model, 17
protocols, 121
serial lines, 269
switched Ethernet, 365-366
TCP/IP connectivity
problems, 184-185
TCP/IP routing protocols,
231-232
troubleshootingcommands,
184-185
exception command, 163
excess rate, 453
exchange termination (ET) points
defined, 463
in ISDN, 288
exclamation points (!) in ping
character maps, 166
exec command, 163
EXEC modes
for ping commands,
165-168
for traceroute command,
170-172
existing neighbors in OSPF, 210
exit command, 226
expansion, 453
expedited delivery, 453
Explicit Forward Congestion
Indication (EFCI) mode,
452
explorer packets, 453
extended addressing, 453
extended IP access lists,
180-182, 181, 453
extended IPX access lists, 453
extended keyword, 183
extended ping command
defined, 454
working with, 166-168
Extended Setup, 454
Extended Superframes (ESFs),
453
External BGP (eBGP), 217-218

F

-f option
in route, 73
in telnet, 60

%

fact gathering step, 7
defined, 454
determine scope, 9-12,
9-12
identify symptoms, 7, 8
reproduce problem, 8
timeline, 8-9
failure domains, 454
failures information for buffer
pools, 137
fair option for queuing, 140
fair-queue option for show
interface, 141
fallback mechanisms, 454
Fast Ethernet, 454
Fast Serial Interface Processor
(FSIP), 456
fast switching, 454
FastEthernet Interface
Processor (FEIP), 454
fastethernet option in debug,
157
fault recovery, 103-104
FCS (Frame Check sequence)
field
in Ethernet frames, 103
in PPP packets, 106
in SDLC, 108
FDDI (Fiber Distributed Data
Interface), 454
FDM (Frequency-Division
Multiplexing), 454
feasible successors in EIGRP,
208
FECN (Forward Explicit
Congestion Notification)
defined, 454
in Frame Relay, 264
FEIP (FastEthernet Interface
Processor), 454
Fiber Distributed Data
Interface (FDDI), 454
File Transfer Protocol (FTP)
case study for, 389-399,
389
defined, 456
file transfers case study,
410-416, 410, 416
FIP (Forwarding Information

Base), 454
firewalls, 455
Flag field

in ISDN frames, 111
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in PPP packets, 106
in SDLC, 107-108
in TCP, 119-120
flash memory, 455
Flash updates, 201
flat networks, 455
FlexWAN module, 357
flooding, 455
flow control
in connection-oriented
protocols, 98, 98
defined, 455
/flushdns option in ipconfig,
60, 80
formal neighbor relationships,
202
Forward Explicit Congestion
Notification (FECN)
defined, 454
in Frame Relay, 264
Forwarding Information Base
(FIP), 454
FRADs (Frame Relay Access
Devices), 455
Fragment Offset field, 113
fragmentation, 455
Fragmentation Flags field, 113
FragmentFree switch type, 455
fragments, 455
Frame Check sequence (FCS)
field
in Ethernet frames, 103
in PPP packets, 106
in SDLC, 108
frame errors field, 144
frame formats in Token Ring,
105-106, 105
Frame Relay Access Devices
(FRADs), 455
Frame Relay Access Support
(FRAS), 456
Frame Relay bridging, 456
frame-relay interface-dlei
command, 389
frame-relay map command,
388
Frame Relay networks,
109-110, 110, 260-261,
260
command summary, 270
debug commands for,
265-266
defined, 455
exam essentials, 269
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key terms, 271
review questions, 272-277
show commands for,
261-264
subinterfaces with, 389
summary, 266-269
frame-relay option in debug,
158
Frame Relay switching, 456
Frame Status (FS) field, 106
frames and frame structures
defined, 455
in Ethernet, 102-103, 102
in Frame Relay, 110
in ISDN, 111, 111
in SDLC, 107-108, 108
in sequenced data transfer,
96
framing, 456
FRAS (Frame Relay Access
Support), 456
frequency, 456
Frequency-Division
Multiplexing (FDM), 454
FS (Frame Status) field, 106
FSIP (Fast Serial Interface
Processor), 456
FTP (File Transfer Protocol)
case study for, 389-399,
389
defined, 456
ftp option in debug, 159
FTP server addresses in router
core dumps, 163
full-duplex
defined, 456
with switches vs. hubs, 321
full mesh topology, 456

generic router problems case
studies
2600 series router,
376-388, 378
ftp, 389-399, 389
WAN connectivity,
400-405, 400
Generic Routing Encapsulation
(GRE), 456
Get Nearest Server (GNS)
packets, 456
global commands, 132-139, 156
global protocol classifications
connection-oriented
protocols, 95-99,
96-98
connectionless protocols,
99-100
GNS (Get Nearest Server)
packets, 456
GRE (Generic Routing
Encapsulation), 456
guard bands, 456

G

-g option in arp, 58, 72
gateway option in route, 73
gateways in TCP/IP, 194-196,
195
gather facts step, 7
determine scope, 9-12,
9-12
identify symptoms, 7, 8
reproduce problem, 8
timeline, 8-9

%

H

H channels, 456
-h option in tracert, 70
H response character in
traceroute, 169
half-duplex
defined, 456
with switches vs. hubs, 321
handshakes
defined, 456
in TCP, 177-178
hardware, network
configuration tables for.
Seenetwork configuration
tables
debug serial interface for,
253-255HDLC
(High-level Data Link
Control), 106,
245-246
defined, 457
show buffers for, 252-253
show controllers for,
250-251
show interface serial for,
246-250
Header Checksum field, 113
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header options in ping, 168
help command for route maps,
226
-help option in netstat, 76
helper addresses
defined, 457
for iP addresses, 174-175
hierarchical addressing, 457
High-level Data Link Control
(HDLC). See HDLC
(High-level Data Link
Control)
High-Speed Communication
Interface (HSCI), 457
High-Speed Serial Interface
(HSSI), 457
HIP (HSSI Interface Processor),
457
historical baseline, 26-27
hits information for buffer
pools, 136
holddown state, 457
hop counts
defined, 457
in RIP, 198
hops, 457
host addresses, 457
host option in telnet, 60
HOSTS file, 64
HSCI (High-Speed
Communication
Interface), 457
HSRP (Hot Standby Routing
Protocol), 457
HSSI (High-Speed Serial
Interface), 457
HSSI Interface Processor (HIP),
457
hssi option for show interface,
141
http option in debug, 159
hub go-ahead topologies, 107
hubs
collision domains on, 320
defined, 457
vs. switches, 321
huge buffer pools, 137
hybrid mode Catalyst CLI, 322
defined, 457
Native command
conversions with,
363-364

show commands in,
323-324
show cam, 342-344
show cd, 329-332
show config, 332-337
show interface, 329
show logging, 327-328
show logging buffer, 329
show mac, 340-342
show port, 326-327
show spantree, 344
show system, 325
show test, 338-340
show version, 345
show vtp, 342

I-Frame (information frame),
107-108, 108
iBGP (internal BGP), 217-218
ICD (International Code
Designator), 458
ICMP (Internet Control
Message Protocol)
defined, 458
operation of, 117-118
icmp option in debug, 159
Identification field, 113
identify symptoms step, 7, 8
IEEE (Institute of Electrical and
Electronics Engineers),
458
IEEE 802.1 specification, 458
IEEE 802.1Q specification, 352
IEEE 802.3 specification,
101-103, 102, 458
IEEE 802.5 specification,
103-106, 104-105, 458
if_addr option in arp, 59, 72
IGMP (Internet Group
Management Protocol),
458
igmp option in debug, 159
IGP (Interior Gateway
Protocol), 458
IGRP (Interior Gateway
Routing Protocol)
features and operation of,
200-202
metrics in, 223

%

igrp option in debug, 159
IHL (IP Header Length) field,
113
ILMI (Integrated Local
Management Interface),
458
in-band management, 459
incremental routing updates,
202
Index field, 351
indicator lights, 346, 348
inet_addr option in arp, 58, 72
information frame structure,
107-108, 108
Informational logging level,
161
input queues, 459
inside-out troubleshooting
defined, 459
operation of, 11, 11
Institute of Electrical and
Electronics Engineers
(IEEE), 458
insured bursts, 459
Integrated Local Management
Interface (ILMI), 458
Integrated Services Digital
Network. See ISDN
(Integrated Services
Digital Network)
inter-area routing, 459
Inter-Switch Link (ISL)
protocol
defined, 460
for VLANs, 349-352, 350
Inter-Switch Link (ISL) routing,
460
interface buffers, 459
interface option in route, 73
interface processors, 459
interfaces, 140
debugging commands for,
156-157
troubleshooting commands
for, 139-146
Interior Gateway Protocol
(IGP), 458
Interior Gateway Routing
Protocol (IGRP)
features and operation of,
200-202
metrics in, 223




intermittent cabling problems,
354
Internal BGP (iBGP), 217-218
internal routers in OSPF, 213
International Code Designator
(ICD), 458
International
Telecommunication
Union
Telecommunication
Standardization Sector
(ITU-T), 461
Internet, 459
Internet Control Message
Protocol (ICMP)
defined, 458
operation of, 117-118
Internet explorer, caches in, 79
Internet Group Management
Protocol (IGMP), 458
Internet Protocol (IP)
debug commands for,
158-160
defined, 459
packet structure in,
112-113, 114
traffic statistics for,
151-153
internets, 459
Internetwork Packet Exchange
(IPX) protocol
as connectionless protocol,
100
defined, 460
internetworking, 459
internetworks
complexity of, 2-3, 3
defined, 459
intra-area routing, 459
Inverse ARP, 459-460
IP (Internet Protocol)
debug commands for,
158-160
defined, 460
packet structure in,
112-113, 114
traffic statistics for, 151-153
ip access-list extended
command, 227
IP access lists
extended, 180-182, 181
named, 182-183
standard, 178-180, 180
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IP addresses, 113-116, 114
defined, 460
obtaining, 172-175, 173
in router core dumps, 163
IP Control Program (IPCP),
460
ip default-network command,
196
IP Header Length (IHL) field,
113
ip interface command, 140
ip option in debug, 158
ip ospf cost command, 224
ip ospf priority command, 224
ip prefix-list command, 225
IP route tables, information for,
149-150
IP routed protocols, 112
ICMP, 117-118
information for, 149
P, 112-117
TCP, 118-120
UDP, 120
ipconfig command, 61
for default gateways, 195
for end-system network
configuration tables,
60-63
for end-system
troubleshooting,
77-80
IPCP (IP Control Program),
460
iphelper-address command,
174
IPX (Internetwork Packet
Exchange) protocol
as connectionless protocol,
100
defined, 460
ipx option in debug, 158
IPXCP (IPX Control Program),
460
IPXWAN protocol, 460
ISDN (Integrated Services
Digital Network),
110-111, 111, 280-281
command summary,
310-311
debugging commands for,
301-309
defined, 460
exam essentials, 310

%

key terms, 312
misconfigured phone
switches in, 289-294
misconfigured routers with,
281-286
physical layer connections
in, 286-289, 287
review questions, 313-317
summary, 309
troubleshooting commands
for, 294-301, 294
isdn autodetect command, 294
isdn switch-type command,
293
isis option in debug, 158
ISL (Inter-Switch Link)
protocol
defined, 460
for VLANSs, 349-352, 350
ISL (Inter-Switch Link) routing,
460
ISL CRC field, 352
ISL multicast address, 351
isochronous transmissions, 461
iterations step, 16
ITU-T (International
Telecommunication
Union
Telecommunication
Standardization Sector),
461

J

-j option in tracert, 70

K

KA IE (Keepalive Information
Element) field, 265
key terms
end-systems, 84
Frame Relay, 271
ISDN, 312
network documentation, 46
problem-solving model, 18
protocols, 122
serial lines, 271
switched Ethernet, 368
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TCP/IP connectivity
problems, 186
TCP/IP routing protocols,

235

L

-1 option in telnet, 60
LAN connectivity
ARP in, 175-176
IP addresses in, 172-175,
173
sample TCP connection,
177178, 177
LAN Emulation (LANE), 461
LAN Emulation Address
Resolution Protocol (LE
ARP), 462
LAN Emulation Client (LEC),
462
LAN Emulation Configuration
Server (LECS), 462
LAN Emulation
Network-to-Network
Interface (LNNI), 463
LAN Emulation Server (LES),
462
LAN Emulation
User-to-Network
Interface (LUNI), 463
LAN switches, 461
LANE (LAN Emulation), 461
LAP (Link Access Procedure),
111
LAPB (Link Accessed
Procedure, Balanced),
461
LAPD (Link Access Procedure
on the D channel), 289,
461
large buffer pools, 137
latency, 461
Layer 1 S/T interface
defined, 461
in ISDN, 288-289
Layer 2 protocols, 100
Ethernet/IEEE 802.3,
101-103, 102
for ISDN, 289-291
Token Ring/IEEE 802.5,
103-106, 104-105

Layer 3 and 4
protocols. See IP routed
protocols
switches, 461
troubleshooting for ISDN,
292-293
Layer 7 information in network
configuration tables, 54
layered architecture, 461
LCP (Link Control Protocol)
defined, 462
for PPP, 290-291
LDNs (Local Directory
Numbers), 281-282
LE ARP (LAN Emulation
Address Resolution
Protocol), 462
leaky buckets, 462
learning addresses, 434
learning bridges, 462
learning routes, 218
leased lines, 462
LEC (LAN Emulation Client),
462
LECS (LAN Emulation
Configuration Server),
462
LEDs, 346, 348
Length field
in ISL, 351
in UDP, 120
LES (LAN Emulation Server),
462
levels, logging, 161-162
limiting debug output,
154-155
line termination (LT) points
defined, 463
in ISDN, 288
Link Access Procedure (LAP),
111
Link Access Procedure on the D
channel (LAPD), 289, 461
Link Accessed Procedure,
Balanced (LAPB), 461
Link Control Protocol (LCP)
defined, 462
for PPP, 290-291
link-state advertisements
(LSAs), 463
link-state routing algorithm,
462

%

LLAP (LocalTalk Link Access
Protocol), 462
LLC (Logical Link Control),
463
LMHOSTS file, 64
LMI (Local Management
Interface)
defined, 463
in Frame Relay, 261-262
LMI DLCI term, 262
LMI enq recvd term, 262
LMI enq sent term, 262
LMI stat recvd term, 262
LMI stat sent term, 262
LMI type term, 262
LMI upd recvd term, 262
LMI upd sent term, 262
LNNI (LAN Emulation
Network-to-Network
Interface), 463
load balancing
in EIGRP, 202
in IGRP, 201
lobe media checks, 104
Local Directory Numbers
(LDNs), 281-282
local explorer packets, 463
local loops
defined, 463
in ISDN, 287
Local Management Interface
(LMI)
defined, 463
in Frame Relay, 261-262
LocalTalk protocol, 463
LocalTalk Link Access Protocol
(LLAP), 462
logging commands, 160-162
Logical Link Control (LLC),
463
loop topologies, 107
loopback tests
for CSU/DSU, 255-256,
255
defined, 463
in HDLC, 248, 255
Loose option in ping headers,
168
Loose source routing prompt in
traceroute, 172
lost carrier field, 144
LSAs (link-state
advertisements), 463

e



LT (line termination) points
defined, 463
in ISDN, 288
LUNI (LAN Emulation
User-to-Network
Interface), 463

M character
in ping character maps, 166
in traceroute, 169
MAC (Media Access Control)
layer, 463
mac-accounting option for
show interface, 141
mac-address-table aging time
command, 363
MAC addresses
in ARP, 176
defined, 463
duplicate, 343-344
mapping to IP addresses, 58
port relationships with,
340-344
MaclP protocol, 464
maintaining documentation, 27
man command, 58
Management Information Base
(MIB), 465
Manchester encoding, 464
MAN:Ss (metropolitan area
networks), 464
MASK option in route, 73
master browsers, 464
match command, 226
MAUSs (multistation access
units), 104
max allowed setting, 136
max-free field, 137
Maximum Burst Size (MBS), 464
maximum bursts, 464
Maximum Cell Transfer Delay
(MCTD), 464-465
maximum rate, 464
maximum segment lengths in
Ethernet, 101
maximum transmission units
(MTUs)
in default-metric, 223
defined, 466
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Maximum TTL prompt in
traceroute, 172
mbgp option in debug, 159
MBONE (Multicast
Backbone), 464
MBS (Maximum Burst Size),
464
mcache option in debug, 159
MCR (Minimum Cell Rate),
464
MCTD (Maximum Cell
Transfer Delay), 464-465
mds option in debug, 159
Media Access Control (MAC)
layer, 463
media in Ethernet, 101
memory option in show
processes, 147
memory problems, 139
messages in debugging, 153
METRIC option in route, 73
Metric parameter in RIP
packets, 198
metrics
defined, 465
in EIGRP, 202
in IGRP, 201
in protocol redistribution,
221-224
metropolitan area networks
(MANS), 464
MIB (Management
Information Base), 465
middle buffer pools, 137
min allowed setting, 136
min-free field, 137
mineseen data, 255
Minimum Cell Rate (MCR),
464
Minimum TTL prompt in
traceroute, 172
MIP (Multichannel Interface
Processor), 465
mips (millions of instructions
per second), 465
misconfigured phone switches
in ISDN, 289-294
misconfigured routers in ISDN,
281-286
misses information for buffer
pools, 136
mixed media support with
switches vs. hubs, 321

%

MLP (Multilink PPP), 465
MMP (Multichassis Multilink
PPP), 465
mobile option in debug, 159
modem eliminators, 465
modems, 465
modulation, 465
Monitor command, 162
monitor session command, 363
MOSPF (Multicast Open
Shortest Path First), 465
mpacket option in debug, 159
MPLS (Multiprotocol Label
Switching), 466
MPOA (Multiprotocol over
ATM), 465
mrouting option in debug, 159
msdp option in debug, 159
msec response character, 169
MSEC (Multilayer Switch
Feature Card)
defined, 466
working with, 357-359
mtag option in debug, 159
MTUs (maximum transmission
units)
in default-metric, 223
defined, 466
multicast
addressing in, 466
defined, 460, 466
Multicast Backbone
(MBONE), 464
Multicast Open Shortest Path
First (MOSPF), 465
multicast send VCC
connection, 466
Multichannel Interface
Processor (MIP), 465
Multichassis Multilink PPP
(MMP), 465
Multilayer Switch Feature Card
(MSFC)
defined, 466
working with, 357-359
multilayer switches, 466
Multilink PPP (MLP), 465
multimeters
for cabling, 354-355
defined, 466
multiplexing, 466
multipoint topologies, 107
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Multiprotocol Label Switching
(MPLS), 466

Multiprotocol over ATM
(MPOA), 465

multistation access units
(MAUEs), 104

myseq data, 254-255

N in ping character maps, 166
-n option
in nbtstat, 80
in netstat, 76
-Nif_addr option in arp, 58, 72
NAKSs (negative
acknowledgments), 466
Name Binding Protocol (NBP),
466-467
name-resolution caches in
Internet explorer, 79
name resolution in Windows, 64
named access lists, 182-183
NAT (Network Address
Translation), 466
nat option in debug, 159
Native mode CLI, 322
defined, 466
Hybrid command
conversions with,
363-364
NBP (Name Binding Protocol),
466-467
nbtstat command, 80-81
NCPs (Network Control
Protocols), 106, 291
negative acknowledgments
(NAKs), 466
neighbor relationships
in BGP, 217
in EIGRP, 203-206, 204
in OSPF, 210-211, 211
in Token Ring, 105
neighbor statement in RIP, 200
neighbor tables in EIGRP, 203
neighboring routers, 467
NetBEUI (NetBIOS Extended
User Interface), 467
NetBIOS (Network Basic Input/
Output System), 467
Netflow switching, 467
netmask option in route, 73

netstat command, 75-77
NetView product, 467
NetWare Link Services
Protocol (NLSP), 468
NetWare operating system, 467
Network Address Translation
(NAT), 466
network addresses, 467
network analyzers, 467
Network Basic Input/Output
System (NetBIOS), 467
network configuration tables,
27-28
defined, 467
end-system, 54-63, 56
for routers, 29-33, 29
for switches, 33-38, 34
Network Control Protocols
(NCPs), 106, 291
network documentation, 26
baselines, 26-27
command summary, 45
exam essentials, 44-45
key terms, 46
network configuration
tables. See network
configuration tables
network topology
diagrams. See network
topology diagrams
review questions, 47-52
summary, 44
Network File System (NFS), 468
network interface cards (NICs),
468
Network layer
defined, 467
in OSI model, 93, 93-94
Network Management
Processor (NMP), 468
Network Monitor, 467
Network Neighborhood, 468
network termination 1 (NT1)
devices, 288, 469
network topology
diagramsnetwork
termination 2 (NT2)
devices, 288, 469
components of, 38-39
creating, 39-43, 40-42
defined, 468
end-system documentation,
63-66, 65

%

next-hop attribute in BGP, 220

Next Hop Resolution Protocol
(NHRP), 468

Next Hop Server (NHS), 468

NEFS (Network File System),
468

NHRP (Next Hop Resolution
Protocol), 468

NHS (Next Hop Server), 468

NICs (network interface cards),
468

NLSP (NetWare Link Services
Protocol), 468

NMP (Network Management
Processor), 468

no carrier field, 144

no command for route maps, 226

no ip forward-protocol
command, 175

no ip proxy-arp command, 176

no memory field, 137

no shut command, 142

no vlan command, 363

node addresses, 468

nodes in SDLC, 107

non-stub areas, 468

Non-Volatile RAM (NVRAM),
469

nondesignated ports, 468

Not So Stubby Areas (NSSAs),
212

Notifications logging level, 161

Novell IPX protocol, 100

Novell SPX protocol, 99

NRZ (Nonreturn to Zero)
encoding scheme, 469

NRZI (Nonreturn to Zero
Inverted) encoding
scheme, 469

nslookup command, 168, 170

NSSAs (Not So Stubby Areas),
212

NT devices, 111

NT1 (network termination 1),
288, 469

NT2 (network termination 2),
288, 469

Numeric display prompt in
traceroute, 172

NVRAM (Non-Volatile RAM),
469

R
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-0 option in

o

-0 option in netstat, 76
objectives in documentation,
27
observations in case studies
2600 series router,
377-383, 386-387
file transfers, 410-413
ftp, 390-396
telnet, 406-408
Token Ring, 417-420
WAN connectivity,
400-403
observe results step, 15-16,
469
OCs (Optical Carriers), 469
octets, 469
Offer messages, 174
Offset field, 119
100BaseT standard, 432
100BaseTX standard, 432
1000Base-T standard, 432
ones density method, 469
Open Shortest Path First. See
OSPF (Open Shortest Path
First)
Open Systems Interconnection
(OSI) reference model
defined, 469
layers in, 92-94, 93-94
opening TAC cases, 421
Optical Carriers (OCs), 469
optical TDRs (OTDRs), 355
optimum switching, 469
Option field in TCP, 119
Options field in IP packets, 113
Organization IDs, 351
Organizationally Unique
Identifiers (OUlIs), 470
Original frame field, 352
OSI reference model
defined, 469
layers in, 92-94, 93-94
OSPF (Open Shortest Path
First), 209-210
areas in, 210-213
debug commands for,
214-216
defined, 470
metrics in, 224

neighbor and adjacency
formation in,
210-211, 211
problems in, 216
show commands for,
213-214
ospf option in debug, 159
OTDRs (optical TDRs), 355
OUIs (Organizationally Unique
Identifiers), 470
out-of-band management, 470
out-of-band signaling, 470
output queues, 470
outside-in troubleshooting
defined, 470
operation of, 10, 10
overruns field, 144

P

P character
in ping character maps, 166
in traceroute, 169
P (Port Unreachable) messages,
169
P/F (Poll Final) bit, 107
-p option
in netstat, 76
in route, 73
Packet Internet groper
program. See ping (Packet
Internet groper) program
Packet Level Protocol (PLP),
471
packet option in debug, 159
Packet Switch Exchange (PSE),
474
packet-switched networks
(PSNs), 474
packet switches, 470
packet switching, 470
packets
defined, 470
flow verification, 155
in IP, 112-113, 114
in PPP, 106
in RIP, 198
in sequenced data transfer,
96
in TCP, 118-120

%
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PAP (Password Authentication
Protocol), 470-471
parameters in
connection-oriented
protocols, 95
parity checking, 471
partial mesh topology, 471
passive-interface command,
200
Password Authentication
Protocol (PAP), 470-471
passwords in OSPF, 210
path determination, 471
PCR (Peak Cell Rate), 471
PDNs (Public Data Networks),
471
PDUs (protocol data units)
defined, 472
in sequenced data transfer,
96, 97
Peak Cell Rate (PCR), 471
peer option in debug, 159
periods (.) in ping character
maps, 166
permanent buffer setting, 136
permanent field for buffer
pools, 137
permanent virtual circuits
(PVCs)
defined, 474
in Frame Relay, 260
permanent virtual paths
(PVDs), 474
Permit statements, 178-179
PGP (Pretty Good Privacy), 471
phone switches in ISDN,
289-294
physical insertion in Token
Ring, 105
Physical layer
defined, 471
in ISDN, 286-289, 287
in OSI model, 92, 93-94
physical test equipment, 471
pim option in debug, 159
ping (Packet Internet groper)
program
in case studies
ftp, 395, 399
router, 386
telnet, 406
for default gateways, 196
defined, 471




%% é 4295cIDX.fm Page 504 Tuesday, September 30, 2003 6:48 PM

504 pipes — PTSP (PNNI Topology State Packet)

for end-system network
configuration tables,
56-58
for end-system
troubleshooting,
68-69
EXEC modes for
privileged, 166-168
user, 165-166
for ISDN, 295
pipes, 95
pleisochronous transmissions,
471
PLP (Packet Level Protocol),
471
PNNI (Private
Network-Network
Interface), 472
PNNI Topology State Packet
(PTSP), 474
point-to-multipoint
connections, 472
point-to-point connections,
472
Point-to-point Protocol (PPP),
106, 106
defined, 472
for ISDN, 285-286,
290-291
in SDLC, 107
Points of Presence (POPs), 472
poison reverse updates
defined, 472
in IGRP, 201
policy control in VLANs, 359
policy option in debug, 160
Poll Final (P/F) bit, 107
polling, 472
POP (Post Office Protocol),
472
POPs (Points of Presence), 472
port mirroring, 346, 357, 472
Port number prompt in
traceroute, 172
port option in telnet, 60
port security, 472
Port Unreachable (P) messages,
169
ports
information on, 326-327
MAC relationships with,
340-344

possibilities step in
problem-solving, 13
Post Office Protocol (POP),
472
PPP (Point-to-point Protocol),
106, 106
defined, 472
for ISDN, 285-286,
290-291
in SDLC, 107
ppp auth command, 282
ppp authentication chap callin
command, 284
ppp option in debug, 158
Preamble field, 102
prefix lists
defined, 472
in protocol redistribution,
224-225
Presentation layer
defined, 473
in OSI model, 93, 93-94
Pretty Good Privacy (PGP), 471
PRI (Primary Rate Interface)
defined, 473
in ISDN, 110-111, 286
primary nodes
defined, 473
in SDLC, 107
print option in route, 74-75
priority 1 situation, 473
priority 2 situation, 473
priority 3 situation, 473
priority 4 situation, 473
priority queuing, 140, 473
Private Network-Network
Interface (PNNI), 472
privileged EXEC mode
for ping commands,
166-168
for traceroute command,
171-172
Probe count prompt in
traceroute, 172
problem definition step
defined, 473
operation of, 6
problem-solving model, 4-6,
4-5
action plans, 13-15
define problem step, 6
exam essentials, 17

%

gather facts step, 7-12,
8-12
iterations step, 16
key terms, 18
observe results step, 15-16
possibilities step, 13
review questions, 19-24
summary, 17
process commands, 146-147
process switching, 473
PROM (programmable
read-only memory), 473
propagation delays, 473
protocol analyzers, 473
protocol data units (PDUs)
defined, 472
in sequenced data transfer,
96, 97
Protocol field, 106
protocol parameters, 474
protocol stacks, 474
protocols
connection-oriented,
95-99, 96-98
debug commands for,
157-158
defined, 473
exam essentials, 121
Frame Relay, 109-110, 110
ICMP, 117-118
IP routed. See IP routed
protocols
ISDN, 110-111, 111
key terms, 122
Layer 2, 100-106, 102,
104-105
and OSI Reference Model,
92-94, 93-94
PPP, 106, 106
review questions, 123-128
SDLC, 106-108, 108
summary, 121
proxy ARP, 176, 474
PSE (Packet Switch Exchange),
474
PSNs (packet-switched
networks), 474
PSTNSs (Public Switched
Telephone Networks),
474
PTSP (PNNI Topology State
Packet), 474

e



Public Data Networks (PDNs),
471
PVCs (permanent virtual
circuits)
defined, 474
in Frame Relay, 260
PVP tunneling, 474
PVPs (permanent virtual
paths), 474

Q

Q character
in ping character maps, 166
in traceroute, 169
q.921 protocol
defined, 474
for ISDN, 289-290
q.931 specification
defined, 474
for ISDN, 292-293
QoS (Quality of Service), 474
question marks (?)
in ping character maps, 166
in traceroute, 169
queues
configuration and
operation of, 140-141
defined, 474
in EIGRP, 203
interface command for, 140

-r option
in nbtstat, 80
in netstat, 76
in ping, 68
-R option in nbtstat, 80
R reference points
defined, 474
in ISDN, 288
RAM (random access
memory), 474
RARP (Reverse Address
Resolution Protocol), 475
rate-limit option for show
interface, 141
rate queues, 475
RCP (Remote Copy Protocol),
475
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RCP addresses in router core
dumps, 163
reachability in ICMP, 117
read-only memory (ROM), 476
Record option in ping headers,
168
Record prompt in traceroute,
172
Recurring Paths, 346
red alarms, 475
redirects in ICMP, 117
redistribution of routing
protocols, 221
defined, 475
distribute lists in, 224-225,
225
route maps in, 226-227
routing metrics in, 221-224
redundancy, 475
reference points in ISDN, 288
/registerdns option in ipconfig,
60-61
release command for ISDN,
292
/release option in ipconfig, 60,
77
reload command, 405
reloads, 475
remote configuration, 405
Remote Monitoring (RMON)
defined, 475
working with, 346
/renew option in ipconfig, 60,
77
Report Type Information
Element (RT IE) field, 265
reproducing problems, 8
request initialization, 105
Request to Send (RTS) signal,
477
required resources in
connection-oriented
protocols, 95
resets field, 144
resolv.conf file, 62-63
Reverse Address Resolution
Protocol (RARP), 475
review questions
case studies, 424-429
end-systems, 85-90
Frame Relay, 272-277
ISDN, 313-317
network documentation,
47-52

%

problem-solving model,
19-24
protocols, 123-128
serial lines, 272-277
switched Ethernet, 369-374
TCP/IP connectivity
problems, 187-192
TCP/IP routing protocols,
236-242
troubleshootingcommands,
187-192
.rhosts files, 163
RIF (Routing Information
Field), 475
ring insertion in Token Ring,
104-105
ring topology, 475
rings, 475
RIP (Routing Information
Protocol), 198-199, 198
debug commands for, 199
defined, 475
problems in, 200
RIP-1 and RIP-2, 199
show commands for, 199
rip option in debug, 160
R]J connectors
defined, 475
in ISDN, 288
RMON (Remote Monitoring)
defined, 475
working with, 346
ROM (read-only memory), 476
root bridges, 476
route command, 73-75
route-map command, 226
route maps, 226-227
route poisoning, 476
Route Processors (RPs), 477
route state information,
204-205
route summarization, 476
Route/Switch Processors
(RSPs), 477
route tables
defined, 477
information, 149-150
route tagging, 202
routed protocols
defined, 476
IP. See IP routed protocols
routers
case studies
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2600 series router,
376-388, 378
ftp, 389-399, 389
WAN connectivity,
400-405, 400
core dumps for, 162-164
defined, 476
in ICMP, 117
network configuration
tables for, 29-33, 29
in OSPF, 210
VLAN:S across, 359-363
routing
defined, 476
in EIGRP, 202-205, 204,
206
in VLANSs, 360
routing domains, 476
Routing Information Field
(RIF), 475

Routing Information Protocol.

See RIP (Routing
Information Protocol)
routing metrics
defined, 476
in redistribution of routing
protocols, 221-224
routing option in debug, 160
routing protocols, 477
Routing Table Management
Protocol (RTMP), 477
RPs (Route Processors), 477
-RR option in nbtstat, 81
RSPs (Route/Switch
Processors), 477
rsvp option in debug, 160
RT IE (Report Type
Information Element)
field, 265
RTMP (Routing Table
Management Protocol),
477
RTS (Request to Send) signal,
477
running-config command,
134-135

S

-s option
in arp, 59, 72

in nbtstat, 80
in netstat, 76
in ping, 68-69
-S option in nbtstat, 80
S reference points
defined, 477
in ISDN, 288
S/T reference points
defined, 477
in ISDN, 288
SABME (Set Asynchronous
Balanced Mode Extended)
message, 290
SAGE (Synergy Advanced
Gate-Array Engine) chips,
477
SAINT (Synergy Advanced
Interface and Network
Termination), 477
SAMBA (Synergy Advanced
Multipurpose Bus
Arbiter) ASICs, 477
sampling rates, 477
SAP (Service Advertising
Protocol), 477
SAPIs (service access point
identifiers), 111, 290
SAPs (Service Access Points),
477
scope
of network documentation,
26
of problem determination,
9-12,9-12
SCR (Sustainable Cell Rate),
478
SDLC (Synchronous Data Link
Control)
defined, 478
working with, 106-108,
108
secondary nodes
defined, 478
in SDLC, 107
security option in debug, 160
seed devices, 478
seed routers, 478
segment lengths in Ethernet,
101
Send Sequence Number field,
108
Sequence Number field, 119
sequenced data transfer

%

in connection-oriented
protocols, 96, 97
defined, 478
Sequenced Packet Exchange
(SPX) protocol
as connection-oriented
protocol, 99
defined, 481
Serial Line Internet Protocol
(SLIP), 479
serial lines, 244
command summary, 270
CSU/DSU loopback tests in,
255-256, 255
exam essentials, 269
HDLC. See HDLC
(High-level Data Link
Control)
key terms, 271
review questions, 272-277
summary, 257-259,
268-269
serial option
in debug, 157
in show interface, 141
Serial Tunnel (STUN), 482
servers
defined, 478
in VTP, 352
service access point identifiers
(SAPIs), 111, 290
Service Access Points (SAPs),
477
Service Advertising Protocol
(SAP), 477
Service Profile Identifiers
(SPIDs)
defined, 480
for ISDN, 281-282
service timestamps command,
153
service timestamps debug
datetime msec command,
301
session command, 357
Session layer
defined, 478
in OSI model, 93, 93-94
Set Asynchronous Balanced
Mode Extended (SABME)
message, 290
set-based devices, 478

e
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set command for route maps,
226
set commands in CLI, 322
set cam agingtime command,
363
set port duplex command, 363
set port speed command,
363set port name
command, 363
set span command, 363
set span enable, 357
set spantree command, 363
set vlan command, 364
/setclassid option in ipconfig,
61
setup mode, 478
SETUP process, 293
SFs (super frames), 478
shielded twisted-pair (STP),
482
Shortest Path First (SPF)
algorithm, 480
show commands
in CLI, 323-324
frequently used, 130-132
for RIP, 199
show access-lists command,
138-139
show arp command, 143,
175-176, 407-409
show buffers command,
135-137, 244, 252-253
show cam command, 340,
342-344
show cam dynamic command,
364
show cdp command, 329-332
show cdp neighbor command
for network topology
diagrams, 41-42
in WAN connectivity case
study, 402-403
show cdp neighbor detail
command
for network topology
diagrams, 42-43
report output from, 330
show config command, 134,
332-337
show config all command, 332
show controller bri command,
298

show controllers command,
250-251
show controllers serial
command, 244
show controllers seriall
command, 250-251
show dhcp server command,
175
show diagnostic command, 364
show dialer command, 300
show flash command, 396
show frame-relay Imi
command, 263
show frame-relay map
command, 264, 387-388
show frame-relay pve
command, 263-264, 386
show interface command,
139-143, 329
in case studies
2600 series router,
379-385
file transfers, 410-416
fip, 394
telnet, 406
Token Ring, 417-419
WAN connectivity, 401
in Frame Relay, 261
vs. show port, 364
for switch network
configuration tables,
36
for VLANs, 362
show interface bri n command,
296-297
show interface brin 12
command, 297
show interface serial command,
244, 246-250
show interface serial0
command, 245
show ip access-list command,
148,179
show ip arp command, 149
show ip bgp command, 218
show ip bgp neighbors
command, 218-219
show ip bgp network
command, 218
show ip bgp peer-group
command, 219
show ip bgp summary
command, 219

%
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show ip eigrp events command,
207,209
show ip eigrp interfaces
command, 207
show ip eigrp neighbors
command, 207-208, 404
show ip eigrp topology
command, 207-208
show ip eigrp traffic command,
207,209
show ip interface command,
145-146
for access lists, 179-180
for BGP, 219
for OSPF, 214
for RIP, 199
for router network
configuration tables,
32
in WAN connectivity case
study, 404
show ip interface brief
command, 30-31
show ip interface €0/0
command, 31-33
show ip ospf command, 213
show ip ospf border-routers
command, 213
show ip ospf database
command, 213
show ip ospf interface
command, 214
show ip ospf neighbor
command, 214
show ip ospf process-id
command, 213
show ip ospf request-list
command, 214
show ip ospf retransmission list
command, 214
show ip ospf summary-address
command, 214
show ip ospf virtual-links
command, 214
show ip protocols command,
31-32, 149
show ip route command,
149-150
for BGP, 219
for default gateways,
195-196
for EIGRP, 207
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in ftp case study, 393,
398-399
for IGRP, 201
for OSPF, 213
for RIP, 199
for static and dynamic
routes, 197
show ip route bgp command,
219
show ip route eigrp command,
207-208, 221
show ip route igrp command,
201
show ip route ospf command,
213
show ip route rip command,
199
show ip traffic command,
151-153
show isdn status command,
298-300
show log command, 327-328
show logging command
for error messages,
160-162
in WAN connectivity case
study, 401
show logging buffer command,
329
show mac command, 340-342
show mac-address-table
dynamic command, 364
show memory command, 139
show monitor command, 364
show port command, 326-327
for MSFC, 358
vs. show interface, 364
for switch network
configuration tables,
36
for VLANs, 362
show ppp multilink command,
300-301
show processes command,
146-147
show queue command,
140-141
show queueing command,
140-141
show running-config command
for access lists, 179
for BGP, 219
for EIGRP, 207

in ftp case study, 393
for IGRP, 201
for MSFC, 358
for OSPF, 213
for RIP, 199
in Token Ring case study,
418-419
show span command, 364
show spantree command, 344,
348
show spantree vlan command,
37-38
show stacks command,
137-138
show startup-config command,
134-135,179
show system command, 325
show tech-support command,
138
show test command, 338-340,
364
show-timezone localtime
command, 301
show trunk command, 37
show version command,
133134, 345, 364
for configuration tables
router, 29-30
switch, 34-35
in ftp case study, 397-398
show vlan command, 364
show vlans command, 360-361
show vtp domain command,
342
vs. show vtp status, 364
for switch network
configuration tables,
35-36
show vtp status command, 364
/showclassid option in ipconfig,
61
SIA (stuck in active) problem,
209
Signal Quality Error (SQE),
481
signaling methods in Ethernet,
101
signaling packets, 478-479
silicon switching, 479
Silicon Switching Engine (SSE),
481
Simple Mail Transfer Protocol
(SMTP), 479

%

Simple Network Management
Protocol (SNMP), 346
simplex mode, 479
simplicity in documentation, 40
sliding windows, 479
SLIP (Serial Line Internet
Protocol), 479
slow file transfers, 410-416,
410, 416
small buffer pools, 137
SMDS (Switched Multimegabit
Data Service), 479
smooth round-trip timers
(SRTTS), 203
SMTP (Simple Mail Transfer
Protocol), 479
SNA (System Network
Architecture), 479
SNAP (Subnetwork Access
Protocol), 479
SNMP (Simple Network
Management Protocol),
346
snmp option in debug, 156
snmp-server community
command, 227
sockets, 479
SOF (start-of-frame) field, 102
software, network
configuration tables for.
Seenetwork configuration
tables
software test equipment, 479
solutions in case studies
2600 series router,
381-382, 384-388
file transfers, 413416
ftp, 396-399
telnet, 408-409
Token Ring, 420-421
WAN connectivity,
403-405
SONET (Synchronous Optical
Network), 479
Source address field in ISL, 351
Source address prompt in
traceroute, 172
Source field
in TCP, 119
in UDP, 120
source-interface command, 163
Source IP Address field, 113

e



%% é 4295cIDX.fm Page 509 Tuesday, September 30, 2003 6:48 PM

Source MAC addresses field,
102
Source-Route Bridging (SRB),
481
Source-Route Translational
Bridging (SR/TLB), 481
Source-Route Transparent
(SRT) bridging, 481
Source Service Access Points
(SSAPs), 481
spanning explorer packets, 480
spanning option in debug, 158
spanning tree algorithm (STA),
480
spanning-tree command, 363
Spanning Tree Protocol (STP),
346-348, 347, 480, 482
spanning trees, status of, 344
SPANSs (Switched Port
Analyzers), 346, 357, 480
speed command, 363
SPIDs (Service Profile
Identifiers)
defined, 480
for ISDN, 281-282
split horizon, 480
spoofing, 480-481
spoolers, 481
SPs (Switch Processors), 480
SPX (Sequenced Packet
Exchange) protocol
as connection-oriented
protocol, 99
defined, 481
SQE (Signal Quality Error),
481
SR/TLB (Source-Route
Translational Bridging),
481
SRB (Source-Route Bridging),
481
SRT (Source-Route
Transparent) bridging,
481
SRTTs (smooth round-trip
timers), 203
SSAPs (Source Service Access
Points), 481
SSE (Silicon Switching Engine),
481
STA (spanning-tree algorithm),
480
stacks, displaying, 137-138

Source MAC addresses field — switches 509

standard areas in OSPF, 212
standard IP access lists,
178-180, 180, 481
standard IPX access lists, 481
standard keyword, 183
star topology, 481
Start Delimiter field, 105
start-of-frame (SOF) field, 102
startup ranges, 482
static routes, 482
static routing, 197
static VLANSs, 482
statistical multiplexing, 482
status
of routers, 134
of spanning trees, 344
of switches, 325, 338-340
status command for ISDN, 292
Status field
in EIGRP, 205
in HDLC, 254
StEnq data, 254
STM-1 (Synchronous
Transport Module Level
1), 482
store-and-forward switch
types, 482
STP (shielded twisted-pair),
482
STP (Spanning Tree Protocol),
346-348, 347, 480, 482
Strict option in ping headers,
168
Strict source routing prompt in
traceroute, 172
stub area flags, 210
stub areas
defined, 482
in OSPF, 212
stub networks, 482
stuck in active (SIA) problem,
209
STUN (Serial Tunnel), 482
subarea nodes, 482
subareas, 482
subchannels, 482
subinterfaces
defined, 482
with Frame Relay, 389
subnet addresses, 482
subnet masks
defined, 483
information for, 114-116

%

Subnetwork Access Protocol
(SNAP), 479
subnetworks, 483
super frames (SFs), 478
supervisor modules
defined, 483
IP configuration of, 329
supervisory frame structure,
107-108, 108
Sustainable Cell Rate (SCR),
478
SVCs (switched virtual circuits)
defined, 483
in Frame Relay, 260
switch fabric, 483
Switch Processors (SPs), 480
switched Ethernet
boot-up errors in, 348
cabling issues in, 353-356,
356
Catalyst system for, 322
CLI, 322
hybrid CLI. See hybrid
mode Catalyst CLI
RMON, 346
command summary,
366-367
exam essentials, 365-366
key terms, 368
review questions, 369-374
spanning tree for, 346-348,
347
summary, 364-365
switches, bridges, and hubs
in, 320-321
troubleshooting, 356
MSFC for, 357-359
SPANs for, 357
VLANSs, 359-363
VLAN:S for, 349-353, 350
switched LANs, 483
Switched Multimegabit Data
Service (SMDS), 479
Switched Port Analyzers
(SPANG), 346, 357, 480
switched virtual circuits (SVCs)
defined, 483
in Frame Relay, 260
switches, 320
vs. bridges and hubs, 321
collision domains on, 321
defined, 483
for ISDN, 293-294
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network configuration
tables for, 33-38, 34
status of, 325, 338-340
VLANS across, 359-363
switching paths, 483
switchport access vlan
command, 364
symbols in documentation, 40
symptoms, identifying, 7, 8
Synchronous Data Link
Control (SDLC)
defined, 478
working with, 106-108,
108
Synchronous Optical Network
(SONET), 479
synchronous transmissions,
483
Synchronous Transport
Module Level | (STM-1),
482
Synergy Advanced Gate-Array
Engine (SAGE) chips, 477
Synergy Advanced Interface
and Network
Termination (SAINT),
477
Synergy Advanced
Multipurpose Bus Arbiter
(SAMBA) ASICs, 477
System Network Architecture
(SNA), 479

T

-t option
in ping, 68
in telnet, 60
T reference points
defined, 485
in ISDN, 288
T1 channels, 286
T1 transmissions, 483
T3 transmissions, 483
TA (terminal adapters)
defined, 484
in ISDN, 288
TAC (Technical Assistance
Center), 421
tacacs option in debug, 156
tag switching, 483

tagged traffic, 484
Target IP address prompt in
traceroute, 172
tbridge option in debug, 156
TCP (Transmission Control
Protocol)
as connection-oriented
protocol, 99
defined, 484
packets in, 118-120
three-way handshakes in,
177-178, 484
TCP/IP (Transmission Control
Protocol/Internet
Protocol)
commands for, 147-153
connectivity problems
command summary,
185-186
exam essentials,
184-185
IP access lists, 178-183,
180-181
key terms, 186
LAN, 172-178, 173,
177
review questions,
187-192
summary, 183-184
defined, 484
routing protocols
action plansin, 229-231
BGP, 217-220
command summary,
232-235
default gateways in,
194-196, 195
EIGRP, 202-209, 204,
206
exam essentials,
231-232
IGRP, 200-202
key terms, 235
OSPF, 209-216, 211
problems summary
sheet, 228-229
redistribution of. See
redistribution of
routing protocols
review questions,
236-242
RIP, 198-200, 198

%

static routing and
dynamic routing
in, 197
summary, 231
tep option in debug, 160
TDM (Time Division
Multiplexing), 484
TDRs (time domain reflectors),
355
TE (terminal equipment), 484
TE1 (terminal equipment 1)
devices, 111, 288, 484
TE2 (terminal equipment 2)
devices, 111, 288, 484
tech-support command, 138
Technical Assistance Center
(TAC), 421
TElIs (terminal endpoint
identifiers), 111, 289-290
telcos, 484
telnet command, 59-60
telnet option in debug, 158
Telnet protocol
case study, 406-409, 406
defined, 484
for end-system network
configuration tables,
59-60
templates for documentation,
40
10BaseT standard, 432
terminal adapters (TAs)
defined, 484
in ISDN, 288
terminal emulation, 484
terminal endpoint identifiers
(TEIs), 111, 289-290
terminal equipment (TE), 484
terminal equipment 1 (TE1)
devices, 111, 288, 484
terminal equipment 2 (TE2)
devices, 111, 288, 484
terminal monitor command,
153
terminal no monitor command,
153-154
TFTP addresses in router core
dumps, 163
TFTP protocol, 484-485
Thicknet standard, 485
Thinnet standard, 485
three-way handshakes,
177-178, 484
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Time Division Multiplexing
(TDM), 484
time domain reflectors (TDRs),
355
time intervals in OSPF, 210
Time To Live (TTL) value
defined, 486
in IP packets, 113
in traceroute, 69-70,
168-169
timeline in fact gathering, 8-9
Timeout prompt in traceroute,
172
timeouts in ICMP, 117
Timestamp option in ping
headers, 168
Timestamp prompt in
traceroute, 172
timestamps
in debugging, 153
for ISDN, 301
token buses, 485
token frame format, 105-106,
105
token option in debug, 157
token passing, 485
Token Ring Interface Processor
(TRIP), 485
Token Ring protocol
case study, 416-421, 417
defined, 485
operation of, 103-106,
104-105
tokens
defined, 485
in Token Ring, 103
toll networks, 485
top-down troubleshooting
defined, 485
for end-systems, 67
topologies
diagrams of. See network
topology diagrams
in EIGRP, 204-205
in Ethernet, 101
TOS (Type of Service) field,
113
total buffer setting, 136
Total Length field, 113
Totally Stub areas, 212
trace command, 485
traceroute command, 168-169
for default gateways, 196

EXEC modes for
privileged, 171-172
user, 170-171
in ftp case study, 399
tracert command
for end-system
troubleshooting,
69-71
in ftp case study, 393
traffic statistics, 151-153
translate option in debug, 158
Translation in VLANS,
359-360
Transmission Control Protocol
(TCP)
as connection-oriented
protocol, 99
defined, 484
packets in, 118-120
three-way handshakes in,
177-178, 484
Transmission Control
Protocol/Internet
Protocol. See TCP/IP
(Transmission Control
Protocol/Internet
Protocol)
transparent bridging, 485
transparent mode in VIP, 353
Transport layer
defined, 485
in OSI model, 93, 93-94
Trap command, 162
trims information for buffer
pools, 136
TRIP (Token Ring Interface
Processor), 485
Troubleshooting Assistant, 486
troubleshooting commands,
130
command summary,
185-186
debug, 153-162
exam essentials, 184-185
global, 132-139
interface, 139-146
key terms, 186
ping, 164-168
process, 146-147
review questions, 187-192
router core dumps,
162-164
show, 130-132

%
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summary, 183-184
TCP/IP, 147-153
traceroute, 168-172
troubleshooting model. See
problem-solving model
trunk links, 486
TTL (Time to Live) valueTrunk
Up-Down (TUD)
protocol, 486
defined, 486
in IP packets, 113
in traceroute, 69-70,
168-169
TUD (Trunk Up-Down)
protocol, 486
tunnel option in debug, 157
tunneling, 486
Type 1 (TE1) equipment, 111
Type 2 (TE2) equipment, 111
Type code in ISL, 351
Type-Length field, 102
Type of Service (TOS) field,
113

U

U character
in ping character maps, 166
in traceroute, 169
U reference points
defined, 486
in ISDN, 288
UDP (User Datagram
Protocol), 120
as connectionless protocol,
100
defined, 486
udp option in debug, 160
undebug all command, 154
underruns, 486
unequal-cost load balancing,
201
unicasts, 321
unnumbered frames
defined, 486
in SDLC, 107-108, 108
unshielded twisted-pair (UTP)
cable, 486
updates in EIGRP, 203-206,
204, 206
Urgent Pointer field, 119
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User bits in ISL, 351
User Datagram Protocol
(UDP), 120
as connectionless protocol,
100
defined, 486
user EXEC mode
for ping commands,
165-166
for traceroute command,
170-171
user information command,
292
UTP (unshielded twisted-pair)
cable, 486

\"/

value option in route, 73

Variable Bit Rate (VBR) class,
486

Variable Length Subnet
Masking (VLSM),
113-114, 116-117, 487

VBR (Variable Bit Rate) class,
486

VCCs (Virtual Channel
Connections), 487

VCs (virtual circuits), 486

Verbose option in ping headers,
168

Verbose prompt in traceroute,
172

verifying packet flow, 155

Versatile Interface Processors
(VIPs), 487

Version field in IP packets, 113

Version number parameter in
RIP packets, 198

versions, displaying, 133-134,
345

very big buffer pools, 137

VIPs (Versatile Interface
Processors), 487
VIPs (Virtual IPs), 487
Virtual Channel Connections
(VCCs), 487
virtual circuits (VCs), 486
virtual LANs. See VLANs
(virtual LANs)
virtual rings, 487
VLAN IDs, 351
vlan option in debug, 158
VLAN Trunking Protocol
(VTP)
defined, 487
information for, 342
working with, 352-353
VLANS (virtual LANs), 349
defined, 487
IEEE 802.1Q for, 352
ISL for, 349-352, 350
across routers and switches,
359-363
in switch network
configuration tables,
37-38
VLSM (Variable Length Subnet
Masking), 113-114,
116-117,487
volt-ohm meters
for cabling, 354
defined, 487
VTP (VLAN Trunking
Protocol)
defined, 487
information for, 342
working with, 352-353

defined, 487
Warnings logging level, 161
wildcards, 487
Window field, 119
window sizes
in connection-oriented
protocols, 95
defined, 487
windowing, 487
Windows name resolution, 64
winipcfg.exe utility, 62
WINS (Windows Internet
Name Service) servers, 64
WinSock interface, 487
workgroup switching, 488
write core command, 164
write term command, 134

X

X.25 standard, 488

Y

yellow alarms, 488
yourseen data, 254-255

w

-w option in tracert, 70
WANSs (wide area network)
case study, 400-405, 400

Z

ZIP (Zone Information
Protocol), 488

ZIP storms, 488

zones, 488



