Index

A American with Disabilities Act (ADA), 60
AAA (American Accounting Association), 4 Anonymous hotlines, 31
Accidents, 130 AOL, 11
Account payable, 101 Arthur Andersen LLP, 10-11, 40
Accounts receivable, 101 Assets, company:
Accountability: fraud and access to, 36
and best practices, 53 overstatement of, 99
of boards, 18-20 protection of, 51
commitment to, 65 SOPs for, 103, 104
of management, see Management account- Attorneys, responsibility of, 14
ability Audits:
ADA (American with Disabilities Act), 60 categories of, 88
Adelphia Communications, 7, 9, 11 of document retention systems, 88
Adherence: quality of, 48, 49, 91
to authority and responsibility, 25 unannounced, 63, 114
consistent policy, 49, 52, 92-93, 96-97 Audit committees, 48, 50, 97-99
Administration functions, BCP and, 136 Audited financial reports, 3
Advances, employee, 103 Audit materials, preservation of, 15
Advisors, 138-143 Auditors:
benefits of using, 139 as advisors, 142
financial professionals as, 142—143 fees of, 21
and fraud discussion, 38 scandals involving, 9-11
insurance professionals as, 140—141 selection of, 97-98
IT specialists as, 143 as source of information, 49-50
legal counsel as, 139-140 Auditor independence, 12, 14, 48, 49, 94, 97
leveraging knowledge of, 21 Avoidance of risk, 122
red flags about relationships with, 144-145
for risk management, 121 B
AICPA (American Institute of Certified Public Back-ups, 137
Accountants), 4 Banks, 18, 19
Alcohol abuse, 60 Bankers, 142, 143
Alternative work and service delivery sites, 137 Bank failures, 2
American Accounting Association (AAA), 4 Bank statement reconciliation, 104105
American Institute of Certified Public BCPs, see Business continuity plan/planning
Accountants (AICPA), 4 Benchmarks, 66
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Best practices, see SOX best practices
Better Business Bureau, 44
Bias, auditor, 10
Black Tuesday, 2
Blueprint for success, 55-89
communication step of, 63
company style/culture examination step of,
58
concept of, 55
and document preservation policy, 7588
primary function of, 55-56
risk identification step of, 59—62
for risk management, 64—66
SOPs identification step of, 62
SOPs verification step of, 63
steps of, 56-57
and whistleblower protection, 68—75
Boards:
accountability of, 18-20
attention/involvement of, 24
and best practices, 53
and company culture, 58
and conflict of interest policy, 95
financial literacy of, 48, 50
responsibilities of, 28, 127
risk identification regarding, 59—60
and risk management program, 125
Board meetings, 59, 60
Bristol—Myers Squibb, 7, 11
Budgetary changes, 70
Bush, George W.:
SOX signed by, 5, 7, 9
Ten-Point Plan of, 12—-13
Business, small, see Small business
Business continuity plan/planning (BCP), 62,
65, 131-138
and causes of interruptions, 134-135
components of, 137-138
concept of, 132-134
designing, 135137
importance of, 131-132
review of, 138
Business interruptions:
causes of, 134-135
identifying possible, 135
Business resumption, 134

C
California electric supply, 8-9
Capital sources, 18, 20

Cash disbursements, 100
Cash receipts, 100
Center for Enforcement Tips, Complaints, and
Other Information, 16
CEO:s, see Chief executive officers
Certification of reports, 14, 16
Certified financial reports:
accuracy of, 48, 50, 91-92, 99
risk areas with, 94-95
Certified public accountants (CPAs), 21
CFOs, see Chief financial officers
Chamber of Commerce, 44
Change:
aids to, 32
introducing, 69-71, 93-94
Checking, online, 36
Checklists of job responsibilities, 36
Check signing, 102
Chief executive officers (CEOs):
certification of reports by, 16, 48, 50, 99
fraud involving, 33
responsibilities of, 28
Chief financial officers (CFOs):
certification of reports by, 16, 48, 50, 99
criminal liability of, 18, 19
fraud involving, 33
Code of ethics, 33
developing, 48, 51, 92
importance of, 95
and risk management, 127
SOPs for, 108-109
Commissions, advisor, 145
Commission of Sponsoring Organizations
(COS0), 4, 5, 99
Commitment:
to competence, 25
to fiduciary obligations, 58
Communication:
about document preservation, 87
about fraud reporting, 38
about SOX best practices, 114
about whistleblower protection, 73-75
framework for, 63
and information, 27
Communication plan, 133, 134, 137
Company culture:
in document-preservation-policy creation,
78
ethical behavior modeled in, 34
examining style and, 58



internal controls affected by, 24
and SOX best practices, 93-94
and SOX compliance, 68, 69
in whistleblower-protection-policy creation,
71-72
Compensation agreements, 111
Compensation issues, 60, 127
Compensation packages, 33
Competence, commitment to, 25
Competitive advantage, 20-23
Complaints:
from employees, 131
handling, 62
from neighbors/community, 127
Compliance:
and company culture, 58
with internal controls, 109
with laws, 36
Website demonstration of SOX, 44
Compliance objectives, 26
Confidentiality, 31, 33, 37
and code of ethics, 51
of customer information, 96
Conflicts of interest:
and code of ethics, 51
in management, 59
Contflict of interest policy, 33, 34
establishing, 48, 50, 92
guidelines for, 106
importance of, 95, 105
and risk management, 127
SOPs for, 105-108
Conflict of interest statement or letter, 105,
107-108
Consequences:
and company culture, 58
and consistent adherence, 52
for procedure failures, 42
Consistent adherence to policies and proce-
dures, 49, 52, 92-93, 96-97
Contingency planning, 65
Contracts, public-sector, 22
Control activities, 26
Control environment, 24-25
Coolidge, Calvin, 2
Corporate and Criminal Fraud Accountability
Act (2002), 15
Corporate Fraud Task Force, 13
Corporate responsibility, 15
Corporate scandals, 7-9
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COSO, see Commission of Sponsoring
Organizations
COSO Internal Controls—Integrated
Framework, 5, 19, 23-28
communication/information, 27
control activities, 26
control environment, 24—25
monitoring, 27
risk assessment, 25-26
roles within, 28
Cozad, Matthew A., 47
“Cozy” relationships, 10
CPAs (certified public accountants), 21
Credibility, 53
Credit cards:
company, 59, 96
customer, 96, 126
debit cards vs., 44
monitoring, 126
Credit ratings, 20
Criminal liability, 18, 19
Crisis communication planning, 137
Crisis incident management, 134
Crisis management plans, 62
Culture, company, see Company culture
Culture of denial, 36
Customer confidence, 22
Customer information, 96
Customer service:
and business continuity planning, 136
commitment to, 127
emergency, 134

D
Debit cards, 44, 126
Debts, 15
Decision-making models, 59
Deloitte Touche, 11
Denial:
culture of, 36
and risk management, 120
Design, risk management program, 125
Directors and officers (D&O) insurance, 59,
60
Disaster drills, 131-132
Disclosure requirements, 14
Discrimination, 15-16
Discussion forums, 32
Dissemination:
of document preservation policy, 79
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Dissemination (Continued):
of fraud findings, 38, 73
of whistleblower protection policy, 69
D&O, see Directors and officers insurance
Document categories, 82
Document destruction:
by Arthur Andersen, 40
law regarding, 15
penalties for, 14, 67—68
Document management, 40—44
considerations for, 40
guidelines for, 83, 84
policies for, 4142
storage requirements, 41, 79
and technology, 42—43
for Web sites, 43—44
Document preservation:
and fraud opportunities, 37
in private companies, 14
Document preservation policy, 75-88
benefits of, 76-77
considerations for, 40, 79, 82
sample, 86
steps in creation of, 77—88
worksheet for storage protocols and, 80—-82
Document retention policy:
and business continuity planning, 138
describing, 41
Drug abuse, 60

E
Ebbers, Bernard, 8
Electronic databases, 36
Electronic devices, 42-43, 61, 85
Electronic transmission of sensitive information,
85
Email usage, 126
Emergency customer service, 134
Employees. See also Human resources
advances to, 103
and conflict of interest policy, 50
document responsibilities of, 41-42
independent contractors vs., 111, 112
as martyrs, 36
responsibilities of, 28
rights of, 38, 73
and risk management program, 125
segregating duties of, 36
and technology policy, 43
Employee briefings, 84

Employee manuals, 60

Employment practices liability, 59

Encryption software, 44

Energy markets, 7-9

Enron Corporation:
and Arthur Andersen LLP, 1011
document destruction at, 40
job losses from implosion of, 4
scandal in, 7-9

Equitability, 33

Ernst & Young, 11

Errors, auditor, 10

Essential functions, 136

Ethical standards, 33

Ethical values, 24

Evaluation process, 23

Executive Order 1371, 13

Expense accounts, 34, 59, 96

External audits, 88

F
Fair dealing, 51
Family members, 20, 58, 59
Family-owned businesses, 33-34
Federal Bureau of Investigation, 7
Federal Energy Regulatory Commission, 7
Federal Reserves Board, 2
Fees, advisor, 145
FEI (Financial Executives International), 4
5th U.S. Circuit Court of Appeals, 11
File organization, 22
Finance(s):
and business continuity planning, 136
and insurance advisors, 140
risk management for, 126
Financial Executives International (FEI), 4
Financial incentives to misrepresent, 10
Financial literacy, 48, 50, 98
Financial operations, 110-111
Financial professionals, 142—-143
Financial reports, 3
and business continuity planning, 137
corporate responsibility for, 15
SEC filing of, 16
on Web sites, 44
Financial reporting objectives, 26
Firewalls, 44, 126
Fixed assets, 103, 104
“Framework,” see COSO Internal Controls—
Integrated Framework



Fraud:
amount of, 99
COSO findings on, 99-100
detection of, 32
discussion about, 33-34, 37-38
environment contributing to, 36-37
factors contributing to, 4-5, 23—24, 29
low-level, 73, 74
securities, 3
“Fraudulent Financial Reporting: 1987-1997—
An Analysis of U.S. Public Companies”
(COSO), 99-100
Full disclosure, 107
Fund management, 105

G
GAAP, see Generally Accepted Accounting
Practices
Generally Accepted Accounting Practices
(GAAP), 8, 10
Gifts, 33, 48, 51, 95, 108
Global Crossing, 7, 9
Governance:
and company culture, 58
risk identification in, 59—60
risk management for, 127
and SOX best practices, 53
Great Depression, 1-2
Grievance procedures, 60

H
Halliburton, 7
Harding, Warren, 2
Hardware inventory, 43
Harmon, Melinda, 11
Hiring, 60
Hoover, Herbert, 2
Hotlines, anonymous, 31
Human resources:
and business continuity planning, 136
risk identification in, 60
SOPs for, 111
Human resources policies, 34
Hurricane Katrina, 143
Hurt feelings, 37

|

Ignorance, 120

IIA (Institute of Internal Auditors), 4
Image of company, 72, 127
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ImClone, 8
Incentives:
for fraud, 36
to misrepresent audits, 10
Independence, auditor, see Auditor independence
Independent contractors, employees vs., 111,
112
Information:
accuracy/accessibility of, 12
and communication, 27
sensitive, 43
Information technology (IT) systems:
and business continuity planning, 136
and certified financial statements, 50
ineftective, 34
integration of, 22-23
risk management for, 126
testing, 114-115
Initial public offerings (IPOs):
and best practices, 53, 54
and SOX compliance, 19
“In-service” training, 63
Insider trading, 14
Institute of Internal Auditors (IIA), 4
Insurance, risk management vs., 119
Insurance claims, 129-131, 141
Insurance professionals, 140-141
Insurance underwriters:
and contingency planning, 65
premiums with, 21
and risk identification, 59
and SOX compliance, 19
Integrity, 24
Interest rates, 20
Internal audits, 63, 88
Internal controls, 92
enforcement of, 131
for financial operations, 110-111
for human resources, 111
implementing, 36, 48
and I'T-systems integration, 22—23
lack of, 34, 36
review of, 111-113
risks areas with, 96
and role of technology, 49, 51-52
SOPs for, 109-113
system for, 5
Internal Controls—Integrated Framework, see
COSO Internal Controls—Integrated
Framework
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Internal controls review report, 113
Internal Revenue Service (IRS), 111
Internet access, 126
Intranets, 63
Inventory:
and business continuity planning, 136
security regarding, 126
SOPs for, 102
technology, 43, 61, 85
tracking, 127
Investigations:
and document destruction, 68, 86—87
of fraud, 38, 72-73
IPOs, see Initial public offerings
IRS (Internal Revenue Service), 111
IT specialists, 143
IT systems, see Information technology
systems

J
Job losses, 4, 8

K
“Kickbacks” from vendors, 48, 51, 95, 108
KPMG, 11

L
Laissez-faire economic philosophy, 2
Lay, Kenneth, 9
Legal counsel:
benefits of relationship with, 139-140
and code of ethics, 109
and conflict of interest letter, 108
and document destruction, 68
and technology policy, 43

and whistleblower protection policy, 40, 75

Lines of credit, 20-21

Litigation exposure, 53

Loans to executives, 33, 48, 51, 95, 108
Loan terms, 20-21

Loss history, 141

Lunch breaks, 111

M

Management:
conflicts of interest involving, 105, 107
ethical behavior modeled by, 33
financial literacy of, 48, 50
inattention of, 36—37
loans/gifts/perks to, 33
risk identification in, 59—-60

risk management for, 127

and whistle blowers, 35
Management accountability, 12, 48, 50, 92, 95,

99

Management letter, 142
Management philosophy, 25
Managers, responsibilities of, 28
Marketing, 22, 53
Martyrs, employees as, 36
Media relations, 62, 137
Metrics, 114
Misappropriation, detection of, 32
Modeling ethical behavior, 33, 58, 93-94
Modification of risk, 122, 124, 129
Monetary policies, 2
Monitoring:

of internal controls, 27, 63

of risk management plan, 128-129
Morgan Stanley, 131-132

N

National Association of Accountants, 4

National Commission on Fraudulent Financial
Reporting, 3-5

New Orleans, 143

New York Stock Exchange (NYSE), 2, 4

“No-destroy” policy, 66

NYSE, see New York Stock Exchange

(0}

Objectives, company:
categories of, 25-26
communication of, 63

Obstruction-of-justice statute, 15

Officers of company, 14

Off-site managers, 60

Ombudsman, 31

107th Congress, 6-7, 9

Online checking, 36

Operating style, 25

Operations:
and best practices, 53
financial, 110-111
identifying risks to, 94-97
and insurance advisors, 141
location of, 141
risk identification in, 60-61
risk management for, 126—127

Operations objectives, 26

Orientation programs, 38

Overhead costs, 22



Overtime, 111
Oxley, Michael G., 6

P
Paid time off, 60
Payment documentation, 102
Payroll, 103, 142-143
PCAOB, see Public Company Accounting
Oversight Board
Penalties:
changes in distribution of, 70
and company culture, 58
for document destruction, 87
for noncompliance, 63
SOX, 14-15
Performance reviews, 41
Perks, executive, 33
Personal privacy, 42
Personnel documents, 84
Personnel files, 111
Petty cash, 36, 101
Policies:
consistent adherence to, 49
human resource, 60
Policymaking, 37
Positioning, strategic, 53
Preservation of audit materials, 15
PricewaterhouseCoopers, 11
Prior claims, 129
Privacy:
of client information, 127
and IT systems, 126
personal, 42
Privacy policy, 85, 86
Private companies, 14
Procedures:
consistent adherence to, 49
identifying document, 41
Prohibition against destroying documents,
86—87
Public Company Accounting Oversight Board
(PCAOB), 6, 16
Public Company Accounting Reform and
Investor Protection Act (2002), see
Sarbanes-Oxley Act of 2002
Publicity, negative, 95, 96
Publicly traded companies/securities:
CEO/CFO certification of reports for, 16
defrauding shareholders of, 15
litigation exposure of, 53
reporting of financial information for, 3
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Public relations, 61-62, 137
Punishment, 58

R
Recognition, 70-71
Record-category audits, 88
Recycled technology devices, 43, 85
“Red-tagged,” 132
Reimbursements, 49, 52, 61
Reluctance to “blow the whistle,” 34—-36
Remote access to data, 138
Reporting of financial information, 3
Reporting of waste, fraud, and abuse:
and code of ethics, 36
confidentiality for, 37
encouraging, 35
importance of, 34
Report of the National Commission on Fraudulent
Financial Reporting (COSO), 4, 23
Requirements for small businesses, see SOX
requirements for small businesses
Resources:
and business continuity planning, 138
reallocation of, 70
for risk management, 129
Responsibility(-ies):
adherence to, 25
for document management, 41-42
within Framework, 28
for risk management, 129
Retaliatory behavior, 35, 37, 38, 40, 73
Retention:
personnel, 60
of risk, 122, 124
Retirement portfolios, 8, 11
Return on investment (ROI), 47, 53-54
Revenues, overstatement of, 99
Rewards:
changes in distribution/methods of, 70-71
and company culture, 58
for compliance, 63, 70
and consistent adherence, 52
for reporting waste/fraud/abuse, 34-36
Rigas family, 7
Risk assessment, 25—26
in document-preservation-policy creation,
78
as risk management step, 123-125
and SOX best practices, 94-97
in whistleblower-protection-policy creation,
72
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Risk identification, 59—62
in governance/management, 59-60
in human resources, 60
in operations, 60—61
in public relations, 61-62
Risk management:
administration/monitoring in, 128-131
assessment of risk in, 123—125
concept of, 118
defining, 64—-65
designing program of, 125
evaluating strategies for, 130-131
external advisors for, 121
holistic nature of, 121
and insurance advisors, 141
as ongoing process, 120-121
recognizing legitimate practices of, 119-121
steps of, 123
Risk management committees, 119
Risk management plan/planning:
developing, 127-128
example of, 128
leveraging SOX best practices to build,
125-127
linking SOX best practices with, 121-123
review of, 128, 130
Risk profiles, 19
Risk treatment techniques, 122-124, 129
ROI, see Return on investment
Roosevelt, Franklin D., 2

S

Safety, 141

Sales:
and business continuity planning, 136
increased, 22
tracking, 127

Sarbanes, Paul S., 6

Sarbanes-Oxley Act of 2002 (SOX), 1-16
auditor-scandal factor leading to, 9-11
and Bush’s Ten-Point Plan, 12—-13
corporate-scandal factor leading to, 7-9
economic history behind, 1-5
passage of, 5-7
small-business components of, 13-16
Title II, 14
Title III, 14
Title IV, 14
Title IX, 14-16
Title VIII, 14-15

Title X, 14-15
Title XI, 14-15
SEC, see Securities and Exchange Commission
Section 802, 15
Section 806, 15
Securities Act (1933), 2-3, 6
Securities and Exchange Commission (SEC),
99
corporate scandals investigated by, 7
financial reports filed with, 16
powers of, 3
and SOX, 6
Securities Exchange Act (1934), 3, 6
Securities fraud, 3, 14
Securities information, 2—3
Security:
of data, 126
of warchouse/inventory, 126
Website, 44
Segregating duties, 36, 48, 92, 101-102
Self-assessments, 52
Self-dealing, 50
Selling the business, 22
Senior management:
and business continuity planning, 138
certification of reports by, 16
change introduced by, 69-71
criminal liability of, 18, 19
and document preservation, 87, 88
fraud involving, 99
responsibilities of, 14, 28, 127
Sensitive information, storage of, 43, 85
September 11, 2001 terrorist attacks, 131-132
Service delivery sites, alternative, 137
Sexual harassment, 60, 141
Sick leave, 60
Skilling, Jeffrey, 9
Small business, 17-28
banks and SOX compliance of, 19
best practices as gold standard for, 19
board accountability of, 19-20
capital sources and transparency of, 20
communication/information in, 27
control activities in, 26
control environment in, 24-25
criminal liability of senior management in,
19
fraud factors in, 23-24, 29
infrastructure of SOX for, 18-23

monitoring, 27



requirements for, see SOX requirements for
small businesses
risk assessment in, 25—26
roles/responsibilities in, 28
SOX components affecting, 13—16
value through SOX for, 20-23
Software:
inventory of, 43
and risk management, 119-120
SOPs, see Standard operating procedures
Sources of capital, 18, 20
SOX, see Sarbanes-Oxley Act of 2002
SOX best practices, 47-54
benefits of using, 53—54
Blueprint for implementing, 91-115
and communication, 114
and company culture, 93-94
as gold standard for business management,
18, 19
instituting, 49-53
linking risk management plan with,
121-123
and risk assessment, 94—97
and SOPs, 97-115
Website demonstration of, 44
SOX requirements for small businesses, 2945
Blueprint for implementing, 67-89
document management/ preservation, 40—44
whistleblower protection, 30—40
Spitzer, Eliott, 19
Stakeholders:
communication with, 137
and insurance advisors, 141
Standardized procedures, 22
Standard operating procedures (SOPs):
audit-related, 97-105
for document preservation, 78—88
effectiveness of, 75, 88, 114—-115
identifying control, 62
key financial control areas for, 100-105
risk management as part of, 120
and SOX best practices, 97-115
verifying control, 63
for whistleblower protection, 72-73, 75
Statement of transparency, 113
Statute of limitations, 15
Stock speculation, 2
Storage:
and business continuity planning, 137
of data, 126

INDEX

of risk management program/plan, 125,
127-128
Storage of sensitive information, 43, 85
Storage requirements:
for documents, 41, 79
worksheet for, 80—82
Strategic positioning, 53
Style, company, 58, 71-72, 78, 93-94
Subcontractors, 22
Success:
Blueprint for, see Blueprint for success
desired outcomes/measurement of, 129
Success, clarifying measures of, 69
Succession planning, 127
Supervision, 60
Supervisory personnel, 28
Surrender of company property, 85

T
Tax consultants, 142, 143
Tax returns, 48
Team players, 35
Technology:
and internal controls, 49, 51-52, 92, 96
inventory of, 43, 61, 85
Technology policy:
checklist for, 84
features of, 42—43
and risk management, 126
Telecommunications companies, 9
Ten-Point Plan to Improve Corporate
Responsibility and Protect America’s
Shareholders, 12—13
Termination, 60
Term limits, board, 59
Third-party anonymous hotlines, 31
Thompson, Larry, 13
Timelines:
for internal controls review, 113
for risk management review, 129
Time off, 60
Title I, 14
Title III, 14
Title IV, 14
Title IX, 14-16
Title VIII, 14-15
Title X, 14-15
Title XI, 14-15
Training programs, 38, 63, 87
Transfer of risk, 122—124
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Transparency: Venture capital (VC), 18
at all levels, 49 Virus protection, 126
as best practice, 92, 96
enforcement of, 52 W
importance of, 107 ‘Waksal, Sam, 8
statement of, 113 ‘Warehousing, 61, 126
and venture capital, 18, 20 ‘Web administrators, 126
Transportation: ‘Web sites:
policies/procedures regarding, 127 documents on, 43—44
of sensitive information, 43, 85 “ownership” of, 126
Travel claims, 34, 49, 52, 61, 103, 104 Whistleblower protection, 30—40
Treadway, James C., Jr., 4 benefits of, 32-33
Treadway Commission, see National discussing fraud, 33-34, 37-38
Commission on Fraudulent Financial and document protection, 37
Reporting and fraud environment, 36-37
“Truth in Securities” law, see Securities Act implementing, 38—40
(1933) and introducing change, 6971
Tyco, 9 modeling ethical behavior, 33
ombudsmen, 31
U policies for, 30-31
Unannounced audits, 63, 114 in private companies, 14-16
U.S. Attorney Offices, 7 and reluctance to “blow the whistle,” 34-36
U.S. Congress, 6-7, 9, 13 sample policy for, 39
U.S. Department of Justice, 7, 11 third-party anonymous hotlines, 31
U.S. Supreme Court, 11 ‘Whistleblower protection policies:
Unpaid time off, 60 checklists for, 74
Unqualified opinions, 10 features of, 30—31, 68—69
implementing, 38—40
\4 sample, 39
Vacation, 60 as SOX requirement, 22
Value, adding, 117-145 steps in creation of, 71-75
with business continuity planning, 131-138 ‘Worker’s compensation claims, 141
with professional experts, 138—145 ‘Workplace safety, 141
with risk management, 118-131 Work sites, alternative, 137
with SOX compliance, 20-23 WorldCom, 8, 9, 19-20
VC, see Venture capital World Trade Center, 131-132
Vendors: ‘Wrongful termination, 72, 141
and document preservation, 82 www.whois.com, 126

and insurance advisors, 141
monitoring accounts for, 126 X
positioning with, 22 Xerox, 9, 11



