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reservations and exclusions, 86–88
setting options for new scope, 88–90
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installation, 616
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new connections, 596–600
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directory, 205
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DISABLE command (Recovery Console), 538
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menu, 710
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disk configuration, 489–494
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dynamic storage, 489, 490–492

disk duplexing, 492, 492
Disk Management utility, 493, 493–494
disk quotas, 494–495, 742
DISKPART command (Recovery Console), 538
distinguished name, 215, 736
Distributed File System (Dfs), 501–505, 502
distribution groups, 329, 330, 736
DLLs (dynamic link libraries), conflicts, 435, 436
DNS (Domain Name System), 120, 737
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root, 123–125
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overview, 121
troubleshooting, 163–173
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zones, 126–140, 127

delegating authority in, 132, 133
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resource records management, 138–140
server roles, 133–135
zone transfers, 136–138

DNS client, Netdiag to fix configuration errors, 44
DNS database, scavenging, 148
DNS notify, 138, 138
DNS Server

caching-only, 736
computer settings for, 25
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installation and configuration, 140–155
adding zones, 141–145
configuring zone properties, 146–148
options configuration, 148–152
resource records creation, 152–154

management, 155–163
interoperability, 159–160
interoperability with DHCP, 160–163
replication, 157–159
zone configuration for automatic updates, 

155–156
zone delegations, 156–157

master, 736
monitoring, 172–173
primary, 736
roles, 133–135
secondary, 736
troubleshooting, 171–172

DNS Server Properties dialog box
Advanced tab, 150, 151
Forwarders tab, 150
Interfaces tab, 149, 150
Logging tab, 152
Monitoring tab, 152
Root Hints tab, 150, 151

DNS test with Netdiag, 45
Domain Admins group, 335
Domain Computers group, 335
Domain Controller Security Policy tool, 363
domain controllers, 736

for Active Directory, 216
placement, 236–237

restoring system state data on, 543
Domain Controllers container, 287
Domain Controllers group, 335
Domain Guests group, 335
domain local groups, 331, 736
Domain Name System. See DNS (Domain Name 

System)
Domain Naming Master, 217
domain server, for Terminal Services licensing, 702
Domain Users group, 335
domains, 206–208, 736

GPOs configuration for, 388
multiple, 209–210

dotted-decimal notation, 9
driver signing, 484–486
Driver Signing Options dialog box, 485, 486

DsGetDc test with Netdiag, 46
duplexing disks, 492, 492
duplicate objects, and replication, 244
duration for account lockout, 512
dynamic link libraries (DLLs), conflicts, 435, 436
dynamic routing, 18–19, 19
dynamic storage, 489, 490–492, 737

E
EAP (Extensible Authentication Protocol), 562, 

607, 737
EAP type, 562, 737
Edit Dial-In Profile Properties dialog box

Advanced tab, 590, 591
Authentication tab, 587, 588
Dial-In Constraints tab, 584, 585
Encryption tab, 588, 589
IP tab, 585, 586
Multilink tab, 585, 586, 587

.edu domain, 124
effective permission, 497, 737
EFS (Encrypting File System), 499–501
elevated privileges, for Windows Installer, 456
Emergency Repair Disk (ERD), 540–542
ENABLE command (Recovery Console), 538
Encrypting File System (EFS), 499–501
encryption of data, 499–501

in network connections, 607
for remote access clients, 588

End Process action in Terminal Services Manager 
menu, 711

Enterprise Admins group, 335
enterprise server, for Terminal Services licensing, 702
ERD (Emergency Repair Disk), 540–542
Error event type, 522
Event Viewer, 520–524, 521, 737

for audit logs, 366, 367
event types in, 521–522
exercise, 523–524
managing log files, 522–523
for replication troubleshooting, 240, 241
for troubleshooting DNS servers, 171

Everyone group, 506
exam essentials

Active Directory, 246–247, 311–312
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DHCP (Dynamic Host Configuration 
Protocol), 103

DNS (Domain Name System), 186–187
Group Policy, 419
hardware, 546–547
Internet Connection Sharing (ICS), 684
Internet Information Services (IIS), 724–725
Lmhosts file, 187
nbtstat command, 187
Network Address Translation (NAT), 685
organizational units, 311–312
protocols, 48–50
Routing and Remote Access Service (RRAS), 

621–622
security in Active Directory, 368–369
software deployment, 463–464
Terminal Services, 723–724
virtual private networks (VPN), 684
Windows 2000, 546–547
WINS (Windows Internet Name Service), 187

Exclude Reserved Addresses dialog box, 680
excluded addresses in DHCP, 74

adding and removing, 87
Exclusion, 737
exclusions to DHCP scope, 80
EXIT command (Recovery Console), 538
EXPAND command (Recovery Console), 538
Explorer (Windows), web sharing, 719–720
exporting settings to security template, 356
extended partitions, 490
Extensible Authentication Protocol (EAP), 562, 

607, 737

F
factory-assigned address, 36
Failure Audit event type, 522
FAT16, 737
FAT32, 737
fault tolerance

domain controller for, 219
secondary DNS server for, 134

File Allocation Table (FAT), 488, 737
File and Print Sharing for Microsoft Networks, 28
file extension, 737

managing mappings, 451–452

File Replication Service (FRS), 503
file signature, verifying, 485
file systems, 488–489
File Transfer Protocol (FTP)

IIS support, 712
NAT editor for, 658
site configuration, 720–721

file types, for Windows Installer, 437–438
files

compressed, 497–499
encrypting and decrypting, 500–501

Filter Options dialog box, 297, 297
filtering, 738

Group Policy, 402–406
finding objects in Active Directory, 309–311
firewall, in replication troubleshooting, 240
FIXBOOT command (Recovery Console), 538
FIXMBR command (Recovery Console), 538
flat addressing scheme, 9
Flexible Operations master servers, 217
folder Properties dialog box

Security tab, 496
Sharing tab, 306, 442, 506

folders
compressed, 497–499
encrypting and decrypting, 500–501
inherited permissions, 496–497
sharing, 505–508

Force Policy Inheritance option, for Group Policy 
settings, 389

foreign security principals, 287, 336, 738
forests in Active Directory, 206, 210, 210, 738
FORMAT command (Recovery Console), 539
forward lookup zone, 738

configuration, 142, 146
forwarding, 738

in DNS name resolution, 130, 131
FQDN (fully-qualified domain name), 122
FRS (File Replication Service), 503
FTP (File Transfer Protocol)

IIS support, 712
NAT editor for, 658
site configuration, 720–721

Full Control permission (NTFS), 495, 506
fully-qualified domain name (FQDN), 122
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G
gateway

clearing entries from routing table, 39
computer settings for, 25
default, 735
vs. router, 17

Global Catalog (GC), 212, 332, 738
server placement, 237

Global Catalog server, 738
global groups, 331, 738

predefined, 335–336
.gov domain, 124
GPOs. See Group Policy objects (GPOs)
group memberships, 218
Group objects, OUs to contain, 263
Group Policy, 384–391, 738

for Active Directory domain object, 207
administrative templates for, 385–386
application in organizational unit planning, 

270–271
configuration options, 387
exam essentials, 419
implementation, 391–401

using administrative templates, 399–401
inheritance, 389–390
management, 401–415

filtering, 402–406
for network configuration, 413–415, 414
to publish and assign application, 443–445
for security, 347–351
troubleshooting, 415–418
user and computer settings, 386–387

Group Policy Creator owners group, 335
Group Policy object link, 738
Group Policy object Properties dialog box, 402–403

Security tab, 403, 403
Group Policy objects (GPOs), 384, 388–389, 458, 738

creating, 392–397
delegating administrative control, 406–407
inheritance, 408–411
linking to Active Directory, 397–399
management, 402
removing software package from, 455

groups, 287
creating and managing, 341–343
predefined global, 335–336
real world scenarios, 339–340

scope, 331–332
as security principals, 329
types, 330–331

Guest account, 334
Guests group, 333

H
hardware

exam essentials, 546–547
GPOs to control addition, 487
installation, 480–487
management and troubleshooting, 482–487
storage configuration, 488–505

data compression, 497–499
data encryption, 499–501
disk configuration, 489–494
disk quotas, 494–495
Distributed File System (Dfs), 501–505, 502
file systems, 488–489
NTFS permissions, 495–497

Hardware Compatibility List (HCL), 480
header of packet, 4
HELP command (Recovery Console), 539
hexadecimal address notation, 9
hidden shares, for application installation files, 441
hierarchical address, 738

IP addressing scheme, 9–11
hierarchy

for DNS names, 125
organizational unit relationships in, 268

Highly Secure Template, 416
HKEY_LOCAL_MACHINE\HARDWARE\, 530
HKEY_LOCAL_MACHINE\SYSTEM\, 

CurrentControlSet\Services\
DHCPServer\Parameters, 100

home directory, 714, 738
Hop-Count Threshold, for DHCP relay agent, 619
hostname in DNS name, 122
Hosts file, 169–171, 738
HTTP, IIS support, 712

I
IAS (Internet Authentication Service) format, 613
iasparse utility, 614, 739
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ICMP (Internet control Message Protocol), 40, 739
NAT editor for, 658

ICS. See also Internet Connection Sharing (ICS)
idle time before hang up, for Dial-Up Networking, 604
IIS. See Internet Information Services (IIS)
inbound connections configuration, 568–574

exercise, 572–573
inbound port mapping, 662, 739
Inetres.adm template, 399
.info domain, 124
Information event type, 521
Infrastructure Master, 218
inheritance, 739

for Group Policy, 389–390
by organizational units, 268, 269–270

and troubleshooting, 285
inherited permissions, 496–497, 739
Initial Master, 503
initialization files, 438, 739
installation. See also software deployment

device driver, signing and, 485
DHCP (Dynamic Host Configuration Protocol), 

75–78
authorization for Active Directory, 77–78

DNS Server, 140–155
adding zones, 141–145
configuring zone properties, 146–148
options configuration, 148–152
resource records creation, 152–154

Internet Connection Sharing (ICS), 659–662
Internet Information Services (IIS), 712–713
Network Address Translation (NAT), 666–670
non-Plug and Play hardware, 481–482
Plug and Play hardware, 481
problems of earlier processes, 434–435
RRAS (Routing and Remote Service), 564–566
Terminal Services, 704–711

client disk creation, 707–708
of license server, 705–706
on server, 704–705
user properties configuration, 707

virtual private networks (VPN), 640–642
of Windows 2000, parallel installation, 539–540

.int domain, 124
interactive mode for nslookup, 165
Internet

Network Connection Wizard for, 597
origins, 7–8

Internet Authentication Service (IAS), 579, 613
Internet Connection Sharing (ICS), 599, 653, 739

configuration, 662–665
exam essentials, 684
installation, 659–662
ipconfig and ping to troubleshooting, 665–666
vs. NAT, 658

Internet Connection Sharing Application dialog 
box, 663

Internet Connection Sharing Settings dialog box
Applications tab, 662–663, 663
Services tab, 664, 664–665

Internet control Message Protocol (ICMP), 40, 739
NAT editor for, 658

Internet Explorer, policy options for configuring, 399
Internet Information Services (IIS), 711–712, 739

configuration, 713–721
default web site, 714–718
FTP site, 720–721
virtual directory, 718–720

exam essentials, 724–725
installation, 712–713
troubleshooting, 721–723

Internet protocol (IP). See IP (Internet Protocol)
Internet Protocol (TCP/IP) Properties dialog box, 

22, 22
Internet Services Manager, 713, 739

to create virtual directory, 719
internetwork, 648
interrupt requests, documentation of, 487
intersite replication, 222, 223–235, 743
intranets, 716
intrasite replication, 222–223, 743
invalid logon, specifying for account lockout, 

512–514
IP (Internet protocol), 7, 739

for remote access clients, 568
for RRAS connections, 570–573

IP Address and Domain Name Restrictions dialog 
box, 718

IP addressing, 9–15
in DHCP, 74. See also DHCP (Dynamic Host 

Configuration Protocol)
for DHCP scope, 80
hierarchical addressing scheme, 9–11
private addresses, 654–655
for remote access clients, 571–572
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special addresses, 11
subnetting network, 11–15

IP discovery in DHCP, 71
IP v6, 683
ipconfig, 739

for protocol troubleshooting, 34, 34–36
to renew and release DHCP lease, 98–99
for troubleshooting ICS, 665–666
to view DNS client settings, 168–169

IPLoopBk test with Netdiag, 45
IPSec, 607
IPSec test with Netdiag, 47
IPX for remote access clients, 568

configuration, 573–574
IPX/SPX protocol stack, 6–7
IPX test with Netdiag, 47
iteration, 739

in DNS name resolution, 130
IXFR (incremental zone transfer), 137

J
JavaScript, 412
JScript, 412

K
KCC (Knowledge Consistency Checker), 225
Kerberos test with Netdiag, 46
kernel initialization sequence, in boot process, 530
kernel load sequence, in boot process, 529–530
keyboard shortcuts, for object creation, 272
Knowledge Consistency Checker (KCC), 225

L
L2TP (Layer 2 Tunneling Protocol), 639, 649, 739
laptop computers, file synchronization, 414
Last Known Good Configuration, 530, 533–534
latency, in replication, 243–244
Layer 2 Tunneling Protocol (L2TP), 639, 649, 739
LCP (Link Control Protocol), 569
LDAP (Lightweight Directory Access Protocol), 

219, 740
LDAP test with Netdiag, 46
_ldap._tcp. resource records, 152–153

LDIF Directory Exchange (LDIFDE), 740
lease in DHCP, 68

acknowledgement, 72–73
changes in settings, 85
duration, 81
monitoring, 97–99
offer stage, 71–72
permanent, 74
release, 73
renewal, 73
selection, 72

licenses for software, 433
licensing, Terminal Services, 702–703
Lightweight Directory Access Protocol (LDAP), 

219, 740
Link Control Protocol (LCP), 569
links (Dfs), 501

creating, 502
List Contents permission, 338
List Folder Contents permission (NTFS), 496
List Object permission, 338
LISTSVC command (Recovery Console), 539
Lmhosts file, 179–183, 740

editing, 182–183
exam essentials, 187

Local Area Connection Properties dialog box, 19, 20
opening, 21

Local Computer Policy snap-in, 509, 511–512
Log Off action in Terminal Services Manager 

menu, 711
logon account, for services, 525
LOGON command (Recovery Console), 539
logon/logoff

scripts for, 412
troubleshooting performance problems, 417–418

logon sequence, in boot process, 530–531
logs

for auditing, 366
of DNS operations, 152
for incoming connections, 568
management, 522–523
from NAT, 677
properties, 523–524
Properties dialog box, 612

Local File tab, 613, 613
Settings tab, 612

for remote access server, 609–615
controlling, 610–614
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in replication troubleshooting, 240
Startup, 532, 533
for system information, 520–524

loopback tests, network address for, 11
LostAndFound container, 243–244, 740

M
MAC address, 36
Macintosh computers, AppleTalk for, 5, 568, 574
Macintosh Guest Authentication page, for RRAS 

installation, 565
MADCAP (Multicast Address Dynamic Client Allo-

cation Protocol), 93, 740
mail servers, DNS implementation for multiple, 

154–155
mainframes, 460
Manage Documents print permission, 508
Manage Printers print permission, 508
mandatory upgrade, 446
MAP command (Recovery Console), 539
mapping file extensions, 451–452
Master Boot Record (MBR), 527

Recovery Console to repair, 535
master DNS server, 135, 736
masters, for replication, 217–218
MBR (Master Boot Record), 527
MD command (Recovery Console), 539
MD5-CHAP, 561
member servers, 216, 740
Microsoft CHAP (MS-CHAP), 562
Microsoft Installer packages, 459–460
Microsoft Management Console

Add Standalone snap-in, 393
Group Policy snap-in, 392–397

.mil domain, 124
mirrored volumes, 492, 492, 740
mixed-mode domains, limitations on group 

functionality, 332
MKDIR command (Recovery Console), 539
modem, specifying for dial-up connection, 601
Modem test with Netdiag, 47
Modify permission (NTFS), 496
MORE command (Recovery Console), 539
moved files, NTFS permissions for, 497
moving

Active Directory objects, 298–300
organizational units, 276–278

MSI file extension, 437
msiexec.exe command, 458
MSP file extension, 437–438
MST file extension, 437
multi-master replication, 216
Multicast Address Dynamic Client Allocation Pro-

tocol (MADCAP), 93, 740
Multicast Scope Properties dialog box, 95

Lifetime tab, 95
multicast scopes, 93–95, 740
multilink connections

for RAS clients, 568
server handling of, 585

multilink extensions to Point-to-Point Protocol, 564
MX (Mail Exchanger) resource record, 139

N
name registration in WINS, 176
name release in WINS, 177
name renewal in WINS, 176–177
name resolution, 173–179

in DNS zones, 127–132, 128
Lmhosts file, 179–183
using Nbtstat command, 183–185
WINS (Windows Internet Name Service), 

174–178
name resolution component (NAT), 667, 740
names for organizational units, 267–268

changing, 276–278
namespace, 121–126

for Active Directory domain object, 207
anatomy, 122–123
parent and child names, 125–126
root, 123–125

NAT. See Network Address Translation (NAT)
NAT editor, 658, 740
NAT interface, 671–676, 740

adding, 671–672
properties, 672–676

Address Pool tab, 673–675, 674
General tab, 672–673, 673
Special Ports tab, 675–676, 676

removing, 672
NAT Properties dialog box

Address Assignment tab, 679–680, 680
exercise, 682
General tab, 677, 678
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Name Resolution tab, 681, 681
Translation tab, 678, 679

NAT proxying, 658
native-mode domains, possible group scope 

changes, 332
NbgTm test with Netdiag, 45
NBT (NetBIOS over TCP/IP), 6, 8, 173, 740

NAT editor for, 658
nbtstat command, 183–185, 740

exam essentials, 187
NDIS (Network Driver Interface Specification), 28
.net domain, 124
NetBEUI (NetBIOS Enhanced User Interface), 5–

6, 740
installation, 27–28
for remote access clients, 568, 574

NetBEUI over TCP/IP, turning off, 28
NetBIOS (Network Basic Input Output System), 3, 5

Lmhosts file to map names to IP addresses, 
179–183

name resolution, 173–179
Lmhosts file, 179–183
using Nbtstat command, 183–185
WINS (Windows Internet Name Service), 

174–178
and Windows 2000, 178–179
and Windows NT 4 shares and printer accessi-

bility, 302
NetBIOS Frame (NBF) transport protocol, 5
NetBIOS over TCP/IP (NBT), 6, 8, 173, 740

NAT editor for, 658
Netdiag tool, for protocol troubleshooting, 43–47
NetStat test with Netdiag, 46
NetWare, 6
NetWare test with Netdiag, 47
network address, 741

in IP address, 10
Network Address Translation (NAT), 653–682, 741

and DHCP relay agent, 616
exam essentials, 685
fundamentals, 653–654, 654
how it works, 655–658

inbound packets, 657, 657
multiple interfaces, 655
outbound packets, 656, 656

vs. ICS, 658
installation, 666–670
private addresses, 654–655
real world scenarios, 682–683

Network and Dial-Up Connections folder, 21, 596
Network and Dial-Up Connections window, 660
network cards, MAC address, 36
network configuration, Group Policy for, 413–

415, 414
network, configuration settings in Group Policy, 396
Network Connection Wizard, 596–600

Internet Connection Sharing page, 599, 599
name for connection, 600
Network Connection Type page, 597
Phone Number To Dial page, 598, 598

network connectivity, in replication trouble-
shooting, 240

Network Driver Interface Specification (NDIS), 28
New Delegation Wizard, 156–157, 157
New Dfs Root Wizard, 503–504
New Multicast Scope Wizard, 94
New Object - Organizational Unit dialog box, 

273, 273
New Remote Access Policy command, 578
New Reservation dialog box, 88
New Scope Wizard, 79

Add Exclusions page, 80, 81
Configure DHCP Options page, 81–85
Domain Name And DNS Servers page, 82, 83
IP Address Range page, 80, 80
Lease Duration page, 81
Router (Default Gateway) page, 82, 82
WINS Servers page, 83, 83

New Superscope Wizard, 92
New Technology File System (NTFS), 488, 741
NNTP, IIS support, 712
No Override option, for Group Policy, 409, 410
node address, in IP address, 10
non-Plug and Play hardware, 480, 741

installation, 481–482
nonmandatory upgrade, 447
normal boot process. See boot process
Notepad

to edit Hosts file, 170
to edit Lmhosts file, 182–183

Novell, IPX/SPX protocol stack, 6
NS (Name Server) resource record, 139
nslookup tool, 164–168
NTDETECT.COM file, 529
Ntdsutil.exe command, 543
NTFS (New Technology File System), 488, 741
NTFS permissions, 495–497, 741



NTFS volume Properties dialog box, Quotas tab – persistent routes 761

NTFS volume Properties dialog box, Quotas 
tab, 494

NTLDR file, 527
corrupted or missing, 528, 529

NTOSKRNL.EXE file, corrupted or missing, 529
NWLink, 5, 6–7
NWLink IPX/SPX/NetBIOS Compatible Trans

port, 741

O
objects. See Active Directory objects
octets, 9
offer message in DHCP, 71–72
on-demand installation, 437
Open Shortest Path First (OSPF) protocol, 18
operating system

default, 534
loading at startup, 528
restoring from backup, 540–545

.org domain, 124
organizational unit Properties dialog box

General tab, 279
Group Policy tab, 348
Managed By tab, 279

organizational units (OUs), 207–208, 262, 741
as Active Directory object, 287
benefits, 265
creating, 271–276

exercise, 273–275
enabling auditing, 365
exam essentials, 311–312
GPOs configuration for, 388
groups within, 337
management, 276–285

delegating control of, 280–284
moving, deleting, renaming, 276–278
properties, 278–279

overview, 263–265
planning structure, 266–271

delegating administrative control, 269–270
Group Policy, 270–271
inheritance, 268
logical grouping of resources, 266–268

purpose, 264–265, 265
and security principals, 329–330
troubleshooting, 285–286

OSPF (Open Shortest Path First) protocol, 18
OUs. See organizational units
outbound port mappings, 662, 741
ownership of files, and disk quotas, 494

P
packages for Windows Installer, 437
packets, 4–5
PAP (Password Authentication Protocol), 561, 

607, 741
parent-child relationships, in OU hierarchy, 269
parent domain, 132, 741
partitions, 489, 490, 741

Recovery Console to create and format, 536
troubleshooting, 528

Password Authentication Protocol (PAP), 561, 
607, 741

password, for Dial-Up Networking, 605–607
password policies, 509–512

settings, 511–512
Password Policy object, 356
patches, 437–438, 741
Pathping tool, for protocol troubleshooting, 42–

43, 43
payload of packet, 4
peer-to-peer connection, Network Connection 

Wizard for, 597
performance

of logons, GPOs configuration and, 415
monitoring for DNS, 172–173
optimizing for DNS, 135–136
optimizing for Windows 2000, 514–526
real world scenarios, 519–520
system, 517
troubleshooting logon problems, 417–418

Performance Logs and Alerts, 514, 517
permissions, 327, 337–338, 741. See also Group 

Policy
for default web site, 715
inherited, 496–497
for installing software, 435–436
NTFS, 495–497, 741
print, 508
for shared folder, 506–507

persistent routes, 38
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phone number
displaying in Connection dialog box, 604
for network connection, 598
specifying for dial-up connection, 601

physical connectivity, troubleshooting, 33
ping command, 722, 742

for ICS troubleshooting, 665–666
for protocol troubleshooting, 40–41

ping packet, 40
Plug and Play hardware, 480, 742

installation, 481
plug-in module, for EAP type, 562
Point-to-Point Protocol, multilink extensions to, 564
Point-to-Point Tunneling Protocol (PPTP), 639, 742

NAT editor for, 658
for VPN, 649

policies. See also Group Policy
account lockout, 512–514
to control security, 595–596
indicator in Remote Access event log, 614
password, 509–512

settings, 511–512
remote access, 563
script, 412–413
for VPN, troubleshooting, 652

policy-based networking, real world scenarios, 
390–391

port mappings, 675–676, 742
in IIS, 711

Port Status dialog box, 615, 615
ports

configuration for VPN, 642–644
monitoring from RRAS snap-in, 615
specifying alternate for IIS, 722

Ports Properties dialog box, 642, 643
POST (power-on self-test), 527
PPTP (Point-to-Point Tunneling Protocol), 639, 742

NAT editor for, 658
for VPN, 649

preboot sequence, in boot process, 527–528
predefined options for DHCP, 89
primary DNS server, 134, 736

designating for zone, 147
Primary Domain Controller (PDC) Emulator, 218
primary partitions, 490
Print Operators group, 333
print permissions, 508

Print print permission, 508
Printer objects, 288, 742

publishing, 301–302, 302–305
printer Properties dialog box

Security tab, 508
Sharing tab, 304, 508

printer sharing, 508, 742
private addresses, 654–655, 742
private network, Network Connection Wizard 

for, 597
problem solving. See troubleshooting
profile Properties dialog box, Multilink tab, 585, 

586, 587
programs. See software deployment
promiscuous mode, 742
properties

of Active Directory objects, 293–297
of logs, 523–524
of organizational units, 278–279

protocols
exam essentials, 48–50
how they work, 3–5
installation, 19–28

basics, 19–20
NetBEUI, 27–28
TCP/IP, 21–27

interoperability, 29
for remote access clients, 568
troubleshooting, 29–47

with ARP, 36–38
breaking down problem, 31–33
evaluating, 30–31
with ipconfig, 34, 34–36
with Netdiag tool, 43–47
with Pathping tool, 42–43, 43
physical connectivity, 33
with Ping tool, 40–41
with route command, 38–39
with Tracert tool, 41–42

and Windows 2000, 5–19. See also TCP/IP
NetBEUI, 5–6
NWLink, 6–7

PTR (Pointer) resource record, 139
publishing, 742

applications, 440, 442–445
pull replication in zone transfers, 137
push replication in zone transfers, 138, 138
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Q
quads, 9
quota, disk, 494–495, 742

R
RADIUS (Remote Authentication for Dial-In User, 

563, 593, 743
configuration, 590

RAID-5 volumes, 492, 493, 742
RARP (Reverse Address Resolution Protocol), 36
RAS (Remote Access Services), 743
RD command (Recovery Console), 539
Read & Execute permission (NTFS), 496
Read permission

for Active Directory object, 338
for NTFS, 496

real world scenarios
Active Directory

administrative advantages, 213–214
replication traffic analysis, 244–245

changing environment, 238–239
consistent security policies enforcement, 359–360
delegation, 284–285
DHCP implementation in static IP environment, 96
DHCP options, 101–102
DNS implementation for multiple mail servers, 

154–155
groups, 339–340
multiple protocols, 28–29
network devices, 487
optimizing DNS performance, 135–136
performance, 519–520
policy-based networking, 390–391
remote access, 591–592
software deployment, 448–449
software rollbacks, 460–462
VPN security planning, 647
Windows naming services, 178–179

Recovery Console, 535–539
to access system resources, 537
starting, 536

recovery of Windows 2000 service, 525
recursion, 742

in DNS name resolution, 128–130, 129

redial attempts, for Dial-Up Networking, 604
refresh Group Policy, 416
refresh interval

and secondary zone, 147
specifying, 149
for zone transfers, 137

RegEdit command, 351
registering domain names, 124
registration of name, in WINS, 176
Registry, 351

backup on ERD, 541
DHCP lease information, 100
and Group Policy, 385
as system state data, 543

relative distinguished name, 215
Relative ID Master, 218
release of name, in WINS, 177
releasing DHCP lease, 73, 98
Remote Access event log, 614–615
remote access policies, 563, 577–582, 742

attributes, 580–581
deleting, 582
reordering, 582
for virtual private network, 644–646

remote access profiles, 577–590, 743
Remote Access Services (RAS), 414, 743

real world scenarios, 591–592
security for, 592–596

remote administration mode, 743
for Terminal Services, 701

Remote Authentication for Dial-In Use 
(RADIUS), 743

Remote Control action in Terminal Services 
Manager menu, 711

Remote Procedure Call (RPC) protocol, 222, 
658, 743

removable media, preventing installation of software 
from, 457

removing programs, 433, 455–456
RENAME command (Recovery Console), 539
renewal of name, in WINS, 176–177
renewing DHCP lease, 73, 98
replicas (Dfs), 501

configuration, 502–505
replication, 743

of Active Directory, 213, 219–245
configuration, 221–239
latency, 243–244
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monitoring and troubleshooting, 239–244
sites, 22, 220–221
traffic analysis, 244–245

in DNS, 157–159
replication latency, 743
Replicator group, 334
reservations in DHCP, 74, 743

adding and removing, 87–88
reservations in NAT, 674–675
Reservations view (DHCP snap-in), 76
Reset action in Terminal Services Manager 

menu, 711
resetting computer account, 300
resource records, 126, 743

creating, 152–154
filtering, 168
management, 138–140
types, 139
verifying, 168

resource sharing, 505–508
folders, 505–508

resources. See Active Directory objects
responsible person, for DNS server, 147
Restore Wizard, 544–545
Reverse Address Resolution Protocol (RARP), 36
reverse lookup zone, 132, 743

creation, 144–145
RFC 1497, 102
RFC 1542, 616
RFC 1597, 655
RIP (Routing Information Protocol), 18
RMDIR command (Recovery Console), 539
roles for servers, 216–219
rollback

real world scenarios, 460–462
in Windows Installer, 456

root (Dfs), 501
creating, 502

root domain, 123–125, 743
route command, for protocol troubleshooting, 

38–39
Route test with Netdiag, 46
router

DHCP scope configuration, 82
gateway vs., 17
in replication troubleshooting, 240

router discovery, 18

routing, 15–17
dynamic routing, 18–19, 19
static routing, 17–18

Routing and Remote Access Server Setup Wizard, 
564–566, 668–669

Internet Connection page, 669
Remote Client Protocols page, 565

Routing and Remote Access Service (RRAS), 743. 
See also virtual private networks (VPN)

activating, 668–670
basics, 560–564

access control, 563
connection security, 563
multilink, 564
user authentication, 561–563

configuration, 566–596
general options, 567, 567–568
inbound connections, 568–574
security, 592–596
user access, 575–592

Dial-Up Networking client configuration, 
596–609

connection properties, 601–609
new connections, 596–600

exam essentials, 621–622
installation, 564–566
installing DHCP relay agent on server, 618
server management, 609–620

integration with DHCP, 616–620
monitoring activity, 609–615

Routing Information Protocol (RIP), 18
routing table, 17

dumping, 38
RP (Responsible Person) resource record, 139
RPC over Internet Protocol, 223
RPC (Remote Procedure Call) protocol, 222, 

658, 743
RRAS. See Routing and Remote Access Service 

(RRAS)
RRAS server Properties dialog box, 566

General tab, 567, 567–568
IP tab, 570–573, 571
IPX tab, 573, 573–574
PPP tab, 568–570, 569
Security tab, 592–595, 593

RRAS Setup Wizard, and VPN configuration, 
640–641

RRAS snap-in, Server Status node, 610



safe mode for Windows 2000 startup – service Properties dialog box 765

S
safe mode for Windows 2000 startup, 531–532, 532
scavenging DNS database, 148
schedule for replication, 226
schema, 206

for Active Directory, 211–212
Schema Admins group, 336
Schema Master, 217
scope, 743
scope in DHCP, 74

creation and management, 79–96
activation and deactivation, 91
changes, 85–86
creating plain, 79–85
exercise, 84–85
multicast scopes, 93–95
reservations and exclusions, 86–88
setting options for new scope, 88–90
superscope, 91–92

Scope Options dialog box, 90, 90
Scope options for DHCP, 89
Scope Options view (DHCP snap-in), 76
Scope Properties dialog box, 85–86, 86
script policies, 412–413, 743
scripts, settings in Group Policy, 396
search engine, for Active Directory, 212
search order, for Windows Installer, 456
searching Active Directory, 308–311
secedit.exe command, 357–359
second-level domains, 125
secondary DNS server, 134, 736
Secure Socket Layer (SSL), 718
Secure Template, 416
secured password, for Dial-Up Networking, 606
security

for Dial-Up Networking, 604–607
for remote access, 592–596

policies to control, 595–596
settings in Group Policy, 394
virtual private networks and, 647

Security Configuration and Analysis utility, 351–
361, 743

exercise, 353–357
process for working with, 352
real world scenarios, 360
secedit.exe command, 357–359

security groups, 329, 330, 744
security identifier (SID), 328–329

for Active Directory object, 300
security in Active Directory, 327

audit policy, 361–367
implementation, 362–365
overview, 361–362
viewing information, 366–367

consistent policy enforcement, 359–360
exam essentials, 368–369
Group Policy, 347–351
implementation, 340–347

delegating control of Active Directory objects, 
345–347

with user templates, 344–345
users and groups creation, 341–343

local vs. global control, 360
overview, 328–340, 330–336

ACLs and ACEs, 338
groups, 330–336
management, 336–338, 337
security principals, 328–330

Security log, 520, 521
security permissions, for Active Directory domain 

object, 207
security principals, 264, 328–330, 744
security templates, 351, 744

exporting settings to, 356
Select Attribute dialog box, 579, 579
Select Network Component Type dialog box, 21
Select Network Protocol dialog box, 21
Send Message action in Terminal Services Manager 

menu, 710
server certificate for SSL, 718
server objects, moving between sites, 233–234
Server Operators group, 334
Server options for DHCP, 89
server Properties dialog box

DNS tab, 162, 162
Event Logging tab, 610–611, 611

server roles, in Active Directory, 216–219
servers

for Terminal Services, 701
VPN connections between, 648–650

service packs, 514, 516, 744
service Properties dialog box

Dependencies tab, 525
General tab, 524
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Log On tab, 525
Recovery tab, 525

services in Windows 2000, 524–526
enabling or disabling loading, 535
redirecting in inbound ICS, 664

share, 744
specifying default for installation file, 450

share permissions, 505, 744
Share Permissions dialog box, 506, 507
shared components, and uninstalling software, 433
Shared Folder objects, 288, 744

publishing, 301–302, 306–308
shared folders (Dfs), 501
Shared Folders, OUs to contain, 263–264
sharing. See also Internet Connection Sharing (ICS)
sharing resources, 505–508
Shiva Password Authentication Protocol (SPAP), 

561, 607
shutdown, scripts for, 412
SID (security identifier), 328–329

for Active Directory object, 300
signing device drivers, 484–486
Simple Mail Transfer Protocol (SMTP), 223, 744
simple volumes, 490, 490, 744
single-master operations, 217
site link bridges, 744

creating, 225, 234–30
exercise, 226–230

site links, 224–230, 225
creating

exercise, 226–230
factors in, 225–226

verifying, 242
sites for Active Directory, 220–221, 221, 744

GPOs configuration for, 388
moving server objects between, 233–234

slipstream, 516
smart cards, 562

for Dial-Up Networking, 605–607
SMTP (Simple Mail Transfer Protocol), 223, 744

IIS support, 712
SOA (Start of Authority) resource record, 139
software deployment

assigning applications, 439, 442–445
configuration, 449–457

categories, 453–454
file extension mappings, 451–452
removing programs, 455–456

exam essentials, 463–464
implementation, 440–449

preparation, 440–442
overview, 432–440
publishing applications, 440, 442–445
real world scenarios, 448–449, 460–462
troubleshooting, 457–462
updates, 445–447
verifying installation, 447–448
Windows Installer, 434–438

settings, 456–457
Software Installation Properties dialog box, General 

tab, 450, 450–451
software management life cycle, 433–434
software Properties dialog box

Deployment tab, 444
Upgrades tab, 445

software rollbacks, real world scenarios, 460–462
source address in packet, 4
spanned volumes, 490–491, 491, 744
SPAP (Shiva Password Authentication Protocol), 

561, 607
Special Ports tab, 744
SRV (Service) resource record, 139
SSL (Secure Socket Layer), 718
stand-alone servers, 216
Startup And Recovery dialog box, 534, 535
Startup log, 532, 533
startup of Windows 2000

scripts for, 412
troubleshooting, 526–540

advanced options, 531–534
normal boot process, 526–531
Startup and Recovery options, 534, 535
using Recovery Console, 535–539

Startup Properties dialog box, 413, 413
static IP addressing, for remote access clients, 576
static routing, 17–18

in NAT, 655
Status action in Terminal Services Manager 

menu, 711
storage configuration, 488–505

data compression, 497–499
data encryption, 499–501
disk configuration, 489–494
disk quotas, 494–495
Distributed File System (Dfs), 501–505, 502
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file systems, 488–489
NTFS permissions, 495–497

striped volumes, 491, 491, 744
subnet, 745
subnet address, 745
subnet masks, 12–15, 745
subnetting network, 11–15
Success Audit event type, 522
superscope, 74, 91–92, 745

children, 92
synchronization

of offline files, 414
verifying in replication troubleshooting, 242

system boot files, 543
system bottleneck, 517, 745
System folder in Active Directory, 297–298, 298
System log, 520
System Monitor, 172–173, 514
System Policies, 384
system state data, 543–544
System.adm template, 399
SYSTEMROOT command (Recovery Console), 539
SYSVOL directory, 543

T
Task Manager, 514, 517–519, 745

Applications tab, 518
Processes tab, 518, 518

TCP (Transmission Control Protocol), 7, 746
TCP/IP, 5, 7–19

advantages, 8
disadvantages, 8–9
installation, 21–27

advanced settings, 24–26
basic configuration, 22–24
exercise, 27

IP addressing, 9–15
routing, 15–17

dynamic routing, 18–19, 19
static routing, 17–18

settings for remote connection, 608–609
TDI (Transport Data Interface), 28
templates

security, 351
for user accounts, 344–345

Terminal Services, 700–702, 745
application server mode, 701–702
connection to server, 708–709
exam essentials, 723–724
installation and configuration, 704–711

client disk creation, 707–708
of license server, 705–706
on server, 704–705
user properties configuration, 707

licensing, 702–703, 745
remote administration mode, 701
session management, 709–711

Terminal Services Client Creator, 705, 745
disk creation, 707–708

Terminal Services Configuration, 705, 745
Terminal Services Manager, 705, 709–711, 710, 745
test environment

for application installation, 449
before software deployment, 457

thin client, 700, 745
threshold for account lockout, 512
top-level domains, 124
Trace log, for baseline creation, 517
tracert, 41–42, 745
trailer of packet, 5
transformation files, 437, 746
translation component (NAT), 666
Transmission Control Protocol (TCP), 7, 746
Transport Data Interface (TDI), 28
Transport Level Security, for EAP, 562
trees in Active Directory, 206, 209, 209, 746
troubleshooting

Active Directory replication, 239–244
DHCP (Dynamic Host Configuration Protocol), 

96–102
database files, 99–100
Ipconfig to renew and release lease, 98–99
monitoring leases, 97–99
reconciling DHCP scopes, 100–101

DNS (Domain Name System), 163–173
clients, 163–171

DNS Server, 171–172
Group Policy, 415–418
hardware, 486
Internet Information Services (IIS), 721–723
organizational units, 285–286
protocols, 29–47

with ARP, 36–38
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breaking down problem, 31–33
evaluating, 30–31
with ipconfig, 34, 34–36
with Netdiag tool, 43–47
with Pathping tool, 42–43, 43
physical connectivity, 33
with Ping tool, 40–41
with route command, 38–39
with Tracert tool, 41–42

software deployment, 457–462
virtual private networks (VPN), 650–652
Windows 2000 startup, 526–540

advanced options, 531–534
normal boot process, 526–531
Startup and Recovery options, 534, 535
using Recovery Console, 535–539

Troubleshooting Wizard, 486
trust relationships, 746

in domains, 208
Trust test with Netdiag, 46
TTL (time to live), 41

for WINS record, 176
TYPE command (Recovery Console), 539

U
UDP ports for DHCP, 71
Unicast scope, 746
uninstalling applications, 433, 455–456

based on management scope changes, 451
uninstalling service pack, 516
universal groups, 331–332, 746
unlocking user account, 514
updates

to device drivers, 483–484
to software, 445–447

Upgrade Device Driver Wizard, 484
user account Properties dialog box, 293–294, 294
user accounts

account lockout policies, 512–514
assigning applications to, 439
creating and managing, 341–343
granting VPN access to, 644
Group Policy settings, 386–387
properties for logon process, 509
remote access profiles, 575–592
as security principals, 329
templates for, 344–345

user authentication, in remote access connection, 
561–563

User objects, 288, 746
OUs to contain, 263

user Properties dialog box, Dial-In tab, 575, 
575–577

users
Active Directory objects availability to, 301–302
disk quotas for, 494–495
troubleshooting changes by, 32

Users container, 287
Users group, 334

V
VBScript, 412
VGA mode, for Windows 2000 startup, 533
videoconferencing, 658
views, in DHCP snap-in, 76
virtual directory, 746

IIS support, 718–720
virtual private networks (VPN), 638–652, 746

configuration, 642–646
ports, 642–644
remote access policy, 644–646

exam essentials, 684
installation, 640–642
Network Connection Wizard for, 597
PPTP vs. L2TP, 639
real world scenarios, 647, 647
server to server connections, 648–650
troubleshooting, 650–652

volumes, 489, 490–492, 746
mirrored, 492, 492
RAID-5, 492, 493
simple, 490, 490
spanned, 490–491, 491
striped, 491, 491

W
WAN test with Netdiag, 47
Warning event type, 521
warning message, about unsigned driver, 485
Web Server Certificate Wizard, 718
web sharing, 719–720, 746



web site, configuring default in IIS – zones in DNS 769

web site, configuring default in IIS, 714–718
authentication and SSL, 716–718
Home Directory options, 714–716

Windows 95/98/NT, DHCP server update of DNS, 
161, 161

Windows 2000
Client Access License, 702
exam essentials, 546–547
optimizing, 514–526

determining system performance, 517
with updates, 514–516
using Event Viewer, 520–524, 521
using Task Manager, 517–519

parallel installation, 539–540
protocols and, 5–19. See also TCP/IP

NetBEUI, 5–6
NWLink, 6–7

restoring from backup, 540–545
services, 524–526
startup troubleshooting, 526–540

advanced options, 531–534
normal boot process, 526–531
Startup and Recovery options, 534, 535
using Recovery Console, 535–539

system state data, 543–544
WINS and, 175

Windows 2000 clients, DHCP/DNS integration, 
160–161, 161

Windows 2000 Components Wizard, 141
Windows 2000 Server

domain controllers in, 217
Hardware Compatibility List (HCL), 480

Windows authentication, 593
Windows Component Wizard, for DHCP Service 

install, 75
Windows Explorer, web sharing, 719–720
Windows Installer, 434–438, 746

benefits, 435–437
file types, 437–438
settings, 456–457

Windows Installer packages, 746
Windows Internet Name Service (WINS), 747. See 

WINS (Windows Internet Name Service)
Windows NT, and remote access policies, 563
Windows Professional, client configuration for Dial-

Up networking, 600
Windows Script Host (WSH), 412, 747
Windows settings, 387

Windows Update, 514, 515, 747
Windows.adm template, 399
winipcfg command, 34
Winnt.adm template, 399
WINS (Windows Internet Name Service), 26, 173, 

174–178, 747
DNS configuration for, 83
exam essentials, 187

WINS test with Netdiag, 45
Winsock test with Netdiag, 45
winver command, 516
Write permission

of Active Directory objects, 338
in NTFS, 496

WSH (Windows Script Host), 412, 747

Z
ZAP files, 438
zone Properties dialog box

General tab, 146, 146
Name Servers tab, 148
Start Of Authority (SOA) tab, 147, 147
WINS tab, 148
Zone Transfers tab, 148, 158

zone transfers, 747
zones in DNS, 126–140, 127, 747

adding, 141–145
configuration for automatic updates, 155–156
configuring properties, 146–148
delegating authority in, 132, 133
delegations, 156–157
name resolution, 127–132, 128
resource records management, 138–140
server roles, 133–135
zone transfers, 136–138


