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Symbols and Numerics

! (Escape) FTP subcommand, 337
? (Help) FTP subcommand, 337
10Base2 standard, 36-37, 39, 799
10Base5 standard, 36, 39, 799
10BaseFL standard, 37, 39
10BaseT standard, 25-26, 37, 39, 55, 103,
104, 799. See also twisted-pair cable
100BaseFX standard, 37, 39, 799
100BaseT4 standard, 37, 39, 103, 799
100BaseTX standard, 37, 39, 799
100BaseVG AnyLAN standard,
defined, 799
802.2 standard, defined, 799
802.3 standard, 23, 35-36, 384, 799
802.11 standards, 384, 799
802.11a standard, 383-384, 397
802.11b standard, 383-384, 386,
389, 391, 397, 418, 419
802.11g standard, 383-386, 391, 397
802.11i standard, 409
802.11n standard, 384
802.15 standard, 424
1000BaselX standard, 38-39
1000BaseT standard, 38-39, 799
8088 processor, defined, 799
80286 processor, defined, 800
80386 processor, defined, 800
80486 processor, defined, 800

A

A+ certification, 168

A (Address) resource record type,
318, 320-321, 324, 718

AAUI (Apple Attachment Unit Interface),
defined, 800

access control lists (ACLs), 537-538

access points. See wireless access
points (WAPs)

access rights
applying to groups, 188, 516,
526-527, 531
defined, 800
in Linux systems, 694-695
Account Operators group, 528
accounts, defined, 800. See also
user accounts
ACLs (access control lists), 537-538
acronyms, defined, 800
Active Directory
compared with Windows NT domains,
507-508
creating domains, 512
creating organizational units, 512-514
defined, 64, 507, 800
diagramming domain structure using
Visio, 509-510
domains in, 509-510
forests in, 511-512
objects in, 508-509
organizational units in, 510
overview, 507-508
structural elements, 508-512
trees in, 511
Active Directory Domains and Trusts
MMC snap-in, defined, 494
Active Directory Installation Wizard, 512
Active Directory Manager, 508-509
Active Directory Sites and Services MMC
snap-in, defined, 494
Active Directory Users and Computers
MMC snap-in
adding members to groups, 530-531
Builin container, 527-528
creating groups, 529-530
creating new user accounts, 516-519
creating organizational units, 512-513
defined, 494
illustrated, 493-494
managing Exchange mailboxes, 617-621
Users container, 527, 529
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Active Server Pages (ASP), defined, 800
Active Voice. See ViewMail
ActiveSync, 467, 800
adapter cards, defined, 800. See also
network interface cards (NICs)
Add Roles Wizard
accessing from Initial Configuration
Tasks Wizard, 119
adding DHCP servers, 293-297
adding DNS servers, 323
adding Web Server (IIS) role, 607-610
adding Windows SharePoint Services,
650-651
overview, 485-487
Add Web Site dialog box, 613-614
address book, defined, 800
address classes, 274, 277-279
Address Resolution Protocol (ARP),
39, 267
Address (A) resource record type,
318, 320-321, 324, 718
ad-hoc wireless networks, 380, 391
ADMINS$ share, 540
administrative installation image, 211
Administrator account
client computer access, 128
group memberships, 528-529
managing Windows Server 2008,
489-490
overview, 184-185
security issues, 180
Administrators group, 528
administrators, network
applying software patches, 163-164
backing up data, 239-250
choosing, 161-162
as computer gurus, 169-170
defined, 800
information resources, 166—-167
keeping NOS and other software
updated, 163-164
managing file servers, 537-550

managing mobile devices, 465-472
managing network users, 163
managing PBX systems, 441-450
managing routine technology
chores, 162
part-time, 161-162
software tools for, 164-166
useful bluffs and excuses for, 170-171
what they do, 159-161
Advanced Graphics Port (AGP),
defined, 801
aero top-level domain, 305
AFP (Apple Filing Protocol), 134, 800
AGP (Advanced Graphics Port),
defined, 801
aliases, creating, 749-750
Allman, Eric, 746
allocation units, defined, 801
$ALLUSERSPROFILES% environment
variable, Windows, 580
AlohaNet, 383
alter statement, SQL, 630
American National Standards Institute
(ANSD), 23-24
American Standard Code for Information
Interchange (ASCID)
converting to and from EBCDIC, 33
defined, 32-33
analog communications, 433
analog phone systems, 434-435
AND logical operation, 271-272
ANSI (American National Standards
Institute), 23-24
antennas, 382, 388, 419-420
antivirus programs, 199-200, 801
Apache
configuring virtual hosts, 738-741
confirming whether running, 735-736
creating and editing HTML Web site
content, 743
creating virtual hosts, 741-742
defined, 733, 801



HTTP configuration tool, 736-737
installing, 733-734
manually editing configuration files, 743
restricting server access, 738
starting and stopping, 734-735
user account status, 742-743
APIPA (Automatic Private IP
addressing), 299
Application log, 564, 566
$APPDATA% environment variable,
Windows, 580
append FTP subcommand, 337
Apple Attachment Unit Interface (AAUI),
defined, 800
Apple Filing Protocol (AFP), 134, 800
Apple Mac OS/X Server, 70, 135
Apple Macintosh computers
accessing shared files, 137-138
activating AppleTalk, 136
built-in networking support, 133-134
configuring for networking, 136
defined, 812
file-naming rules, 139
networking with PCs, 134, 138-139
sharing files with other users, 137
AppleTalk
accessing network printers, 136-137
activating file sharing, 137
activating protocols, 136
defined, 42, 134, 801
overview, 134
as part of Open Transport, 134
subdividing networks into zones,
134-135
AppleTalk Filing Protocol (AFP), 134, 800
Application events, viewing, 227, 564
application gateways, 195-196
Application layer, OSI model
defined, 25, 801
list of protocols, 33
overview, 33
protocol reliance on TCP, 40
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Application layer, TCP/IP model
illustrated, 38, 266
overview, 268
archive bits
copy backups, 242, 243-244
daily backups, 242, 244
defined, 242, 801
differential backups, 242, 245
incremental backups, 242, 244-245
normal backups, 242-243
ARCnet, as early example of ring
network, 18, 801
ARP (Address Resolution Protocol),
39, 267
arp TCP/IP command, 165, 349-350
ARPANET, 41, 263-264
ASCII (American Standard Code for
Information Interchange)
converting to and from EBCDIC, 33
defined, 32-33
ascii FTP subcommand, 338
ASP (Active Server Pages), defined, 800
ATA drives, for server computers, 46
Athlon, defined, 801
AT&T 258A wiring scheme. See EIA/TIA
568B wiring scheme
AT&T CallVantage, 460, 462
attributes, defined, 801
AUI (Attachment Unit Interface),
defined, 801
Auto-attendant PBX feature, 436-437, 801
AUTOEXEC.BAT file, defined, 801
Automatic Private IP addressing
(APIPA), 299
Autonomica, 313
availability, importance for servers, 44

/i)

backbone, network
defined, 801
fiber-optic cable, 37-38
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backbone, network (continued)
Gigabit Ethernet for, 38
speed issue, 234
backing up data
compression factors, 241
copy backups, 242-244
daily backups, 242, 244
defined, 802
differential backups, 242, 245
disaster planning, 251-258
generation backups, 247
incremental backups, 242, 244-245
local compared with network backups,
246-247
normal backups, 242-243
number of backups to keep, 247-248
overview, 239
as security issue, 249-250
software for, 241
tape and tape drive overview,
240, 248-249
types of backups, 242-245
using CDs and DVDs, 240
BackOffice, defined, 801
backup domain controllers (BDCs),
506, 802
Backup Operators group, 528
backup selection, defined, 242
bandwidth, 97, 383
banners
on FTP sites, 330, 333, 759
for print jobs, defined, 802
Base, defined, 39
baselines, establishing, 234-235
Basic Service Set (BSS), 389
batch files, 581-582, 802
BCPs (business continuity plans),
251-252, 255-257
BDCs (backup domain controllers),
506, 802
bell FTP subcommand, 338

benchmarks
defined, 802
establishing, 234-235
Berkeley Software Distribution
(BSD), 746
/bin directory, Linux, 689
binary numbering system
compared with decimal numbering
system, 269-270
defined, 269
in IP addresses, 274
logical operations, 271-272
Windows Calculator program, 272-273
binary FTP subcommand, 338
BIND
configuration files, 714-718
defined, 713
installing on Linux servers, 713-714
named. ca file, 715-717
named. conf file, 714-715
named. customn file, 715
named. local file, 717
official Web site, 793
restarting on Linux servers, 718
bits, defined, 270
biz top-level domain, 305
BlackBerry devices, 466, 469-470
blade servers, as server form factor
option, 47-48
Bluetooth
adding to computers, 425
classes, 424
defined, 423, 802
enabling discovery feature, 426-427
installing keyboard, 427
installing mouse, 427
installing USB adapter, 426
overview, 423-424
technical aspects, 424-425
Windows support, 426
BNC cable, defined, 49



BNC connectors, defined, 49, 802
books. See computer books
/boot directory, Linux, 689
boot partition, Linux, 673
BootP, 293
Bootstrap Protocol, 293
bottlenecks
common, 232-234
defined, 230, 802
malfunctioning components as, 234
network infrastructure as, 233-234
overloaded servers as, 233
overview, 230-231
server configuration options as,
232-233
server hardware as, 232
bridges
compared with repeaters, 56
compared with routers, 57
as Data Link layer devices, 28, 57
defined, 56, 802
overview, 56-57
wireless, 391
broadband, defined, 802
BSD (Berkeley Software
Distribution), 746
BSS (Basic Service Set), 389
buffers, defined, 802
built-in user accounts
Administrator account, 128, 180,
184-185, 489-490, 528-529
defined, 184
Guest account, 185
service accounts, 185-186
bus topology
cables for, 16, 50
combined with star topology, 17-18
defined, 802
illustrated, 16
nodes in, 16
overview, 15-16
packets in, 16

Inder 831

business continuity plans (BCPs),
251-252, 255-257
bye FTP subcommand, 338

C

ca top-level domain, 306
cable ties, defined, 803
cables. See also coaxial cable; twisted-
pair cable; wireless networks
in bus networks, 16
Category 5, 37-38, 104
crossover, 105, 110
Ethernet naming designations, 39
Fast Ethernet, 37, 104
fiber-optic, 37-38
Gigabit Ethernet, 37-38
in mesh networks, 18-19
in networks, defined, 10-11
in networks, overview, 49-51
overview, 49-51
for phone systems, 439-440
reasons to buy in bulk, 51
Standard Ethernet, 36-37
in star networks, 16-17
station, 99, 106
thinnet, 49-50
tools for installing, 101-102
verifying connections, 152
cache.dns file, 313-315
caches, defined, 803
Calculator program, Windows, 272-273
call-forwarding PBX feature, 437, 803
call-parking PBX feature, 437, 803
call-transfer PBX feature, 437, 803
camp-on PBX feature, 437-438
Canonical Name (CNAME) resource
record type, 318, 321, 718
carrier sense, defined, 28
carrier sense multiple access with
collision detection (CSMA/CD),
27-28, 805
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cat command, Linux, 771-773

Categories, twisted-pair cables,
51, 97-98, 104

Category 3, defined, 803

Category 5, 37-38, 51, 97, 104, 803

Category 6, 38, 51, 97, 803

CCDA certification, 169

CCDP certification, 169

CCIE certification, 169

CCIP certification, 169

$CCMDEXTVERSIONS environment
variable, Windows, 580

CCNA certification, 169

CCNP certification, 169

cd command, Linux, 766-767

$CD% environment variable,
Windows, 580

cd FTP subcommand, 338-339

CD-R drives, defined, 803

CD-ROM, defined, 803

CD-RW drives, defined, 803

CDs, for backup, 240

cell phones. See mobile devices

Centrex phone systems, 436, 803

Cert Publishers group, 528

certification, 167-169, 791

Certification Authority MMC snap-in,
defined, 494

Certified Network Dummy (CND),
defined, 803

Certified Network Engineers (CNE),
defined, 803

chage command, Linux, 778

Change permission, 187

channels, telecom, 434

channels, WAP

changing, 418-419
configuring, 393

chat, defined, 803

cheapernet, defined, 804

chgrp command, Linux, 781-782

CHKDSK DOS command, defined, 804

chmod command, Linux, 782-783
chown command, Linux, 781
circuit-level gateways, 195
circuits, telecom, 433, 804
Cisco certifications, 169
Class A IP addresses, 277-279
Class B IP addresses, 279
Class C IP addresses, 279
Class resource record field, 317-318
CLECs (Competing LECs), 432
clicks, defined, 804
client computers
backing up from, 246
basic troubleshooting, 216-218
compared with server computers, 13
configuring for DHCP, 145-147
configuring identification, 128-132
configuring network connections,
121-128
configuring network logon, 132
configuring Windows XP, 121-126
defined, 804
mapping network drives, 148-150, 155
in networks, defined, 10
physical security for, 176-177
pinging, 154
requirements for joining domains,
128-129
restarting, 223-224
turning off then on again, 223-224
verifying logon, 154-155
verifying network connections, 151-152
client/server networks
compared with peer-to-peer
networks, 14
defined, 14, 804
hardware upgrade plan, 92-94
wireless upgrade plan, 90-92
clock speed, 45
close FTP subcommand, 339
Cluster Administrator MMC snap-in
defined, 494



clusters. See allocation units, defined

$CMDCMDLINES environment variable,
Windows, 580

CNAME (Canonical Name) resource
record type, 318, 321, 718

CND (Certified Network Dummy),
defined, 803

CNE (Certified Network Engineers),
defined, 803

coaxial cable

10Base2, defined, 36-37

attaching BNC connectors to, 107-108

compared with twisted-pair cable,
51-52
defined, 804
installing, 107-109
overview, 49-50
role of repeaters, 55
T connector, 218-219
troubleshooting, 218-219
Cogent Communications, 312
collision detection, defined, 28
collision domains, defined, 28
COM+. See Component Services MMC
snap-in, defined
com top-level domain, 302, 305
Coml, defined, 804
Com2, defined, 804
Comcast, 462
command shell, Linux
cat command, 771-773
cd command, 766-767
chage command, 778
chgrp command, 781-782
chmod command, 782-783
chown command, 781
cp command, 769-770
entering and editing commands,
762-763
getting to virtual consoles, 693-694
gpasswd command, 780-781
groupadd command, 779

Index 833

groupdel command, 779-780

hostname command, 783

ifconcfg command, 707-708

ifconfig command, 784-785

Linux installation options, 677

1s command, 767-769

mkdir command, 767

mv command, 770-771

netstat command, 785-786

newusers command, 778-779

opening, 761-762

passwd command, 778

ping command, 786-787

pwd command, 766

rm command, 770

rmdir command, 767

route command, 787

rpm command, 774-775

service command, 773-774

touch command, 771

traceroute command, 788

useradd command, 776-777

userdel command, 777

usermod command, 777
command window, Windows

accessing Control menu, 577

accessing Edit menu, 577

batch files, 581-582

chaining of commands, 578-579

closing, 576

editing features, 576-577

environment variables, 580-581

EventCreate command, 582-583

Net Services overview, 583-584

net accounts command, 584-585

net computer command, 585

net config command, 585-586

net continue command, 586

net file command, 586-587

net group command, 587-588

net help command, 589

net helpmsg command, 589
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command window, Windows (continued)
net localgroup command, 590-591
net name command, 591-592
net pause command, 592
net print command, 592-593
net send command, 593-594
net session command, 594
net share command, 595-596
net statistics command, 596-597
net stop command, 597-598
net time command, 598
net use command, 598-599
net user command, 599-601
net view command, 601-602
opening, 576
piping technique, 579-580
redirection technique, 579
RunAs command, 602-603
using wildcards, 578
communications interruption, as type of
disaster, 254
Component Services MMC snap-in,
defined, 494-495
compression factors, in backup
programs, 241
CompTIA certifications, 168
computer books, 166
Computer Browser service, defined, 225
computer hardware. See hardware
computer identification
configuring in Windows Vista, 130-132
configuring in Windows XP, 129-130
overview, 128-129
computer magazines, 167
Computer Management MMC snap-in
defined, 495
list of tools, 495, 571-572
overview, 571-572
as troubleshooting tool, 571-572
computer names, defined, 804
$COMPUTERNAMES environment variable,
Windows, 580

computers. See client computers; server
computers

$COMSPEC% environment variable,
Windows, 580

cone of silence, 173, 175, 400, 804

conference-call PBX feature, 438, 804

CONFIG.SsYs file, 220, 804

connectionless protocols, 31

consoles, Linux, defined, 804. See
also Microsoft Management
Console (MMC)

Control Panel, defined, 805

coop top-level domain, 305

copy backups, 242-244

cp command, Linux, 769-770

CPUs (central processing units), defined,
805. See also processors

create statement, SQL, 630

crimp tool, 101, 103-104, 107-108, 805

crossover cables, 105, 110, 805

CSMA/CD (carrier sense multiple access
with collision detection), 27-28, 805

Ctrl+Alt+Delete, 224

Ctrl+Num Lock key combination, 219

Ctrl+S, 219

cycles per second, 382

D

daily backups, 242, 244
daisy-chaining
defined, 805
hubs and switches, 17-18,
52-53, 109-110
illustrated, 53
in star networks, 17-18
DAT (digital audio tape) backup units,
240, 805
data encryption, 65, 407-408, 807
Data Link layer, OSI model
defined, 24, 805
Ethernet in, 35



LLC sublayer, 35
MAC sublayer, 35
overview, 26-28
Data Sources (ODBC) MMC snap-in,
defined, 496
databases, SQL
adding tables to, 642-644
composite key, 643
creating using SQL Server Management
Studio, 640-641
defined, 627
editing tables in, 644-645
examples, 627
identity fields, 644
nulls in, 643
overview, 627-628
primary key, 643
querying, 645-646
relational, 628-629
$DATE% environment variable,
Windows, 580
Debian, 671
debug FTP subcommand, 339
decimal numbering system, compared
with binary numbering system,
269-270
dedicated server networks
compared with peer-to-peer
networks, 14
defined, 14, 805
hardware upgrade plan, 92-94
wireless upgrade plan, 90-92
default subnets, 283
delayed write, defined, 805
Delete permission, 187
delete statement, SQL, 630
delete FTP subcommand, 339
Dell 725N computers, 59
/dev directory, Linux, 689
device addresses, as part of logical
addresses, 29-30

Index 835

device drivers, taking stock for network
planning purposes, 82
Device Manager
defined, 571
displaying network adapter in, 26
illustrated, 572
as network planning tool, 81-82
DFS (Distributed File System)
connecting file shares to, 545-546
as MMC snap-in, 496
DHCP (Dynamic Host Configuration
Protocol)
adding in Windows Server 2008,
484-487
configuration information provided,
287-288
configuring as network feature for
client computers, 145-147
configuring for Windows client
computers, 298-300
configuring multifunction WAPs as
servers, 394
configuring on Linux servers, 711-712
configuring on Windows servers,
145, 294-297
configuring TCP/IP manually in absence
of server, 147
creating IP address reservations,
291-292
creating scopes, 290-292
defined, 287, 709
how it works, 288-289
installing on Linux servers, 710-711
installing on Windows servers, 293-294
managing servers from DHCP console,
297-298
as MMC snap-in, 496
overview, 709
renewing client computer leases,
299-300
restarting on Linux servers, 712
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DHCP (Dynamic Host Configuration
Protocol) (continued)
role of Automatic Private IP
addressing, 299
running on Linux servers, 709-713
server computers, defined, 288
server computers, overview, 288
specifying server lease duration, 292
starting on Linux servers, 712-713
what it does, 287
DHCP Client service, defined, 225
dhcpd.config file, 711-712
diagrams
for illustrating Active Directory domain
structure, 510
as network maintenance tool, 164
as network planning tool, 85-88
dial tone, 434, 805
dialing telephones, 434
DID (direct inward dialing) PBX feature,
438, 805
differential backups, 242, 245, 805
digital certificates, 65
DIP switches, defined, 805
direct inward dialing. See DID (direct
inward dialing) PBX feature
Directory Service events, viewing, 227
directory services, 64, 505-506. See also
Active Directory
dir FTP subcommand, 339-340
disaster planning
analyzing potential impact, 254-255
deliberate disasters, 253
developing business continuity plan,
255-257
disruption of services, 253-254
environmental disasters, 252-253
equipment failure, 254
overview, 251
testing plans, 256-257
types of disasters, 251-255
disconnect FTP subcommand, 340

Discovery feature, Bluetooth, enabling,
426-427
Disk Defragmenter, 572
Disk Operating System (DOS),
defined, 806
disks, defined, 806. See also hard drives
Distributed File System (DFS)
connecting file shares to, 545-546
as MMC snap-in, 496
distribution, defined, 806
DLT (digital linear tape) backup
units, 240
DMA channels, 124, 806
DNS (Domain Name System)
adding servers in Windows Server 2008,
484-487
as Application layer protocol, 268
caching name queries, 315
client name queries, 315-317
configuring Windows client
computers, 325
defined, 301, 309, 806
installing BIND on Linux servers,
713-714
as MMC snap-in, 496, 614-616
name queries, 315-317
names overview, 301-304
naming convention for Active Directory
domains, 509
naming system, 302-304
overview, 309-310
primary compared with secondary
servers, 312
protocol, defined, 33
query example, 316-317
query overview, 315-316
recursive compared with iterative
queries, 315-317
relationship to DNS database, 309-310
reverse lookups, 322-323
root server, 312-315
TCP/IP port number, 193



Unix/Linux servers, 323
Windows servers, 323-324
zone delegation, 310-315
DNS Client service, defined, 225
DnsAdmins group, 528
DnsUpdateProxy group, 528
Domain Admins group, 529
Domain Computers group, 529
Domain Controller Security Policy MMC
snap-in, defined, 496
domain controllers
creating user accounts on, 132
defined, 510
designating, 481
PDCs and BDCs, 506
Domain Controllers group, 529
Domain Guests group, 529
domain local groups, 526-527
Domain Name System (DNS). See DNS
(Domain Name System)
domain names
fully-qualified, 303-304
overview, 302-304
parent domains, 302
relative, 304
root domain, 302
Domain Security Policy MMC snap-in,
defined, 496
Domain Users group, 529
domains
in Active Directory, 509-510
client computer requirements for
joining, 128-129
compared with workgroups,
72, 480-481
configuring network logon for client
computers, 132
creating, 512
creating new user accounts, 516-519
defined, 480, 806
generic, 304-305
geographical, 305-306

837

Index

naming, 481
naming system, 302-304
PDCs and BDCs, 506, 507
relationship to zones, 310
top-level, 302, 304-306
trusts among, 507
Windows NT, 506-507
as Windows NT network directory
model, 85
DOS (Disk Operating System),
defined, 806
dot-matrix printers, defined, 806
dotted-decimal notation, 274-275
drive$ share, 540
drivers, taking stock for network
planning purposes, 82
DriveSpace, 482
drop statement, SQL, 630
DTMF (Dual Tone Multi-Frequency)
tones, 434-435, 806
Dual Tone Multi-Frequency (DTMF)
tones, 434-435, 806
dumb terminals, defined, 806
DVD drives, defined, 806
DVDs, for backup, 240

E

earthquakes, as type of disaster, 253
eavesdroppers, 401-402
EBCDIC (Ext
ended Binary Coded Decimal
Interchange)
converting to and from ASCII, 33
defined, 33
Edit menu, Windows command
window, 577
editors, defined, 807
edu top-level domain, 302, 305
EIA/TIA 568A wiring scheme, 102-103
EIA/TIA 568B wiring scheme, 102-103
802.2 standard, defined, 799
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802.3 standard, 23, 35-36, 384, 799
802.11 standards, 384, 799
802.11a standard, 383-384, 397
802.11b standard, 383-384, 386,
389, 391, 397, 418, 419
802.11¢g standard, 383-386, 391, 397
802.11i standard, 409
802.11n standard, 384
802.15 standard, 424
8088 processor, defined, 799
80286 processor, defined, 800
80386 processor, defined, 800
80486 processor, defined, 800
electrical outages, as type
of disaster, 253-254
e-mail
blacklisting addresses, 752
defined, 807
enabling masquerading, 749
Evolution as Linux client, 754
mail as Linux client, 752-753
overview, 745-746
SMTP protocol, 33
spam, 745, 749
whitelisting addresses, 752
emoticons, defined, 807
encryption, 65, 407-408, 807
enterprise computing, defined, 807
environment variables, Linux
$HOME, 764
$HOSTNAME, 764
$SHOSTTYPE, 764
$OSTYPE, 764
$PATH, 764
$PROMPT_COMMAND, 764
$PWD, 765
$SHELL, 765
$USERNAME, 765
environment variables, Windows
$ALLUSERSPROFILE%, 580
$APPDATA%, 580
$CCMDEXTVERSIONS, 580

o

CcD%, 580
CMDCMDLINES, 580
COMPUTERNAMES, 580
COMSPECS%, 580
DATES, 580
ERRORLEVELS, 581
HOMEDRIVES, 581
HOMEPATH$%, 581
HOMESHARES, 581
LOGONSERVERS$, 581
NUMBER_OF_PROCESSORS$%, 581
0S%, 581
PATHS%, 581
PATHEXT$%, 581
PROCESSOR_ARCHITECTURES%, 581
PROCESSOR_IDENTIFIERS%, 581
PROCESSOR_REVISIONS, 581
PROMPTS%, 581
RANDOMS, 581
SYSTEMDRIVES, 581
SYSTEMROOT$, 581
TEMP$, 581
TIMES, 581
TMP$%, 581
USERDOMAIN%, 581
USERNAME$%, 581
USERPROFILES%, 581
$WINDIRS, 581
environmental disasters, 252-253
equipment failure, as type of
disaster, 254
error messages, at startup, 219
$ERRORLEVEL$ environment variable,
Windows, 581
/etc directory, Linux, 689
Ethereal, 166
Ethernet
cable options, 36-38
cable-naming designations, 39
defined, 23, 807
Fast, transmission speed, 35, 37, 104
Gigabit, transmission speed, 35, 37-38
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history, 36, 383
IEEE standard 802.3, 23, 35-36, 384
in OSI model, 35
overview, 35
role in protocol suites, 23
role of repeaters, 55-56
Standard, transmission
speed, 35-37
transmission speed options, 35-38
version compatibility, 35
wireless origin, 383
EtherTalk, defined, 807
ETLA (Extended Three-Letter Acronym),
defined, 807
event logs
checking before upgrading servers, 481
displaying, 564-565
NOS, viewing, 227
setting policies, 566
Event Viewer
Application events, 227, 564
defined, 495-496
Directory Service events, 227
displaying event logs, 227, 564-565
File Replication Service events, 227
Forwarded events, 564
as MMC snap-in, 496
overview, 227, 563
Security events, 227, 564
Setup events, 564
System events, 227, 564
as troubleshooting tool, 563-565
EventCreate command, Windows,
582-583
Evolution, Linux e-mail client, 754
Exchange ActiveSync, 467, 800
Exchange Server
configuring mobile devices,
466-469
configuring Outlook for Exchange,
621-623

Index 839

defined, 807
E-mail Addresses tab, 618-619
Exchange Advanced tab, 620-621, 623
Exchange Features tab, 619-620
Exchange General tab, 618
managing mailboxes, 617-621
Execute permission, 187
extension phones, 435-436, 807

F

Fast Ethernet transmission speed,
35, 37, 104, 807
FAT (File Allocation Table),
66, 478-479, 807
FAT32 (File Allocation Table),
478-479, 807
FAX$ share, 540
FDDI (Fiber Distributed Data
Interface), 18, 807
Fedora
blacklisting e-mail addresses, 752
configuring DHCP on Linux servers,
711-712
customizing SpamAssassin, 751-752
defined, 670, 808
installing, 674-681
installing Apache on Linux servers,
733-734
installing BIND on Linux servers,
713-714
installing DHCP on Linux servers,
710-711
installing FTP on Linux servers,
755-756
installing Sendmail on Linux servers,
746-747
installing SpamAssassin, 750-751
logging off, 691
logging on, 690-691
mail command, 752-753
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Fedora (continued)
Network Configuration program,
697-700
Package Manager overview, 684-685
Setup Agent feature, 682-684, 694
shutting down, 691
User Manager, 695
whitelisting e-mail addresses, 752
fee-based hotspots, 413-415
ferrules, 108, 808
FHS (Filesystem Hierarchy
Standard), 689
Fiber Distributed Data Interface (FDDI),
18, 807
fiber-optic cable, 37-38, 808
fields, database, defined, 628
File Replication Service events,
viewing, 227
file rights, defined, 808
File Server Manager. See Share and
Storage Management MMC snap-in
file servers
adding in Windows Server 2008,
484-487
configuring role, 540
creating shares using Provision a
Shared Folder Wizard, 541-546
defined, 84, 808
managing, 537-550
mapping shared folders, 148-150, 155
overview, 84
running backup software on, 246
setting up shared folders without
wizard, 547-548
file systems
choosing among Windows Server 2008
options, 478-479
Distributed File System, 496, 545-546
Linux differences, 688-689
Linux nomenclature, 672
Network File System, 33, 543
NTFS, 66, 478-479, 815

Filesystem Hierarchy Standard
(FHS), 689
filtering
group policy objects, 559-561
MAC addresses, 409-410
packets, 193-195
fires, as type of disaster, 252
firewalls
appliances for, 192
application gateway type, 195-196
circuit-level gateway type, 195
defined, 191, 808
overview, 191-193
packet-filtering type, 193-195
placing wireless access points
outside, 410
stateful packet inspection type, 195
types of techniques, 193-196
ways to set up, 192
where to place, 192-193
Windows, built-in, 196-198
in Windows Security Center, 202
fish tape, 102, 808
FlexLLM, 206
flooding, as type of disaster, 253
folders, shared
defined, 539, 820
granting permissions, 545, 548-550
hidden, 540
overview, 539-540
Provision a Shared Folder Wizard,
541-546
setting up without wizard, 547-548
special, 539-540
follow-me PBX feature, 438
forests, in Active Directory, 511-512, 808
form factors
blade server option, 47-48
defined, 46
options, 46-48
rack mount option, 47
tower case option, 46



forward lookups, 322
Forwarded events, viewing, 564
FQDN (fully-qualified domain names),
303-304
freeloaders, 401
frequencies, 381-382
FTP (File Transfer Protocol)
accessing sites with browser, 332
accessing sites with command-line
client, 333-348
adding site content, 331
anonymous logons, 330, 332-333
as Application layer protocol, 268
changing site properties, 329-331
configuring services in Microsoft IIS,
328-331
defined, 33, 808
history, 327
installing in Linux, 755-759
installing in Windows, 328-329
overview, 327-328
role of TCP, 40
TCP/IP port number, 193
FTP command
! (Escape) subcommand, 337
? (Help) subcommand, 337
append subcommand, 337
ascii subcommand, 338
bell subcommand, 338
binary subcommand, 338
bye subcommand, 338
cd subcommand, 338-339
close subcommand, 339
command reference, 336-348
debug subcommand, 339
delete subcommand, 339
dir subcommand, 339-340
disconnect subcommand, 340
get subcommand, 340
glob subcommand, 340
hash subcommand, 341
help subcommand, 341

Index 841

lcd subcommand, 341

literal subcommand, 341

1s subcommand, 342

mdelete subcommand, 342

mdir subcommand, 342

mget subcommand, 342-343

mkdir subcommand, 343

mls subcommand, 343

mput subcommand, 343

open subcommand, 343-344

overview, 333-335

prompt subcommand, 344

put subcommand, 344

pwd subcommand, 344

quit subcommand, 345

quote subcommand, 345

recv subcommand, 345

remotehelp subcommand, 346

rename subcommand, 346

rmdir subcommand, 346

send subcommand, 346-347

status subcommand, 347

trace subcommand, 347

type subcommand, 347-348

user subcommand, 348

verbose subcommand, 348
full backups, defined, 808. See also

normal backups
Full Control permission, 538-539
full-duplex transmission mode, 32
fully-qualified domain names (FQDN),
303-304

G

gateways
application, 195-196
circuit-level, 195-196
defined, 808
GB (gigabyte), defined, 808
generation backups, 247, 808
generation gap, defined, 808
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generic domains, 304-305
geographical domains, 305-306
get FTP subcommand, 340
Gigabit Ethernet transmission speed,
35, 37-38
gigabyte (GB), defined, 808
glass houses, defined, 808
global catalog, 512
global group scope, 527
glob FTP subcommand, 340
GNOME, Linux
compared with consoles, 688
defined, 808
Evolution e-mail client, 754
installing Samba, 720
opening terminal window, 762
overview, 692-693
restarting network services from,
700-701
Samba Server Configuration tool,
723-728
switching to virtual consoles,
693, 761-762
gov top-level domain, 302, 305
gpasswd command, Linux, 780-781
group accounts, defined, 809. See also
groups
group policy
creating GPOs, 553-559
defined, 551
enabling on Windows Server 2008,
552-553
filtering GPOs, 559-561
overview, 551-552
Group Policy group, 529
Group Policy Management MMC snap-in
creating GPOs, 553-559
defined, 496
enabling on Windows Server 2008,
552-553
filtering GPOs, 560-561
setting event log policies, 566

group policy objects (GPOs)
creating, 552-559
defined, 551
filtering, 559-561
overview, 551-552
groupadd command, Linux, 779
groupdel command, Linux, 779-780
groups. See also group policy
objects (GPOs)
adding members to, 520-531
adding to other groups, 530-531
assigning permissions to, 188
compared with organizational
units, 514
creating, 529-530
default, 527-529
defined, 526
distribution type, 526
domain local, 526-527
global, 527
members, defined, 530
predefined, 527-529
scope options, 526-527
security type, 526
types, 526
universal, 527
user account membership, 516
groupware, defined, 809
GRUB, 672
Guest account, 185, 809
guest mode, WAPs, disabling, 407
Guests group, 528
gurus, 169-170, 809. See also network
administrators

H

half-duplex transmission mode, 32
hard drives

IDE, 46, 231-232

Linux nomenclature, 672

Linux system requirements, 669



partitioning for Linux, 672-674
partitioning for Windows, 479-480
repair programs, 165
for server computers, 46
shared, installing NOS, 113
sharing, 12
taking stock for planning purposes,
79-80
tape and tape drives for backup,
240, 248-249
hardware. See also hard drives;
processors
how to remove computer cover, 96
Linux system requirements, 669-670
taking stock for network planning
purposes, 79-82
useful Web sites, 791-792
Windows Server 2008 system
requirements, 475-476
hash FTP subcommand, 341
Health Monitor MMC snap-in,
defined, 496
help FTP subcommand, 341
Hertz (Hz), 382
hidden shares, 540
/home directory, Linux, 689
$HOME environment variable, Linux, 764
$HOMEDRIVE$S environment variable,
Windows, 581
$HOMEPATH% environment variable,
Windows, 581
$HOMESHARE$S environment variable,
Windows, 581
host addresses, 29, 39, 274. See also
subnetting
hostname command, Linux, 783
$HOSTNAME environment variable,
Linux, 764
hostname network configuration file,
Linux, 702
hostname TCP/IP command, 165, 350
Hosts file, 307-309, 311

Inder 843

hosts network configuration file, Linux,
702, 704-705
$HOSTTYPE environment variable,
Linux, 764
hotel/motel PBX features, 438
Hotfix Checker, 165
hotspots
benefits, 412
defined, 411, 809
fee-based, 413-415
free, locating, 412-413
overview, 411
security precautions, 412
setting up, 415
hot-swappable devices, defined, 46
hours, logon, 522
HTML (Hypertext Markup Language),
defined, 809
HTTP (Hypertext Transfer Protocol)
configuration tool, Apache, 736-737
defined, 809
as TCP/IP Application layer protocol,
38-40, 266, 268
TCP/IP port number, 193-194
HTTPS (HTTP over TLS/SSL)
defined, 809
safe hotspotting, 412
TCP/IP port number, 194
Windows Server 2008 enhancement, 69
hubs
10BaseT, 25-26
compared with switches, 17, 54
daisy-chaining, 17-18, 52-53, 109-110
defined, 54, 809
Ethernet, 50
installing, 109-110
managed, 52
as multiport repeaters, 25-26, 55
overview, 54
as Physical layer devices, 26
relationship to switches, 52
as repeaters, 25-26, 55
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hubs (continued)
replacing with switches, 52, 233-234
required for twisted-pair cabling, 51-52
in star networks, 16-17
troubleshooting, 219
uplink port, 105, 109-110
UTP specifics, 52
verifying network connections, 151-152
WAPS as, 389
hunt group PBX feature, 438-439, 809
Hypertext Transfer Protocol (HTTP)
configuration tool, Apache, 736-737
defined, 809
as TCP/IP Application layer protocol,
38-40, 266, 268
TCP/IP port number, 193-194
Hz (Hertz), 382

IANA, 313
IBM
EBCDIC, 33
NetBEUI, 42
Systems Network Architecture, 42
IBSS (Independent Basic Service
Set), 391
ICMP (Internet Control Message
Protocol), 267
ICMPv4, displaying statistics using
netstat command, 359
ICMPv6, displaying statistics using
netstat command, 359-360
ICS (Internet Connection Sharing), 147
IDE drives
compared with SCSI drives, 46, 231-232
defined, 809
for desktop computers, 46
as network bottlenecks, 231
for server computers, 46
IEEE (Institute of Electrical and
Electronics Engineers)
802.2 standard, 799
802.3 standard, 23, 35-36, 384, 799

802.11 standards, 384, 799
802.11a standard, 383-384, 397
802.11b standard, 383-384, 386,
389, 391, 397, 418-419
802.11g standard, 383-386 391, 397
802.11i standard, 409
802.11n standard, 384
802.15 standard, 424
defined, 23-24
IETF (Internet Engineering Task Force),
23-24, 262, 264
ifcfg network configuration file, Linux,
702-704
ifconfig command, Linux
displaying network status, 707-708
overview, 784-785
saving results with redirection and
piping, 763-764
syntax, 784
IGMP (Internet Group Management
Protocol), 267
IIS (Internet Information Services). See
also Windows SharePoint Services
adding FTP site content, 331
changing FTP site properties, 329-331
configuring FTP services in, 328-331
creating Web site, 612-616
creating Web sites, 612-614
default Web site, 610-612
defined, 607
installing, 607-610
as MMC snap-in, 496, 612-614
[IS_WPG group, 529
IMAP (Internet Message Access
Protocol), 194, 264, 619, 774
in-addr.arpa domain, 322-323
incremental backups, 242, 244-245, 810
Independent Basic Service Set
(IBSS), 391
info top-level domain, 305
Information Sciences Institute, 312
Initial Configuration Tasks Wizard,
118-119, 484-485
inkjet printers, defined, 810
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insert statement, SQL, 630 International Standards Organization
installing (ISO), defined, 23-24, 810

Apache on Linux servers, 733-734
BIND on Linux servers, 713-714
coaxial cables, 107-109
DHCP on Linux servers, 710-711
DHCP on Windows servers, 293-294
Fedora, 674-681
FTP on Linux servers, 755-759
FTP on Windows servers, 328-329
hubs, 109-110
Internet Information Services, 607-610
network interface cards, 95-97
Samba, 720-721
Sendmail on Linux servers, 746-747
SpamAssassin, 750-751
SQL Server, 632-638
switches, 109-110
twisted-pair cables, 100-106
Very Secure FTP Daemon, 755-756
vsftpd program, Linux, 755-756
Windows Server 2008, 475-487
Windows SharePoint Services, 650-652
Institute of Electrical and Electronics
Engineers (IEEE)
defined, 23-24
IEEE 802.2 standard, 799
IEEE 802.3 standard, 23, 35-36, 384, 799
IEEE 802.11 standards, 384, 799
IEEE 802.11a standard, 383-384, 397
IEEE 802.11b standard, 383-384,
386, 389, 391, 397, 418, 419
IEEE 802.11g standard, 383-386,
391, 397
IEEE 802.11i standard, 409
IEEE 802.11n standard, 384
IEEE 802.15 standard, 424
int top-level domain, 305
Intel processors, 45. See also Pentium
processors
intentional damage, as type of
disaster, 253

Internet
configuring access for network users,
145-147
defined, 262, 810
history, 263-264
key aspects, 262-263
overview, 261-263
role in NOS installation, 115
size statistics, 262
as source of technical information, 167
useful Web sites, 796
Internet Connection Sharing (ICS), 147
Internet Control Message Protocol
(ICMP), 267
internet, defined, 40. See also Internet
Internet Engineering Task Force (IETF),
23-24, 262, 264
Internet Explorer
accessing FTP sites, 332
creating GPO to establish default home
page for network users, 551, 553-558
defined, 810
Internet Group Management Protocol
(IGMP), 267
Internet Information Services (IIS). See
also Windows SharePoint Services
adding FTP site content, 331
changing FTP site properties, 329-331
configuring FTP services in, 328-331
creating Web site, 612-616
creating Web sites, 612-614
default Web site, 610-612
defined, 607
installing, 607-610
as MMC snap-in, 496, 612-614
Internet Message Access Protocol
(IMAP), 194, 264, 619, 774
Internet Relay Chat (IRC), TCP/IP port
number, 194
Internet service providers (ISPs)
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attitude toward spammers, 401
defined, 810
in Internet network of networks, 263
as provider of gateway addresses,
699, 703
use of IPv4, 276
Internet Systems Consortium (ISC),
262, 313
Internetwork Packet
Exchange/Sequenced Packet
Exchange (IPX/SPX), 23, 41-42
interoperability, defined, 810
intranets, defined, 810. See also Apache;
IIS (Internet Information Services);
Windows SharePoint Services
intruders, 400-401
I/O port addresses, 193-194, 809
IP (Internet Protocol). See also IP
addresses; TCP/IP; VoIP (Voice over
Internet Protocol)
defined, 39
IPv4 compared with [Pv6, 276
as Network layer protocol,
28-29, 39, 267
overview, 39-40
purpose, 274
as routable, 39-40
translating logical addresses to MAC
addresses, 29
IP addresses
address classes, 274, 277-279
Automatic Private IP addressing, 299
Class A IP addresses, 277-279
Class B IP addresses, 279
Class C IP addresses, 279
classifying, 276-279
creating DHCP reservations for, 291-292
defined, 274, 810
device address part, 29
DHCP scope, 290-292
dotted-decimal notation, 274-275
fixed, 291-292

history, 276-277
host address part, 29, 39, 274
network address part, 29, 39, 274
network address translation, 285-286
overview, 274
PBX system issues, 442, 444-445
reverse lookups, 322-323
scope exclusion range, 291
static, 291-292, 294
subnetting, 280-285
viewing using ipconfig command, 29
for wireless access points, 391-392
IP phones, 463-464
IP spoofing, 194
IP-based PBX systems, 464
IPC$ share, 540
ipconfig command
all subcommand, 27, 153, 352
compared with Linux i fconfig
command, 350, 707
defined, 165, 350
flushdns subcommand, 353
illustrated, 27
overview, 350-351
release subcommand, 300, 353
renew subcommand, 299-300, 352-353
as TCP/IP tool, 153-154, 350-353
viewing IP address, 29
viewing MAC address, 27
IPK PBX system. See NEC Electra Elite
IPK PBX system
IPv4
compared with IPv6, 276
displaying statistics using netstat
command, 358, 360
IPv6
compared with [Pv4, 276
displaying statistics using netstat
command, 358-360
IPX protocol
defined, 810
network address part, 30



as Network layer protocol, 28-29
node address part, 30
two parts, 30
IPX/SPX (Internetwork Packet
Exchange/Sequenced Packet
Exchange), 23, 41-42
IRC (Internet Relay Chat), TCP/IP port
number, 194
IRQs, defined, 810
ISA bus, defined, 810
ISC (Internet Systems Consortium),
262, 313
ISDN, defined, 810
ISO (International Standards Organiza-
tion), defined, 23-24, 810
ISPs (Internet service providers)
attitude toward spammers, 401
defined, 810
in Internet network of networks, 263
as provider of gateway addresses,
699, 703
use of IPv4, 276
Itanium processors, 45
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L

Java, 70, 204, 811
JavaScript, defined, 811
JetDirect, defined, 811
jumper blocks, defined, 811

K

K (kilobyte), defined, 811
Kerberos, 522, 811

key phone systems, 436
keyboards, Bluetooth-enabled, 427
kilobyte (K), defined, 811

Knoppix, 671

KVM switches, 47

LAN Manager, 70, 811
LAN Server, defined, 811
LANCcache, defined, 811
LANs (local area networks)
compared with metropolitan area
networks, 15
compared with wide area networks, 15
connecting to Internet using router, 58
defined, 14, 811
firewalls for, 191-193
mesh topology in, 19
Open Transport/AppleTalk
networking, 134
overview, 14-15
star topology in, 16
taking stock of connections for network
planning purposes, 81-82
wireless, 380, 406
LANtastic, defined, 811
laser printers, defined, 811
LATA (Local Access Transport Area),
432, 811
lcd FTP subcommand, 341
LDAP (Lightweight Directory Access
Protocol), TCP/IP port number, 194
LECs (Local Exchange Carriers), 432, 812
/1ib directory, Linux, 689
license agreements
administering on servers, 206-207
OEM, 205
overview, 204
retail, 205
volume, 205-206
Windows Server 2008 options, 477
lightning, as type of disaster, 253
Lightweight Directory Access Protocol
(LDAP), TCP/IP port number, 194
lines (telephone circuits), 435-436
Linksys WAP routers, 389-390, 392
Linksys wireless network adapters,
386-387
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Linux

Apache Web server, 733-743

BIND configuration files, 714-718

booting installation program, 671

command shell overview, 761-766

compared with Windows, 672, 687-689

configuring DHCP on servers, 711-712

defined, 812

directory and file handling commands,
766-773

distribution options, 670-671

environment variables, 764-765

Fedora Network Configuration
program, 697-700

getting to command shell, 693-694

GNOME, 692-693

implementing TCP/IP, 673

importance of commands, 761

installing BIND on servers, 713-714

installing DHCP on servers, 710-711

installing Fedora, 674-684

logging off, 691

logging onto, 690-691

mail command, 752-753

multiboot considerations, 672

network configuration file, Linuxs,
702-707

as network operating system option, 69

networking commands, 783-788

overview, 69

ownership and permissions
management commands, 781-783

packages and services commands,
773-775

partitioning hard disks, 672-674

planning installation, 669-673

restarting BIND, 718

restarting network, 700-701

running DHCP, 709-713

running NAS devices, 60

Sendmail, 745-754

shutting down, 692

starting DHCP on servers, 712-713
system requirements, 669—-670
useful Web sites, 793
user accounts, 690-692
user administration commands,
775-781
User Manager, 695
virtual consoles, 677, 688, 693, 761-762
X Window System, 677, 688
Linux+ certification, 168
List Folder Content permission, 538-539
literal FTP subcommand, 341
LLC (Logical Link Control)
sublayer, 35, 812
Local Access Transport Area (LATA),
432, 811
local area networks (LANs)
compared with metropolitan area
networks, 15
compared with wide area networks, 15
connecting to Internet using router, 58
defined, 14, 811
firewalls for, 191-193
mesh topology in, 19
Open Transport/AppleTalk
networking, 134
overview, 14-15
star topology in, 16
taking stock of connections for network
planning purposes, 81-82
wireless, 380, 406
local backups, 246
local carriers, 432, 812
Local Exchange Carriers (LECs), 432, 812
local resources, defined, 812
local user profiles, 532
localhost entry, Hosts file, 308-309
LocalTalk, 42, 812
log on, defined, 812
log out, defined, 812
logging network problems, 228.
See also event logs



logging off Linux, 691
logging onto Linux, 690-691
logical addresses
compared with MAC addresses, 29-30
defined, 29
device address part, 29
in Internet Protocol, 39
network address part, 29
overview, 29-30
two parts, 29
Logical Link Control (LLC)
sublayer, 35, 812
logon hours, setting, 522
logon names, defined, 812
logon scripts
for automating tasks, 189
creating, 534-535
defined, 524, 812
example, 534-535
as part of user’s profile
information, 524
using batch files to create, 582
Logon Workstations dialog box, 522-523
$LOGONSERVERS% environment variable,
Windows, 581
long distance telecom carriers, 432, 812
lookups, reverse, 322-323
LPT1, defined, 812
1s command, Linux, 767-769
1s FTP subcommand, 342

M

MAC (Media Access Control) addresses
associating IP addresses with, 291
compared with logical addresses, 29-30
defined, 27
filtering, 409-410
as fixed by manufacturer, 29
relationship to node addresses, 30
viewing, 27

Mac OS/X, defined, 813

Inder 849

Mac OS/X Server, 70, 813
MAC (Media Access Control) sublayer,
Data Link layer, 35, 813
Macintosh computers
accessing shared files, 137-138
activating AppleTalk, 136
built-in networking support, 133-134
configuring for networking, 136
defined, 812
file-naming rules, 139
networking with PCs, 134, 138-139
sharing files with other users, 137
magazine Web sites, 793-794
mail command, Linux, 752-753
Mail Delivery Agent (MDA), 746, 750
Mail Exchange (MX) resource record
type, 318, 322, 324, 718
mail servers
defined, 85, 813
as open relays, 749
overview, 85
Sendmail as, 745, 749
Mail Transfer Agent (MTA), 746
Mail User Agent (MUA), 746
mailboxes, defined, 746
mainframes, 33, 42, 505, 813
managed hubs, 52
managed switches, 53
Management Studio, SQL Server
Connect to Server dialog box, 638-639
creating new databases, 640-641
creating tables, 642-644
defined, 638
editing tables, 644-645
working with queries, 645-646
working with scripts, 646—647
mandatory user profiles, 532
Mandiva Linux, 670
MANs (metropolitan area networks)
compared with local area networks, 15
defined, 15
mesh topology in, 19
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mapping, defined, 813

mapping network drives, 148-150, 155

masquerading, 749

MB (megabyte), defined, 813

McAfee, 200

MCSA certification, 169

MCSE certification, 169

MCTP certification, 168

MCTS certification, 168

MDA (Mail Delivery Agent), 746, 750

mdelete FTP subcommand, 342

mdir FTP subcommand, 342

Media Access Control (MAC) addresses
associating IP addresses with, 291
compared with logical addresses, 29-30
defined, 27
filtering, 409-410
as fixed by manufacturer, 29
relationship to node addresses, 30
viewing, 27

Media Access Control (MAC) sublayer,

Data Link layer, 35, 813

megabyte (MB), defined, 813

memory
defined, 813
Linux system requirements, 669
for server computers, 45-46
taking stock for planning purposes, 80
Windows system requirements,

66-68, 114, 475

mesh topology
cables for, 18-19
illustrated, 19
in metropolitan area networks, 19
overview, 18-19
role of routers, 19
when to use, 19
in wide area networks, 19

metaphor, defined, 813

Metcalfe, Robert, 383

metropolitan area networks (MANSs)
compared with local area networks, 15
defined, 15
mesh topology in, 19

mget FTP subcommand, 342-343
Microsoft
certifications, 168-169
server operating systems, 65-69
useful Web sites, 794
Microsoft Baseline Security Analyzer, 165
Microsoft Exchange Server
configuring mobile devices,
466-469
configuring Outlook for Exchange,
621-623
defined, 807
E-mail Addresses tab, 618-619
Exchange Advanced tab, 620-621, 623
Exchange Features tab, 619-620
Exchange General tab, 618
managing mailboxes, 617-621
Microsoft Exchange Settings
dialog box, 624-626
Microsoft Internet Information Services
(IS). See also Windows SharePoint
Services
adding FTP site content, 331
changing FTP site properties, 329-331
configuring FTP services in, 328-331
creating Web site, 612-616
creating Web sites, 612-614
default Web site, 610-612
defined, 607
installing, 607-610
as MMC snap-in, 496, 612-614
Microsoft Management Console (MMC)
adding snap-ins, 497-498
adding taskpads, 498-504
creating custom consoles, 497-504
customizing, 497-504
defined, 492, 813
details pane, 493
list of MMC snap-ins, 494-496
opening console window, 493
overview, 492-494
starting, 493
tree pane, 493



Microsoft Outlook
configuring Exchange for, 621-623
defined, 816
integrating voice mail with, 452-458
mobile version, 467-469, 619
viewing other mailboxes, 623-626
Microsoft Remote Installation Services

(RIS), 113
Microsoft Software Update Service

(SUS), 164
Microsoft System Information,

29, 30, 83, 130, 165, 292
Microsoft Update Web site, 164
Microsoft Visio

defined, 824
diagraming Active Directory domain
structure, 509-510
as network maintenance tool, 164
as network planning tool, 87-88
mil top-level domain, 305
MILNET, 41, 263
mkdir command, Linux, 767
mkdir FTP subcommand, 343
mls FTP subcommand, 343
MMC (Microsoft Management Console)
adding snap-ins, 497-498
adding taskpads, 498-504
creating custom consoles, 497-504
customizing, 497-504
defined, 492, 813
details pane, 493
list of MMC snap-ins, 494-496
opening console window, 493
overview, 492-494
starting, 493
tree pane, 493
/mnt directory, Linux, 689
mobile devices
background, 465-466
BlackBerry devices, configuring,
469-470
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configuring security, 470-471
managing, 465-472
types, 465-466
Windows devices, configuring, 467-469
modems, defined, 813
Modify permission, 538-539
motherboards, for server
computers, 44-45
mount points, Linux, 672-673, 689
mouse
Bluetooth-enabled, 423, 427
defined, 813
as Linux system requirement, 670
in Windows command window, 577
mput FTP subcommand, 343
MTA (Mail Transfer Agent), 746
MUA (Mail User Agent), 746
multiboot
glossary definition, 814
Linux and Windows, 672
NOS installation, 113
multiple access, defined, 28
multiport repeaters, 25-26, 55
multiprocessing, compared with
multitasking, 63
multitasking
compared with multiprocessing, 63
defined, 63
by network operating systems, 63
non-preemptive, 63
overview, 63
preemptive, 63
multithreading, 63
museum top-level domain, 305
Music On Hold PBX feature, 439
mv command, Linux, 770-771
MX (Mail Exchange) resource record
type, 318, 322, 324, 718
My Network Places, 225, 730, 814



852 Networking All-in-One Desk Reference For Dummies, 3rd Edition

N

Name of Server (NS) resource record
type, 318, 320, 718
name top-level domain, 305
named. ca file, BIND, 715-717
named. conf file, BIND, 714-715
named. custom file, BIND, 715
named. local file, BIND, 717
named. root file, Linux, 313-315
NASA Ames Research Center, 313
NAT (network address translation),
285-286
National Science Foundation (NSF),
41, 264
nbstat TCP/IP command, 165, 354
NEC Electra Elite IPK PBX system
changing extension settings, 445-447
defined, 441
programming function keys, 447-449
swapping extensions, 447-449
Web-based interface, 441-443
.NET, defined, 814
.NET Framework, adding in Windows
Server 2008, 484-487
Net Services commands
net accounts command, 584-585
net computer command, 585
net config command, 152, 153,
585-586
net continue command, 586
net file command, 586-587
net group command, 587-588
net help command, 589
net helpmsg command, 589
net localgroup command, 590-591
net name command, 591-592
net pause command, 592
net print command, 592-593
net send command, 593-594
net session command, 594

net share command, 595-596
net statistics command, 596-597
net stop command, 597-598
net time command, 598
net use command, 149, 155, 598-599
net user command, 599-601
net view command, 601-602
net accounts command, 584-585
NetBEUI (Network BIOS Extended User
Interface), defined, 42
NetBIOS (Network Basic Input/Output
System)
computer name rules, 128-132
defined, 42, 814
NetBIOS Datagram Service, TCP/IP port
number, 194
NetBIOS Name Service, TCP/IP port
number, 194
NetBIOS names, for Windows NT
domains, 507
NetBIOS Session Service, TCP/IP port
number, 194
net computer command, 585
net config command, 152-153, 585-586
net continue command, 586
netdiag TCP/IP command,
164-165, 355-356
net file command, 586-587
net group command, 587-588
net help command, 589
net helpmsg command, 589
net localgroup command, 590-591
NETLOGON share, 540
net name command, 591-592
net pause command, 592
net print command, 592-593
Netscape, defined, 814
net send command, 593-594
net session command, 594
net share command, 595-596
netstat TCP/IP command,
Linux, 785-786



netstat TCP/IP command, Windows
defined, 165, 357
displaying interface statistics, 358-360
viewing TCP and UDP connection
status, 31-32, 357
net statistics command, 596-597
net stop command, 597-598
net time command, 598
net top-level domain, 305
net use command, 149, 155, 598-599
net user command, 599-601
net view command, 601-602
NetWare
defined, 814, 815
overview, 70-71
role of IPX/SPX, 41-42
NetWare Directory Services, defined, 814
NetWare over IP, TCP/IP port
number, 194
networchons, 220
network adapters. See network
interface cards (NICs)
network address translation (NAT),
285-286
network addresses. See also subnetting
defined, 29
IP address example, 29
IPX address example, 30
as part of IP addresses, 39, 274
as part of logical addresses, 29-30
network administrators
applying software patches, 163-164
backing up data, 239-250
choosing, 161-162
as computer gurus, 169-170
defined, 800
information resources, 166-167
keeping NOS and other software
updated, 163-164
managing file servers, 537-550
managing mobile devices, 465-472
managing network users, 163

Index 853

managing PBX systems, 441-450
managing routine technology
chores, 162
part-time, 161-162
software tools for, 164-166
useful bluffs and excuses for, 170-171
what they do, 159-161
network attached storage (NAS)
compared with storage area
networks, 59
defined, 59
overview, 58-60
network backups, 246
network bottlenecks
common, 232-234
defined, 230, 802
malfunctioning components as, 234
networKk infrastructure as, 233-234
overloaded servers as, 233
overview, 230-231
server configuration options as,
232-233
server hardware as, 232
network certification, 167-169
Network+ certification, 168
Network Configuration group, 528
network discovery programs, 164
network drives, defined, 814
Network File System (NFS), 33, 543
Network General, 166
network interface cards (NICs)
checking Link light, 151
configuring network connections in
Windows XP, 123-124
as Data Link layer devices, 48
defined, 814
displaying information in Windows, 26
fiber-optic, 48
installing, 95-97
multiple, 48
in networks, defined, 10
overview, 48
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network interface cards (NICs) (continued)
as Physical layer devices, 26, 48
taking stock for planning
purposes, 80-81
viewing MAC address, 27
for wireless computers, 386-387
Network Interface layer, TCP/IP model
illustrated, 38, 266
overview, 267
Network layer, OSI model
defined, 24, 28-31, 814
overview, 28-31
Network layer, TCP/IP model
illustrated, 38, 266
overview, 267
network Linux configuration file,
702-703
network managers, defined, 814. See also
network administrators
Network Neighborhood, 532, 814
Network News Transfer Protocol
(NNTP), TCP/IP port number, 194
network operating systems (NOS). See
also Linux; Windows Server 2008
Apple Mac OS/X Server, 135
applying software patches, 163-164
automated setup, 113
choosing, 85-86
core features, 61-65
defined, 815
directory services feature, 64
disabling unnecessary services, 181
file-sharing services, 62
full installation compared with
upgrade, 111-112
installation decisions to make, 115-117
installing Linux Fedora, 674-684
installing Windows Server 2008,
475-487
keeping updated, 163-164
key services, 224-225
Microsoft, 65-69

multiboot installation, 113
multibooting Linux and Windows, 672
multiple user support, 62-63
network support, 61-62
overview, 61-65
product elements needed for
installation, 114-115
restarting services, 224-225
security services feature, 64-65
taking stock for planning
purposes, 80-81
typical installation overview, 117-118
viewing event logs, 227
ways to install, 111-113
Network Places, defined, 815
network prefix, defined, 282
network printers
accessing using Web interface, 143-144
accessing with AppleTalk, 136-137
configuring, 141-144
sharing, 12
taking stock for network planning
purposes, 82
verifying, 155-156
ways to connect, 60
network resources, defined, 815
network security
closed-door approach, 175
data backup issues, 249-250
developing user policy, 181-182
identifying need, 174
as NOS feature, 64-65
open-door approach, 175
physical, 175-177
role of firewalls, 180-181
two approaches, 175
Windows Security Center feature,
201-202
wireless issues, 399-410
network topology
bus, 15-16
combined star and bus, 17-18



defined, 15, 822

mesh, 18-19

planning, 85

ring, 18

role of nodes, 15

role of packets, 15

star, 16-17

Networking Troubleshooter, 220-221
networks

backing up data from one network
computer to another, 246

benefits of sharing, 11-13

cables as building block, 10-11

client/server, defined, 14

creating plans for, 77-93

defined, 9, 814

diagrams as maintenance tool, 164

diagrams as planning tools, 85-88

directories for, 64

double-checking configuration
settings, 220

geographical size considerations, 14-15

hardware building blocks, 10-11

local area, 14-15

metropolitan area, 15, 19

monitoring performance, 567-571

network interface cards in, 10

overview, 9-13

peer-to-peer, defined, 14

planning, 77-93

sample plans, 88-94

server computers in, 10, 46

sharing on, 12-13

speed issue, 234

troubleshooting, 215-228

tuning, 234-235

useful standards Web sites, 794-795

verifying installation, 151-156

verifying logon, 154-155

wide area, 15

wireless, defined, 11, 380

Index 855

NetworkView, 164
New Resource Record dialog box,
615-616
newsgroups, defined, 815
newusers command, Linux, 778-779
NFS (Network File System), 33, 543
NICs (network interface cards)
checking Link light, 151
configuring network connections in
Windows XP, 123-124
as Data Link layer devices, 48
defined, 814
displaying information in Windows, 26
fiber-optic, 48
installing, 95-97
multiple, 48
in networks, defined, 10
overview, 48
as Physical layer devices, 26, 48
taking stock for planning
purposes, 80-81
viewing MAC address, 27
for wireless computers, 386-387
night service PBX feature, 439
NNTP (Network News Transfer
Protocol), TCP/IP port number, 194
node addresses
in IPX addresses, 30
relationship to MAC addresses, 30
nodes, defined, 15, 815
non-preemptive multitasking, 63
normal backups, 242-243
Norton Antivirus, 200
Norton Utilities, 165
NOT logical operation, 271-272
Novell NetWare
defined, 814-815
overview, 70-71
role of IPX/SPX, 41-42
NS (Name of Server) resource record
type, 318, 320, 718
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NSFNET, 41, 264
nslookup TCP/IP command
defined, 165, 360
displaying DNS records, 362-363
DNS exploration, 365-367
locating mail server for e-mail
address, 364
looking up IP addresses, 361
nsswitch network configuration file,
Linux, 702, 705-706
NTFS (NT File System), 66, 478-479, 815
$NUMBER_OF_PROCESSORS% environment
variable, Windows, 581

0

obfuscating user names, 177, 815
objects, in Active Directory, 508-509
octets
classifying IP addresses, 277, 279
defined, 274-275, 815
dotted-decimal dance, 274-275
reversing order, 323
in subnetting, 282-285
ODBC (Open Database Connectivity).
See Data Sources (ODBC) MMC
snap-in, defined
OEM licenses, 205
off-hook tone, 434, 815
offline, defined, 815
online, defined, 815
On/Off switch, 217
Open Database Connectivity (ODBC). See
Data Sources (ODBC) MMC snap-in,
defined
Open Systems Interconnection (OSI)
Reference Model
Application layer, 25, 33
Data Link layer, 24, 26-28, 35
defined, 24, 816
list of layers, 24-25

lower layers, defined, 25
Network layer, 24, 28-31
overview, 24
Physical layer, 24-26, 35
Presentation layer, 25, 32-33
Session layer, 25, 32
Transport layer, 24, 31-32
upper layers, defined, 25
Open Transport, 134
open FTP subcommand, 343-344
operating systems. See Linux; network
operating systems (NOS); Windows
operating systems
operators
Account Operators group, 528
Backup Operators group, 528
defined, 816
Print Operators group, 528
Server Operators group, 528
/opt directory, Linux, 689
OR logical operation, 271, 272
org top-level domain, 302
organizational units (OUs), in Active
Directory
creating, 512-514
defined, 816
linking group policy objects to, 211, 559
overview, 510
%$0S% environment variable,
Windows, 581
OSI (Open Systems Interconnection)
Reference Model
Application layer, 25, 33
Data Link layer, 24, 26-28, 35
defined, 24, 816
list of layers, 24-25
lower layers, defined, 25
Network layer, 24, 28-31
overview, 24
Physical layer, 24-26, 35
Presentation layer, 25, 32-33



Session layer, 25, 32
Transport layer, 24, 31-32
upper layers, defined, 25
$OSTYPE environment variable,
Linux, 764
Outlook
configuring Exchange for, 621-623
defined, 816
integrating voice mail with, 452-458
mobile version, 467-469, 619
viewing other mailboxes, 623-626
Outlook Mobile access, 467-469, 619
Owner resource record field, 317
ownership concept, 187
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Package Manager, Fedora
installing additional packages, 684-685
installing Apache on Linux servers,
733-734
installing BIND on Linux servers,
713-714
installing DHCP on Linux servers, 710
installing FTP on Linux servers,
755-756
installing Sendmail on Linux
servers, 747
packages, defined, 816
packet filtering, 193-195, 816
packet sniffers, 166. See also protocol
analyzers
packet-based telecom networks, 433
packets
defined, 15, 816
in ring topology, 18
role of IP in forwarding between
networks, 39-40
role of TCP in sending, 40
stages in travel between
computers, 33-34
stateful packet inspection, 195

Index 857

parallel ports, defined, 816
parent domains, 302
partitions, hard drive
defined, 816
in Linux installation, 672-673, 674
in Windows installation, 479-480
passwd command, Linux, 778
passwords
compared with usernames, 178
defined, 816
forgotten, resetting, 524-525
resetting WAPs, 421
for user accounts, 64-65, 516
using wisely, 178
for WAPs, changing, 405-406
ways to choose, 179-180
patch cables, 99, 152, 219, 816
patch panels, 106
PatchLink, 214
$PATH environment variable, Linux, 764
$PATHS% environment variable,
Windows, 581
$PATHEXT$% environment variable,
Windows, 581
pathping command, 367-368
Pause key, 79, 219
PBX (Private Branch Exchange) systems
Auto-atendant feature, 436-437
call-forwarding feature, 437
call-parking feature, 437
call-transfer feature, 437
camp-on feature, 437-438
changing extension settings, 445-447
changing user names, 445-446
conference-call feature, 438
defined, 816
direct inward dialing feature, 438
follow-me feature, 438
hotel/motel features, 438
hunt group feature, 438-439
integrating voice mail with Microsoft
Outlook, 452-458
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PBX (Private Branch Exchange) systems
(continued)
IP address issues, 442, 444-445
[P-based, 464
managing, 441-450
Music On Hold feature, 439
night service feature, 439
programming phone function keys,
447-449
swapping extensions, 450
VolP-based, 462-464
Web-based interface, 441-443
PCI (Peripheral Component
Interconnect), 816
PCI cards, 386
PDAs (personal digital assistants),
465-466
PDCs (primary domain controllers),
506, 817
peer-to-peer networks
advantages, 71
compared with client/server networks,
14, 83-84
defined, 14, 817
disadvantages, 72-73
sample plan, 88-89
workgroups in, 72
Pentium processors
Linux system requirements, 669
as server hardware component,
45,70, 114
taking stock for planning purposes, 79
Windows NT requirements, 66
performance logs, creating, 569-571
Performance Monitor
adding counters, 568-569
commonly used counters, 568
creating performance logs, 569-571
illustrated, 568
invoking, 567
as MMC snap-in, 496
overview, 568

as troubleshooting tool, 567-571
in Windows Server 2003, 236-237
performance problems, 229-238.
See also bottlenecks
perimeters, firewalls as, 193
Peripheral Component Interconnect
(PCD), 816
permissions
assigning to groups, 188
Change, 187
defined, 817
Delete, 187
Execute, 187
Full Control, 538-539
granting to shared folders, 545, 548-550
List Folder Content, 538-539
Modify, 538-539
overview, 537-539
Read, 187, 538-539
Read & Execute, 538-539
role in controlling network
access, 187-188
special, 538-539
Take Ownership, 187
Write, 187, 538-539
personal digital assistants (PDAs),
465-466
phone calling protocols, 21-22
phones. See telecom
physical addresses
impact on protocol routability, 31
limitation, 31
MAC addresses as, 27, 29
Physical layer, OSI model
defined, 24, 817
Ethernet in, 35
overview, 25-26
physical network security, 175-177
ping command, Linux, 786-787
ping command, Windows,
154, 165, 368-369
ping, defined, 817



piping, Linux, 764
piping, Windows, 579-580
plenum cables, 99, 817
Plug and Play, 97
PocketPCs, 466
Point to Point Protocol (PPP),
defined, 817
Pointer (PTR) resource record type, 318,
321-322, 718
POP3 (Post Office Protocol)
in Exchange mailbox configuration, 619
as Linux service, 774
TCP/IP port number, 194
ports
defined, 817
TCP/IP port numbers, 193-194
uplink, 105, 109-110
Post Office Protocol (POP3)
in Exchange mailbox configuration, 619
as Linux service, 774
TCP/IP port number, 194
power failures, as type of disaster,
253-254
power supplies, for server
computers, 46-47
PowerShell, Windows, 575
PPP (Point to Point Protocol),
defined, 817
preemptive multitasking, 63
Presentation layer, OSI model
defined, 25, 817
overview, 32-33
primary domain controllers (PDCs),
506, 817
primary zones, DNS, 311
print jobs, defined, 817
Print Manager, defined, 817
Print Operators group, 528
print queues, 817
print servers, 84-85, 817
PRINTS$ share, 540

Index 859

printers, network
accessing using Web interface, 143-144
accessing with AppleTalk, 136-137
adding by using Windows Vista,
141-143
configuring, 141-144
sharing, 12
taking stock for network planning
purposes, 82
verifying, 155-156
ways to connect, 60
Private Branch Exchange (PBX) systems
Auto-attendant feature, 436-437
call-forwarding feature, 437
call-parking feature, 437
call-transfer feature, 437
camp-on feature, 437-438
changing extension settings, 445-447
changing user names, 445-446
conference-call feature, 438
defined, 816
direct inward dialing feature, 438
follow-me feature, 438
hotel/motel features, 438
hunt group feature, 438-439
integrating voice mail with Microsoft
Outlook, 452-458
IP address issues, 442, 444-445
IP-based, 464
managing, 441-450
Music On Hold feature, 439
night service feature, 439
programming phone function keys,
447-449
swapping extensions, 450
VolP-based, 462-464
Web-based interface, 441-443
PRN, defined, 818
pro top-level domain, 305
problem-management software, 228
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$PROCESSOR_ARCHITECTURES
environment variable, Windows, 581
$PROCESSOR_IDENTIFIER% environment
variable, Windows, 581
$PROCESSOR_REVISION% environment
variable, Windows, 581
processors
Linux system requirements, 669
multitasking compared with
multiprocessing, 63
as network bottlenecks, 232
performance counters for, 236-237, 568
as server hardware component,
45,70, 114, 232
taking stock for planning
purposes, 79, 83
Windows 2000 Server requirements, 67
Windows environment variables,
580-581
Windows NT requirements, 66
Windows Server 2003 requirements, 68
Windows Server 2008 requirements, 475
Procmail, Fedora, 750
product key, NOS, 114
$PROMPT% environment variable,
Windows, 581
$PROMPT _COMMAND environment
variable, Linux, 764
prompt FTP subcommand, 344
protocol analyzers, 166, 818
protocol suites, 23. See also IPX/SPX
(Internetwork Packet
Exchange/Sequenced Packet
Exchange); TCP/IP (Transmission
Control Protocol/Internet Protocol)
protocols
Application layer, 33
for computer networks, 22-23
connectionless, 31
defined, 21
examples, 21-22
glossary definition, 818

illustration of packet travel between
computers, 33-34
industry-wide, 23
Network layer, 28-29
overview, 21
in phone calling, 21-22
role of routers in bridging network
differences, 30
routable, 31, 39-40, 267
in suites, 23
taking stock for network planning
purposes, 81-82
Provision a Shared Folder Wizard,
541-546
PSTN (Public Switched Telephone
Network), 459
PTR (Pointer) resource record type,
318, 321-322, 718
Public Switched Telephone Network
(PSTN), 459
punch-down blocks, defined, 818
put FTP subcommand, 344
pwd command, Linux, 766
$PWD environment variable, Linux, 765
pwd FTP subcommand, 344

0

-

quarter-inch cartridge (QIC),
defined, 818
queries, DNS
example, 316-317
overview, 315-316
recursive compared with iterative,
315-317
reverse lookups, 322-323
queries, SQL Server, 645-646
queues, defined, 818
quit FTP subcommand, 345
quote FTP subcommand, 345
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rack-mount servers, as server form
factor option, 47
radio spectrum, 382-384
radio waves, 381-382
RAID (Redundant Array of Inexpensive
Disks), 480, 495, 818
RAM
defined, 818
Linux system requirements, 669, 673
for server computers, 45-46
taking stock for planning purposes, 80
Windows system requirements,
66-68, 114, 475
$RANDOMS environment variable,
Windows, 581
RAS and IAS Servers group, 529
RDATA resource record field, 317, 318
RDC (Remote Desktop Connection),
489-492, 818
Read & Execute permission, 538-539
Read permission, 187, 538-539
receivers, telecom, 433
recv FTP subcommand, 345
Red Hat. See Fedora
redirection
defined, 818
Linux, 763-764
Windows, 579
Redundant Array of Inexpensive Disks
(RAID), 480, 495, 818
registry, Windows, defined, 818
relational databases, 628-629
relative domain names, 304
Reliability and Performance Monitor,
567. See also Performance Monitor
reliability. importance for servers, 44
Remote Desktop Connection (RDC),
489-492, 818
Remote Desktop Users group, 528
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Remote Installation Services
(RIS), 113, 819
remotehelp FTP subcommand, 346
rename FTP subcommand, 346
repeaters
adding to wireless networks, 420-421
compared with bridges, 56
connecting cable segments, 50
defined, 25-26, 54, 818
hubs as, 25-26
illustrated, 55
multiport, 25-26, 55
overview, 54-56
Replicator group, 528
Reseaux IP Europeens Network, 313
resolv network configuration file,
Linux, 702, 705
resolvers, defined, 315
resource records, in zone files
Address (A) resource record type,
318, 320-321, 324, 718
Canonical Name (CNAME) resource
record type, 318, 321, 718
Class resource record field, 317, 318
CNAME (Canonical Name) resource
record type, 318, 321, 718
fields in, 317-318
Mail Exchange (MX) resource record
type, 318, 322, 324, 718
MX (Mail Exchange) resource record
type, 318, 322, 324, 718
Name of Server (NS) resource record
type, 318, 320, 718
New Resource Record dialog box,
615-616
NS (Name of Server) resource record
type, 318, 320, 718
overview, 317
Owner resource record field, 317
Pointer (PTR) resource record type,
318, 321-322, 718
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PTR (Pointer) resource record type,
318, 321-322, 718
RDATA resource record field, 317-318
record types, 318-322
A (Address) resource record type,
318, 320-321, 324, 718
SOA (Start of Authority) resource
record type, 318-320, 718
Start of Authority (SOA) resource
record type, 318-320, 718
TTL (Time to Live) resource record
field, 317-318
Type resource record field, 317-318
resources, defined, 818. See also hard
drives; network printers
retail licenses, 205
reverse lookups, 322-323
RFC (Request for Comments)
documents, 264-265
ring topology
ARCnet example, 18
defined, 819
FDDI example, 18
illustrated, 18
overview, 18
packets in, 18
Token Ring example, 18
RIS (Remote Installation Services),
113, 819
RJ-11 connectors, 439, 819
RJ-45 connectors, 51, 103-104, 819
rm command, Linux, 770
rmdir command, Linux, 767
rmdir FTP subcommand, 346

roaming, in wireless networks, 390-391

roaming user profiles
creating, 533-534
defined, 532, 533
robotic tape backup units, 240
rogue access points, 402-403
root, defined, 819

/root directory, Linux, 689
root domain, defined, 302, 305
root hints file, 313-315
root partition, Linux, 672-673, 689
root servers
in BIND names. ca file, 715
defined, 819
in nslookup, 362, 365
role in DNS, 312-315
routable protocols, 31, 39-40, 267
route command, Linux, 787
route command, Windows
defined, 165
displaying routing table, 370-372
modifying routing table, 372-373
overview, 370
routers
compared with bridges, 57
connecting networks with different
protocols, 30
defined, 19, 30, 819
as firewall appliances, 192
illustrated, 58
in mesh networks, 19
multiple, 57
as Network layer devices, 57
Routing and Remote Access MMC
snap-in, defined, 496
routing table
displaying using route command,
370-372
modifying using route command,
372-373
rpm command, Linux
installing Apache, 733, 734
installing DHCP, 711
installing Samba, 721-722
overview, 774-775
as Package Manager, 774-775
RunAs command, Windows, 602-603
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safe computing, 200-201
Samba
configuration options, 723-728
defined, 719, 819
installing, 720-721
overview, 719-720
smbclient command, 731-732
smb. conf file, 728-730
starting and stopping, 721-723
Samba Server Configuration tool,
723-728
SANSs (storage area networks), 59, 68
/sbin directory, Linux, 689
scalability, 44
ScanDisk, defined, 819
scheduling software, defined, 819
scopes, DHCP
adding to DHCP server configuration,
295-296
creating, 290-292
defined, 290, 819
excluded, 291
list of properties, 290
overview, 290
scripts, SQL, 646-647
SCSI (small computer systems
interface) drives
compared with IDE drives, 46, 231-232
controller cards, 46
defined, 819
for server computers, 46, 231-232
search engine Web sites, 795-796
seconday zones, DNS, 311
Secure Shell Protocol (SSH), TCP/IP
port number, 193
security
closed-door approach, 175
data backup issues, 249-250
identifying need, 174

Index 863

as NOS feature, 64-65
open-door approach, 175
physical, 175-177
role of firewalls, 180-181
two approaches, 175
wireless issues, 399-410
Security Account Manager (SAM)
database, 506
Security+ certification, 168
Security events, viewing, 227, 564
Security log, 564, 566
segments, cable, 50, 820
segments, network, 234
select statement, SQL, 630-632
send FTP subcommand, 346-347
Sendmail
defined, 745, 820
e-mail overview, 745-746
enabling connections, 749
enabling masquerading, 749
history, 746
installing, 746-747
setting up aliases, 749-750
sendmail.cf file, 747-748
sendmail .mc file, 748-750
serial ports, defined, 820
Server+ certification, 168
server computers
availability issue, 44
backing up before installing Windows
Server 2008, 481
backing up from, 246
compared with client computers, 13
components, 44-46
configuration options as bottleneck,
232-233
configuring after NOS installation,
118-119
dedicated compared with peers, 14
as DHCP servers, 145, 288
file servers, 84
as firewall computers, 192
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server computers (continued)
hard drives for, 46
hardware as bottleneck, 232
mail servers, 85
memory for, 45-46
motherboards for, 44-45
network connections for, 46
in networks, defined, 10
NOS minimum requirements, 114
overloading as bottleneck, 233
overview, 43
pinging, 154
power supplies for, 46
print servers, 84-85
processors for, 45, 114, 232
reliability issue, 44
restarting, 226-227
selection considerations, 43-44
service and support for, 44
types, 84-85
verifying logon, 154-155
video cards for, 46
Web servers, 85
Windows NT, 506-507
Windows Server 2008 system
requirements, 475-476
Server Management MMC snap-in,
defined, 496
Server Manager
adding server roles, 485-487
defined, 69
Server Message Block (SMB)
as Application layer protocol, 33-34
defined, 33, 820
in Samba, 719-723, 730-731
spanning of three OSI model layers, 32
Server Operators group, 528
server roles, 484-487
Server service, defined, 225
servers, defined, 820. See also server
computers
service accounts, 185-186

service command, Linux, 773-774
Service Configuration tool, Linux
restarting BIND, 718
starting and restarting vsftpd
service, 756
starting and stopping Samba, 722-723
service packs, 160, 164, 212, 820
service set identifiers (SSIDs)
configuring wireless access points, 393
defined, 380, 821
securing for WAPs, 406-407
Services MMC snap-in, 496, 572-573
Session layer, OSI model, 25, 32, 820
sessions, overview, 32
Setup events, viewing, 564
SFT (System Fault Tolerance),
defined, 820
Share and Storage Management MMC
snap-in
creating shares using Provision a
Shared Folder Wizard, 541-546
illustrated, 541
invoking, 540-541
share names
common special shares, 540
defined, 539, 820
net share command parameter,
545, 596
in Provision a Shared Folder Wizard,
541, 543
in Samba, 720
sharing folders without wizard, 547-548
shared folders
defined, 539, 820
granting permissions, 545, 548-550
hidden, 540
overview, 539-540
Provision a Shared Folder Wizard,
541-546
setting up without wizard, 547-548
special, 539-540
shared hard drives



installing NOS, 113
mapping on client computers,
148-150, 155
shared resources, defined, 820
SharePoint
adding home page announcements,
657-658
adding users to sites, 653-654
common site elements, 653
connecting to sites, 652-653
creating additional sites, 664-665
creating new site pages, 659-661
defined, 649
documents and document libraries,
662-664
editing Quick Launch menus, 661-662
installing, 650-652
overview, 649-650
removing home page announce-
ments, 659
Team Site Members, 654
Team Site Owners, 654
Team Site Visitors, 654
shares
creating by using Samba Server
Configuration tool, 727-728
creating using Provision a Shared
Folder Wizard, 541-546
sharing on networks, 12-13
$SHELL environment variable, Linux, 765
shell scripts, Linux, 765-766
shielded twisted-pair cable
compared with unshielded, 98-99
defined, 820
shutting down Linux, 692
signal boosters, 419
Simple Mail Transfer Protocol (SMTP)
as Application layer protocol, 268
defined, 33
history, 745
role of TCP, 40
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TCP/IP port number, 193
Simple Network Management Protocol
(SNMP)
defined, 821
support for managed hubs, 52
TCP/IP port number, 194
simplex transmission mode, 32
Skype, 460
Slackware, 671
small computer systems interface
(SCSI) drives
compared with IDE drives, 46, 231-232
controller cards, 46
defined, 819
for server computers, 46, 231-232
smartphones, 466
SMB (Server Message Block)
as Application layer protocol, 33-34
defined, 33, 820
in Samba, 719-723, 730-731
spanning of three OSI model layers, 32
smbclient command, Linux, 731-732
smb . conf file, 728-730
smileys, defined, 820
SMTP (Simple Mail Transfer Protocol)
as Application layer protocol, 268
defined, 33
history, 745
role of TCP, 40
TCP/IP port number, 193
SNA (Systems Network Architecture),
42, 820
sneakernet, defined, 821
Sniffer, 166
SNMP (Simple Network Management
Protocol)
defined, 821
support for managed hubs, 52
TCP/IP port number, 194
SOA (Start of Authority) resource record
type, 318-320, 718
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software

automating Setup programs, 209-211

for backing up data, 241
deploying manually using Setup
program, 208
deploying on networks, 208-212
installing by using Group Policy,
211-212
keeping up to date, 212-214
licenses for, 204-206
managing on networks, 203-214
network discovery programs, 164
for networks, 11
running Setup from network share,
208-209
taking stock for network planning
purposes, 82
tools for network administrators,
164-166
software patches, 163-164, 181
Software Update Service (SUS), 164
solid twisted-pair cables, 99
spam, 174, 191, 401, 745, 749, 750-752
SpamAssassin tool, 750-752
spectrum, radio, 382-384
SPI (stateful packet inspection), 195
spoilers, 402
spooling, 231, 821
spyware, 238
SQL (Structured Query Language)
alter statement, 630
create statement, 630
creating scripts for databases and
tables, 646-647
defined, 629
delete statement, 630
dialects, 630
drop statement, 630
insert statement, 630
pronunciation, 629
select statement, 630-632
statements, 630-632

update statement, 630
use statement, 630
SQL Server
Connect to Server dialog box, 638-639
creating new databases, 640-641
creating tables, 642-644
defined, 628, 638
editing tables, 644-645
installing, 632-638
running Management Studio, 638-647
working with queries, 645-646
working with scripts, 646-647
SSH (Secure Shell Protocol), TCP/IP
port number, 193
SSIDs (service set identifiers)
configuring wireless access points, 393
defined, 380, 821
securing for WAPs, 406-407
stackable switches, 110
Standard Ethernet transmission
speed, 35-37
standards. See also protocols
defined, 23
organizations involved in setting, 23-24
relationship to protocols, 23
useful Web sites, 794-795
star topology
cables for, 16-17, 50-51
combined with bus topology, 17-18
daisy-chaining hubs and
switches, 17-18
defined, 821
hubs in, 16-17
illustrated, 16
overview, 16-17
switches in, 16-17
Start of Authority (SOA) resource record
type, 318-320, 718
stateful packet inspection (SPI), 195, 821
station cables, 99, 106
stations, defined, 821
status FTP subcommand, 347



storage area networks (SANs), 59, 68
stranded twisted-pair cables, 99
subdomains, 303, 310-311, 509
subnet masks, 281-282, 821
subnets, defined, 280
subnetting
default subnets, 283
defined, 280, 821
example of network before and after,
280-281
illustrated, 281
IP address blocks, 284-285
network prefix notation, 282-283
overview, 280
reasons for using, 280
restrictions, 283-284
role of subnet masks, 281-282
subscription licenses, 206
surge protectors, 217
SUS (Software Update Service), 164
SUSE, 670
swap partition, Linux, 673
switchboard operators, 436
switches
compared with hubs, 17, 54
daisy-chaining, 17-18, 52-53, 109-110
as Data Link layer devices, 28, 54
defined, 54, 821
installing, 109-110
managed, 53
in networks, defined, 11
overview, 54
relationship to hubs, 52
replacing hubs with, 52, 233-234
stackable, 110
in star networks, 16-17
troubleshooting, 219
uplink port, 105, 109-110
UTP specifics, 52

verifying network connections, 151-152

WAPS as, 389
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Symantec, 165, 200

System events, viewing, 227, 564

System Fault Tolerance (SFT),
defined, 820

System Information program,
29, 30, 83, 130, 165, 292

System log, 564, 566

$SYSTEMDRIVES environment variable,
Windows, 581

$SYSTEMROOT$S environment variable,
Windows, 581

SYSVOL share, 540

T

tables, database
creating using SQL Server Management
Studio, 642-644
editing using SQL Server Management
Studio, 644-645
Take Ownership permission, 187
tape drives
for backups, 240, 248-249
cleaning tape heads, 249
defined, 821
maintenance, 249
taskpads, MMC, 498-504
tasks, defined, 821
TB (terabyte), defined, 822
TCP (Transmission Control Protocol)
compared with UDP, 40
defined, 31-32, 40
overview, 40
reliance of Application protocols on, 40
as Transport layer protocol, 40, 267
viewing connection status using
Netstat command, 31-32
TCP/IP (Transmission Control
Protocol/Internet Protocol)
commands and tools, 165, 349-376
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configuring network connections in
Windows XP, 124-126
defined, 23, 38, 822
four-layer model, 38, 266-268
history, 38, 41
Hosts file, 307-309
implementing for Linux, 673
implementing for Windows Server
2008, 480
layered framework, 266-268
overview, 261-268
packet filtering, 193-195
ports, 193-194
role of DHCP, 287-289
role of IETF, 264
useful Web sites, 796
TCP/IP Properties dialog box, 299
telecom networks
analog phone systems, 434-435
cabling, phone system, 439-440
carrier types, 431-432
defined, 431
local carriers, 432
long distance carriers, 432
overview, 431
PBX systems, 435-439
similarities to computer networks,
431, 433
wireless carriers, 432
telecommunications. See telecom
networks
telephones. See telecom
Telnet protocol
as Application layer protocol, 268
circuit-level gateways, 195
defined, 33
role of TCP, 40
TCP/IP port number, 193
terminal emulation, 33, 40, 268
$TEMP% environment variable,
Windows, 581
temporary user profiles, 532

10Base2 standard, 36-37, 39, 799
10Base5 standard, 36, 39, 799
10BaseFL standard, 37, 39
10BaseT standard, 25-26, 37, 39, 55, 103,
104, 799. See also twisted-pair cable
terabyte (TB), defined, 822
terminal emulation, 33, 40, 268
terminal window, GNOME, 762
terminators, 50, 107, 218, 822
terrorism, as type of disaster, 253
theft, as type of disaster, 253
thinnet cables, 49, 50
$TIME% environment variable,
Windows, 581
time sharing, defined, 822
time-out, defined, 822
tips, defined, 822
TLA (three-letter acronyms), defined, 822
/tmp directory, Linux, 689
$TMP$% environment variable,
Windows, 581
token passing, 27
Token Ring networks, 18, 822
tokens, defined, 822
tools, for installing cable, 101-102
top-level domains
aero domain, 305
biz domain, 305
ca domain, 306
com domain, 302, 305
coop domain, 305
defined, 302, 304, 822
edu domain, 302, 305
generic, 304-305
geographic, 305-306
gov domain, 302, 305
info domain, 305
int domain, 305
mil domain, 305
museum domain, 305
name domain, 305
net domain, 305



org domain, 302
overview, 302, 304
pro domain, 305
us domain, 306
topologies
bus, 15-16
combined star and bus, 17-18
defined, 15, 822
mesh, 18-19
ring, 18
role of nodes, 15
role of packets, 15
star, 16-17
touch command, Linux, 771
touch-tone dialing, 434, 822
tower cases, as server form factor
option, 46
trace FTP subcommand, 347
traceroute command, Linux, 788
tracert command, Windows,
165, 373-375
tracking network problems, 228
transceivers, defined, 823
transitive trusts, 511
Transmission Control Protocol/Internet
Protocol (TCP/IP)
commands and tools, 165, 349-376
configuring network connections in
Windows XP, 124, 125-126
defined, 23, 38, 822
four-layer model, 38, 266-268
history, 38, 41
Hosts file, 307-309
implementing for Linux, 673
implementing for Windows Server
2008, 480
layered framework, 266-268
overview, 261-268
packet filtering, 193
ports, 193-194
role of DHCP, 287-289
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role of IETF, 264
useful Web sites, 796

transmitters, telecom, 432
Transport layer, OSI model

defined, 24, 823
overview, 31-32

Transport layer, TCP/IP model

illustrated, 38, 266
overview, 267

Travan tape drives, 240, 823
trees, in Active Directory, 511
Trojan horse programs, 199, 823
troubleshooting

client computers, 216-218
coaxial cable, 218-219
Computer Management MMC snap-in
as tool, 571-572
Event Viewer as tool, 563-565
hubs, 219
network connections, 218-219
network problems compared with
client computer problems, 222
switches, 219
twisted-pair cable, 218
Windows Networking Troubleshooter
as tool, 220-221
wireless networks, 417-421
trust relationships, 507, 823
trustee rights, 187, 823
trusts, transitive, 511
TTL (Time to Live) resource record
field, 317-318
twisted-pair cable
10BaseT, defined, 37
advantages of using, 51-52
attaching RJ-45 connectors to, 103-104
Category grades, 51, 97-98, 104
compared with coaxial cable, 51-52
connecting to patch panels, 106
connecting to wall jacks, 106
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twisted-pair cable (continued)

defined, 823

hub and switch specifics, 52, 54

hub requirement, 51-52

installing, 100-106

overview, 50-51

pairs overview, 98

pin connections, 102-103

plenum type, 99

shielded compared with unshielded,

98-99

solid, 99

in star topology, 50-51

stranded, 99

troubleshooting, 218

wiring schemes, 102-103
Type resource record field, 317-318
type FTP subcommand, 347-348

U

Ubuntu, 670
UDP (User Datagram Protocol)
compared with TCP, 40
as connectionless protocol, 31
defined, 31-32, 40
overview, 40
as Transport layer protocol, 267
viewing connection status using
Netstat command, 31-32
uncompressing data, 482
unified messaging, 452-458
Uniform Resource Locators (URLs),
556-557, 823
universal group scope, 527
University of Maryland, 313
Unix. See also Linux
Berkeley Software Distribution, 746
protocol for network file sharing, 33
Sendmail, 746

unshielded twisted-pair cable. See also
twisted-pair cable
10BaseT, defined, 37
compared with shielded, 98-99
defined, 823
overview, 50-51
update statement, SQL, 630
uplink ports, 105, 109-110
UPS (uninterruptible power supply)
devices, 117, 254, 482, 823
URLs (Uniform Resource Locators),
556-557, 823
U.S. Army Research Lab, 313
U.S. DOD Network Information, 313
us top-level domain, 306
USB, defined, 823
use statement, SQL, 630
user accounts
account properties, 516
Administrator built-in account, 128,
180, 184-185, 489-490, 528-529
for backups, 250
built-in, 184-186
configuring for Samba server users,
725-726
configuring Outlook connection,
621-623
creating and modifying Exchange
mailbox, 617-621
creating new users, 516-519
creating on domain controllers, 132
defined, 183
deleting, 525-526
disabling/enabling, 525
elements of, 183-184
group memberships, 516
Guest built-in account, 185
Linux, 690-692, 694-695
local computer accounts compared
with domain accounts, 132, 515
for local computer use, 132



managing, 183-189
obfuscating usernames, 177
overview, 183-184
password-protecting, 178-180,
183, 516, 518
restrictions on, 184
rights of users, 186
role of permissions in controlling
network access, 187-188
securing, 177-180
as security feature, 64-65
service built-in accounts, 185-186
setting user properties, 519-524
as tool for managing Windows
servers, 515
usernames for, 516-518
verifying logon, 154-155
User Datagram Protocol (UDP)
compared with TCP, 40
as connectionless protocol, 31
defined, 31-32, 40
overview, 40
as Transport layer protocol, 267
viewing connection status using
Netstat command, 31-32
user IDs, defined, 824
User Manager for Domains, defined, 824
User Manager, Linux, 695
user profiles
benefits, 189
defined, 188-189, 532, 824
local, 532
mandatory, 532
roaming, 532-534
storing settings, 532
temporary, 533
types, 532-533
what they govern, 189
User Properties dialog box, 519-524
user rights, 186, 824
useradd command, Linux,
694-695, 776-777
userdel command, Linux, 777

Index 871

$USERDOMAIN% environment variable,
Windows, 581
user FTP subcommand, 348
usermod command, Linux, 777
$USERNAME environment variable,
Linux, 765
$USERNAMES environment variable,
Windows, 581
usernames
obfuscating, 177, 815
for user accounts, 516
$USERPROFILE$% environment variable,
Windows, 581
users
adding to groups, 530-531
determining who is logged on to
servers, 222-223
developing security policy for, 181-182
in groups, 188
profile information, 523-524
resetting passwords, 524-525
restricting access, 522-523
Users and Computers MMC snap-in. See
Active Directory Users and
Computers MMC snap-in
Users group, 528
users’ groups, defined, 824
/usr directory, Linux, 689

4

/var directory, Linux, 689
VBScript, defined, 824
verbose FTP subcommand, 348
VeriSign Global Registry Services,
312, 313
Verizon VoiceWing, 462
Very Secure FTP Daemon
configuring, 757-759
defined, 755
installing, 755-756
starting FTP service, 756
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VGA (Video Graphics Array),
defined, 824
video cards, for server computers, 46
ViewMail
changing settings, 455-458
configuring, 452-453
defined, 452
listening to voice mail, 453-455
Vines operating system, defined, 824
virtual consoles, Linux, 677, 688,
693, 761-762
virtual hosts
creating, 741-742
default, configuring, 739-741
defined, 738
multiple, configuring, 738-739
virtual memory, defined, 824
virtual users. See aliases, creating
viruses
antivirus programs, 199-200
defined, 199
e-mail transmission, 199
glossary definition, 824
overview, 198-199
protecting networks from, 199-201
safe-computing precautions, 200-201
VirusScan, 200
Visio
defined, 824
diagraming Active Directory domain
structure, 509-510
as network maintenance tool, 164
as network planning tool, 87-88
voice mail
defined, 824
integrating with Microsoft Outlook,
452-458
PBX feature, 439
Voice over Internet Protocol (VoIP)
advantages, 460-461
ATA adapter systems, 460
defined, 459, 824

disadvantages, 461-462
overview, 459-460
PBX systems, 460
popular providers, 460, 462
software-only systems, 460
system components, 462-464
VoIP (Voice over Internet Protocol)
advantages, 460-461
ATA adapter systems, 460
defined, 459, 824
disadvantages, 461-462
overview, 459-460
PBX systems, 460
popular providers, 460, 462
software-only systems, 460
system components, 462-464
volume licenses, 205-206
Vonage, 460, 462
vsftpd program, Linux
configuring, 757-759
installing, 755-756
restarting FTP service, 756
starting FTP service, 756

w

W3C (World Wide Web Consortium), 23-24

wall jacks, 106

WAPs (wireless access points)
adding repeater, 420-421
adding second one, 419-420
antennas, 388, 419-420
changing channels, 418-419
changing passwords, 405-406
channel options, 393
configuring, 391-394
creating infrastructure mode

networks, 389

defined, 387
disabling guest mode, 407
dual functions, 387-388
as hubs, 389



illustrated, 388
IP addresses, 391-392
multifunction, 389, 390, 391-392, 394
overview, 387-388
placing outside firewalls, 410
resetting, 421
restoring defaults, 421
rogue, 402-403
securing SSIDs, 406-407
signal boosters for, 419
as switches, 389
using to bridge subnets, 391
warchalking, 404-405, 825
wardriving, 403-405, 825
water, as cause of disasters, 253
water supply interruption, as type of
disaster, 253
wavelength, 382
weather, as cause of disasters, 253
Web browsers. See also Internet Explorer
accessing FTP sites, 332
defined, 825
Web servers. See also IIS (Internet
Information Services)
accessing network printers, 143-144
adding in Windows Server 2008,
484-487
adjusting printer configuration, 144
Apache, 733-743
defined, 85
displaying printer information, 143-144
Web sites
on certification, 791
creating intranet sites, 612, 650, 742
on hardware, 791-792
on home and small business
networking, 792
IIS default, 610-612
on Linux, 793
locating free local hotspots, 412-413
for magazines, 793-794

Index 873

on Microsoft, 794
on network standards organizations,
794-795
for reference, 795
for searching, 795-796
on TCP/IP and Internet, 796
on wireless networking, 797
WEP (wired equivalent privacy)
configuring wireless access points, 393
defined, 825
enabling, 407-408
increasing effectiveness, 407-408
wide area networks, 15, 19
WIDE Project, 313
Wi-Fi. See also WPA (Wi-Fi Protected
Access)
Boingo software, 414
compared with Bluetooth, 423-424
compared with wireless networks, 380
defined, 825
wildcards, Linux, 763
wildcards, Windows, 578
$WINDIR% environment variable,
Windows, 581
Windows
environment variables, 580-581
Windows 95, 74, 825
Windows 98, 74, 825
Windows 2000 Professional, 74
Windows 2000 Server, 65, 67-68, 825
Windows Backup, adding in Windows
Server 2008, 484-487
Windows Calculator program, 272-273
Windows CE, 825
Windows Firewall, 147
Windows for Workgroups, 74, 825
Windows Millennium Edition (Me),
74, 825
Windows Mobile, 467-469, 825
Windows Networking Troubleshooter,
220-221
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Windows NT
compared with Active Directory,
507-508
domain issues, 506-507
overview, 65-66
Windows operating systems
accessing file servers from Linux
computers by using Samba, 731-732
accessing shared Linux directories and
printers by using Samba, 719-730
compared with Linux, 672, 687-689
defined, 825
peer-to-peer-networks, 71-74
protocol for network file sharing, 33
System Information program,
29, 30, 83, 130, 165, 292
using Microsoft Update Web site, 164
viewing in System Properties dialog
box, 80-81
what user profiles govern, 189
Windows Performance Monitor. See
Performance Monitor
Windows Security Center feature,
201-202
Windows Server 2003
configuring file server role, 540
installing FTP, 328-329
overview, 67-68
Performance Monitor tool, 236-237
Windows Storage Server, 59
Windows Server 2008
configuring file server role, 540
creating domains, 512
file system format options, 478-479
full installation compared with upgrade
installation, 476-477
Initial Configuration Tasks Wizard,
118-119, 484-485
installing FTP, 328-329
licensing options, 477
managing, 489-504
multiboot feature, 477

overview, 69
planning for installation, 475-482
release notes, 476
running Setup, 482-484
system requirements, 475-476
using Administrator account, 489-490
using Remote Desktop Connection,
489-492
Windows SharePoint Services
adding home page announcements,
657-658
adding users to sites, 653-654
common site elements, 653
connecting to sites, 652-653
creating additional sites, 664-665
creating new site pages, 659-661
defined, 649
documents and document
libraries, 662-664
editing Quick Launch menus, 661-662
installing, 650-652
overview, 649-650
removing home page announce-
ments, 659
Team Site Members, 654
Team Site Owners, 654
Team Site Visitors, 654
Windows Storage Server, 59
Windows Update, 212-214
Windows Vista
adding network printers, 141-143
Bluetooth support, 426
configuring client computers for DHCP,
145-147
configuring computer identification,
130-132
configuring network connections for
client computers, 126-128
configuring network interface cards
(NICs), 128
configuring TCP/IP protocol suite, 128
connecting wireless networks with, 398



Internet Connection Sharing, 147
peer-to-peer-networks, 73
Security Center feature, 201-202
starting Networking Troubleshooter, 221
taking stock of protocols for network
planning purposes, 81-82
Windows Firewall, 147
Windows XP
Bluetooth support, 426
configuring computer identification,
129-130
configuring for wireless networking,
395-396
configuring network connections for
client computers, 121-126
configuring network interface cards
(NICs), 123-124
configuring TCP/IP protocol suite,
124-126
Internet Connection Sharing, 147
peer-to-peer-networks, 74
Security Center feature, 201-202
starting Networking Troubleshooter, 221
using wireless networks with, 396-397
Windows Firewall, 147
wire cutters, 101
wire stripper tool, 101
wired equivalent privacy (WEP)
configuring wireless access points, 393
defined, 825
enabling, 407-408
increasing effectiveness, 407-408
wireless access points (WAPs)
adding repeater, 420-421
adding second one, 419-420
antennas, 388, 419-420
changing channels, 418-419
changing passwords, 405-406
channel options, 393
configuring, 391-394
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creating infrastructure mode
networks, 389

defined, 387

disabling guest mode, 407

dual functions, 387-388

as hubs, 389

illustrated, 388

IP addresses, 391-392

multifunction, 389-392, 394

overview, 387-388

placing outside firewalls, 410

resetting, 421

restoring defaults, 421

rogue, 402-403

securing SSIDs, 406-407

signal boosters for, 419

as switches, 389

using to bridge subnets, 391

wireless networks

access points, 387-394

adapters for, 386-387

ad-hoc mode, 380, 391

configuring Windows XP for, 395-396
connecting with Windows Vista, 398
connecting with Windows XP, 396-397
defined, 11, 380

eavesdroppers, 401-402

electronic fundamentals, 380-384
filtering MAC addresses, 409-410
freeloaders, 401

hotspotting, 411-415

infrastructure mode, 389

intruders, 400-401

making more secure, 405-410
overview, 379-380

in radio spectrum, 383-384

range of IEEE 802.11g, 385

roaming in, 390-391

rogue access points, 402-403
sample plan, 90-92
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wireless networks (continued)
security checklist, 409
security issues, 399-410
spoilers, 402
structure mode, 380
threat overview, 399-403
troubleshooting, 417-421
useful Web sites, 797
wireless PC cards, 386
wireless telecom carriers, 432
wizards. See also Add Roles Wizard
Active Directory Installation
Wizard, 512
Initial Configuration Tasks Wizard,
118-119, 484-485
Provision a Shared Folder Wizard,
541-546
setting up shared folders without,
547-548
WLAN (wireless local area network).
See wireless networks
workgroups
compared with domains, 72, 480-481
in peer-to=peer networks, 72
Workstation service, defined, 225
workstations
pinging, 154
restricting user access, 522-523
verifying logon, 154-155

World Wide Web Consortium
(W30), 23, 24
World Wide Web, TCP/IP port number,
194. See also Web sites
worms, defined, 199
WPA (Wi-Fi Protected Access), 408-409
Write permission, 187, 538-539

X

X Window System, Linux, 677, 688

Xandros, 671

xinetd network configuration file,
Linux, 702, 707

XOR logical operation, 271-272

Z

zone files

for Linux DNS servers, 717-718

for Windows DNS servers, 317-318
zones, DNS

delegation, 310-315

primary, 311

secondary, 311

subdomain relationship to, 310-311



