
• Numbers & Symbols •
@stake (at stake) Web site, 75, 151
3Com Network Director software, 287
3G Americas (organization), 342
3GPP (3rd Generation Partnership

Project), 343
5ivenetworks Web site, 370
802.1d IEEE standard, 258
802.1x IEEE standard, 58, 205–206, 347
802.3 IEEE standard, 13
802.3af IEEE standard, 244
802.11 IEEE standard, 15, 49, 186, 348, 360
802.11a IEEE standard

channel capacity, 30, 31, 359
encoding, 348
equipment cost, 27, 31
frequency, 53, 348, 355, 359, 360
hardware support, verifying, 49
interference, 30, 31
introduced, 16
security features, 186, 193–194
throughput, 29, 30, 348
USB support, 107

802.11b IEEE standard
AES support, 31
Bluetooth device, using alongside, 68
channel capacity, 30, 357, 359
compatibility, backward, 349
EAP support, 31
encryption, 31
equipment cost, 27, 31
frequency, 53, 348, 355, 359, 360
hardware support, verifying, 49
interference, 30, 63, 177
introduced, 16
range, 29
throughput, 29, 348
WEP support, 31
WPA support, 31

802.11c IEEE standard, 349
802.11d IEEE standard, 349
802.11e IEEE standard, 349

802.11f IEEE standard, 349
802.11g IEEE standard

Bluetooth device, using alongside, 68
channel capacity, 30
equipment cost, 27
frequency, 53, 355, 356, 359, 360
hardware support, verifying, 49
interference, 30, 63, 177
introduced, 16
range, 30, 31
throughput, 29, 30, 44
USB support, 107

802.11h IEEE standard, 342, 350
802.11i IEEE standard, 164, 178, 202,

204, 350
802.11j IEEE standard, 350
802.11k IEEE standard, 351
802.11n IEEE standard, 351
802.15 IEEE standard, 16, 69, 351
802.15.4 IEEE standard, 13
802.15.1 IEEE standard, 13
802.15.3 IEEE standard, 13
802.16 IEEE standard, 13, 15, 24, 352
802.20 IEEE standard, 16
1100 AP, Aironet, 85
1200 AP, Aironet, 27, 30, 43, 85, 99–102
1394 IEEE standard, 13
1400 Series Wireless Bridge, Aironet, 251

• A •
AbsoluteValue Systems Web site, 119
access point. See AP
ACK (acknowledge) transmission

frame, 241
ACO (Authentication Ciphering Offset), 79
ad hoc network, 51–52, 67, 133–134,

250, 317
AdRem Software NetCrunch, 287
AeroLAN AL1511 PCMCIA adapter

card, 105
AES (Advanced Encryption Standard),

31, 203, 314

Index
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AES-CCMP (Advanced Encryption
Standard-Counter Mode-Cipher Block
Chaining MAC Protocol), 204, 314–315

Affix software, 71
Agere Systems, 164
AGN100 chipset, 238
Air Premier product line, 131, 222
AirBeam software, 288
AirDefense software, 158, 181, 298, 308
Airespace

P802 Handoff Study Group
participation, 123

site survey product line, 36
switch product line, 262
WIDS software, 298

Airgo Networks AGN100 chipset, 238
AirMagnet

Distributed product line, 158
Handheld software, 267
vulnerability scanning software, 289
war driving software, 285
WIDS software, 298

Aironet product line
1100 AP, 85
1400 Series Wireless Bridge, 251
1200 AP, 27, 30, 43, 85, 99–102

AiroPeek software, 267, 287, 294–298,
301, 312

airport connectivity, 24, 135–136, 331–332
Airsnarf software, 316
AirSnort software, 285, 309
AirTouch Network Security System War

Driving Kit, 285
Alcatel signal testing solution, 36
Alert Guru Web site, 338
AL1511 PCMCIA adapter card, 105
Allstream Web site, 144
Alvarion

PC cards, 105
Web site, 370

antenna
amplifier, 131
AP, 85
bridge, 252–253, 259, 260
building, 370
Centrino chipset, 17
choosing appropriate, 54–56
container, plastic, 259

cost, 27
directional, 253, 320–321
dish, 54, 56
diversity, 237, 253
eavesdropping, for, 166
gain, 43, 360
installing, 35, 85
isotropic, 365
length, 367–368
LOS, 42, 62, 66, 125, 236
omni-directional, 54
parabolic, 54, 56
patch, 54
permit, 35
placement, physical, 35
power, maximum, 243
radome housing, 34
receiver, 43, 105
RF, 353, 360, 365, 366, 367–368
rod, 54, 56
sectorized, 54, 56
security, physical, 35
semi-directional, 253
Tecom Omni, 27, 43
transmitter, 43
upgrading, 17
USB port, connecting to, 71, 106
war driving, for, 152
Yagi, 54, 55, 56

AP (access point). See also specific brand
antenna, 85
authentication, 89, 178–179, 187–188
bridge AP functionality, 253, 255
channel setup, 93
clients per AP, maximum, 30
connection, 84–86, 87–88, 100
cost, 26–27
encryption, 27, 96–98
Ethernet, 85
firmware, 94
frequency, 53
hardening, 326
idle time, maximum, 91
IP address, 87, 91–92, 100–101
LAN, maximum number of APs per, 129
logging in, 88–89
MAC address, 50, 100
management, remote, 90
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naming, 92–93, 95–96
password, 89–90, 91, 95, 100
placement, physical, 177
power output, variable, 40
resetting, 177
rogue, 279–280, 294–298, 300, 311–312,

315–316
router, using as, 84–86
security, 86, 90, 96–98, 177–178, 180
SSID, 92–93, 95–96, 100–101, 129
subnet, 87, 321–325
time zone, configuring, 89
transmission rate, specifying, 93
virtual server setup, 98–99
WEP, 96–98, 164
Wi-Fi compliance, 27

APRS (Automatic Position Reporting
System), 153

Arpwatch software, 298–299
arstechnica Web site, 154, 313
Aruba Wireless Networks

switch product line, 262
WIDS software, 298

Asanté FriendlyNet AeroLAN AL1511
PCMCIA adapter card, 105

Ash-Tec Systems Web site, 370
ASLEAP software, 28, 206
association, 123, 129–131, 165, 187
at stake (@stake) Web site, 75, 151
auditing, 300–302
authentication. See also specific

authentication mechanism
AP, 89, 178–179, 187–188
Bluetooth, 76, 77–78, 79, 80, 81
described, 186
e-mail, 143–144
importance of, 161–162
nonce, 188
open system, 187–188
planning, 172
port-based, 204–206
router, wireless, 89
shared-key, 187–189
state, 187–189
two-factor, 143
VPN, 213, 217, 219

Authentication Ciphering Offset (ACO), 79
Automatic Position Reporting System

(APRS), 153

• B •
Baka Wireless Web site, 335
Basic Service Set (BSS), 50, 129
Basic Service Set ID (BSSID), 50
beacon frame, 50
BeaconWorks product line, 181
beam divergence, 238
Beamcrack software, 67
Beekelaar, Ronald (Firewalls

For Dummies), 167
“Beginner’s Guide To Toothing,” 78
Bell Mobility, 124
Bellomo, Michael (Network and System

Integration For Dummies), 34
Berkeley Varitronics software, 286, 287
BesserNet Web site, 364
Binary Phase Shifting Key (BPSK), 355
Black Sheep Networks Web site, 287
Blackice software, 305, 326
BlueGear software, 71–73
bluejacking, 78
bluesnarfing, 74, 75
Bluesniff software, 75
bluestumbling, 74, 75
Bluetooth

address, 77, 79
antenna, 71
authentication, 76, 77–78, 79, 80, 81
authorization, 75, 80–81
bandwidth, 68
bonding, 74, 77
cell phone, Bluetooth-enabled, 14, 78,

334–335
channel support, 68
claimant, 77
client, 71
confidentiality, 75, 76, 79–80
connection, 69–70, 78
device support, 69
discovering Bluetooth network, 74–75,

78, 151
802.11 device, using alongside, 68
encryption, 76, 77, 79–80, 81
infrared compared, 82
interference, 63, 68
laptop, 151
link key, 76, 77, 79
Linux environment, in, 71
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Bluetooth (continued)
MAC address, 76
modem, 14
name, origin of, 75
network topology, 70
pairing, 78
power management, 69
radio mode, 68
range, 13, 69
security, 73, 74–78, 79–81
signal, 13, 62
throughput, 13, 68
toothing, 78
trust, 80
verifier, 77
Windows environment, in, 71–73

Bluetooth SIG (Special Interest Group),
343–344, 351

Bluewatch software, 298
BlueZ software, 71
Boingo software, 19, 116–117, 129, 136
BPSK (Binary Phase Shifting Key), 355
BridgeLINK-11a Wireless Bridge, 251
bridging

antenna, 252–253, 259, 260
AP (access point) functionality, 253, 255
cabling, 253
channel, 259, 260
cost, 26, 258
described, 250–251
802.1d support, 258
encryption, 260, 263
filtering, 250–251, 253
firmware, 260
hardware, 258–259
IP addressing, 260
MAC address, 259
mode, 253–255, 260
multipoint, 17–18
outdoor, 257
output power, 253
radio card, modular, 253
range, 257–258
repeater configuration, 255
root, 254
security, 258, 260, 263
site survey, 250
Spanning Tree Protocol support, 255, 258
SSID, 259

troubleshooting, 260, 262
VLAN support, 263
WGB, 255–257
Windows environment, in, 260–262

BROADbeam Web site, 263
BSS (Basic Service Set), 50, 129
BSSID (Basic Service Set) ID, 50

• C •
Cain & Abel software, 301
Callback Control Protocol (CBCP), 219
CAN (Car Area Network), 334
Canadian Radio-television and

Telecommunications Commission
(CRTC), 341

capwap (Control and Provisioning of
Wireless Access Points) working
group, 132

Carrier Sense Multiple Access with
Collision Avoidance (CSMA/CA), 240

Carrier Sense Multiple Access with
Collision Detection (CSMA/CD), 240

Castle Rock Computing SNMPc
software, 287

CBC-MAC (Cipher Block Chaining-Message
Authentication Code), 314

CBCP (Callback Control Protocol), 219
CC Get MAC Address software, 310–311
CCA (clear channel assessment)

algorithm, 240
CCI (co-channel interference), 357, 359
CCK (Complementary Code Keying),

30, 355
CDP (Cisco Discovery Protocol), 177,

246, 319
CENiffer software, 286
Centrino chipset, 17, 118
CERBERUS ISC Web site, 120
Certified Wireless Network Professional

Web site, 345, 370
CFA (CompactFlash Association), 346
Chantry

BeaconWorks product line, 181
switch product line, 263

CHAP (Challenge-Handshake
Authentication Protocol), 207, 219

Cheops software, 33
Cheshire Web site, 337
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Cipher Block Chaining-Message
Authentication Code (CBC-MAC), 314

CIRT Web site, 200, 315
Cisco

Aironet 1100 AP, 85
Aironet 1400 Series Wireless Bridge, 251
Aironet 1200 AP, 27, 30, 43, 85, 99–102
CiscoWorks software, 288
P802 Handoff Study Group

participation, 123
security advisory page, 300
switch product line, 263

Cisco Discovery Protocol (CDP), 177,
246, 319

Citel surge protection, 246
clear channel assessment (CCA)

algorithm, 240
Clear to Send (CTS), 241
coax cable loss, 43–44, 368
coaxicom Web site, 320
Cobb, Chey (Cryptography

For Dummies), 164
co-channel interference (CCI), 357, 359
Community Wireless Project: Norfolk

Web site, 370
CommunityWireless (organization), 344
CommView for WiFi software, 267–270,

272–276, 279–281, 287, 306
CompactFlash Association (CFA), 346
Complementary Code Keying (CCK),

30, 355
Computer Associates Unicenter product

line, 181, 288
Computer Science and Mathematics

Division (CSM) Web site, 266–272
ConceptDraw software, 34
conference room, wireless, 329–331
ConfigFree software, 118
Control and Provisioning of Wireless

Access Points (capwap) working
group, 132

Cooperative Association for Internet Data
Analysis Web site, 266

Cqure software
AP, 301
WaveStumbler, 286, 308

cracker, 291
CRC (Cyclic Redundancy Check), 190,

194–195, 197

CRTC (Canadian Radio-television and
Telecommunications Commission), 341

Cryptography For Dummies (Wiley), 164
CSM (Computer Science and Mathematics

Division) Web site, 266
CSMA/CA (Carrier Sense Multiple Access

with Collision Avoidance), 240
CSMA/CD (Carrier Sense Multiple Access

with Collision Detection), 240
CTS (Clear to Send), 241
CyberSummit taskforce (“Report on

Technical Standards”), 163
Cyclic Redundancy Check (CRC), 190,

194–195, 197

• D •
Daily Wireless Web site, 13
database functionality, 331, 336
dB (decibel), 363–366
dBi (dB gain over isotropic antenna), 365
DBPSK (Differential Binary Phase Shifting

Key), 355
DCF (Distributed Coordination Function),

240
DCF Interframe Space (DIFS), 240
Defense Information Systems Agency

(DISA), 175
delay spread, 237
Demilitarized Zone (DMZ), 99, 180, 322–324
denial of service (DoS) attack, 291, 300
Department of Defense Web site, 175
Destumbler software, 198
DHCP (Dynamic Host Configuration

Protocol), 87, 91–92, 100, 260
Differential Binary Phase Shifting Key

(DBPSK), 355
Differential Quadrature Phase Shifting Key

(DQPSK), 355
DIFS (DCF Interframe Space), 240
Direct Sequence Spread Spectrum (DSSS),

49, 238, 355
DISA (Defense Information Systems

Agency), 175
Distributed Coordination Function

(DCF), 240
D-Link

Air Premier, 131, 222
D-News security advisory, 300

375Index

31_575252 bindex.qxd  9/2/04  4:19 PM  Page 375



376 Wireless Networks For Dummies 

D-Link (continued)
DP-311P print server, 108
DWL-G810 Wireless Bridge, 251
key length, 164

DMZ (Demilitarized Zone), 99, 180, 322–324
DoS (denial of service) attack, 291, 300
DP-311P print server, 108
DQPSK (Differential Quadrature Phase

Shifting Key), 355
Drizzle Web site, 309
DSSS (Direct Sequence Spread Spectrum),

49, 238, 355
dstumbler software, 286
Dummies Web site, 6
Dummynet software, 267
DWL-G810 Wireless Bridge, 251
Dynamic Host Configuration Protocol

(DHCP), 87, 91–92, 100, 260

• E •
EAP (Extensible Authentication Protocol),

31, 114, 204–205, 206–208
EAP-FAST (Extensible Authentication

Protocol - Flexible Authentication via
Secure Tunneling), 207

EAP-MD5 (Extensible Authentication
Protocol - Message Digest 5), 207

EAP-SIM (Extensible Authentication
Protocol - Subscriber Identity
Module), 207

EAP-SRP (Extensible Authentication
Protocol - Secure Remote
Password), 207

EAP-TLS (Extensible Authentication
Protocol - Transport-Level
Security), 207

EAP-TTLS (Extensible Authentication
Protocol - Tunneled Transport Layer
Security), 207

eavesdropping, 165–166, 258
eEye software, 289
802.11 IEEE standard, 15, 49, 186, 348, 360
802.11a IEEE standard

channel capacity, 30, 31, 359
encoding, 348
equipment cost, 27, 31
frequency, 53, 348, 355, 359, 360

hardware support, verifying, 49
interference, 30, 31
introduced, 16
security features, 186, 193–194
throughput, 29, 30, 348
USB support, 107

802.11b IEEE standard
AES support, 31
Bluetooth device, using alongside, 68
channel capacity, 30, 357, 359
compatibility, backward, 349
EAP support, 31
encryption, 31
equipment cost, 27, 31
frequency, 53, 348, 355, 359, 360
hardware support, verifying, 49
interference, 30, 63, 177
introduced, 16
range, 29
throughput, 29, 348
WEP support, 31
WPA support, 31

802.11c IEEE standard, 349
802.11d IEEE standard, 349
802.11e IEEE standard, 349
802.11f IEEE standard, 349
802.11g IEEE standard

Bluetooth device, using alongside, 68
channel capacity, 30
equipment cost, 27
frequency, 53, 355, 356, 359, 360
hardware support, verifying, 49
interference, 30, 63, 177
introduced, 16
range, 30, 31
throughput, 29, 30, 44
USB support, 107

802.11h IEEE standard, 342, 350
802.11i IEEE standard, 164, 178, 202, 204,

350
802.11j IEEE standard, 350
802.11k IEEE standard, 351
802.11n IEEE standard, 351
802.15 IEEE standard, 16, 69, 351
802.15.4 IEEE standard, 13
802.15.1 IEEE standard, 13
802.15.3 IEEE standard, 13
802.1d IEEE standard, 258
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802.1x IEEE standard, 58, 205–206, 347
802.16 IEEE standard, 13, 15, 24, 352
802.3 IEEE standard, 13
802.3af IEEE standard, 244
802.20 IEEE standard, 16
Electromagnetic Spectrum Web site, 370
1100 AP, Aironet, 85
e-mail, 19, 137–144, 212, 329
encryption. See also WEP (Wireless

Equivalent Privacy)
AES, 31, 203, 314
AP (access point), 27, 96–98
authentication, shared-key, 187–189
Bluetooth, 76, 77, 79–80, 81
bridge, 260, 263
CBC-MAC, 314
Certification Server, 114–115, 228
CRC, 190, 194–195, 197
802.11b, 31
introduced, 22
IPSec, 225–226
IV, 164, 194–195, 196–197, 198–199, 203
key distribution, 176
key generation, 201
key length, 164, 176, 179, 189–190, 196
key management, 199, 214
key protection, 173, 200–204, 309
key refresh, 176, 179
key stream, 189
level, using highest, 179, 314–315
message privacy, importance to, 172
nonce, 188
OCB, 314
OSI layer, 58
PKI, 204, 228
RC4, 188, 194–195, 197, 202, 309
Rijndael algorithm, 314
standard, developing, 176
TKIP, 202–203
VPN, 214–215, 219, 225–226, 228

Enterasys, 158, 181, 288
ESS (Extended Service Set), 50, 51
ESSID (Extended SSID), 92, 295
Ethereal software, 286, 287, 305–306
etherspoof utility, 192
ETSI (European Telecommunications

Standards Institute), 342

ettercap software, 301
Extensible Authentication Protocol (EAP),

31, 114, 204–205, 206–208
Extensible Authentication Protocol -

Flexible Authentication via Secure
Tunneling (EAP-FAST), 207

Extensible Authentication Protocol -
Message Digest 5 (EAP-MD5), 207

Extensible Authentication Protocol -
Secure Remote Password (EAP-
SRP), 207

Extensible Authentication Protocol -
Subscriber Identity Module (EAP-
SIM), 207

Extensible Authentication Protocol -
Transport-Level Security (EAP-
TLS), 207

Extensible Authentication Protocol -
Tunneled Transport Layer Security
(EAP-TTLS), 207

Extranet VPN, 213
Extreme Networks Web site, 263
EZGoal Web site, 56, 336

• F •
FakeAP software, 311–312
Faraday cage, 330
FAST (Flexible Authentication via Secure

Tunneling), 207
FCAPS (Fault, Configuration, Accounting,

Performance, Security), 288
FCC (Federal Communications

Commission), 341, 354
FH (Frequency Hopping), 49
FHSS (Frequency Hopping Spread

Spectrum), 68, 238, 355
Fido Microcell Solutions, 124
fingerprinting, 160
firewall, 99, 180, 305, 321–325, 326
Firewalls For Dummies (Wiley), 167
First Mile Wireless Web site, 258
5ivenetworks Web site, 370
flashing, firmware, 110
Flexible Authentication via Secure

Tunneling (FAST), 207
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Fluhrer, Scott (“Weaknesses in the Key
Scheduling Algorithm of RC4”), 309

Fluke Networks software
OptiView Series II Network Analyzer, 267
WaveRunner, 286

1400 Series Wireless Bridge, Aironet, 251
Fred e-Zone WMAN, 130
free space loss, 238–239, 362
FreeAntennas Web site, 370
FreeBSD client setup, 119–120
TheFreeDictionary Web site, 241
Freenetworks Web site, 44, 344
frequency. See also RF (radio frequency)

AP (access point), 53
DSSS, 49, 238, 355
802.11, 360
802.11a, 53, 348, 355, 359, 360
802.11b, 53, 348, 355, 359, 360
802.11g, 53, 355, 356, 359, 360
introduced, 53
modulation, 68, 355–356
OFDM, 30, 49, 238, 344
phase shifting, 68, 355–356
shift keying, 355

Frequency Hopping (FH), 49
Frequency Hopping Spread Spectrum

(FHSS), 68, 238, 355
Fresnel zone, 35, 234–236, 258, 362, 368–370
FriendlyNet AeroLAN AL1511 PCMCIA

adapter card, 105

• G •
GameSpot Web site, 56
Gateway Inc. Web site, 263
Geekzone Web site, 150
General Packet Radio Service (GPRS),

126, 128
GFI software, 289
GFSK (Gaussian Phase Shifting Key),

68, 355
Global Gadget Web site, 158
Global Internet Terminals Web site, 332
Goodlink software, 139, 140
GoToMyPC remote access solution, 214
GPRS (General Packet Radio Service),

126, 128
Gramm-Leach-Bliley Act (GLBA), 170
Grasshopper software, 286, 287

Guerrilla Web site, 145
Gulpit software, 286

• H •
Hacking For Dummies (Wiley), 38
Handheld software, 267
Harris software, 289
Hermes chipset, 120
HighTech Traveler Web site, 336
hijacking, 166–167
HIPAA (Health Insurance Portability and

Accountability Act), 33, 170
HIPERACCESS standard, 342
HiPerLAN/2 standard, 342
HIPERMAN standard, 342
holtmann Web site, 71
HostAP software, 301, 316
hotel connectivity, 136–137, 158, 335–338
Hotspot Locations-The Wireless Directory

Web site, 336
HotSpotList Web site, 336
hub, 180, 251, 325

• I •
IAPP (Inter-Access Point Protocol), 131
IBM Tivoli software, 288
IBSS (Independent Basic Service Set),

50, 52, 129, 317
ICMP (Internet Control Message

Protocol), 193
ICV (integrity check value), 190
identity theft, 22, 146, 160–161
IEEE (Institute of Electrical and Electronics

Engineers), 13, 56, 123, 191, 343. 
See also specific IEEE standard

IETF (Internet Engineering Task Force),
132, 207, 227

ifconfig utility, 192
Imagine the Universe! Web site, 370
Independent Basic Service Set (IBSS), 50,

52, 129, 317
Industrial, Scientific, and Medical (ISM) RF

band, 354, 359
infrared, 61–67, 82
Infrared Data Association (IrDA), 61, 344
infrastructure mode, 52, 250
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initialization vector (IV), 164, 194–195,
196–197, 198–199, 203

Institute of Electrical and Electronics
Engineers (IEEE), 56, 123, 191, 343. See
also specific IEEE standard

integrity check value (ICV), 190
integrity, data, 171, 172, 190, 193
Intel Web site, 118
Inter-Access Point Protocol (IAPP), 131
interference

Bluetooth, 63, 68
CCI, 357, 359
delay spread, 237
802.11a device, 30, 31
802.11b device, 30, 63, 177
802.11g device, 30, 63, 177
infrared, 63
ISI, 237
multipathing, 26, 236–238
RF, 42
site survey, 41, 42

International Telecommunications Union
(ITU), 343

Internet Control Message Protocol
(ICMP), 193

Internet Engineering Task Force
(IETF), 132, 207, 227

Internet Protocol Detail Record
Organization Web site, 124

Internet Protocol Security (IPSec),
216, 225–226

Internet telephony, 99
Internet Thailand Web site, 56
interoperability, 49
Intersil chipset, 119, 152
intersymbol interference (ISI), 237
intrusion detection, 99, 291–299, 325
ioctl function, 192
IPSec (Internet Protocol Security),

216, 225–226
Ipswitch software

WhatsUp Gold, 33, 278, 288
WS_Ping ProPack, 302

IrDA (Infrared Data Association), 61, 344
ISI (intersymbol interference), 237
ISM (Industrial, Scientific, and Medical) RF

band, 354, 359
ISS Wireless Scanner software, 289–290
iStumbler software, 308

ITU (International Telecommunications
Union), 343

IV (initialization vector), 164, 194–195,
196–197, 198–199, 203

• J •
jamming, 157–158
Jiwire Web site, 336

• K •
KarlNet TurboCell AP, 242
Kensington Wi-Fi Finder device, 332
KisMAC software, 286, 308
kismet software, 286, 308
Komar, Brian (Firewalls For Dummies), 167
Konhauser, Walter (Third Generation

Mobile Communication Systems), 241

• L •
Laboratory of Networking and Information

Systems Web site, 242
Layer 2 Tunneling Protocol (L2TP), 208,

216, 225
LCP (Link Control Protocol), 218–219
LEAP (Lightweight Extensible

Authentication Protocol), 28, 110, 206
LED (light-emitting diode), 62
Legra Systems Web site, 263
Leiden, Candace (TCP/IP For Dummies, 5th

Edition), 274
LFSR (linear feedback shift register), 79
lightweight wireless access point protocol

(LWAPP), 263
line of sight (LOS), 42, 62, 66, 125, 236
Link Control Protocol (LCP), 218–219
Linksys

WAP-11 802.11b AP, 27
WET11 Ethernet Client Adapter, 106
WET11 Wireless Ethernet Bridge, 251
WET54G Wireless G Ethernet Bridge, 251

LLC (logical link control), 104
load balancing, 131–132
LocustWorld Web site, 130
Look@Lan software, 167
LOS (line of sight), 42, 62, 66, 125, 236
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loud-fat-bloke Web site, 313
L2CAP (Logical Link Control and

Adaptation Protocol), 76
L2TP (Layer 2 Tunneling Protocol), 208,

216, 225
Lucent product line, 120, 301
LWAPP (lightweight wireless access point

protocol), 263

• M •
MAC (Media Access Control)

AP address, 50, 100
authentication, address, 178–179
Bluetooth device address, 76
bridge address, 259
collision detection, 240
cracking address, 310–311
CRC, 197
filtering, 23, 99, 162, 191–193
OSI layer, 58, 104
spoofing address, 192, 311

Mac OS X client setup, 117–118
MacStumbler software, 286, 307
Managed Security Service Provider

(MSSP), 294
management information base (MIB),

317–318
man-in-the-middle attack, 166, 300
Mantin, Itsik (“Weaknesses in the Key

Scheduling Algorithm of RC4”), 309
Marchetti, James (Network and System

Integration For Dummies), 34
Maximum Transmission Unit (MTU), 91
McGill University Web site, 56
Media Access Control. See MAC
Memory Stick (MS), 106
MeshNetworks Web site, 130, 335
Methodware Enterprise Risk Assessor Web

site, 184
MIB (management information base),

317–318
MIC (Message Integrity Check), 203
Microcell Solutions, 124
Microsoft Challenge-Handshake

Authentication Protocol (MS-
CHAP), 219

mikezilla Web site, 97
MiniStumbler software, 153, 286, 307
Mobile Manager product line, 181
MobileIP Web site, 130
Mobilian Web site, 68
mode, 51–52
Modeler software, 266
Mohr, Werner (Third Generation Mobile

Communication Systems), 241
monitoring network, 279–281, 285
Monzune Web site, 122
MS (Memory Stick), 106
MS-CHAP (Microsoft Challenge-Handshake

Authentication Protocol), 219
MSSP (Managed Security Service

Provider), 294
MTU (Maximum Transmission Unit), 91
MUD (Multiple User Dungeon), 28
Multimedia Mobile Access Communication

Systems group, 122
multipathing, 26, 236–238

• N •
NakedWireless.ca Web site, 154, 290
NAT (Network Address Translation), 98
NAV (network allocation vector), 241
NCSP (National Cyber Security

Partnership) CyberSummit
taskforce, 163

Near/Far condition, 243
NEMA (National Electrical Manufacturers

Association), 252–253
Nessus software, 167
Netcat software, 167
NetCrunch software, 287
NetGear AP, 200
Netintact PacketLogic software, 287, 288
NetMotion software, 129
Netplex Technologies SNIPS software, 288
NetScanTools Pro software, 301
Netscum Web site, 370
NetSight Atlas software, 288
NetStumbler software, 41, 152, 153–154,

290, 306–308
Network Address Translation (NAT), 98
network allocation vector (NAV), 241
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Network and System Integration
For Dummies (Wiley), 34

Network Associates Sniffer Wireless
software, 287

Network Browser software, 318
Network Chemistry software, 287, 298
Network Director software, 287
Network Instruments Network Observer

software, 287
network management, outsourcing,

278–279
network management system (NMS), 288
Network Security For Dummies (Wiley), 38
network stumbling, 31, 41, 151, 152,

153–154
NetworkWorldFusion Web site, 263
Neutrino software, 287, 298
NIDS (network-based intrusion detection

system), 292, 293–294
NMAP software, 167
NMS (network management system), 288
NoCatAuth Web site, 337
NoCatSplash Web site, 337
node, hidden, 241–243
noise floor, 40
nonce, 188
non-repudiation, 172
NPower Web site, 313
NTT DoCoMo Web site, 122

• O •
Oak Ridge National Laboratory (ORNL)

Web site, 266
OCB (Offset Codebook), 314
Ofcom (Office of Communications), 342
OFDM (Orthogonal Frequency Division

Multiplexing), 30, 49, 238, 344
OmniGraffle software, 34
Online Journey Through Astronomy Web

site, 370
OpalisRobot software, 288
Open Systems Interconnection (OSI) layer

model, 57–58, 104
OpenAP Web site, 337
OpenBT software, 71
OpenView software, 288

OptiView Series II Network Analyzer
software, 267

O’REILLY NETWORK Web site, 370
Orinoco PC cards, 43, 105, 114, 284, 285
ORNL (Oak Ridge National Laboratory)

Web site, 266
Orthogonal Frequency Division

Multiplexing (OFDM), 30, 49, 238, 344
OSI (Open Systems Interconnection) layer

model, 57–58, 104
OUI (organizationally unique

identifier), 191
Outdoor PoE device, 247
Outlook software, 141–144
ownership, network, 172

• P •
packet sniffing, 272–276, 286–287, 312
packet storm Web site, 310
PacketLogic software, 287, 288
Packetyzer software, 287
PAN (Personal Area Network), 13, 14
PAP (Password Authentication

Protocol), 219
Pasadena Networks Web site, 243
password

administrator, 89
AP, 89–90, 91, 95, 100
changing default, importance of,

95, 162–163
changing regularly, 178
choosing, 102
clear text, 139
cracking software, 301–302, 306
hard-coded, 163
POP, 138, 139
standard, developing, 176
storing securely, 162
strength, 178
VPN, 219, 223

Password Authentication Protocol
(PAP), 219

Patras Wireless Network Web site, 242
payload, 215
PCF (Point Coordination Function), 240
PCI (Peripheral Component Interconnect),

105–106, 107
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PCMCIA (Personal Computer Memory Card
International Association), 105, 346

PCTEL SoftAP software, 302
PCU (Proxim Client Utility), 110, 114–115
pdaconsulting Web site, 120, 298
PEAP (Protected Extensible Authentication

Protocol), 114, 115, 207
P802 Handoff Study Group, 123
performance, estimating, 266–272
Peripheral Component Interconnect (PCI),

105–106, 107
Personal Area Network (PAN), 13, 14
Personal Computer Memory Card

International Association (PCMCIA),
105, 346

Personal Telco Project Web site,
243, 287, 312

phreaking, 309
piconet, 69–70
PKI (Public Key Infrastructure), 204, 228
planning

bandwidth requirement, 37
budget, 26–27, 37
business case, 36–37
file transfer capacity, 29
growth, for, 28
importance of, 20
installation, 20–21
need, evaluating, 25–32, 171–172
range, 29–30, 31–32, 34–36
roaming analysis, 37
security, 31, 38, 171–176
throughput, 29–30

PlatformAirWave Management product
line, 181

Plotpath Web site, 257
PoE (Power over Ethernet), 244–245,

246–247, 253
Point Coordination Function (PCF), 240
point-to-multipoint (P2MP), 252, 253
Point-to-Point Protocol over Ethernet

(PPPoE), 90–91
Point-to-Point Protocol (PPP), 218–219
point-to-point (P2P), 17–18, 252
Point-to-Point Tunneling Protocol (PPTP),

91, 208, 216, 218–224
POP (Post Office Protocol), 138–140
portal, captive, 336–337

power
budget, 245
management, 29, 69, 243–247

Power Internet Terminals Web site, 332
Power over Ethernet (PoE), 244–245,

246–247, 253
Power Sourcing Equipment (PSE), 244, 246
PPP (Point-to-Point Protocol), 218–219
PPPoE (Point-to-Point Protocol over

Ethernet), 90–91
PPTP (Point-to-Point Tunneling Protocol),

91, 208, 216, 218–224
Practically Networked Web site, 345
Prasad, Ramjee (Third Generation Mobile

Communication Systems), 241
Pre-Shared Key (PSK), 115
print server, 108
Prism chipset, 119, 152
prismdump software, 301
PRNG (pseudo-random number generator),

79, 81
profiling, 160
Protected Extensible Authentication

Protocol (PEAP), 114, 115, 207
protocol filtering, 193
Proxim Client Utility (PCU), 110, 114–115
Proxim network cards, 152
PSE (Power Sourcing Equipment), 244, 246
pseudo-random number generator (PRNG),

79, 81
PSK (Pre-Shared Key), 115
P2MP (point-to-multipoint), 252, 253
P2P (point-to-point), 17–18, 252
Public Key Infrastructure (PKI), 204, 228

• Q •
QAM (Quadrature Amplitude Modulation),

355, 356
QPSK (Quadrature Phase Shifting Key), 355

• R •
RAD Data Communications Web site, 195
radio frequency (RF). See RF
RadioLAN BridgeLINK-11a Wireless

Bridge, 251
Radioplan signal testing solution, 36
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RC4 (Ron’s Code 4) encryption,
188, 194–195, 197, 202, 309

Reach Wireless, 130
RealSecure software, 308
Received Signal Strength Indication (RSSI),

240, 287
Red Fang software, 74–75
Red-M software, 298
reflection, 361
Registry Crack software, 301
replay prevention, 172
“Report on Technical Standards”

(CyberSummit taskforce), 163
Request to Send (RTS), 241
Return on Security Investment (ROSI),

183–184
RF (radio frequency)

antenna, 353, 360, 365, 366, 367–368
attenuation, 356–357, 358
blockage, 33
channel capacity, 357–359
coverage, surveying, 32
dB, 363–366
directionalizing signal, 320
FCC regulation, 354
FM, commercial, 53
gain, 360
interference, 42
ISM band, 354, 359
LOS, 260
measurement unit, 362–365
modulation, 355–356
prediction, 35, 330
shift keying, 355
spectrum table, 354
strength of signal, measuring, 240
U-NII band, 342, 354, 359

Rijndael algorithm, 314
Risk Services & Technology RiskTrak

software, 184
RoamAD Web site, 130
roaming, 37, 122–129
Rogers AT&T Wireless, 124
Ron’s Code 4 (RC4) encryption,

188, 194–195, 197, 202, 309
ROSI (Return on Security Investment),

183–184
Rovenet Portable Forms template, 35
RSN (robust security network), 202

RSSI (Received Signal Strength Indication),
240, 287

RTS (Request to Send), 241

• S •
SAFER+ algorithm, 78
SANS (SysAdmin, Audit, Network, Security)

Institute, 175, 300
Sarbanes-Oxley Act (SOX), 170
scatternet, 70
SD (Secure Digital) flash memory, 106
SeattleWireless Web site, 55, 150
Secure Shell (SSH), 102, 226–227
Secure Sockets Layer (SSL), 139
Securid software, 143
security. See also specific security

mechanism and attack type
accountability, 171, 173
AP (access point), 86, 90, 96–98, 

177–178, 180
assessing periodically, 180
auditing, 300–302
Bluetooth, 73, 74–78, 79–81
bridge, 258, 260, 263
cable-based network compared, 10
camera, 12
client, 178–180
confidentiality, 171, 172, 189–190, 194
cost of doing business, as, 170–171,

183–184
data loss, 22, 163, 171
educating user, 172
802.11 security features, 186, 193–194
incident response, 299–300
infrared device, 66–67
infrastructure, protecting existing, 172
integrity, data, 171, 172, 190, 193
Internet telephony, 99
introduced, 10–11
intrusion detection, 99, 291–299, 325
layer model, 182
ownership, network, 172
physical, 35
planning, 31, 38, 171–176
policy, 173–175, 181
privacy, 172, 189–190, 194
procedure, 174
public area wired access, disabling, 325
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security (continued)
requirement overview, 186
risk analysis, 182–184
ROSI, 183–184
site survey, 38
SSID, 95–96, 178
standard, developing, 174, 175–176
video conferencing, 99
virus protection, 144
VPN, 209–210
vulnerability scanning, 289–291
WEP, provided by, 162, 196–199
WPA, 31

Segue Roaming Client software, 126–129
sensor, 292
service level agreement (SLA), 278–279
Service Set Identifier. See SSID
ServiceProvider Guru software, 266–267
Set MAC (SMAC) Address software, 192, 311
Seven software, 139
Shamir, Adi (“Weaknesses in the Key

Scheduling Algorithm of RC4”), 309
shift keying, 355
SIFS (Short Interframe Space), 241
signal. See also interference

absorption, 362
attenuation, 159, 239, 356–357, 358
beam divergence, 238
Bluetooth, 13, 62
delay spread, 237
diffraction, 26
directionalizing, 320
gain, 43, 360
LOS, 42, 62, 66, 125, 236
loss, 158–159, 238–239, 360–362, 367, 368
multipathing, 26, 236–238
obstacle, effect on, 29, 33, 159,

234–235, 362
phase, 234, 237
plotting, 35–36
range, 29–30, 31–32, 34–36, 62
receiver signal strength, 44
reflection, 361
refraction, 361
RF, 27, 35, 53
RSSI, 240, 287
scattering, 361–362
spectrum, 53, 284, 354
strength, turning down, 319–321

testing, 36, 41, 102
weather, effect on, 34

signal-to-noise ratio (SNR), 29, 41
SIM (Subscriber Identity Module), 207
Simple Network Management Protocol

(SNMP), 100–101, 180, 193, 243,
317–319

Sintelli Web site, 300
Site Security Handbook, 299
site survey

area coverage, 34–36
bandwidth requirement, 37
bridging, 250
business requirement, 36–37
checklist, 38–39
equipment, specialized, 39–41
facility analysis, 33
indoor, 42
infrastructure, existing, 33–34
interference, 41, 42
introduced, 32
link budget, 42–45
outdoor, 42
post-implementation, 283–291
report, 45–46
resource, analyzing current, 37
roaming analysis, 37
security, 38

SLA (service level agreement), 278–279
SMAC (Set MAC) Address software,

192, 311
smartBridges Outdoor PoE device, 247
SmartDraw software, 34
SMC Wireless Router, 84
SnapperMail software, 139
Sniffer Wireless software, 287
SNIPS software, 288
SNMP (Simple Network Management

Protocol), 100–101, 180, 193, 243,
317–319

SNMPc software, 287
SNMPUTIL.EXE software, 33
snmpwalk software, 33
Snort-Wireless software, 298
SNR (signal-to-noise ratio), 29, 41
SNScan software, 167
SoftAP software, 302
Solarwinds software, 33, 278, 288, 318
SOX (Sarbanes-Oxley Act), 170
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Spanning Tree Protocol, 255, 258
Spread Spectrum Scene (SSS) Web site,

241, 370
Sputnik Web site, 337
Squid Web site, 337
SSH (Secure Shell), 102, 226–227
SSID (Service Set Identifier)

AP (access point), 92–93, 95–96, 
100–101, 129

bridge, 259
broadcast, 92, 156–157, 178, 191
BSSID versus, 50
changing default, 95–96, 178, 315
client, 112–113, 114, 116, 118
detecting improper, 292
disabling, 157
filtering, 191
network card, 51
security, 95–96, 178

SSL (Secure Sockets Layer), 139
SSS (Spread Spectrum Scene) Web site,

241, 370
Stock Smart Web site, 338
stumbling, network, 31, 41, 151, 152,

153–154
Subscriber Identity Module (SIM), 207
Superscan software, 167
surge protection, 246
switch, 251, 262–263
Sygate product line, 181
Symantec software, 289
Symbol Technologies

AirBeam software, 288
P802 Handoff Study Group

participation, 123
switch product line, 263

SysAdmin, Audit, Network, Security (SANS)
Institute, 175, 300

• T •
Tablet PC, 327–328
Tamosoft CommView for WiFi software,

267–270, 272–276, 279–281, 287, 306
TAPR (Tucson Amateur Packet Radio)

Web site, 362
target profiling, 160
Tatara Systems, Inc., 124

TCP/IP For Dummies, 5th Edition (Leiden
and Wilensky), 274

Telecommunications Industry Association
(TIA), 343

telephony, Internet, 99
TELUS Mobility, 124
Temporal Key Integrity Protocol (TKIP),

202–203
Terrain Navigator Web site, 257
TerraWave site survey equipment, 40
THC-RUT software, 309–310
TheFreeDictionary Web site, 241
Third Generation Mobile Communication

Systems (Konhauser, Mohr, and
Prasad), 241

1394 IEEE standard, 13
3Com Network Director software, 287
3G Americas (organization), 342
3GPP (3rd Generation Partnership

Project), 343
throughput. See also traffic

AP transmission rate, specifying, 93
Bluetooth, 13, 68
802.11a, 29, 30, 348
802.11b, 29, 348
802.11g, 29, 30, 44
Ethernet, 29
infrared, 62
Internet connection, 29
planning, 29–30
VPN, 214
wireless router transmission rate,

specifying, 93
WMAN, 16

TIA (Telecommunications Industry
Association), 343

TickTac Web site, 338
Times Microwave Web site, 43
Tivoli software, 288
TKIP (Temporal Key Integrity Protocol),

202–203
TLS (Transport-Level Security),

114–115, 207
T-Mobile wireless service, 333–334
Topo USA Web site, 257
TOPO! Web site, 257
TopoZone Web site, 257
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TorWUG (Toronto Wireless User Group)
Web site, 37

traffic
analysis, 277–278, 286–287, 306
load, estimating, 266–267
management, 277–278, 286–287
sniffing, 272–276, 286–287, 312
statistics, generating, 266, 268–271

Transport-Level Security (TLS),
114–115, 207

Trapeze Networks switch product line, 263
troubleshooting

bridge, 260, 262
steps, 231–234

TTLS (Tunneled Transport Layer
Security), 207

Tucson Amateur Packet Radio (TAPR)
Web site, 362

tunneling, 210, 214–216, 218–225. See also
specific tunneling mechanism

TurboCell AP, 242
turnpoint Web site, 370
1200 AP, Aironet, 27, 30, 43, 85, 99–102

• U •
unconscious connectivity, 69
Unicenter product line, 181, 288
U-NII (Unlicensed National Information

Infrastructure) RF band, 342, 354, 359
University of Iowa Libraries Web site, 56
University of Maryland Department of

Computer Science Web site, 206
URL (Uniform Resource Locator)

blocking, 99
USB (Universal Serial Bus), 13, 71, 106,

107, 346
US-CERT Web site, 300

• V •
vehicle, wireless networking from,

16, 18–19, 334–335
VeriLAN Inc., 16
Vernier System 6500 security solution, 181
“VHF/UHF/Microwave Radio Propagation: A

Primer for Digital Experimenters,” 362

virtual server, 98–99
virus protection, 144
Visio software, 34
VLAN (Virtual Local Area Network),

217–218, 263
VoIP (Voice over IP), 24, 145
VPN (Virtual Private Network)

access, remote, 212
authentication, 213, 217, 219
cost, 210, 214
described, 211–212
e-mail, 19, 212
encryption, 214–215, 219, 225–226, 228
Extranet, 213
identification, 213
IP addressing, 213, 221, 222
key management, 214
one-way, 211
OSI layer, 58
password, 219, 223
protocol support, 214
security, 209–210
throughput, 214
tunneling, 210, 214–216, 218–225
wired network, 210

• W •
W (watt), 363
WAP (wireless access point). See AP

(access point)
WAP-11 802.11b AP, 27
wap.wi-fizone Web site, 56, 122
war chalking, 155
war driving, 22, 151–154, 285–286
war flying, 22, 146, 154
war nibbling, 75, 150–151
watt (W), 363
Wavelink Corporation, 181, 278
WaveRunner software, 286
WaveSecurity Wavescanner software, 289
WaveStumbler software, 286, 308
Wayport Web site, 336–338
WDMZ (wireless demilitarized zone),

322–324
WDS (Wireless Distribution System), 

254, 325
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“Weaknesses in the Key Scheduling
Algorithm of RC4” (Fluhrer, Mantin,
and Shamir), 309

Web Serve Pro Web site, 263
Wellenreiter software, 308–309
WEP (Wireless Equivalent Privacy)

AP (access point), 96–98, 164
attack against, 198–199, 309, 310
CRC, 194–195, 197
dynamic, 218
802.11b support, 31
encryption process, 194–195, 314
key default, importance of changing, 200
key length, 164, 189–190, 196
key management, 199
key protection, 200–204, 309
monitoring, 199
OSI layer, 58
security provided by, 162, 196–199
static, 218

WEPCrack software, 302, 310
WEPWedgie software, 198
WET11 Ethernet Client Adapter, 106
WET11 Wireless Ethernet Bridge, 251
Wettern, Joern (Firewalls

For Dummies), 167
WGB (wireless workgroup bridge), 255–257
WhatsUp Gold software, 33, 278, 288
Wiana (Wireless Internet Assigned

Numbers Authority), 344–345
WiCCP (Wireless Central Coordinated

Protocol), 242
WIDS (wireless intrusion detection

system), 292–293, 298, 325
WIDZ software, 298
Wi-Fi Alliance, 49, 104, 122, 345
Wi-Fi Certified seal, 104
Wi-Fi Finder device, 332
WiFi 411 Web site, 336
Wi-Fi Free Spot Web site, 336
Wi-Fi Networking News Web site, 336
Wi-Fi Planet Web site, 263
Wi-Fi Protected Access (WPA), 31, 115,

202–203, 314
Wi-Fi Zone Web site, 290
WiFinder Web site, 144, 290, 336
WiGLE Web site, 165, 290
WildPackets AiroPeek software, 267, 287,

294–298, 301, 312

Wilensky, Marshall (TCP/IP For Dummies,
5th Edition), 274

Wiley
Cryptography For Dummies, 164
Firewalls For Dummies, 167
Hacking For Dummies, 38
Network and System Integration 

For Dummies, 34
Network Security For Dummies, 38
TCP/IP For Dummies, 5th Edition, 274

WiMAX Forum Web site, 125, 126
Wi-Max (Worldwide Interoperability for

Microwave Access), 15, 124–126
Win Sniffer software, 302
Winc Manager software, 129, 181
Windows NT Magazine Web site, 267
wireless access point (WAP). See AP

(access point)
Wireless Central Coordinated Protocol

(WiCCP), 242
wireless demilitarized zone (WDMZ),

322–324
Wireless Developer Network Web site, 14
Wireless Distribution System (WDS), 254
Wireless Equivalent Privacy. See WEP
Wireless Internet Assigned Numbers

Authority (Wiana), 344–345
wireless Internet service provider

(WISP), 116
wireless intrusion detection system

(WIDS), 292–293, 298, 325
Wireless LAN Association (WLANA), 345
Wireless LAN resources for Linux

Web site, 118
Wireless LAN Solution Engine (WLSE), 162
Wireless Local Area Networking

(WLAN), 14–15
Wireless Metropolitan Area Network

(WMAN), 15–16, 130
Wireless Node Database Project

Web site, 336
Wireless Personal Area Network

(WPAN), 13–14
Wireless Robust Authenticated Protocol

(WRAP), 204, 314
Wireless Scanner software, 289
wireless workgroup bridge (WGB), 255–257
Wireless Zero Configuration, 112, 114
WirelessAnarchy Web site, 345, 370
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WirelessCommunities Web site, 345
WirelessMan network, 15
WirelessNetworkProducts Web site, 258
WISP (wireless Internet service

provider), 116
Wisp-Router Web site, 258
WLAN (Wireless Local Area Networking),

14–15
WLANA (Wireless LAN Association), 345
WLANAS (WLAN Accounting and

Settlement), 124
wlanswitch Web site, 263
WLSE (Wireless LAN Solution Engine), 162
WMAN (Wireless Metropolitan Area

Network), 15–16, 130
Worldwide Interoperability for Microwave

Access (Wi-Max), 15, 124–126
WPA (Wi-Fi Protected Access), 31, 115,

202–203, 314
WPAN (Wireless Personal Area Network),

13–14

WRAP (Wireless Robust Authenticated
Protocol), 204, 314

WS_Ping ProPack software, 302

• X •
xnu utility, 192

• Y •
Yagi antenna, 54, 55, 56
Yellowjacket software, 286

• Z •
zone, 56, 122, 131–132
ZoneAlarm software, 326
ZyTrax Web site, 235, 245
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