
Index
• A •
absolute name, 127
Access Control List (ACL), 261
Access databases, networking, 57–58
access points (APs). 

See wireless access point
Account Settings dialog box, 198–199, 201
Account tab, User Properties 

dialog box, 250–252
accounts. See user accounts
Active Directory, 134–135
Active Directory Users and Computers 

tool, 134–135, 223–225, 246–247, 
253–257

ad hoc networks, 166, 176
adapters, wireless networking, 172–173
Add E-mail Account dialog box, 198–199
Add Printer Wizard, 35–36
Add Roles Wizard, 148, 206–208
Add Web Site dialog box, 212–214
Address Leases, 

DHCP management console, 124
Address Pool, 

DHCP management console, 124
Address tab, User Properties 

dialog box, 250
addresses. See IP addresses
Admin Permissions dialog box, 273–274
Administrative Setup mode, 54
administrator. See network administrator
Administrator account, 146, 330
Advanced Sharing dialog box, 271–272
Advanced Sharing Settings page, 45–46
Advanced tab

Microsoft Exchange dialog box, 201–202
Properties dialog box, 153–154

AFP (AppleTalk Filing Protocol), 373
alias, 194
All Records method, Access, 58
Alohanet, 170
Analog Telephone Adapter (ATA), 218–220

AND operation, 107
antennas, 167–168
antivirus programs, 344–346, 388
Apache Web server, 372

Apple. See Macintosh networking
Apple iPhone, 223–225
AppleTalk, 372–373
AppleTalk Filing Protocol (AFP), 373
application gateway, 342
Application Layer, OSI model, 400
applications. See programs
APs (access points). 

See wireless access point
archive bit, 312–313
ARCnet standard, 81
AT&T 258A, 88–89
AT&T CallVantage, 218
ATA (Analog Telephone Adapter), 218–220
attachments, e-mail, 344, 346
authorizing DHCP server, 123
automated installation, NOS, 139–140
automatic logon, 25

• B •
backbone speed, 282
Background Printing, enabling, 374
backup selection, 312–313
backups

local, 316–317
network, 316–317
network administrator tasks, 240
before NOS installation, 143
number of sets to keep, 317–318
overview, 309
schedules, 238, 286
security, 320
software for, 311
tape, 310, 318–320, 325
types of, 312–316
user rights, 332
virus threats, 345

bands, radio spectrum, 169
bandwidth, 83, 169
BarracudaWare Yosemite Backup, 311
baseline, 283
Baseline Security Analyzer program, 242
Basic Service Set (BSS), 175
benchmark, 283
binary system, 105–107
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binder, network administration, 
238, 302, 390

bits, 106, 109, 115, 312–313
BlackBerry devices, 222, 225–226
BNC connector, 101
boot levels, Linux, 368
boot partition, 355
bottlenecks, 278–282
bridges, 101–102, 176
bringing computer up, 11
broadband connections, 186
broadcast, SSID, 178
broadcast domain, 113
Browse for Folder dialog box, 32
browser, accessing OWA from, 230
browsing network, 29–30
BSS (Basic Service Set), 175
bus topology, 80

• C •
cable

categories of, 83–84
checking connections, 290–291
crossover, 91
infrastructure plan, 71–72
installation guidelines, 86–87
overview, 16–17, 82–83
patch panels, 91–92
plenum, 85
repeaters, 99–101
RJ-45 connectors, 89–90
shielding, 84–85
solid, 85–86
stranded, 85–86
tools, 87–88
wall jacks, 91–92

cable Internet connections, 186
cable ties, 87
CallVantage, AT&T, 218
Cancel Printing command, 39
carrier sense multiple access with collision 

detection (CSMA/CD), 170
categories, cable, 83–84
cellphone, 222
certifi cates, digital, 135
certifi cation, network administrator, 244
Change E-mail Account dialog box, 201
channels, wireless network, 166, 178
cheat sheets, network, 241, 302

chkconfig command, 367–368
circuit-level gateway, 341
classes, IP address, 108–111

classless IP addresses, 108
cleanup, network server, 240
Client for Microsoft Networks, 154
clients, 14–16, 41–42, 293–295, 324. 

See also Windows clients, confi guring
clock speed, 65
closed-door approach to security, 323–324
coaxial cable, 82, 96, 99–101
collision indicator, 94
Comcast Digital Voice, 220
command shell, Linux, 360
commands, TCP/IP, 241–242
communication over network, 14
compare after backup feature, 319
compression methods, 311
Computer Browser service, 296
Computer folder, 31–33, 48
computer identifi cation, 158–162
computer industry, keeping up with, 303
computer magazines, 303
computer name, 23, 143, 158–159, 292
Computer Name Changes 

dialog box, 159–160
Computer Name/Domain Changes 

dialog box, 161–162
computer tools, 87, 392
computers. See also servers

components, reinstalling internal, 290
equipment inventory, 238
mainframe, 17–18
network plan, 65–67

concurrent usage license, 14
Cone of Silence, 324
confi dential fi les, 322
confi guration settings, 

troubleshooting, 292
Confi rm Installation Selections page, 

208–209
Connect To dialog box, 163
connections, checking, 290–291
connectors, 89–90, 97, 99
contact information, user, 250, 330
contributor permission level, 49
co-owner permission level, 49
copy backups, 314
cordless phones, 171
counters, performance, 285
Create Samba Share dialog box, 370
crimp tool, 87, 89–90
crossover cables, 91
CSMA/CD (carrier sense multiple access 

with collision detection), 170
custom attributes, 197
cycles per second, 167–168
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• D •
daily backups, 310, 314
daisy-chaining, 91, 94–96
DAT (digital audio tape), 310
data encryption, 135
Data Link Layer, OSI model, 396–397
data theft, 322
database servers, 71
Datacenter version, 

Windows Server 2008, 136
decimal system, 106
dedicated line, 187
default gateway address, 120
default Web site, 210–211
deleting fi les, 18
delivery options, 194
delivery restrictions, 194
Dell PowerVault NF500, 260
desktop, GNOME, 359
Device Manager, 66
DHCP (Dynamic Host Confi guration 

Protocol)
confi guring for WAP, 179
DNS client, confi guring, 129
exclusions, 120
lease duration, 121–122
overview, 117–118
reservations, 120–121
scopes, 119–120
servers, 118–119, 123
Windows client, 124
for Windows Server 2008, 122–124

DHCP Client service, 296
DHCP management console, 123–124
DHCP options, 118
diagnostic commands, 241–242
diagram, network, 72–73, 238
dial-in permissions, 330
differential backups, 315–316
digital audio tape (DAT), 310
digital certifi cates, 135
digital linear tape (DLT), 310
directories, 26
directory database, 134
directory services, 133–134
disk management, NOS, 132–133
disk space, 281, 288
disk striping, 281, 384–385
DLT (digital linear tape), 310
DNS (Domain Name System), 125–129, 

155–156

DNS Client service, 296
DNS management console, 128
DNS Manager, 214–215
documentation, network, 238–239
documents, accessing, 18
dollar sign ($), 263
domain account, 159, 163, 245–246
Domain Name System (DNS), 125–129, 

155–156
domain names, 23–25, 120, 125–127, 143
domain networks, 23–25
domains, 125–127, 159, 162
dotted-decimal notation, 108–109
down computer state, 11
drive letters, 31–34, 353
Driver tab, Properties dialog box, 154
drivers, 142
DSL Internet connections, 186
Dynamic Host Confi guration Protocol. 

See DHCP

• E •
Edited Record method, Access, 58
EIA/TIA 568A, 88–89
EIA/TIA 568B, 88–89
802.3, 79–83, 96, 99–101, 170–171. 

See also cable
802.11 standards, 170–173
electrical outlet, 289
e-mail, 28, 70, 303–304, 344, 346
E-Mail Accounts Wizard, Outlook, 198–199
emergency phone calls, 220
encryption, 135, 232
Enterprise version, Windows Server 2008, 

136
entitlement model, 323
error messages, 291
ESS (Extended Service Set), 176
Ethereal program, 242
Ethernet, 79–83, 96, 99–101, 170–171. 

See also cable
Ethernet Device window, 363–364
etiquette, 302
ETLA (extended three-letter acronym), 11
event logs, 298–299
Event Viewer, 147, 298–299
Exchange ActiveSync, 223–225
Exchange Advanced tab, User Properties 

dialog box, 200
Exchange Features tab, User Properties 

dialog box, 224
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Exchange Server 2007
mailboxes, 193–197, 199–202
Outlook, confi guring for, 197–199
overview, 193
User Properties dialog box, 194–197

exclusions, DHCP, 119–120, 124
expansion slots, computer, 98–99
expiration time, password, 327
Extended Service Set (ESS), 176
extended three-letter acronym (ETLA), 11

• F •
F8 key, 291
fan, computer, 289
Fast Ethernet, 81, 89–90
Federal Communications Commission 

(FCC), 169
Fedora, 354
File and Printer Sharing feature, 42–46
File and Printer Sharing for Microsoft 

Networks, 154
File Locations dialog box, 56–57
fi le server role, confi guring, 263–264
fi le servers

folders, sharing without wizard, 271–273
overview, 69–70, 259–260, 264
permissions, granting, 273–275
Provision a Shared Folder Wizard, 

265–271
File Sharing dialog box, 48–49
File Sharing option, Network and Sharing 

Center, 43
fi lenames, 353, 376
fi les

accessing with Microsoft Offi ce, 54–55
deleting, 18
locking, by fi le server, 70
offl ine, 58–60
permissions, 261–262
saving, 18
sharing, 12, 132–133, 374
storing in shared folders, 27
transferring through shared folders, 28

fi rewall router, VPN connection, 232
fi rewalls, 132, 188–192, 337–343, 345, 388
fi sh tape, 88
fi xes, NOS, 142
fl oppy drive, disabling, 324
folders

permissions, 261–262
Public, 49–50
shared, 26–28, 31–34, 46–49, 271–273

forward-slash characters, 353

Foundation version, Windows Server 2008, 
136

fractional T1 line, 187
fractional T3 line, 187
frequencies, 167–168
full backup, 313
Full control permission, 261
full installation, NOS, 137–138
full name, Linux account, 361
fully qualifi ed domain names, 127

• G •
General tab

Exhange Properties dialog box, 223
Properties dialog box, 152–153
User Properties dialog box, 249–250

generations, backup, 318
Gigabit Ethernet, 81
GNOME, 358–359
graphical user interface (GUI), 352
group accounts, 255–257, 332–333, 361
group memberships, 246, 330
Group Properties dialog box, 257
Guest account, 331
GUI (graphical user interface), 352

• H •
hackers, 322, 340
hard drive, 13, 46, 65–67, 242. 

See also partitions, hard drive
hardening network. See network hardening
hardware, 140–141, 352
Hardware Compatibility List (HCL), 141
hertz (Hz), 167
hidden shares, 263
hierarchical naming system, DNS, 127
high-speed private lines, 187
home directory, 330, 361
home folder, 27, 253
host ID, in IP address, 108–112, 115
Hotfi x Checker program, 242
HTTP (HyperText Transfer Protocol), 400
hub, 10–11, 17, 82–83, 282, 286, 325, 396
HyperText Transfer Protocol (HTTP), 400
Hz (hertz), 167

• I •
IBSS (Independent Basic Service Set), 176
icons used in book, 5
IEEE 802.11 standards, 170–173

41_534052-bindex.indd   40441_534052-bindex.indd   404 11/2/09   11:49 PM11/2/09   11:49 PM



405405 Index

IIS (Internet Information Services) 
Manager, 212–213

IIS (Internet Information Services) Web 
servers, 205–209

ILS (Internet Locator Service), 197
IMAP4 protocol, 196
incremental backups, 314–315
Independent Basic Service Set (IBSS), 176
infrastructure, 71–72, 282
infrastructure mode, 166, 174–175
Initial Confi guration Tasks page, 145, 

147–148
Installation program, Linux, 362
Installation Results page, 

Add Roles Wizard, 208–209
interference, sources of, 86
Internet

cable connections, 186
connecting LAN to through router, 103
DSL connections, 186
fi rewalls, 188–192, 337–338
high-speed private lines, 187
overview, 12, 185
password generators, 328
research on, 244
sharing connection, 187
VoIP service, 220

Internet Information Services (IIS) 
Manager, 212–213

Internet Information Services (IIS) Web 
servers, 205–209

Internet Locator Service (ILS), 197
Internet Protocol (IP) addresses, 108–111, 

128, 177. See also TCP/IP
Internet Protocol (TCP/IP) item, Properties 

dialog box, 154
Internet Protocol version 6 (IPv6), 112
Internet Service Provider (ISP), 185
intranets

IIS Web servers, setting up, 205–209
overview, 203–204
pages, creating, 210–212
requirements, 205
uses for, 204–205
Web sites, creating, 212–216

inventory, 65–68, 238–239
IP (Internet Protocol) addresses, 108–111, 

128, 177. See also TCP/IP
IP spoofi ng, 340

ipconfig /all command, 147, 397
iPhone, confi guring Exchange for, 223–225
IPSec, 232
IPv6 (Internet Protocol version 6), 112
ISP (Internet Service Provider), 185

• K •
key Windows Services, 296–297
keyhole saw, 88

• L •
labels, cable, 86–87
LAN (local-area network), 11–12, 103
lease duration, 119, 121–122
LED indicators, 94
library, network administrator, 302–303
licenses, 13, 14, 141
Link indicator light, 94
linking drives, 31–34
Linux. See also Samba

command shell, 360
GNOME, 358–359
installing, 355–356
logging off, 358
logging on, 356–358
network confi guration, 362–365
overview, 137, 351
selecting distribution, 354–355
shutting down, 358
user accounts, managing, 360–362
versus Windows, 351–353

Linux-Mandriva, 354
List Folder Contents permission, 261
Local Area Connection properties 

dialog box, 42–43
local-area network (LAN), 11–12, 103
local backups, 316–317
local drives, 26
local printer, 35
local resources, 21–22
local user accounts, 163, 245–246
locks, physical, 324
log fi les, 285
logging off, 39, 358
logical addressing, 398
logical AND operation, 114
logical map, 72
logical operations, 107
logon, 24–25, 146, 162–163, 331, 356–358
logon scripts, 252–253, 258, 334–335
Lumension progam, 347

• M •
MAC (Media Access Control) address, 

102, 121, 397
Mac OS X Server, 137, 372
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Macintosh networking
confi guring Mac, 373
fi les, sharing, 374
Mac OS X Server, 372
network printer, accessing, 374
overview, 371
with PCs, 375–376
protocols, 371–372
shared fi les, accessing, 375

magazines, network-related, 243, 303
mail servers, 70
mailboxes, Exchange 2007, 193–194, 

199–202
mainframe computers, 17–18
Manage Your Server application, 122, 128
manuals, 141, 302
mapping network drives, 31–34, 55
Media Access Control (MAC) address, 102, 

121, 397
members, adding to groups, 256–257
memory, 66, 280, 286
Microsoft Offi ce, 53–58
Microsoft Offi ce Resource Kit, 53
Microsoft Outlook, 197–199, 201–202
Microsoft Product Activation feature, 146
Microsoft System Information program, 67
Microsoft TechNet Web site, 53
Microsoft Visio, 72–73, 238
Microsoft Windows. See specifi c entries 

beginning with Windows
migration path, 236
mirrors, 133
mobile devices, 221–227
Modify permission, 261
monitor, computer, 290
monitoring programs, 284
motherboard, 16
mount point, 353
multiboot installation, 138–139, 142
multicast address, 109
multifunction routers, 103, 118
multifunction wireless access points, 

175, 177
multi-port repeater, 396
multitasking, 133
multiuser operating system, 352
My Computer window, 46
My Network Places, 29–30

• N •
NAS (Network Attached Storage), 260
NAT (network address translation), 

116–117

NetBoot, 372
NetScout Systems Sniffer program, 242
NetWare, 155, 347, 376
network address translation (NAT), 

116–117
network administrator

certifi cation, pursuing, 244
documentation, 238–239
facing diffi cult situations, 304–305
fi nding advice, 304
keeping up with industry, 303
library, organizing, 302–303
overview, 19, 235
part-time, selecting, 237–238
password, 143
recommended reading for, 243–244
resources, 237–238
responsibilities of, 235–236
routine chores, performing, 239–240
software tools, acquiring, 241–242
training users, 301–302
username, 23
users, managing, 240–241

Network and Sharing Center, 43–44, 
156–158

Network Attached Storage (NAS), 260
Network Browser, 375
network cable. See cable
Network Confi guration program, 362–363
Network Connections folder, 42, 152, 

156–158, 180
Network dialog box, 42
network drive, 26, 31–34
network envy, 389
network hardening

fi rewalls, 337–343
overview, 337
patches, 346–347
virus protection, 343–346

network ID, in IP address, 108–112, 114–115
Network Installation Wizard, Offi ce, 54
network interface, 10, 66
network interface card (NIC), 16, 96–99, 280
Network Layer, OSI model, 398
Network Monitor program, 242
Network Neighborhood, 30–31
network operating system (NOS). 

See also Windows Server 2008
Apple Mac OS X Server, 137
choosing, 71
confi guration decisions, 142–143
dedicated servers, 15–16
directory services, 133–134
fi le-sharing services, 132–133
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fi nal setup preparations, 143
installing, 137–142
Linux, 137
multitasking, 133
network support, 132
overview, 71, 131, 136
post-installation chores, 146–147
security services, 134–135
server roles, confi guring, 147–150

Network Places, 29–31
Network Properties dialog box, 124
network protocols, 66, 132, 143, 154–155, 

281, 292, 371–372
network-discovery program, 239
networks

components of, 16–17
disadvantages of, 17–19
overview, 1–6, 9–12
purpose of, 12–14

NetworkView program, 239
New dialog box, 55–56
New Host dialog box, 128–129
New Object — Group dialog box, 255–256
New Object — User Wizard, 247–249
New Resource Record dialog box, 215–216
New Scope Wizard, 122–123
newsletters, e-mail, 303–304
NIC (network interface card), 16, 96–99, 280
911, VoIP calls to, 220

nmbd daemon, 367
No Locks method, Access, 58
node, 11
normal backups, 313–314
NOS. See network operating system; 

Windows Server 2008

NOT operation, 107
Novell, NetWare, 347
NTFS permissions, 266
NTFS volumes, 332
NWLink IPX/SPX/NetBIOS Compatible 

Transport Protocol, 154

• O •
octets, 108, 115
Offi ce, Microsoft, 53–58
Offi ce Resource Kit (ORK), 53
offl ine computer, 11
offl ine fi les, 58–60
on the network, 11
100 Mbps Ethernet, 81, 89–90
100BaseT, 81, 89–90, 99–100
online computer, 11

On–Off switch, computer, 289
Open dialog box, 54–55
Open System Interconnection (OSI) model, 

395–400
Open Transport, 372
open-door approach to security, 323–324
opened software packages, 346
operating systems, 66–67, 71. See also 

network operating system
Options page, OWA, 231

OR operation, 107
Organization tab, User Properties 

dialog box, 250
organizational skills, network 

administrator, 19, 237
ORK (Offi ce Resource Kit), 53
OSI (Open System Interconnection) model, 

395–400
Outlook, 197–199, 201–202
Outlook Mobile Access, 195, 223
Outlook Web Access, 196, 229–231
ownership, fi le, 332

• P •
packet fi ltering, 339–341
packet sniffer, 242
packets, 81, 93
parent domain, 125
PartitionMagic program, PowerQuest, 356
partitions, hard drive, 65–66, 139, 

142, 144, 355
password generators, 328
passwords

account options, 251
administrator, 143, 329
logging on with, 24–25
Mac, 373
NOS policies, 134
security, 326–328
user account, 246, 253–254, 329

patch cables, 85, 95, 291
patch panels, 91–92
patches, 346–347
path, share, 263
Pause key, 291
Pause Printing command, 38–39
PC card, wireless, 173
PC user groups, 304
PCI card, wireless, 172–173
PCI slots, 98
PCs, networking Macs with, 375–376
PDAs (Personal Digital Assistants), 222
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peer-to-peer network, 15–16, 69
performance

backups, 316
bottlenecks, 278–282
monitoring, 284–285
overview, 277
problems, 277–278
tips, 286
tuning, 283

performance counters, 285
Performance Monitor tool, 284–285
perimeter, 189, 339
permissions

granting, 273–275
model, 323–324
network storage, 260–262
overview, 332
share, 263
troubleshooting, 292
user, 49

Permissions for Support dialog box, 200
Personal Digital Assistants (PDAs), 222
phones, cordless, 171
Physical Layer, OSI model, 396
physical map, 72
physical security, 324–325

ping command, 147
pins, 88–90
planning network

dedicated versus peer-to-peer servers, 69
diagrams, drawing, 72–73
infrastructure, 71–72
inventory of current computers, 65–68
need for network, analyzing, 64–65
NOS, choosing, 71
overview, 63–64
sample plans, 73–78
server types, 69–71

plenum cable, 85
PocketPC, 222
pointer (PTR) record, 128
POP3 protocol, 196
ports, 94, 339–340
power management, 154
PowerQuest PartitionMagic program, 356
PowerVault NF500, Dell, 260
prefabricated cables, 86
Preferred Networks section, Properties 

dialog box, 180
Presentation Layer, OSI model, 399
Print command, 34
Print dialog box, 37
print queue, 37–39
print servers, 70

print spooling, 34, 279
Printer Sharing option, Network and 

Sharing Center, 43
printers, 34–39, 50–53, 66, 374
Printers and Faxes folder, 51–52
Printers folder, 35, 52
printouts, System Information, 238
private IP address, 116–117
processor, 65, 280
Product Activation feature, Microsoft, 146
product key, 141, 144
profi le, user, 252–253
programs. See also specifi c programs by name

browsing network from, 29–30
inventory, 68
licenses, 390
Linux, 352
manuals, 302
memory leak, 286
sharing, 13–14

properties, user account, 246
Properties dialog box

folder, 271–273
hard drive size, 66–67
Mobile Services, 223–224
network protocols, 66
Offl ine Files tab, 60
scope, 123
sharing folders, 46–48
sharing printers, 51–53
TCP/IP, 124, 129
User, 193–196, 249–253
Windows network connections, 

152–156, 158
wireless networking, 180–181

protocol analyzer, 242
protocols, network, 66, 132, 143, 154–155, 

281, 292, 371–372
Provision a Shared Folder Wizard, 265–271
proxy server, 342
PTR (pointer) record, 128
Public folder, 49–50
public IP address, 116–117
public switched telephone network 

(PSTN), 218
publishing applications, 204–205
Purge Print Documents command, 39
PVC cable, 85

• Q •
QuickTime Streaming Server, 372
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• R •
radio waves, 167–169
RAID (Redundant Array of Inexpensive 

Disks) system, 260
range, 171–172
Read & Execute permission, 261
Read permission, 261
reader permission level, 49
read-only fi les, 55
real-time data, 285
rebooting, 293–294
Reconnect at Logon option, 32, 34
records, locking in Access, 58
Recycle Bin, 381
Redundant Array of Inexpensive Disks 

(RAID) system, 260
refresh rate, Access, 58
relative names, 127
remote connections, Windows Server 2008, 

136
remote installation, NOS, 139–140
Remote Installation Services (RIS), 140
repeaters, 99–101, 396
reports, scheduling, 286
reservations, DHCP, 119–121, 124
Reset button, 295
residential gateway, 175
resources, 21–22. See also sharing
Resources tab, Properties dialog box, 154
restarting, 288, 297–298, 363–365
restoring backups, 332
restrictions, 26, 330
RG-58 cable, 82
ring topology, 80
RIS (Remote Installation Services), 140
RJ-45 connectors, 89–90
roaming, 175–176, 252
Role Services page, 148–150
root domain, 125

root partition, 355
rotation, tape, 318
router address, for scope, 120
routers, 102–103, 118, 132, 187–189, 232, 398
routine chores, performing, 239–240
routing, Network Layer, 398

• S •
safe computing, 345–346
Samba

installing, 366–367
overview, 365–366

Samba Server Confi guration tool, 368–370
starting, 367–368
stopping, 367–368

scheduled tasks, 286
scopes, 119–120
security

Access database, 58
administrator account, 328–329
built-in accounts, 330–331
closed-door approach, 323–324
groups, 332–333
IPSec, 232
logon scripts, 334–335
mobile devices, 226–227
network administrator tasks, 240
open-door approach, 323–324
overview, 18, 321–323
passwords, 326–328
permissions, 332
physical, 324–325
policy, network, 335
Samba server, 368–369
services, NOS, 134–135
spyware, 286
user accounts, 329–330
user profi les, 334
user rights, 331–332
usernames, 325–326
virus protection, 388
WAP, 383–384

segments, cable, 100, 282
Select Role Services page, 206–207
Select Server Roles page, 148–149, 206
Select Users, Computers, or Groups 

dialog box, 200, 275
Server Core, 136
Server Manager page, 147–148
Server Message Block (SMB), 366
server roles, 147–150, 263–264
Server service, 296
servers. See also fi le servers; sharing

confi guration options, 280–281
database, 71
dedicated, 15–16, 69
DHCP, 118–119, 123
fi rewalls, 188–189
hardware, 280
IIS Web, 205–209
intranets, 205
loss of privacy on computer used as, 18
mail, 70
NOS requirements, 140–141
operating system, 71, 141
overloaded, 281–282
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servers (continued)
overview, 14–15, 41–42
print, 70
restarting, 288, 297–298
Web, 70, 205

Service accounts, 331
Service Confi guration window, 

363–365, 368

service network restart command, 
365

service packs, 146–147, 192, 346
service set identifi er (SSID), 166, 175, 177
services, 132–135, 148–150, 295–297, 376
Session Layer, OSI model, 399
setup script, 139
Share and Storage Management console, 

264, 273–275
share name, 47, 263
shared resources, 12–13, 18, 23
shares, 238, 262–263, 366, 370
sharing

File and Printer Sharing feature, 42–46
fi les, 12, 132–133, 374
folders, 26–28, 31–34, 46–49, 271–273
Internet connections, 187
overview, 41–42
printers, 50–53
programs, 13–14

shielded twisted-pair (STP) cable, 84–85
shredding trash, 325
shutdown, 332, 358
simple display name, 196
Skype, 218
Slackware, 354
Sleep feature, 289
smart card, 251
smartphone, 222
SMB (Server Message Block), 366

smbd daemon, 367
sneakernet, 10
Sniffer program, NetScout Systems, 242
software, 17, 67, 205, 236, 238
solid cable, 85–86
special permissions, 262
special shares, 263
spectrums, 169
SPI (stateful packet inspection), 341
splitting databases, Access, 58
spooling, print, 279
spyware, 286
SSID (service set identifi er), 166, 175, 177

stackable switches, 96
standard drive assignments lists, 238
Standard version, Windows Server 2008, 

136, 140
standards, wireless, 170–171
star topology, 80, 82–83
StarOffi ce, 352
startup diskette, NOS, 141
stateful packet inspection (SPI), 341
static data, 313–314
static IP address, 118, 120–121
station cable, 85, 92
stencils, Visio, 73
storage, 18, 194, 259–264. 

See also fi le servers
STP (shielded twisted-pair) cable, 84–85
stranded cable, 85–86
striped volumes, 281
subdomain, 126
subnet masks, 114–115, 119
subnets, 113–114
subnetting, 112–116
surge protector, 289–290
SuSE, 354
swap partition, 355
switches, 17, 82–83, 93–96, 286, 291, 325, 397
Sync command, 60
System Information program, 68, 160–161, 

238–239, 242
System Properties dialog box, 159–161
system time, 331
System window, 66–67

• T •
T1 lines, 187
T3 lines, 187
taking computer down, 11
tape, 310, 318–320. See also backups
tasks, scheduled, 286
TCP/IP (Transmission Control Protocol/

Internet Protocol)
binary system, 105–107
commands, 241–242
DHCP, 117–124
DNS, 125–129
IP addresses, 108–111

ipconfig /all command, 147
network address translation, 116–117
NOS setup, confi guration for, 143
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overview, 105
ports, 339–340
settings, checking, 292
subnetting, 112–116

TCP/IP Properties dialog box, 124, 129, 
155–156

telephones, cordless, 171
Telephones tab, User Properties 

dialog box, 250
Telnet circuit-level gateway, 341
10/100/1000 Mbps components, 82, 97
10Base2 cable, 96
10Base5 cable, 96
10BaseT, 89–90, 96, 99–100
Terminal window, Linux, 360
theft, data, 322
thick coaxial cable, 96
thin coaxial cable, 96
three-letter acronym (TLA), 11
Time to Live, 129
Time Warner Cable Digital Phone, 220
TLA (three-letter acronym), 11
Token Ring standard, 81
top-level domains, 125
topology, network, 80
tracking log, 299–300
training, network, 240
transaction applications, 204–205
Transmission Control Protocol/Internet 

Protocol. See TCP/IP
transmission speed, Ethernet, 81
Transport Layer, OSI model, 398–399
trash, shredding, 325
Travan drives, 310
Trojan horse programs, 322–323, 344
Troubleshoot button, Properties 

dialog box, 153
troubleshooting

client computer, restarting, 293–295
computers, fi xing, 289–290
connection, checking, 290–291
documenting, 299–300
error messages, 291
event logs, 298–299
experimenting, 292–293
network server, restarting, 297–298
network services, restarting, 295–297
network settings, 292
overview, 287–288

tuning network, 283
twisted-pair cable, 16, 82–84, 88–89, 99–101

• U •
UNC path, 36
understudy, network administrator, 237
Uninterruptible Power Supply (UPS), 143
Unix, 137
unshielded twisted-pair (UTP) cable, 82–84
up computer state, 11
updates, 142, 286
upgrades, 137–138, 236
uplink port, 91, 94
UPS (Uninterruptible Power Supply), 143
Up-to-Date Notifi cations, 195
USB adapter, wireless, 173
user accounts

administrator, 328–329
built-in, 330–331
creating, 246–249
deleting, 254–255
disabling, 254
domain, 245–246
enabling, 254
groups, 255–257
Linux, 356, 360–362
local, 245–246
logon scripts, creating, 258
NOS, 134
overview, 245
passwords, resetting, 253–254
properties, 246, 249–253
Samba, 368–369
security, 329–330

User Initiated Synchronization, 195
User Manager, 361–362
User Properties dialog box, 193–196, 

249–253
User Templates folder, 56–57

useradd command, 361
username, 22–25, 246, 325–326, 329, 361
users, 240–241, 301–302, 331–332, 334. 

See also user accounts
UTP (unshielded twisted-pair) cable, 82–84

• V •
virtual memory, 281
virtual private network (VPN), 135, 231–232
viruses, 18, 189, 232, 343–347
Visio, Microsoft, 72–73, 238
Voice over Internet Protocol (VoIP), 217–220
Vonage, 218, 220
VPN (virtual private network), 135, 231–232
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• W •
wall jacks, 91–92
WAP (wireless access point), 166, 173–179
wavelength, 167–168
Web servers, 70, 205–207
Web sites, 210–216
WebObjects, 372
WEP (wired equivalent privacy), 178
Wi-Fi, 166
Windows. See also specifi c entries beginning 

with Windows
versus Linux, 351–353
networking Macs with, 375–376

Windows 7
Add Printer Wizard, 35–36
browsing network, 29
computer identifi cation, 160–162
connections, confi guring, 156–158
domain name, 25
File and Printer Sharing feature, 45–46
Firewall settings, 191–192
mapping network, 31–33
offl ine fi les, 59
Public folder, 49–50
sharing folders in, 48–49
sharing printer in, 52–53
wireless networking, 181–182

Windows 95, 30–31
Windows 98, 30–31
Windows clients, confi guring

computer identifi cation, 158–162
network connections, 152–158
network logon, 162–163
overview, 151

Windows DHCP client, confi guring, 124
Windows DNS client, confi guring, 129
Windows Firewall, 190–192, 342–343
Windows Mobile, 222–225
Windows Performance Monitor tool, 

284–285
Windows Resource Kit, 303
Windows Server 2008

activating, 146
creating accounts, 246–249
DHCP server, 122–124
DNS server, 128–129
IIS Web Server, 206
installing, 144–145
logged on users, fi nding, 293
logging on, 146
overview, 15

service packs, 146–147
testing installation, 147
versions, 135–136

Windows Setup Wizard, 144
Windows Storage Server, 260
Windows Update Web site, 346–347
Windows user accounts. See user accounts
Windows Vista

Add Printer Wizard, 35–36
browsing network, 29
computer identifi cation, 160–162
connections, confi guring, 156–158
domain name, 25
File and Printer Sharing feature, 43–44
Firewall settings, 190
logging off network, 39
mapping network, 31–33
offl ine fi les, 59
Public folder, 49–50
sharing folders in, 48–49
sharing printer in, 52–53
wireless networking, 181–182

Windows Web Server 2008, 136
Windows XP

browsing network, 29
computer identifi cation, 159–160
confi guring connections, 152–156
File and Printer Sharing feature, 42–43
Firewall settings, 190
logging off network, 39
Logon dialog box, 24–25
mapping network, 33
offl ine fi les, 59
Service Pack 2, 192
sharing folders in, 46–48
sharing printer in, 51–52
wireless networking, 179–181

wire cutters, 87
wire stripper, 87
wired equivalent privacy (WEP), 178
wireless access point (WAP), 166, 173–179
wireless bridging, 176
wireless local-area network (WLAN), 166
wireless networking

adapters, 172–173
antennas, 167–168
FCC, 169
frequencies, 167
overview, 10, 165–166
radio waves, 167
range, 171–172
roaming, 175–176
spectrums, 169
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standards, 170–171
wavelength, 167–168
Windows Vista or Windows 7, 181–182
Windows XP, confi guring for, 179–181
wireless access points, 173–179

wiring schemes, 88–89
WLAN (wireless local-area network), 166
Word Options dialog box, 56
workgroup networks, 23, 159, 162
workgroup templates, 55–57
Workstation service, 296
worms, 344
Write permission, 261

• X •
X Window System, 352
X.400 standard, 196–197

XOR operation, 107

• Y •
Yosemite Backup, BarracudaWare, 311
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