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Note to the Reader: Throughout this index boldfaced page numbers indicate primary discussions of a topic.
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A

ABE. See Access-Based Enumeration (ABE)
ABEUILMSI file, 21, 21
Accept Unsigned and Unencrypted Inbound
Traffic, but Always Respond Using
IPsec option, 213
/accepteula parameter in setup?2, 243
access
to DFSN clients, 317-319, 318, 321-326, 323-325
in Network File System, 556-557
in SharePoint Services
anonymous, 537, 538
request handling, 501, 506-507, 507,
522,522
subsite, 532-534, 532-533
Access 2003, SharePoint Services integration
with, 395
Access-Based Enumeration (ABE)
configuring, 21-22, 22
disabling, 22
downloading, 20
enabling, 18
examples, 19-20, 23
vs. folder hiding, 17
importance of, 16-17
installing, 21, 21
operation, 15-16
permissions, 16, 18-19
for shares, 18
accountname in auditusr, 60
ACL Editor, 675-676
actions
for quotas, 280, 283-286, 283, 285-287
for resources, 247-248, 248, 266, 267
Actions pane, 247-248, 248, 266, 267
Activate Named Pipe Firewall entry, 220
Active Desktop, 164
Active Directory (AD)
vs. ADAM, 669, 669
ADAM integration with, 677-682, 678-679
authentication in, 218
for IPsec bypass, 114-116

in NFS, 559, 564-567
for printers, 254, 254
schema
for NIS services, 595
upgrades, 236-237
Unix account association with, 607-609, 607
Active Directory Application Mode (ADAM), 667
vs. Active Directory, 669, 669
Active Directory integration with, 677-682,
678-679
authenticating to, 681-682
capabilities, 667-668, 668
installing, 669-672, 671, 673
objects in, 673—675, 674675
permissions, 675-676, 675
querying, 676-677, 677
Active Directory creation mode, 365
Active Directory Federation Services (ADFS), 649
components, 653-654, 654
deployment design in, 652653, 652
installing, 654—665, 654-665
standards for, 650-652
technology behind, 650
troubleshooting, 666
working with, 665-666, 666
Active Directory Sites and Services (ADSS), 322
Active Directory Users and Computers
(DSA.MSC) tool
for DFSN, 328
for NFS, 559, 564
for NIS map migration, 610, 611
for Password Synchronization, 637
for Terminal Service clients, 152-153, 153, 160
active FTP file transfer, 106
active-requestor profile, 651
active screening types, 292
Active Server Pages, 224
active thin client sessions, 138
ActiveX controls
malware in, 26
and spyware, 65
AD Schema Analyzer tool, 679
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ADAM. See Active Directory Application Mode
(ADAM)
ADAM Administrators screen, 672
ADAMSync tool, 680-681
AdAware program, 44
Add a New Path setting, 496, 497
Add a Port dialog box, 90, 91
Add a Program dialog box, 109
Add and Customize Pages right, 489
Add Clients and Client Groups dialog box,
578-579, 578
Add Column page, 412413, 412, 416
Add Computer dialog box, 634, 635
Add Content Database settings, 493, 493
Add Folder Target dialog box, 316, 316, 320, 320
Add Folder to Replicate dialog box, 337-338, 338
Add IP Address or Subnet dialog box, 212, 212
Add Item dialog box, 71-73, 72, 95-96, 95
Add Items right, 488
Add Members link, 508
Add Namespace Server dialog box, 319, 319
Add New Connection dialog box, 198, 199
Add New Printer Filter option, 260
add-ons, 65-68, 66
Add Pages command, 464
Add Printer Driver Wizard, 256
Add Printer Wizard, 253
Add/Remove Private Web Parts right, 489
Add/Remove Snap-ins, 249, 249
Add/Remove Windows Components dialog, 669
Add Replication Groups to Display option, 342
Add Scheduled Task option, 269
Add Threshold dialog box, 283-286, 283, 285
Add Users page, 519-520, 520, 525, 525
Add Web Parts command
for Web Parts, 377, 380-381
for workspaces, 464, 465
ADFS. See Active Directory Federation
Services (ADFS)
ADFS Web Agent, 653—-654
administration settings in SharePoint Services
central, 472-483, 472477, 479-482, 484
Site Settings, 512-513
top-level. See top-level site administration in
SharePoint Services
Administrator group, 500
adprep command, 236-237
ADPREP tool, 559, 595
ADSI tool
for ADAM, 673
for profiles, 160

ADSIEdit tool, 673—-675, 674—675, 681
ADSIEdit.msc file, 337
ADSS (Active Directory Sites and Services), 322
Advanced settings for Web Parts, 384, 386
advanced UNM maps, 569-571, 569-571
Alert Frequency setting, 403-404
Alert me option

for contacts, 394

for document libraries, 443

for lists, 410
alerts

for contacts, 394

for document libraries, 443

email for, 404

for lists, 403—405, 403—405, 410

managing, 405

in SharePoint Services, 362

for site collections, 491
Alerts setting, 491
aliases map, 594, 621
All Authenticated Users setting, 501
All Contacts view, 397
ALL MACHINES entry, 578
All Printers filter, 254, 259
Allow Anonymous Access option, 577
Allow Authenticated IPsec Bypass option, 119
Allow File and Printer Sharing Exception policy, 97
Allow ICMP Exceptions option, 103
Allow Inbound Echo Request option, 104
Allow Incoming Echo Request option, 102
Allow Local Port Exceptions policy, 98
Allow Local Program Exceptions option, 111
Allow Logging Properties option, 121
Allow Remote Administration Exception policy,

97,97
Allow Remote Desktop Exception policy, 97
Allow Time Zone Redirection option, 162
Allow UPnP Framework Exception policy, 97
AllowedPipes entry, 220
analyze option in scwemd, 231
announcements in SharePoint Services, 362, 392
Announcements List View Web Part, 428-431,
428-431

anonymous access

IIS 6.0 for, 371

in SharePoint Services, 500-501, 537, 538
anonymous RPC, 49-50
antispyware programs, 44-45
Appearance settings for Web Parts, 384, 386
Application Directory, 668, 670, 671
Application Directory Partition screen, 670, 671
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Application log
for NIS services, 598
for quotas, 283
application pools, 370
Application Server mode, 127-128
applications
templates, 454
in Terminal Services
configuring, 177-185, 183-184
deploying, 129-130
licensing, 177
server mode for, 127-128
terminating, 191-192
Apply a Theme to the Site link, 515-516, 516
Apply an Existing Security Policy option, 229
Apply Style Sheets right, 489
Apply Template Only to Derived File Screens That
Match the Original Template option, 304
Apply Template Only to Derived Quotas That
Match the Original Template option, 290
Apply Template to All Derived File Screens
option, 304
Apply Template to All Derived Quotas option, 290
Apply theme to site link, 514
Apply Themes and Borders right, 489
Approve/reject command, 410, 410
Approve/reject Items view, 408, 409
archiving printer driver information, 256-257
ASP .NET, 363
associating AD and Unix accounts, 607-609, 607
attachments
for lists, 408
malware in, 26
Attachments setting, 408
attributes in ADAM, 678, 678
Audience setting, 417
Audio and Video Files file group, 293
Audio and Video Files setting, 300
Audit Policy folder, 61
Audit Policy settings, 203
Audit Successful Activities option, 222
Audit Successful and Unsuccessful Activities
option, 222
auditing
auditusr utility
examples, 61-63
overview, 59
settings tracking, 63-64
syntax, 60-61
in NFS, 563, 564
in SCW, 220-223, 221-223
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authentication
ADAM, 681-682
ADFS, 650
challenge/response, 218-219
1IS 6.0, 370, 371
IPsec, 117, 214
NFS, 556-557, 559-560
Terminal Services, 129
WebDAYV, 57
Authentication policy, 117
authorization in ADFS, 650
Auto Apply Template and Create Quotas on
Existing and New Subfolders option, 281-282
autoimmune behavior, 25
Automated Website Collection Management
settings, 485-488, 485487
automatic exceptions, 111-120, 119
automatic logons for Terminal Services, 147
automatic network printer detection, 253, 253
Automatically Add Network Printers dialog box,
253,253
Automatically delete the site collection if use is not
confirmed option, 488
automounter daemon, 618

B

backup and recovery
maps, 573
in SharePoint Services, 540
site collections, 546-550, 546, 548-551
SMIGRATE.EXE for, 551-554, 552-554
to templates, 540-546, 542-545
backup operation in STSADM.EXE, 547
backup RTM files, 10-11
bandwidth
for DFS replication, 346
for multiple user applications, 182
base 64 format, 57
Basic authentication, 57
Basic Meeting Workspace option, 462
Best Available Using DDC option, 146
BHOs (Browser Helper Objects)
malware in, 26
and spyware, 65
Bind as ADAM Principal method, 681
Bind as Windows Principal method, 681
Bind Using AD Proxy Object method, 681
binding in ADAM, 676, 677, 681-682
Black Ice firewall, 78
blacklists for CLSIDs, 69
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Blank Meeting Workspace option, 462 challenge/response authentication methods,
Blank Site option, 461 218-219
Blaster worm Change ADAM Server option, 678
appearance of, 25-26 Change general settings link, 406
operation of, 81-82 change logon command, 186, 195
boot.ini file for DEP, 37 Change permissions for this list link, 406
bootparams map, 594 Change Permissions page, 536-537
Bring to This Computer option, 149 change port command, 186
Browse command for Web Parts, 380 Change regional settings, 503
Browse Directories right, 489 Change Scope dialog box, 91, 91, 110
Browse for Folder dialog box, 337, 338 Change site title and description link, 514
Browse for Shared Folders dialog box, 316, 316 Change the Site Title and Description link, 515
Browser Helper Objects (BHOs) Change Type setting, 403
malware in, 26 change user command, 134, 180-181, 186
and spyware, 65 channel IDs, 243
Budget Properties dialog box, 323-325, 324 channels, RDP, 137-138, 138
buffer for thin client sessions, 138 character translation, 562-563
buffer overflow, 25, 42 Check for Map Updates Now option, 616-617, 617
DEP for, 34-37, 35-36 Check for unused site collections, and send notices
handling, 33-34 option, 487
launching, 31-32 Check in and Check out Documents feature, 361,
449-451, 450

perspective on, 32-33

for worms, 29-31 Check In dialog box, 451
bugs, Patch Tuesday for, 4 gﬁggt 8 j;lsst}ijotlr?rzgm
bulk uploads, 435 Choice fields, 412
claims
C in ADFS, 658, 658, 661-662, 662
caches in WS-Federation, 651-652
processor, 139 Class ID (CLSIDs)
in RDP, 137 for group policy settings, 67-69
Calculated fields, 413 Registry for, 73
Calendar view, 416, 418-419, 419 Client Access Licenses (CALs), 170
CALs (Client Access Licenses) in R2, 235
in R2, 235 in Terminal Services, 170
in Terminal Services, 170 Client Connection Wizard, 148
canaries for stack, 35 Client Devices settings, 161
Cancel Check-Out right, 488 client groups in NFS, 580-581
CDFS permissions, 583 client-side caching in RDP, 137
CDs for R2 setup, 235-236 clients
central administration in SharePoint Services, DFSN
472-473,472-473 access to, 317-319, 318, 321-326, 323-325
components, 477-489, 479 problems in, 329-330
data retrieval, 479 NFS, 557, 584-590, 585-589
sample settings, 480-483, 480—484 SCW, 202, 220
security, 475, 475 Terminal Services
servers, 476, 476 connections, 148-152, 148-152, 162-168,
virtual servers, 474, 474 163-167
Central Administration website, 364, 371, 372 creating, 145-148
centralized application deployment, 129-130 editing, 152-153, 153
CFR (Cross-File Replication), 354-355 hardware requirements, 141-142

+ 4 40
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path information for, 157-162, 159, 161-162
remote control settings for, 153-154, 154
session time-out settings for, 155-157,
156-157
in thin client sessions, 138
Close command for Web Parts, 377
CLSIDs (Class ID)
for group policy settings, 67-69
Registry for, 73
Code Red worm, 26, 42
in IIS, 223
protection from, 33
collaboration. See SharePoint Services
columns for lists, 407, 412-413, 412,417,419
Columns setting, 417
COM (Common Object Model), 54
COM Security tab, 54
command line
exceptions from, 110, 112
for NFS clients, 589-590
ping from, 103
port 80 opening from, 92-93
SP1 installation from, 8-11
for UNM, 575-577
in Windows Firewall
for enabling/disabling, 88
for logging, 121
Command tab for quotas, 284, 285
Comments field, 261
Common Object Model (COM), 54
communicating with SharePoint Services. See
SharePoint Services
compatibility
LM, 217-218
MSDTC, 52, 52-53
for multiple user applications, 185
in Password Synchronization, 638, 639
scripts for, 181
SP1/R2. See SP1/R2 incompatibilities
component configuration
SharePoint Services, 477-479, 477, 479
virtual server, 495
Components snap-in for MSDTC, 52, 52
Computer Management tool, 152
Computers container, 606
configuration database, 364
Configuration naming context, 668
Configuration tab, 633, 634
Configure antivirus settings, 475
Configure connection to portal site setting, 506

%

Configure data retrieval service settings link,
479, 495
Configure default email server settings, 476
Configure Email Server settings, 480-481, 480
Configure full-text search setting, 477
Configure HTML Viewer setting, 476
configure option in scwemd, 230231
Configure Options Storage Reports tab, 276
Configure Self-Service Site Creation settings,
485-486, 486
Configure Site and Workspace Creation link, 513
Configure site collection use confirmation and
deletion settings, 487-488, 487
Configure usage analysis processing setting, 477,
481, 481
Configure virtual server for central administration
setting, 476
Configure virtual server settings option, 474
Configure Your Server Wizard
for SharePoint Services, 368-369
for Terminal Services, 143-144, 143
Configuring Site settings, 515-517, 516-517
Confirmation Page, 340-341, 340-341
Confirmation Errors page, 314, 315
Confirmation Screen Errors tab, 314
conflicts
DFSR, 357-358
NIS map migration, 603-606, 604
conflicts.log file, 604-605
Connect Client Drives at Logon option, 161
Connect permission, 168
connections
DEFSR, 331
RDP, 129
Terminal Services
creating, 147
process, 148-152, 148-152
settings, 162-168, 163167
troubleshooting, 195-197, 196-197
Web Parts, 388—-389, 388—-389
Connections folder, 165
console tree in MMC, 247, 248
contacts in SharePoint Services
adding, 396-398, 397
lists for, 392-395, 393
Content Approval settings, 407-411, 409-411
content database for SharePoint Services
contents of, 365
for virtual servers, 491-493, 491-493
Content Editor Web Part, 382, 384-387, 385-387
content filtering firewalls, 79
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Contributor group, 500
cookies
for heaps, 34
for stack, 35
copy-on-write data sharing, 136
/copy option for tsprof, 160
counters for Terminal Services servers, 140-141
cprofile command, 186
Create a New Group Claim Extraction dialog box,
663, 664
Create a New Incoming Group Claim Mapping
dialog box, 661
Create a New Outgoing Group Claim Mapping
dialog box, 663, 664
Create a Template from File Screen option, 303
Create a top-level Website option, 474
Create Advanced Group Mapping dialog box, 572
Create Advanced User Mapping dialog box, 570,
570-571
Create Attribute option, 678
Create Calendar View page, 418-419, 419
Create Cross-site Groups right, 490
Create Document Workspace option, 443
Create Document Workspace page, 455, 456
Create File Group Properties dialog box, 300, 301
Create File Screen dialog box, 294, 294, 302-303, 302
Create File Screen Exception dialog box,
299-300, 299
Create File Screen Template dialog box, 303, 303
Create LDIF File option, 680
Create link in SharePoint Services, 376
Create Object screen, 675
Create page
for lists, 393, 422-423, 423
for workspaces, 460-462, 460—462, 466, 466
Create Quota dialog box, 280281, 281, 286
Create Quota on Paths option, 281
Create Quota Template dialog box, 289290
Create Subsites right, 489
Create top-level Web site page, 494
Create View page, 416, 416, 418
/createshortcut parameter in setup2, 243
Cross-File Replication (CFR), 354-355
Cross-site Groups
permissions for, 531-534, 531-533
in SharePoint Services, 501
Currency fields, 413
Current Virtual Server settings, 491
Custom Filters folder, 259
custom filters for printers, 252, 258-262, 259-260
Custom Printer Filters section, 252

Custom Reports feature, 362

Custom Subsites feature, 362
Customization settings, 513-514
Customize Contacts page, 406, 406, 408
Customize home page link, 514
Customize Vendors page, 425
Customized Shared Documents page, 436

D

/d option, 10-11
DACLs (Discretionary Access Control Lists), 583
Data Execution Prevention (DEP), 25, 81-83
controlling, 36-37, 36
motivation for, 26
operation of, 34-36, 35
databases
MSDTC, 51-52, 203-206, 204-206
SharePoint Services, 364-365, 368, 373, 373
DataScrn.sys driver, 266
datasheet view, 401, 416
Date and Time fields, 413-414, 414
dbgtrace command, 186
DBM files, 593
DCOM (Distributed Common Object Model), 50,
54-55, 54-56, 349
DCs. See domain controllers (DCs)
de-anonymizers, purpose of, 47-49
Decision Meeting Workspace option, 462
decommissioning root namespace servers, 327-328
DEFAULT_NIS_DOMAIN variable, 620
Default option for DFS replication schedules, 344
Default Quota Template setting, 490
Default Time Zone setting, 490
Default Website Properties dialog box, 371, 372
DefaultMigrationContainer, 610
Define Custom Quota Properties option, 282
delegating management permissions, 326-327
Delegation tab, 316
Delete Item command, 410
Delete option, 443
Delete Selected Members link, 508
Delete site collection option, 474, 494
Delete the web after sending X notices option, 488
Delete this list link, 406
Delete this site link, 503
deleting
library documents, 443
per-user settings, 63
scheduled report tasks, 277
Delivery tab, 268, 273
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Deny This User Permissions to Log on to Any
Terminal Server option, 159
DEP (Data Execution Prevention), 25, 81-83
controlling, 36-37, 36
motivation for, 26
operation of, 34-36, 35
Deploy with Group Policy dialog box, 254, 255
Deployed Printers section, 252
deploying printers, 254, 254-255
deployment design in ADFS, 652-653, 652
Design this Page command
for Web Parts, 377
for workspaces, 464
destination addresses
for IP packets, 41
in IPsec, 212
destination domains for NIS map migration,
603, 603
detail section for reports, 271, 272
details pane in MMC, 247, 248
detecting network printers, 253, 253
DFS (Distributed File System), 307
replication. See DFSR (Distributed File System
Replication)
snap-in, 307-309, 308-309
DFS Replication Diagnostic tool, 331
DFS Replication Health Report, 356-357, 356
DEFSN. See Distributed File System
Namespace (DFSN)
DFSR (Distributed File System Replication), 307
DFSN after, 348
monitoring, 355-357, 356
process, 349-355, 350
troubleshooting, 357-360
DFSRAdmin.exe utility, 342-347, 355-357, 356
DfsrMachineConfig. XML file, 348
Dfsutil utility, 328
DHCP clients for SCW, 208
DHCP servers for Terminal Services, 146
DHTML format, 272
digital signing
IPsec, 210
SMB, 215-216, 216
Dirquota.exe program, 279, 291
/DISABLE parameter for change logon, 195
DisableBasicOverClearChannel entry, 57
disabling
ABE, 22
exceptions, 111-112
quotas, 287
Unix and AD Accounts, 622
Windows Firewall, 86-89, 87-88

Discard changes and undo check out option, 450
Disconnect from Session option, 156
Disconnect permission, 168
disconnecting Terminal Service sessions, 155-156
Discretionary Access Control Lists (DACLs), 583
Discuss option for document libraries, 443
discussion boards, 362, 528-529, 528-529
Discussions heading on Quick Launch bar, 390
Discussions page, 466, 468
disks
managing. See storage reports management
for Terminal Services servers, 139
Display a Notification When Windows Firewall
Blocks a Program option, 108
Display Data Channels standard, 146
display protocols for thin client sessions,
137-138, 138
Display tab, 148, 149
Distributed Common Object Model (DCOM), 50,
54-55, 54-56, 349
Distributed File System (DFS), 307
replication. See Distributed File System Repli-
cation (DFSR)
snap-in, 307-309, 308-309
Distributed File System dialog box, 308, 308
Distributed File System Namespace (DFSN), 307
clients in
access to, 317-319, 318, 321-326, 323-325
problems in, 329-330
creating, 310-314, 310-315
decommissioning root namespace servers in,
327-328
delegating management permissions in,
326-327
DFS Management installation for, 307-309,
308-309
folder targets for, 327-328, 327
folders for, 315-317, 315-317
mixing OSes in, 328-330
after replication group creation, 348
terminology for, 309
Distributed File System Replication (DFSR), 307
DFSN after, 348
monitoring, 355-357, 356
process, 349-355, 350
troubleshooting, 357-360
DNS
in DFSN, 330
in SCW, 206, 206
for Terminal Services, 146
Do Not Allow Exceptions option, 112
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Do Not Apply Template to Derived File Screens for NIS map migration, 610, 611
option, 304 for Password Synchronization, 637
Do Not Ask Me to Save as a Template Again for Terminal Service clients, 152-153, 153, 160
option, 295 DSACLS editor, 675-676, 675
Do Not Delete Temp Folder Upon Exit policy, 164 Duplicate Files reports, 269-270, 273, 276
Do Not Play Option, 149 dynamic data
Do Not Use Temp Folders Per Session policy, 164 buffers, 29-31
Document information tab, 445 program storage in, 27-28
document libraries, 361, 431-435, 433434 Dynamic Web Modules feature, 362
checking out and editing documents in,
449-451, 450
customizing, 435-436, 435 E
fields for, 436—-437 /e function in auditusr, 60
filters for, 448-449 echos, ICMP, 30
new documents, 446448, 447448 Ed%t a Program di.aI(.)g, 108-109, 109
settings for, 437-440, 438-439 Edit Access permission, 408
uploading documents, 440-444, 441-442 Ed}t DWORD Valqe dialog box, 184, 184
version history in, 361, 451-452, 451 Edit in Datasheet link

workspaces for, 444-445 for contacts, 394

Document Workspace option, 462 ) f(?r lisfcs, 398_399’.399_400 )
documents, 392 Edit in Microsoft Office Word option, 443

locking, 457 Edit Item command, 410

Edit Items right, 488

Edit Local Path dialog box, 339, 339

Edit Properties option, 442

Edit Schedule dialog box, 334-336, 335-336
Edit Settings dialog box, 311-312, 311

Edit Site Group Membership page, 519, 520
Edit Site Group Permissions link, 508, 509
Edit Template link, 436

Edit Template Properties option, 290

workspaces for. See workspaces
Documents and Lists link, 376
Documents heading on Quick Launch bar,
390-392, 391
Documents tab for workspaces, 445
dollar signs ($) for hidden folders, 17
domain account mode, 365
domain-based namespaces, 312-313
domain controllers (DCs) .
in DFSN, 310 editing ,
in NIS services, 595 document library

Password Synchronization on, 626—627 doc.uments, 449451, 450
and port exceptions, 99-101 settings, 437-440, 438-439
’ list items, 414-415, 415, 430-431, 431

i 2
dorﬁgiicz\gfﬂgg 93-94 lists, 398-399, 399-400, 405-408, 406—407
domainsp ’ printer filters, 259, 259
with firewalls, 85 Web Parts, 383-389, 383, 385-389
NIS, 592 ’ /ef function in auditusr, 60
;Cor map migration, 603, 603 Effective referral ordering method, 323
for services, 595 Eﬁ;ﬁ Atilla, 34
doors, lockable, 49
DOS applications, 178-179 Access Request, 508, 523, 523
DOSKBD utility, 178 for alerts, 404
downstream partners, 331 FSRM regort configuration for, 267-268, 267
Driver Name field, 261 malware 1, 26 _
drivers for printers, 255-257, 255-256, 261 in SharePoint Servmes, 366
DSA.MSC (Active Directory Users and server settings for, 480-481, 480
Computers) tool virtual server settings for, 493
for DFSN, 328 Email Enabled Document Libraries setting, 491
for NFS, 559, 564 Email Notifications tab, 268

4~ 40
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Emergency Meeting workspaces, 464-466, 465—466

Empty option for DFS replication schedules,
344-345
Enable Anonymous Access option, 665
Enable Extensive Logging option, 598, 599
/ENABLE parameter for change logon, 195
EnableAuthEpResolution entry, 50-51
enabling
ABE, 18
quotas, 287
remote administration, 198, 198
Windows Firewall, 80, 86-89, 87-88
encryption
IPsec, 210
LAN Manager, 218
NIS services, 599, 600
SMB signing, 216
Terminal Services, 129, 165
End Session option, 156
End User License Agreement (EULA)
for R2, 242
for Terminal Services, 145
Endpoint Mapper Client Authentication, 50
enumeration, ABE. See Access-Based
Enumeration (ABE)
enumsites operation, 547
environment support by Terminal Services,
130-131
Error tab for DFS replication, 341
Errors tab for namespaces, 314
/es function in auditusr, 60
Essebar, Farid, 34
/etc/fstab file, 582
/etc/nsswitch.conf file, 593
/etc/pam.d/ssod file, 631, 640-641, 644
/etc/pam.d/system-auth file, 640
/etc/passwd file, 592
/etc/shadow file, 631, 647
/etc/sso.conf file, 640-643, 645
/etc/vfstab file, 582, 593
ethers map, 594
EULA (End User License Agreement)
for R2, 242
for Terminal Services, 145
Event Handlers setting, 491
Event Viewer
for auditusr, 63-64
for NIS services, 598
for worms, 43
events in SharePoint Services, 392
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Excel 2003, SharePoint Services integration
with, 395
Exception Path setting, 300
exceptions
file screen, 299-301, 299-301
port. See port exceptions
triggering, 34
for Windows Firewall, 81
automatic, 111-120, 119
halting, 111-112
ICMP, 101-104, 102, 104
port, 89-101, 91, 95, 97
program, 104-111, 105, 109, 111
Exchange for IIS, 57
excluded managed paths, 494
Executable Environment for Applications
component, 135
Execute mode for Terminal Services, 179-180
/execute option for change user, 180
Experience tab, 151, 152
Expires field for announcements, 430
Explore Subsite Site settings, 517, 518
Explorer, NFS shares in, 577-579, 577-579
Explorer View for document libraries, 433-435, 433
Export Contact command, 410
Export to spreadsheet action, 394
exported directories in NFS, 557
exporting
contacts, 410
file screen templates and file groups, 304-305
lists, 394
per-user settings, 63
quota templates, 291
extending virtual servers, 474
Extensible Markup Language (XML) technology
for reports, 272
for WS-Federation, 650
extensions for file groups, 270
Extracting Files dialog box, 5, 5

F

/f option, 9-10
failback for DFS namespaces, 323-324
fake source addresses, 41
Federation Server, 653
Federation Server Proxy, 653
fields
document libraries, 436-437
filter, 260-261
lists, 411-414, 412, 414

4~ 40
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File Count number in reports, 272
file filters in DFSR, 350
File Group Properties dialog box, 301
file groups
creating and editing, 300-301, 301
importing and exporting, 304-305
in NFS, 560, 565
in reports, 270
File ID tables, 359
File Locations screen, 672
file locking in NFS, 563, 563
File Name setting, 541
File Replication Service (FRS), 307, 330-332
monitoring, 355-357, 356
process, 349-355, 350
replication groups in, 332-347, 332-341
troubleshooting, 357-360
File Screen Audit feature, 293
File Screen Exception, 301
File Screen Properties dialog box, 294, 295
File Screening Audit reports, 272-273,276, 296-298
File Screening Management tool, 293, 293
file screens, 292-293, 293
creating, 293-298, 294-295, 298-299
exceptions for, 299-301, 299-301
templates for, 302-305, 302-304
File Server Resource Manager (FSRM)
configuring, 267-268, 267
for file screens, 292-293, 293
installing, 265-266, 266-267, 307
for quotas, 280284, 281
filename handling in NFS, 562-563, 562
Files by File Group reports, 273, 276
Files by Owner reports, 273, 276, 292
Filter Action policy, 116-117
Filter Criteria tab, 259, 259
Filter link, 394
filter lists in IPsec, 210-212
Filter setting, 418
filters
for contacts, 394
DEFSR, 350
document libraries, 448—-449
firewall, 76-77, 76, 79
IPsec, 210-213, 211-212
lists, 402, 402, 418
for printers, 252, 254, 258-262, 259-260
finding reports, 275-276
FIPS Compliant security, 165
firewalls
content filtering, 79
domain membership with, 85

named pipe, 220-221
NAT, 77-78
operation of, 75
port-filtering, 76-77, 76
software, 78-79, 84
Windows. See Windows Firewall
FirstCountMsgQPeeksSleepBad App entry, 184
Flags entry, 184
flattemp command, 186
folder targets, 309, 319-321, 320, 324-325,
327-328, 327
folders
DFSN, 309, 315-317, 315-317
filters for, 350
invisible. See Access-Based Enumeration (ABE)
for printers, 257
quotas for. See quotas
Folders to Replicate page, 337, 338
/forcerestart option, 9-10
form libraries
vs. document libraries, 431
in SharePoint Services, 393
Form Web Part, 382
formats for reports, 272
forms for printers, 257, 257
FrontPage with SharePoint Services, 366, 395
FRS (File Replication Service), 307, 330-332
monitoring, 355-357, 356
process, 349-355, 350
replication groups in, 332-347, 332-341
troubleshooting, 357-360
FsCount attribute, 355
FSRM (File Server Resource Manager)
configuring, 267-268, 267
for file screens, 292-293, 293
installing, 265-266, 266267, 307
for quotas, 280284, 281
FSRMGMT.EXE file, 245
FSUtil utility, 349
FTP, program exceptions with, 105-108, 105
Full mesh replication, 334
full mesh topology, 344
Full option for DFS replication schedules, 344
functions in auditusr, 60-61

G

Gateway for NFS, 555
GDI (Graphical Device Interface), 48
General settings
document libraries, 437-439
lists, 406-408, 406407
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RDP-Tcp dialog box, 165-166, 165
Terminal Service connections, 148, 149
virtual server, 495-496, 495
Generate Notifications When Usage Reaches
setting, 283
Generate Reports in the Background option, 269
generic printer driver support, 128
GIDs (Group IDs) in NFS, 557, 559, 565-567, 567
Global Version sequence numbers (GVsns),
352-353
Globally Unique IDs (GUIDs), 352-353
Go Back to List option, 396
Go Back to Manage Site Groups link, 508, 510
Go to Site Administration link, 513, 517
Google Toolbar, 71-73, 72
gpedit.msc file, 70-71
GPMC (Group Policy Management Console), 118
GPOs (group policy objects)
for application deployment, 129
rolling out SP1 with, 12
from SCW policies, 229
Grant user access to the site link, 508
Graphical Device Interface (GDI), 48
Greenberg, Steve, 131
Group by setting, 418
group claims, 658, 658
Group IDs (GIDs) in NFS, 557, 559, 565-567, 567
group maps
in NIS, 594
in UNM, 571-572, 572
group policies
for add-ons, 66—67
disabling exceptions from, 112
ping from, 103-104, 104
port opening from, 93-98, 97
program exceptions with, 110-111, 111
for Terminal Services licensing, 129
whitelists for, 69-73, 70, 72
for Windows Firewall
enabling/disabling, 88-89, 88
logging from, 121, 121
Group Policy Management Console (GPMC), 118
group policy objects (GPOs)
for application deployment, 129
rolling out SP1 with, 12
from SCW policies, 229
group SIDs in IPsec bypass, 119-120, 119
groups
ADAM, 675, 675
DFSR, 332-347, 332-341
file, 300

%

creating and editing, 300-301, 301
importing and exporting, 304-305
in NFS, 560, 565
in reports, 270
managing, 500, 506-511, 507-509
NFS, 566, 566, 580-581
permissions for, 529-530, 530
trusted client machines, 115-116
view layouts, 418
/ gs compiler switch, 35
Guest group, 500
GUI
disabling exceptions from, 112
ping from, 102-103, 102
port 80 opening from, 90-92, 91
program exceptions from, 108-110, 109
SP1 installation from, 5-7, 6-7
Windows Firewall
enabling/disabling from, 86-88, 87
logging from, 120, 121
GUIDs (Globally Unique IDs), 352-353
GVsns (Global Version sequence numbers),
352-353

H

halting exceptions, 111-112
hand-installed clean R2 builds, 237-240, 238-239
handheld PCs for Terminal Services, 142, 147-148
hard drives
managing. See storage reports management
for Terminal Services servers, 139
hard quotas, 279
hardening, SCW. See Security Configuration
Wizard (SCW)
hardware firewalls, 83-84
hardware profiles, 141
hardware refreshes, 132
hardware requirements
SharePoint Services, 366
Terminal Services, 139-142
hashes
DFSR, 354-355
LAN Manager, 217-218
heap
program storage on, 27-28
protecting, 34-35, 35
Help command for Web Parts, 377
help desk support, 132-133
Help link in SharePoint Services, 376
hiding folders. See Access-Based Enumeration (ABE)
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home directories Import command, 380
ABE for, 16 Import Contacts link, 394
file screens for, 293-295, 295 importing
for NFS, 556 ADAM data, 678, 678
for quotas, 281-282, 282, 295, 295 contacts, 394
for Terminal Service clients, 157-160, 159 file screen templates and file groups, 304-305
Home Folders dialog box, 281-282, 282, quota templates, 291
293-295, 295 Web Parts, 380
Home link in SharePoint Services, 376 Importing LDIF Files dialog, 672
Home Team website, 375, 375 Incident folder, 275, 286
host records in UNM, 574 Include Content setting, 541
hosts files included managed paths, 494
in NFS, 558 incoming packets for Windows Firewall, 80-81
for NIS map migration, 606 incompatibilities, SP1/R2. See SP1/R2
in Password Synchronization, 629-630 incompatibilities
hosts map, 594 incomplete connections and IP stack, 42-44
HTML, CLSIDs in, 68-69 Independent Computing Architecture (ICA)
hub and spoke replication, 334 protocol, 137
hyperlinks InfoPath 2003, SharePoint Services integration
malware in, 26 with, 396
in SharePoint Services, 413, 421 input validation, 29-31

Install mode for Terminal Services, 179-181

1 /install option for change user, 180-181

installing
/1 function in auditusr, 61 ABE, 21, 21
1/0 stack, 266 ADAM, 669-672, 671, 673
1386 folder, 12 ADFEFS, 654-665, 654-665
ICA (Independent Computing Architecture) DFS Management snap-in, 307-309, 308309
protocol, 137 FSRM, 265-266, 266267, 307
ICF (Internet Connection Firewall), 75, 82 multiple user applications, 179-182
ICMP (Internet Control Message Protocol) Password Synchronization
exceptions, 101-104, 102, 104 on domain controllers, 626—-627
vulnerabilities, 29-32 PSWDSYNC, 632-637, 633-635, 637
ICMP Settings dialog, 102, 102 PMC, 252-253, 252
identity federation. See Active Directory printer drivers, 256
Federation Services (ADFS) Services for NFS, 560-561, 560561

Identity Management for Unix (IDMU), 245, 559,
596-599, 596600, 610

IDMU-Password Synchronization console, 632

IDMUMGMT.MSC tool, 598, 601, 610-612,

SharePoint Services
overview, 366—-367
typical install, 368-374, 369-374

614-617, 619-620 SP1,5 .
/if function in auditusr, 60, 62 command line, 8-11
GUI, 5-7, 6-7

TIS (Internet Information Services)

program exceptions for, 105 SSOD, 639-644, 643

security for, 203, 223-226, 224-226 Terminal Server Licensing tool, 173-174, 173
for SharePoint Services, 363, 369-371, 370-372 integrating
for WebDAV, 57 AD with ADAM, 677682, 678679
Image Web Part, 383 SharePoint Services and Microsoft Office 2003,
images in thin client sessions, 135, 137 395-396
immune systems, 25, 34 SP1,12-13
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Interactive folder, 275
Internet Connection Firewall (ICF), 75, 82
Internet connections, firewalls for, 85
Internet Control Message Protocol (ICMP)
exceptions, 101-104, 102, 104
vulnerabilities, 29-32
Internet Data Connector, 224
Internet Information Services (IIS)
program exceptions for, 105
security for, 203, 223-226, 224-226
for SharePoint Services, 363, 369-371, 370-372
for WebDAYV, 57
interprocess communications (IPCs), 48
Intersite Topology Generator (ISTG), 330
intranets, 43
invisible folders. See Access-Based
Enumeration (ABE)
IP addresses, 41
firewalls for. See firewalls
for Terminal Services, 146
IP Filter List policy, 116
IP packets
layout of, 41
with Windows Firewall, 80-81
IP Security Monitor, 117-118
IP stack, 39
and antispyware programs, 44—45
and incomplete connections, 4244
and raw sockets, 40-42
and TCP/IP, 39-40
IPCs (interprocess communications), 48
IPsec
for firewalls, 78
port lockdown with, 209-214, 209-215
IPsec bypass, 79, 112-113
operation, 113-114
setting up, 114-120, 119
/is function in auditusr, 60, 62
Is Shared field, 262
ISTG (Intersite Topology Generator), 330
Item Level Permissions setting, 408
Item Limit setting, 418
Items right, 488
IUSR accounts, 226

J

jobs, print, 258-262, 258-260
Jobs in Queue field, 261
journal wraps, 358-360
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K

Keep checked out option, 450

Kerberos authentication, 117, 214

keyboard shortcuts in Terminal Services, 150
killing applications, 191-192

Knowledge Base for CLSIDs, 69

L

LAN Manager hashes, 217-218
Large Files reports, 273, 276
Layout settings for Web Parts, 384, 386
LDIF (Lightweight Directory Interchange Format)
files, 672
LDIFDE tool, 679
LDP tool, 676-677, 677
Least Recently Accessed Files reports, 273, 276
Least Recently Used (LRU) algorithm, 137
levels, DEP, 36
libraries
backing up, 545
document. See document libraries
form, 393, 431
licensing for Terminal Services, 128-129, 144, 169
application, 177
clients, 163, 163-164
models for, 169, 169
session, 169-172
Terminal Server Licensing tool, 172-176,
172-173
Lightweight Directory Interchange Format (LDIF)
files, 672
Link targets in DFSN, 309
linking
firewall client machines and servers, 116-119
quota templates, 289-290
links
DFSN, 309
SharePoint Services, 392
for workspaces, 445
Links tab, 445
List in the Directory option, 254
List View Web Part, 427-431, 428-431, 457
Lists heading on Quick Launch bar, 390-392, 391
lists in SharePoint Services, 362, 392-396
adding items to, 396-398, 397
alerts for, 403-405, 403405
backing up, 545
contacts, 392-395, 393
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Content Approval settings for, 408-411,
409411
custom, 422-427, 423-424, 426427
editing, 398-399, 399-400, 405-408, 406407
editing items in, 414-415, 415, 430-431, 431
fields for, 411-414, 412, 414
filtering, 402, 402, 418
List View Web Part, 427-431, 428-431
permissions for, 488-490, 534-540, 535-539
totals for, 401, 401
views for, 415-422, 416417, 419422
LM authentication, 218-219
LM compatibility level, 217-218
Load Base Schema option, 680
Local Accounts on the Remote Computers
option, 219
Local Path of Budget on Other Members page,
339, 339
Local Resources tab, 149, 150
Location field, 262
lockable doors, 49
lockdown, port, 209-214, 209-215
locking
documents, 457
NFS files, 563, 563
SharePoint Services settings for, 478, 479,
482-483, 482
Log tab for quotas, 284, 285
Logging settings, 477
Logging tab, 598, 599
login limits in remote administration, 199
logoff command, 186
Logoff permission, 168
Logon permission, 168
logs
for alerts, 284, 285
for file screens, 297
for NIS services, 598, 599
for quotas, 283
for SharePoint Services, 477
for Windows Firewall, 120-121, 121
Lookup fields for lists, 413
LRU (Least Recently Used) algorithm, 137

M

Madden, Brian, 180

mainframe paradigm for Terminal Services, 133
Makefile directory, 642-644, 647

malware, 26

man-in-the-middle attacks, 215

Manage Add-ons dialog box, 65-68, 66
Manage blocked file types option, 475
Manage content database page, 491-493, 491493
Manage Folders option, 257
Manage List Permissions right, 488
Manage list template gallery option, 503
Manage Lists right, 488
Manage My Information settings, 514-515
Manage Pages command, 464
Manage Permission Inheritance link, 517, 518
Manage Personal Views right, 489
Manage Quota Templates settings, 482483, 482
Manage quotas and locks settings, 478, 479, 483
Manage request access link, 506, 538
Manage security settings, 489
Manage site collection owners option, 475
Manage Site Collections Quotas and Locks
settings, 483
Manage Site Groups page, 506-511, 507-509, 530
Manage Site Groups right, 489
Manage site template gallery option, 503
Manage sites and workspaces link, 502, 512
Manage user alerts setting, 503
Manage user rights, 488-490
Manage Users page, 512, 519, 519, 525-526, 526
Manage Web Discussions setting, 502
Manage Web Part gallery option, 503
Manage Web server list setting, 476
Manage Website right, 489
Manage Website users option, 475
Manage Your Server page, 143-144, 144, 240, 240
Manage Your Server window, 370
managed paths, 494, 496-498, 497498
Management and Statistics settings, 502-503, 502
management permissions in DFSN, 326-327
Map Network Drive tool, 586
Map Updates link, 598
MAPADMIN tool, 574-577
.maphosts file, 572-573
mapnames.txt file, 613
mapping
names. See User Name Mapping (UNM)
Terminal Service client resources, 161-162,
161-162
Unix accounts to Windows user accounts, 559
maps, NIS, 592-595
migrating, 600
associating AD and Unix accounts,
607-609, 607
modifying map data, 620-622
NIS2AD for, 609
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nonstandard, 618-620, 619
post-migration tour and testing, 610612,
610-612
trial, 600-607, 601-605
propagating to Unix subordinates, 616-617,
617-618
Maps map, 594
Mark All Non-present Elements as Included
option, 680
masks in IPsec, 212
master servers, NIS, 592, 612-614
Maximum Upload Size setting, 490
meeting workspaces, 462-468, 463—468
Member Availability Notification feature, 362
/MemberListFile attribute, 356
Members tab for workspaces, 445
MemName attribute, 355
memory
for Terminal Services servers, 135-136, 139
worms in, 26-28, 27
memory sticks, 123-125
Message permission, 168
metadata for document libraries, 436
Microsoft Distributed Transaction Coordinator
(MSDTC)
compatibility issues, 52, 52-53
operation, 51
Microsoft Identity Management for Unix, 633
Microsoft License Pak (MLP), 170
Microsoft Management Console (MMC) 3,
247-249, 248-249
Microsoft Office 2003 integration in SharePoint
Services, 395-396
Microsoft Product Code, 243
Microsoft Update, 5
Migration Wizard, 600-607, 601-605, 619-620, 619
Minimize command for Web Parts, 377
MinNTFESJournalSizeInMB attribute, 358
mixed build types for R2, 242-243
mixed environment in DFSN, 328-330
MLP (Microsoft License Pak), 170
MMC (Microsoft Management Console) 3,
247-249, 248-249
mobile thieves, 123-125
mock replication groups, 347
Modify item-level security link, 537
Modify Permissions page, 536, 536
Modify settings and columns action, 394
Modify Shared Page link, 376, 383
Modify Shared Web Part command, 377
Modify Shared Web Parts command, 377
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Modify site content link, 514
Monitor 200 GB Volume Usage template, 288
Monitor 500 MB Share template, 288
monitoring

DEFSR, 355-357, 356

print job status, 258-262, 258-260
morph conflicts, DFSR, 357-358
Most Recently Accessed Files reports, 273, 276
mount command, 582, 589
mounting NFS shares, 586-588, 587-589
moving Web Parts, 378-379, 379
MPS folder, 454
MS-ADAMSyncConf. XML file, 680
MS-AZMan.LDF file, 672
MS-InetOrgPerson.LDF file, 672
MS-User.LDF file, 672
MS-UserProxy.LDF file, 672
MSDTC (Microsoft Distributed Transaction

Coordinator)

compatibility issues, 52, 52-53

operation, 51
msg utility, 186, 190-191
MsgQBadAppSleepTimelnMillisec entry, 184
MSSQL$SHAREPOINT service, 373
Multipage Meeting Workspace option, 462
multiple file uploading to document libraries, 440,

441-442

multiple lines for lists, 412
multiple password synchronization, 632
multiple report generation, 269
multiple UNM servers, 573-574, 573-574
multiple users

adding, 524-526, 525-526

applications for, 179-182

environment configuration for, 177-185,

183-184

Multipurpose replication group option, 332
Multiuser Windows. See Terminal Services
MultiWin product, 127
Muus, Mike, 29-30
My alerts on this site link, 514-515
My submissions view, 408

N

Name and Description setting, 407

Name and Domain page, 333, 333

name mapping. See User Name Mapping (UNM)
Name setting for list views, 417

named pipe firewalls, 220-221
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Namespace Name and Settings dialog box,
311-312
Namespace roots in DFSN, 309
Namespace servers in DFSN, 309, 316
Namespace tab, 316
namespaces. See Distributed File System
Namespace (DFSN)
NAT firewalls, 77-78
navigating subsites, 468-471, 469, 471
Navigation setting for lists, 407
netgroup map, 594
netid map, 594
netmasks map, 594
netsh firewall show state command, 86-87
netstat command, 89-90
NetWare operating system, 48
network cards, 139
Network DTC Access option, 52
Network File System (NFS), 555-556
access in, 556-557
Active Directory lookups for, 564-567
auditing in, 563, 564
authentication in, 556-557, 559-560
client components for, 584-590, 585-589
file locking in, 563, 563
filename handling in, 562-563, 562
operation, 557-558
permissions, 583-584, 583-584
server settings, 561, 562
service installation for, 560-561, 560-561
shares, 556, 577-582, 577-579
user name mapping in. See User Name
Mapping (UNM)
Network Information Service (NIS), 568, 591
concepts, 591-594
IDMU for, 596-599, 596—600
maps and map migration in, 600
associating AD and Unix accounts, 607—
609, 607
modifying map data, 620-622
NIS2AD for, 609
nonstandard, 618-620, 619
post-migration tour and testing, 610612,
610-612
propagating to Unix subordinates, 616—
617, 617-618
trial, 600-607, 601-605
master servers in, 592, 612-614
in Password Synchronization, 628, 638, 639,
646-647, 646
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services for, 594-595
subordinate servers, 614-617, 615-618
Network Location Awareness (NLA) Service, 94
network printer detection, 253, 253
Network Security settings in SCW, 203
networks, Terminal Services, 197
networks map, 594
New Alert page, 403, 405
New Document link, 446
New Document Workspace Home page, 468,
528, 528
New Folder dialog box, 315-316, 315-316
New Item link, 394
New Namespace Wizard, 310-314, 310-311,
313-315

New Replication Group Wizard, 332-342, 332-335,

337-341

New Row link, 398
New SharePoint Site page, 527
NFS. See Network File System (NFS)
NFS Management tool, 574
NFS Share Permissions dialog box, 578, 578
NFSADMIN command, 563
NFSMGMT.MSC file, 585
NFSSHARE command, 579-580
nfssvc.exe process, 557
Nimda worm

in IIS, 223

protection from, 33
NIS. See Network Information Service (NIS)
NIS Map Selection dialog box, 619
NIS_SERVER variable, 620
nis2ad.log file, 606, 609, 620
NIS2AD tool, 600, 604, 607-609, 620
nisadmin tool, 615-617
nismap command, 615, 619, 621-622
nispasswd command, 646
NLA (Network Location Awareness) Service, 94
nlockmgr service, 558
No topology replication, 334
/NoExecute parameter, 37
nonexecutable heaps, 34, 35
nonstandard maps in NIS, 602, 618-620, 619
/norestart option, 9
notifications

for program exceptions, 108

for quotas, 280, 283-286, 283, 285-287
NT hashes, 218
NT virtual DOS machines (NTVDMSs), 136
NTFS permissions, 583-584, 583-584
NthCountMsgQPeeksSleepBad App entry, 184
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NTLM authentication, 218-219

NTVDMs (NT virtual DOS machines), 136
Number fields for lists, 413

NX bit, 34, 35

(o)

/o option, 9

Object IDs (OIDs), 678

Office 2003 integration in SharePoint Services, 362,
395-396

Office Files file group, 293

on-demand reports, 272

100 MB Limit template, 288

Online gallery, 380

Online Web Part Gallery setting, 490

Open License, 170

Open Ports and Approve Applications page, 209,
210,213

open requests, limits on, 43

Open Systems Interconnection (OSI) model, 39—40

Open the Advanced Properties for This Task When
I Click Finish option, 269-270

operating system mixing in DFSN, 328-330

Orientation Pane for namespaces, 314

OSI (Open Systems Interconnection) model, 39-40

OUs, applying policies to, 230

Outbound Authentication Methods page, 219, 219

outgoing traffic for Windows Firewall, 80

Outlook 2003, SharePoint Services integration
with, 395

Override referral ordering method, 325

overwriting

accounts in NIS map migration, 604
non-Microsoft files in SP1 installation, 9

P

/p parameter in setup?2, 243
packets
layout of, 41
with Windows Firewall, 80-81
Page View Web Part, 382
pages, read-only, 34
PAMs (pluggable authentication modules), 631,
644-645, 647
parallel ports, 257
partner account organizations, 660-663
partners in DFSR, 331
passive FTP file transfer, 107
/passive option in SP1 installation, 8
passive-requestor profile, 651

%

—

NTLM AUTHENTICATION ¢ PERIMETER FIREWALLS| 699

passive screening types, 292
passwd map, 594
Password Synchronization service, 598, 622,
625-626
concepts, 626
installing
on domain controllers, 626—-627
PSWDSYNC, 632-637, 633-635, 637
multiple, 632
platform support for, 628
policies for, 627
Unix to Windows, 630-631, 631, 644—645
user names in, 627
Windows to Unix, 628-630, 629-630, 638—644,
639, 643
PasswordPropAllow group, 637
PasswordPropDeny group, 637
passwords
ADAM, 675
LAN Manager, 218
NFS, 557, 559-560, 565
NIS, 599, 622
Patch Tuesday, 4
patches for buffer overflow, 33
paths
for file screen exceptions, 300
for multiple user applications, 182
for quotas, 281
for Terminal Service clients, 157-162, 159,
161-162
in virtual server configuration, 494, 496—498,
497-498
PC clients for Terminal Services, 142, 145
PC-unfriendly environment support by Terminal
Services, 130-131
PCs, applying policies to, 230-231
PDC emulators, 320
Peak Usage quota data, 292
Per Device licensing, 163, 171-172
per-user auditing
examples, 61-63
overview, 59
settings tracking, 63-64
syntax, 60-61
Per User licensing, 163, 172
Perazzoli, Lou, 244
performance
remote administration, 199
Terminal Services servers, 140-141
perimeter firewalls, 83
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permissions pools
ABE, 16, 18-19 application, 370-371
ADAM, 675-676, 675 UNM, 568, 574-575
DCOM, 54-55, 54-56 port exceptions, 89
DFSN, 326-327 and domain controllers, 99-101
document libraries, 443 limitations of, 99
NFS, 583-584, 583-584 port opening
NTEFS, 583-584, 583-584 from command line, 92-93
SCW audit setting, 221, 221 from group policy settings, 93-96
SharePoint Services, 518 from GUI, 90-92, 91
for adding users, 519-529, 519-523, for RPC, 100-101
525-529 selecting, 89-90, 98-99
for Cross-site Groups, 531-534, 531-533 for Windows Firewall, 81
for lists, 406, 408, 534-540, 535-539 port-filtering firewalls, 76-77, 76
for site groups, 529-530, 530 ports
testing, 521-524, 522-523, 526-529, ADAM, 670, 671
527-529, 538-539, 539 FTP, 106-107
top-level site administration, 498-501, lockdown, 209-214, 209-215
506-511, 506-509, 512 printer settings, 257-258
Terminal Services RPCs, 557-558
clients, 166-168, 166-167 Ports screen, 670, 671
troubleshooting, 197 Post-Setup Security Updates page, 238-240, 239
Permissions for Share dialog box, 312, 312 post-SP1 reboot, 9-10
Person Name Smart Tag and Presence settings, 490 power costs in Terminal Services environments, 131
Person Name Smart Tags, 457, 490 /POWERDOWN parameter for tsshutdn, 194
personal firewalls, 78 PowerPoint 2003, SharePoint Services integration
Personal View command, 378 with, 395
Picture fields for lists, 413 preinstalling SP1, 12-13
Picture Manager, SharePoint Services integration preunpacking SP1, 11
with, 396 Primary Member page, 337, 337
Pictures heading on Quick Launch bar, 390 Print Management Console (PMC), 236, 251
ping of death, 32 adding printers with, 253-254, 253-255
plng program, 29-30 installing, 252-253, 252
from command line, 103 for job status, 258-262, 258-260
from group policy settings, 103-104, 104 overview, 251-252, 252
from GUI, 102-103, 102 for port settings, 257-258
ICMP exceptions for, 101-104, 102, 104 for printer drivers, 255-257, 255-256
pipe firewalls, 220-221 for queue management, 262-263, 263
pluggable authentication modules (PAMs), 631, for remote print servers, 263, 263
644-645, 647 Print Management Role, 252-253, 252
PMC. See Print Management Console (PMC) print servers
PMCMGMT.EXE file, 245 listing, 252
policies remote, 263, 263
group. See group policies Printer Name field, 261
Password Synchronization, 627 printers
SCW, 203, 228-231 adding, 253-254, 253-255
Terminal Service clients, 157, 157 deploying, 254, 254-255
polls drivers, 128, 255-257, 255-256, 261
for DFS namespaces, 320 job status monitoring, 258-262, 2568-260
in SharePoint Services, 362 for Terminal Services, 128
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Printers Not Ready option, 259
Printers with Jobs filter, 259, 262
priority of DFS namespace targets, 324-325
private network addresses, 77
process IDs, 136, 187-189
Processes tab, 188, 188
Processing settings, 477-478
% Processor Time counter, 140
processors
for multiple user applications, 182-183
for Terminal Services servers, 139
Product Code, 243
product keys, 241, 242
/productkey parameter in setup2, 243
profiles
standard vs. domain, 93-94
for Terminal Services, 141, 157-160, 159
WS-Federation support for, 651
program exceptions, 81, 89, 104
from command line, 110
with group policies, 110-111, 111
from GUI, 108-110, 109
notifications for, 108
selecting, 104-108, 105
Programs tab, 151, 151
promoting NIS subordinates to masters,
615-616, 616
propagating
NIS maps to Unix subordinates, 616-617,
617-618
passwords. See Password Synchronization
service
protocols map, 594
psadmin command, 635-636, 639
psgetsid trusted command, 120
PSWDSYNC service. See Password
Synchronization service
Publish to Source Location page, 459, 459

Q

/q option for tsprof, 160
Query Information permission, 168
/query option

for change logon, 195

for change user, 180
query process command, 186
query session command, 186
query termserver command, 186
query user command, 186
querying ADAM, 676-677, 677

%
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queue management, 262-263, 263
Queue Status field, 261
Quick Launch bar, 390-392, 391
/quiet option
in setup?2, 243
in SP1 installation, 8
Quota Properties dialog box, 282-283, 282, 286-287
Quota.sys driver, 266
Quota Templates settings, 478, 479
Quota Usage reports, 273, 276
quotas, 279-280
creating, 280-283
disabling and enabling, 287
notification thresholds and actions, 283-286,
283, 285-287
SharePoint Services, 478, 479, 482-483, 482
templates, 287-291, 291
viewing, 291-292, 292

R

/1 function in auditusr, 61
R2
domain controllers, 559
NFS client, 584-586
setup for
AD schema upgrades in, 236-237
CDs for, 235-236
hand-installed clean builds, 237-240,
238-239
installation options for, 237
mixed build types for, 242-243
server management in, 240-241, 240
Setup2.exe for, 241-244, 241-242
for SharePoint Services, 363-364
on XP, 244-245
/ra function in auditusr, 61
RAM, worms in, 26-28, 27
raw sockets, 40-42
RDC (Remote Differential Compression), 330, 354
RDP (Remote Desktop Protocol), 137-138, 138
clients, 129, 145
connections, 129
RDP-Tcp dialog box, 165-166, 165-166
Read Access permission, 408
read-only devices, 123-125
read-only pages, 34
Reader group, 500
/REBOQOT parameter for tsshutdn, 194
reboots, post-SP1, 9-10



%% é 56452.book Page 702 Tuesday, August 29, 2006 2:56 PM

Record File Screening Activity in Auditing
Database option, 296-297
recovery. See backup and recovery
referral ordering method, 322-325, 323-324
Referral tab, 323, 324
RefMemName attribute, 355
Refresh Data link, 399
refreshes, hardware, 132
regional settings, 503
register command, 186
Registry entries
anonymous RPC, 50
DFSN, 330
group policies, 73
MMC, 249
multiple user applications, 179-185, 183184
R2 setup, 236
root namespace servers, 328
SCW, 203, 215-221, 215-217, 219-221
USB devices, 124-125
WebDAV, 57
Release To Manufacturing (RTM) version, 3
Remote Control permission, 168
remote control in Terminal Service clients, 127, 130
connections, 129, 198-199, 199
enabling, 198, 198
operation, 199-200
RDP for, 137-138, 138, 145
settings, 153-154, 154
Remote Desktop client, 148
Remote Desktop Connection, 148-152, 148-152,
161, 198
Remote Desktop Protocol (RDP), 137-138, 138
clients, 129, 145
connections, 129
Remote Desktops tool, 198
Remote Differential Compression (RDC), 330, 354
remote mapping requests, 572-573
remote operations in SCW, 204, 204
remote print servers, 263, 263
Remote Procedure Calls (RPCs), 49-51
in NFS, 557
ports for, 100-101
remote SCW policies, 229
Remove Content Database settings, 493
Remove Windows SharePoint Services from
virtual server settings, 493-494
Rename Folder dialog box, 327, 327
Rename option, 604
Rename User dialog box, 607, 607
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renaming
DEFSN folder targets, 327, 327
migrated files, 604, 607, 607
Replica_ GUID.XML file, 348
Replicate Folder Wizard, 341
replicated folders, 331
replication, DFS, 307
DFSN after, 348
monitoring, 355-357, 356
process, 349-355, 350
troubleshooting, 357-360
Replication Delay message, 341, 341
Replication Group and Replication Folder name
page, 342
Replication Group Members page, 333, 333
Replication Group Schedule and Bandwidth page,
334, 335
Replication Group Type page, 332, 332
replication groups, 332-347, 332-341
RepName attribute, 355
Report Locations tab, 275
Report Parameters dialog box, 298, 298
Report tab, 285-286, 286
Report Totals section, 270
reports
DFSR, 356-357, 356
file screens, 296-298, 298-299
finding, 275-276
generating, 268-272, 268, 270-272
quotas, 285-286, 286, 291-292, 292
scheduling, 273-275, 274-275, 277
SCW, 214, 215
troubleshooting, 276
types of, 272-273
Request Signing option, 213
Require secondary contact setting, 486
Require Signing option, 213
Require SMB Signing setting, 216
reset command, 186
reset session command, 193-194
resource mapping, 161-162, 161-162
restartable services, 669
Restore User Name Maps dialog box, 574, 574
restores
SMIGRATE.EXE for, 553-554, 554
STSADM.EXE for, 547, 550, 550-551
Restrict Remote Access to This Port to Only the
Following Remote Addresses setting, 211
Restrict Terminal Services Users to a Single
Remote Session setting, 164

%
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RestrictRemoteClients entry, 50-51
return addresses on stack, 29
Review Settings and Create Namespace page,
313-314, 313
Review Settings and Create Replication Group
page, 339-340, 340
Reviews view, 420421, 420422
RgName attribute, 355
Rich Text Editor, 384, 385
roaming profiles, 157-160, 159
role-based permissions
in SCW, 202
in SharePoint Services, 362
role-based security configuration, 202
roles in SCW, 202, 206-207, 207
rollback option in scwemd, 231
root servers, 309, 327-328
root targets, 319-322, 319
Roots in DFSN, 309
round-robin for host records, 574
routers, firewalls for. See firewalls
rpc map, 594
rpcinfo command, 561, 612
RPCs (Remote Procedure Calls), 49-51
in NFS, 557
ports for, 100-101
RPCSS.DLL file, 81-82
RTM files, backup, 10-11
rules
firewall, 77, 80-81
IPsec, 210-214

S

SAML (Security Assertion Markup Language)
standards, 650
Sasser worm, 33
Save Custom Properties as a Template dialog box,
286, 287,294, 295
Save list as a template link for lists, 406
Save Site as Template page, 502, 541, 542
Save the Custom File Screen without Creating a
Template option, 295
Save the Custom Properties as a Template option, 295
saved reports, finding, 275-276
saving document library documents, 446447, 447
Schedule a New Report Task option, 273
Schedule a Task Wizard, 269
Scheduled folder, 275
schedules
DFSreplication, 331, 334-336, 335-336, 344-347
report, 273-275, 274-275, 277

%

Scheduling Reports to Run option, 273
schema
Active Directory
for NIS services, 595
upgrades, 236-237
ADAM, 668
R2,235
scope of SCW, 202-203
screening types, 292
screens, file, 292-293, 293
creating, 293-298, 294-295, 298-299
exceptions for, 299-301, 299-301
templates for, 302-305, 302-304
scripts, compatibility, 181
SCSI disks for Terminal Services servers, 139
SCW. See Security Configuration Wizard (SCW)
SCW viewer, 205, 205, 229
scwaudit.inf file, 222
scwemd command, 229-230
SDDL (Security Descriptor Definition
Language), 119
Search command for Web Parts, 380
searching in SharePoint Services, 376
security
MSDTC, 52, 53
SCW. See Security Configuration
Wizard (SCW)
SharePoint Services, 475, 475, 488-490
Terminal Services, 152, 152, 164
Security Assertion Markup Language (SAML)
standards, 650
Security Associations folder, 118
Security Configuration dialog box, 52, 53
Security Configuration Wizard (SCW)
audit settings, 221-223, 221-223
database and system information, 203-206,
204-206
finishing up, 226-228, 227-228
for IIS, 223-226, 224-226
installing, 202
policies, 228-231
port lockdown with, 209-214, 209-215
progress reports, 214, 215
Registry for, 215221, 215-217, 219-221
scope, 202-203
services, 206-208, 206-209
test systems for, 202
warning for, 201-202
Security Descriptor Definition Language
(SDDL), 119
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Security Identifiers (SIDs) Service Packs
in file screen reports, 297 for SharePoint Services, 369
in IPsec bypass, 119-120, 119 for spyware, 65-66, 66
Security log services
for auditusr, 63-64 NIS, 594-595
for SCW, 223 SCW, 206-208, 206-209
Select Format dialog, 212 Services for NFS, 559-561, 560-561
Select from virtual server list link, 494 Services for Unix (SFU), 555, 574, 584-586
Select Server Roles page, 207, 207 services map, 594
Select Users, Contacts, or Computers dialog sessions for Terminal Services, 134-136
box, 115 clients in, 138, 161-162, 161-162
self-healing journal wraps, 359 command-line tools for, 185-186
Self-Service Site Creation settings, 485-486, 527 licensing, 169-172
SelfSSL utility, 656 Remote Desktop Protocol, 137-138, 138
Send Alerts To setting, 403 session IDs, 134, 136, 187, 190
Send E-mail to the Following Administrators Terminal Services Manager for. See Terminal
option, 284 Services Manager
Send E-mail to the User Who Exceeded the time-out settings, 155-157, 156157
Threshold option, 284

Set configuration database server setting, 476

Set default content database server setting, 476

Set Information permission, 168

Set Path for TS Roaming Profiles policy, 159

Set Rules for Remote Control of Terminal Services
User Sessions option, 155

Set SharePoint administration group option, 475

Send email notifications to owners of unused site
collections setting, 487

Send User Name and Password in Email
setting, 491

Send Warning to Event Log option, 284

sending messages in Terminal Services Manager,

190-191 .
. Settings tab
server—‘fbased corrﬁ)u.t ing, 127,133 for Password Synchronization, 633, 634
server farm installations, 366 for SRM, 268, 268

Server for NFS Authentication component, 559
Server for NIS component, 598
Server for NIS Properties dialog box, 598, 599
Server Name field, 261
server policy in IPsec bypass, 117
Server Role page, 368, 369
Server service, ABE. See Access-Based
Enumeration (ABE)
Server Settings folder, 162, 163
Server-side includes (SSIs), 225
servers
firewalls for, 84-85
namespace, 310-311, 310-311

Setup Options screen, 670, 671
Setup2.exe program, 241-244, 241-242
SFU (Services for Unix), 555, 574, 584-586
shadow command, 186, 193

shadow map, 594

Share Calendars feature, 361

Share Contacts feature, 361

Share Documents feature, 361

Share Name field, 262

Shared Documents page, 436

Shared View command, 378
SharePoint Services, 361-363, 363

. access in

n N FS, 561, 562 anonymous, 537, 538

p rint, 252, 263, 263 request handling, 501, 506-507, 506,
in R2 setup, 240-241, 240 522, 522

in remote a.dmlmst.ratlon, 199 subsite, 532-534, 532-533

in Share.Pomt SEI:VICES, 476,476 backup and recovery in, 540

in Terminal Services, 139-141 site collections, 546550, 546, 548-551
UMN, 573-574, 573-574 SMIGRATE.EXE for, 551554, 552554
virtual. See virtual server configuration to templates, 540-546, 542545

Service Account Selection screen, 672

+ 4 40



%% é 56452.book Page 705 Tuesday, August 29, 2006 2:56 PM

central administration in. See central
administration in SharePoint Services
component configuration in, 477-479, 477, 479
databases in, 364-365, 368, 373, 373
document libraries in. See document libraries
email in, 366
server settings for, 480-481, 430
virtual server settings for, 493
FrontPage extensions in, 366
hardware requirements, 366
hyperlinks in, 413, 421
and IIS, 57, 369-371, 370-372
installing
overview, 366-367
typical install, 368-374, 369-374
Microsoft Office 2003 integration with, 395-396
permissions in, 518
for adding users, 519-529, 519-523,
525-529
for Cross-site Groups, 531-534, 531-533
for lists, 406, 408, 534-540, 535-539
for site groups, 529-530, 530
testing, 521-524, 522-523, 526529,
527-529, 538-539, 539
top-level site administration, 499-501,
506-511, 506-509, 512
Quick Launch bar, 390-392, 391
R2 features for, 363-364
security in, 475, 475, 488-490
server configuration in, 476, 476
Service Pack 1 for, 369
Site Settings for, 512-516, 512, 516-518
starting, 375-377, 375
summary, 554-555
top-level site administration in, 498-499, 499
Management and Statistics section,
502-503, 502
Site Collection Administration section,
504-506, 504-505
Site Collection Galleries section, 503, 503
Users and Permissions section, 499-501,
506-511, 506-509, 512
usage analysis processing in, 481, 481
user accounts in, 365
virtual servers in. See virtual server
configuration
Web Parts. See Web Parts
websites for, 364
workspaces in. See workspaces
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shares
ABE, 18
NFS, 577-582, 577579
Show Contents dialog box, 95, 95, 110
Show in Standard View link, 398
showmount command, 581, 590
SIDs (Security Identifiers)
in file screen reports, 297
in IPsec bypass, 119-120, 119
signing
IPsec, 210
SMB, 215-216, 216
simple maps in UNM, 569-571, 569-571
Simple Object Access Protocol (SOAP)-based Web
Services, 650-651
single lines for lists, 412
Single Sign-on (SSO)
in ADFS, 652
in Forest Trust scenario, 652
Single Sign-On daemon (SSOD), 626, 629-630
installing, 639-644, 643
ports and encryption for, 635
Site Administration page, 498
Site Collection Galleries section, 503, 503
site collections, 453
backing up, 546-549, 546, 548-550
restoring, 550, 550-551
settings for, 503-505, 503-505
site groups
managing, 500, 506-511, 506-509
permissions for, 529-530, 530
Site Image Web Part, 378
Site Lock Information settings, 478
Site Quota Information settings, 478, 483
Site Settings section, 376, 498, 512
Administration settings, 512-513
for alerts, 405
Configuring Site settings, 515-517, 516-517
Customization settings, 513-514
Explore Subsite Site settings, 517, 518
Manage My Information settings, 514-515
for workspaces, 464
Site Template Gallery page, 542, 543
sites
backing up, 540-544, 542-543
recovering, 544-546, 544-545
64-bit heap protection, 34, 35
Size by File Group settings, 271, 271
Size by Owner settings, 271, 271
SMB signing, 215-216, 216
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SMIGRATE.EXE tool
for backups, 551-552, 552-553
for restores, 553—-554, 554
snap-ins in MMC, 249, 249

SOAP (Simple Object Access Protocol)-based Web

Services, 650-651
Social Meeting Workspace option, 462
sockets, raw, 40-42
soft quotas, 279
software firewalls, 78-79, 84
software licenses, 6, 6
Sort setting, 417
source addresses
for IP packets, 41
in IPsec, 212
SP1
determining existence of, 3
with GPOs, 12
installing, 5
from command line, 8-11
from GUI, 5-7, 67
obtaining, 4-5
preinstalling, 12-13
preunpacking, 11
uninstalling, 11
SP1/R2 incompatibilities, 47
DCOM, 54-55, 54-56
de-anonymizers, 47-49
MSDTC, 51-52
RPC, 49-51
Web Development and Versioning system,
56-57
space limits for quotas, 280, 283
speed of Terminal Services servers, 139
spyware, 26, 65
group policy settings for, 66—67
Service Packs for, 65-66, 66
SQL Slammer worm, 32-33, 42-43
SQLAgent$SHAREPOINT service, 373
SQLServerADHelper service, 373
SRM (Storage Reports Manager) tool, 265-266,
268,298
SSIs (Server-side includes), 225
SSL
for ADFS, 655
for Terminal Services, 129
SSO (Single Sign-on)
in ADFS, 652
in Forest Trust scenario, 652
sso.cfg file, 640

SSOD (Single Sign-On daemon), 626, 629-630
installing, 639-644, 643
ports and encryption for, 635
ssod.rhl file, 640
stack
IP. See IP stack
protecting, 35
and worms, 28-29
stand-alone namespaces, 312-313
standard profiles, 93-94
Standard View, 416, 417
Start sending notifications option, 487
start time for scheduled reports, 274
states, router, 78
static data, program storage in, 27-28
status, print job, 258-262, 258-260
status services, 558
Status tab for workspaces, 445
Storage Limit Values settings, 478
storage limits, 478, 482-483, 482
storage reports management, 265
File Server Resource Manager
configuring, 267-268, 267
installing, 265-266, 266267
finding reports, 275-276
generating reports, 268-272, 268, 270-272
scheduling reports, 273-275, 274-275, 277
troubleshooting reports, 276
type of reports, 272-273
Storage Reports Manager (SRM) tool, 265-266,
268, 298
Storage Reports Task Properties dialog box, 268,
268,273,274,298, 299
StorageReports folder, 275
StorRept.exe utility, 269
STS folder, 454
STS_WPG security group, 374, 374
STSADM.EXE tool
for backups, 546-549, 546, 548-550
for restores, 550, 550-551
StsAdminAppPool pool, 371
StsAppPooll pool, 371
Style setting for list views, 418
subnet masks, 212
subordinate NIS Servers, 614-617, 615-618
subprograms, 28
subsets, 214
subsites in SharePoint Services, 452—-454. See also
workspaces
Cross-site Groups for, 532-534, 532-533
navigating, 468-471, 469, 471

%
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/suppressrestart parameter in setup2, 243
surveys in SharePoint Services, 362, 390
svchost.exe program, 90, 105
SYNC_HOSTS statement, 642, 645
SYNC_USERS statement, 632, 642, 645
synchronization
in IPsec bypass, 118
password. See Password Synchronization
service
Synchronize Password Changes from the
Computer Entered Above option, 634
Synchronize Password Changes to the Computer
Entered Above option, 634
System Monitor, 140-141, 156
System Volume Information folder, 297
SYSVOL replication, 307

T

Tame tool, 178
targets for DFS namespaces, 319-326, 319-320,
324-325
Task Manager, 150
Task Pane link, 399
task panes, 399, 445
Task tab, 270
tasklist command, 90
tasks in SharePoint Services, 392
Tasks tab
for namespaces, 314, 314
for workspaces, 445
TCP (Transport Control Protocol), 39
TCP/IP and IP stack, 39-40
TCP ports
exceptions for, 100
for RPCs, 557-558
Team Site option, 461
Team Web Site gallery, 380
Team Web Site Home Page, 380-381, 381
Template Name settings, 478
Template Selection page, 461, 461, 544, 544
templates
for file screens, 302-305, 302—-304
for multiple user applications, 181
quota, 282, 287-291, 291
rolling back, 231
SCW, 203
in SharePoint Services
backing up to, 540-544, 542-543
creating, 478

for document libraries, 436, 438—439
recovering from, 544-546, 544-545
settings for, 482-483, 482
for workspaces, 454, 461, 461
Templates folder, 181
temporary folders, 163-164
temporary licenses, 171
Terminal Server Client Access Licenses (TSCALs),
170-171
Terminal Server Client option, 148
Terminal Server Edition, 127
Terminal Server Licensing tool, 172-173, 172
activating, 174-176, 175-177
installing, 173-174, 173
Terminal Services, 127
application configuration for, 177-185, 183-184
for application deployment, 129-130
clients for
connections, 148-152, 148-152, 162-168,
163-167
creating, 145-148
editing, 152-153, 153
hardware requirements, 141-142
path information for, 157-162, 159, 161-162
remote control settings for, 153-154, 154
time-out settings for, 155-157, 156157
connections
creating, 147
process, 148152, 148-152
settings, 162-168, 163-167
troubleshooting, 195-197, 196-197
environment support by, 130-131
hardware refreshes in, 132
hardware requirements for, 139-141
for help desk support, 132-133
importance of, 127-128
licensing for, 169
application, 177
models for, 169, 169
session, 169-172
Terminal Server Licensing tool, 172-176,
172-173
troubleshooting, 195-197, 196-197
mainframe paradigm for, 133
power savings with, 131
Remote Administration mode in, 198-200,
198-199
remote user support by, 130
Service Pack 1 enhancements for, 128129
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sessions for, 134-136
clients in, 138, 161-162, 161-162
command-line tools for, 185-186
licensing, 169-172
Remote Desktop Protocol, 137-138, 138
session IDs, 134, 136, 187, 190
Terminal Services Manager for. See Ter-
minal Services Manager
time-out settings, 155-157, 156-157
support for, 143-144, 143-144
for user interface simplification, 132
Terminal Services Licensing Server, 144
Terminal Services Manager, 187, 187
application termination in, 191-192
information in, 188-190, 188
messages in, 190-191
for servers, 140
user session control in, 192-195
Terminal Services Session object, 140
terminating Terminal Service sessions, 155,
191-192
TermSrvr.mst file, 181-182
testing permissions, 521-524, 522-523, 526529,
527-529, 538-539, 539
Text format for reports, 272
thin client computing, 127
thin client networking, 133
thin client sessions, 134
clients in, 138
Remote Desktop Protocol for, 137-138, 138
terminal servers for, 134-136
32-bit heap protection, 35
threads, 135-136, 139
time in lists, 413
time-out settings, 155-157, 156-157
/TIME parameter for msg, 190
time synchronization in IPsec bypass, 118
Time To Live values, 324
time zone setting, 490
Timer Service, 374, 374
Title and Description setting, 541
TLS (Transport Layer Security), 166
Today view, 420
top-level site administration in SharePoint Ser-
vices, 498-499, 499
Management and Statistics section,
502-503, 502
Site Collection Administration section,
504-506, 504-505
Site Collection Galleries section, 503, 503
Users and Permissions section, 499-501,
506-511, 506-509, 512

Top-Level Web Site settings, 478
Topology Selection page, 334, 334
Total Bytes counter, 140
Total Compressed Bytes counter, 141
Total Protocol Cache Hit Ratio counter, 141
Total Size on Disk settings, 270
Totals setting for lists, 399, 401, 401, 418
TP4 (Transport Protocol Class 4), 39
traits in hashes, 355
Transport Control Protocol (TCP), 39
Transport Layer Security (TLS), 166
Transport Protocol Class 4 (TP4), 39
trial map migration, 600-607, 601-605
triggering exceptions, 34
troubleshooting

ADFS, 666

DFSR, 357-360

reports, 276

Terminal Services connections, 195-197,

196-197

trusted client machines, 115-116
TS User Home Directory policy, 159

TSCALSs (Terminal Server Client Access Licenses),

170-171
tscon command, 186
tsdiscon command, 186, 193
tskill command, 186, 192
tsprof command, 160, 186
tsshutdn command, 186, 194-195
two-way password synchronization, 631
200 MB Limit Reports to User template, 288

200 MB Limit with 50 MB Extension template, 288

250 MB Extended Limit template, 288
typical SharePoint Services installations, 366-374,
369-374

U

UDP ports
exceptions for, 100
for RPCs, 557-558
UIDs (User IDs) in NFS, 557, 559, 567, 567
umount command, 582
unanswered requests, limits on, 43
unattended setup2.exe setup, 243-244
uninstalling SP1, 11
Unix
associating accounts with AD, 607-609, 607
mapping accounts to Windows user
accounts, 559
Network File System. See Network File
System (NFS)

%
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NIS. See Network Information Service (NIS)
password synchronization. See Password
Synchronization service
Unix attributes
in NFS, 566, 566
in NIS, 596, 597
/UNIX/bins directory, 640
UNM. See User Name Mapping (UNM)
Update File Screens Derived from Template dialog
box, 304, 304
Update my information link, 514
/update option for tsprof, 160
Update Personal Web Parts right, 490
Update Quotas Derived from Template dialog box,
290, 291
Update Sequence Numbers (USNs), 359
updating
quota templates, 290, 291
user profiles, 160
upgrading
AD schema, 236-237
document library documents, 440444,
441-442
virtual servers, 474
uploading to document libraries, 431, 440-444,
441442
upstream partners, 331
URLs for lists, 424-425, 424
usage analysis processing, 481, 481
USB devices, 123-125
USB virtual ports, 257
Use Standard Windows Authentication Logon
Interface option, 166
UseBasicAuth entry, 57
User Authentication Module for Terminal
Services, 135
User IDs (UIDs) in NFS, 557, 559, 567, 567
user interfaces, Terminal Services for, 132
user mapping options for NFS, 560
User Name Mapping (UNM), 557, 559-560,
567-568
for clients, 585
command-line for, 575-577
configuring, 568-569, 568
group maps in, 571-572, 572
multiple servers for, 573-574, 573-574
pools for, 574-575
remote mapping requests in, 572-573
simple and advanced maps in, 569-571,
569-571
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User Name Mapping node, 574
user names
for applications, 184-185
in LAN Manager, 218
in Password Synchronization, 627
user session control, 192-195
Users and Permissions settings, 519
users and user accounts
in per-user auditing. See auditing
profiles for, 157-160, 159
in SharePoint Services, 365
permissions for, 519-529, 519-523, 525-529
in top-level site administration, 499-501,
506-511, 506509, 512
Users container, 606
$USNJRNL variable, 359
USNs (Update Sequence Numbers), 359

\"

validation, input, 29-31
VDMs (Virtual DOS Machines), 136, 178
Vendors list page, 427
version history in document libraries, 361, 443,
451-452, 451
Version Vector (VV) tables, 351-353
video drivers, 48
video resolution for Terminal Services, 146
View information about site users link, 515
View Item command, 410
View Items right, 489
View /Modify Report Tasks Properties option, 275
View Pages right, 489
View Properties option, 442
View Security Policy option, 227
View site collection usage summary setting, 504
View site collection user information setting, 504
View site hierarchy setting, 504, 504
View site usage data setting, 502, 502
View storage space allocation setting, 505, 505
View Usage Data right, 489
views
list, 407, 415-422, 416417, 419-422
printer driver, 256, 256
Views setting, 407
Virtual Channels permission, 168
Virtual DOS Machines (VDMs), 136, 178
virtual server configuration, 364, 474, 474, 484
Automated Website Collection Management,
485-488, 485487
component settings, 495

. ©
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email settings, 493
general settings, 495-496, 495
managed paths in, 494, 496-498, 497498
management settings, 490-494, 490-493
security settings, 488—-490
server lists, 494
Virtual Server gallery, 380
Virtual Server Management setting, 490
virtual trees of folders, 307
Volume_GUID.XML file, 348
VV (Version Vector) tables, 351-353

A\

Wait for Reports to be Generated and Then Display
Them option, 269
WBTs (Windows-Based Terminals), 145-147
Web Designer group, 500
Web Development and Versioning (WebDAV)
system
changes in, 56-57
in IIS, 225
Web File Properties dialog box, 446—448
Web Page Security Validation setting, 491
Web Part Connections setting, 490
Web Part Page gallery, 380
Web Parts, 377-378
adding, 380-381, 381
built-in, 382
connections for, 388-389, 388389
editing, 383-389, 383, 385-389
List View, 427-431, 428-431, 457
moving, 378-379, 379
Web SSO, 653
WebClient, 434, 434
WebDAYV (Web Development and Versioning)
system
changes in, 56-57
in IIS, 225
WebFolders, 225
Welcome and Overview phase for SCW, 202
whitelists
for CLSIDs, 69
for group policies, 69-73, 70, 72
Win32 Subsystem, 135
Windows
mapping Unix accounts to, 559
Network File System. See Network File System
(NFS)

710 | VIRTUAL SERVER GALLERY ¢ WMSDE (WINDOWS MICROSOFT SQL DATABASE ENGINE 2000)

Windows-Based Terminals (WBTs), 145-147
Windows Components Wizard
for SharePoint Services, 368-369
for Terminal Server Licensing tool, 173, 173
Windows Defender program, 44
Windows Explorer, NFS shares in, 577-579,
577-579
Windows Firewall, 75
basics, 79-80
enabling and disabling, 86-89, 87-88
logs for, 120-121, 121
port lockdown with, 209, 210
purpose, 81-83
rules, 80-81
scenarios, 83-85
for server applications, 89
automatic exceptions, 111-120, 119
halting exceptions, 111-112
ICMP exceptions, 101-104, 102, 104
port exceptions, 89-101, 91, 95, 97
program exceptions, 104-111, 105, 109, 111
Windows Integrated Authentication, 57
Windows Management Instrumentation
(WMI), 349
Windows Microsoft SQL Database Engine 2000
(WMSDE), 363-364
databases for, 368
overview, 365
in SharePoint Services installation,
373-374, 373
Windows Server 2000 in DFSN, 328-330
Windows Server Post-Setup Security Updates
page, 238-240, 239
Windows Server Update Services (WSUS), 4-5
Windows SharePoint Services website, 364
Windows Terminal Services. See Terminal Services
WINDOWSXP-MMC30-KB907265-X86.EXE
file, 245
WinFrame product, 127
WINS name resolution, 146
WMI (Windows Management Instrumentation), 349
wmic command, 359
WMSDE (Windows Microsoft SQL Database
Engine 2000), 363-364
databases for, 368
overview, 365
in SharePoint Services installation, 3
73-374, 373
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Word 2003, SharePoint Services integration
with, 395
Working Set counter, 141
workspaces, 452-454
document, 455-462, 455-456, 458459
for document libraries, 444-445
locking documents in, 457
meeting, 462-468, 463-468
navigating, 468-471, 469, 471
workstations, firewalls for, 84-85
worms
buffer overflow for, 29-33
characteristics of, 26
DEP for
controlling, 36-37, 36
motivation for, 26
operation of, 34-36, 35
overview, 42-43
in RAM, 26-28, 27
and stack, 28-29
throttling, 43-44
Windows Firewall for, 81-83
wrappers for services, 90
WS-Federation standards, 650-652

WSUS (Windows Server Update Services), 4-5

—
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X
/x option, 11

XML (Extensible Markup Language) technology

for reports, 272

for WS-Federation, 650
XML log files, 297
XML Web Part, 383
XP, R2 on, 244-245

Y

Yes/No fields, 413

ypbind command, 612

ypcat command, 612, 617, 620621
ypclear command, 617

ypmatch command, 612, 617, 620
yppasswd command, 622, 646647
yppasswdd command, 612
yppush command, 614, 617, 617
ypservers map in NIS, 594
ypwhich command, 612

ypxfr command, 613-614

y4

Zone Alarm firewall, 78, 81
Zotob worm, 34



