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SYMBOLS
%, 277
&, 266
[..], 282
|, 255, 265–266
;, 266
* (metacharacter), 282
? (metacharacter), 282
‹ (metacharacter), 283, 284
› (metacharacter), 283, 284
# sign, 247, 398
$ sign, 247, 267
-0 option (GCC), 792
-0n option (GCC), 792

A
aalib, 780
AbiWord word processor, 126, 

127–128
Absolute Beginner Talk forum, 543
.abw, 127
Accelerated Indirect GLX project. 

See AIGLX
Access (Microsoft), 130
access denied error, 440
AccessConfig, 429
AccessFileName directive, 430
accessibility

Adriane KNOPPIX and, 616
atk and, 780
display managers and, 39
Firefox and, 175
GNOME and, 71
KNOPPIX and, 624
Ubuntu and, 528, 533

Acer Aspire One, 19
Acronis Disk Director, 222, 223
ActiveX, 177, 837
add-ons, Firefox, 175–176

address books, 161, 165, 170
adfs, 331
administration. See system 

administration
administrative commands, 305
administrative configuration files, 

306–310
administrative log files, 310. See 

also log files
administrative logins, 310–313. See 

also root user
Adobe Flash, 8, 177, 181, 528
Adobe Illustrator, 141
Adobe Photoshop, 139. See also GIMP
Adobe Reader, 146–147
Adobe Reader plug-in, 176
Adriane KNOPPIX, 616
Advanced Linux Sound System. See 

ALSA
Advanced Package Tool. See APT
affs, 332
.aiff, 100
AIGLX (Accelerated Indirect GLX 

project), 68–71, 555
AisleRiot Solitaire, 192
Ajax Construction Kit (Morrison), 

740
Alantik, 193
alias command, 258
aliases, 271–272, 308
ALL wildcard, 395
Allow directive, 431
Almquist, Kenneth, 250
ALSA (Advanced Linux Sound 

System), 88, 326
alsa-project.org, 90
OSS and, 88, 326
root user and, 759
Slackware and, 676
sound drivers, 91
Wiki, 90

alsaconf command, 676
alsamixer command, 90, 676
alsasound, 649
alternatives system (Debian), 

590–591
Amarok, 92–93
ampersand (&), 266
Anaconda, 546, 547–548
analog formats, 87. See also digital 

media
Anjuta, 767
-ansi, 791
AntiX, 735, 819, 825
Apache Access Log, 385
Apache Error Log, 385
Apache HTTPD, 424, 429, 437, 571. 

See also LAMP server
binary, 437
Coast Grocery business and, 

29
configuration files, 429–431
httpd -t and, 306
in LAMP, 424, 426
SSL-enabled, 410
SSL/TLS and, 443–444
virtual hosts added to, 431–433

Apache Software Foundation (ASF), 
25, 424

APIs (application programming 
interfaces), 188, 754, 779–783

Apoteket, 30
AppArmor, 11
Apple BootCamp software, 220
applets, 43, 62–63
application launchers, 41, 42, 58, 

63–64, 605
application programming interfaces. 

See APIs
APT (Advanced Package Tool), 426, 

428, 442, 452, 571, 583–587, 
590, 592
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apt4rpm, 549
apt-cache utility, 449, 583, 585, 

586, 592
apt-get utility, 571, 581, 583, 585, 

586, 587, 591, 592
aptitude utility, 525, 539, 571, 583, 

587, 592
ar command, 797–798
arguments (for commands), 256
arithmetic expressions, expanding, 

267
arts (API), 780
Artwork Team (Fedora), 553
ASF. See Apache Software 

Foundation
Aspire One, 19
Asterick Telephony Project, 21
Asus Eee PC, 19
asymmetric cryptography (public-

key cryptography), 408, 409, 441, 
442. See also SSL

ATI video cards
AIGLX and, 68
drivers, 75
gaming and, 187, 190, 191
Gentoo and, 655
Mandriva and, 697
PCLinuxOS and, 684

atk, 780
AT&T Bell Laboratories. See Bell 

Laboratories
attacks, 395–407. See also viruses

DDoS, 396, 399–404
DoS, 231, 232, 373, 396–399
intrusion, 396, 404–407
worms, 373, 400, 447, 837, 838

.au, 100
AU audio files, 96, 100
audio cards. See sound cards
audio CD players, 92–93
audio files, 99–102, 102
audiofile (API), 780
aumix command, 90
authconfig-gtk, 299
authentication, 381. See also 

certificates; PAM
autofs, 499–501
AutoHide feature, 65, 66
.avr, 100

B
background & foreground colors 

(GIMP), 140
background commands, 266, 

276–277
background processes, 275–277
BackTrack 3 (Linux security suite), 

737, 819–820, 825
Ballmer, Steve, 839
Base (Star Office suite), 126
BASH, 272
bash shell (Bourne Again Shell), 

249–250
aliases added, 271–272
configuration, 268–275
environment variables added, 

270–271
prompt

settings, 269–270
special characters, 

269–270
.bash_logout, 268
.bash_profile, 268
bashrc, 308
.bashrc, 268
BASH_VERSION, 272
basic administration. See system 

administration
befs, 331
Bejeweled, 186
Bell Laboratories, 13, 828–830
Beneath a Steel Sky, 195
Berkeley Software Distribution. See 

BSD
bg command, 275
/bin, 257, 278
bin user account, 311
binary packages (Debian), 570–571
binary-only video card drivers, 190
Bind, 25
BindAddress directive, 438
BitTorrent, 218
BlackBox, 79, 80, 220, 673, 675, 745
blackfiveservices.co.uk/separate.

shtml, 139
Blackjack, 192
blank DVDs/CDs, ISO images and, 

823–825

Blender, 188
blocking access, 352
blogging software, 149
bookmarking features (Konqueror), 

51
/boot, 278
boot loaders, 232–242
Boot Log, 384
/boot partition, 232
bootable Linux distributions. 

See live CDs
BootCamp software, 220
booting options (desktop 

environment), 36–40
boot.log, 310, 384
BOOTP server, 360
Bourne, Steve, 249
Bourne Again Shell. See bash shell
breakpoints, 814–815
bridging mode, 352
broadband. See DSL modems; 

Ethernet Internet connection; 
ISDN; wireless Internet 
connection

browsers. See Web browsers
browsing

CUPS, 476–477
Samba, 511–512

Brunell, Brad, 839
BSD (Berkeley Software 

Distribution), 846
Games, 195
history, 830, 833
lawsuit against, 840
License, 836
UNIX and, 830, 846

bug tracking system (Debian), 574
buggy program (example), 808–809
Bugzilla database, 180
building blocks philosophy, 

762–763
built-in command, 258
burning ISO images (Linux 

distributions), 218–219, 
823–825

button/text browsing, 59
BZFlag, 188, 195
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C
C++, 16, 766, 767, 768, 777, 779, 

786, 788, 797
C compiler. See GCC
-c option, 791, 798
-C option (nm command), 797
C shell. See csh shell
cable modems, 351, 352. See also 

Ethernet Internet connection
Calc, 124, 126
Call of Duty 2, 206
Camera Device (Link to Device 

menu), 49
cameras. See digital cameras
Canonical Limited, 526
card games, 194
careers, Linux, 30–31
CAs. See certificate authorities
Cascading Style Sheets (CSS), 50
case, commands and, 259
Casio digital cameras, 119
Ccompris, 28
CD burner (Nautilus), 58
cd command, 280
CD players (audio), 92–93
cdda2wav command, 103, 104
cdlabelgen command, 106–107
.cdr, 100
cdrecord command, 103–104, 750
CD-ROM Device (Link to Device 

menu), 49
CDs. See also digital media; live 

CDs
burning ISO images (Linux 

distributions), 218–219, 
823–825

K3B CD/DVD Burning Facility, 
103, 219, 687, 750, 824, 825

labels, cdlabelgen and, 
106–107

Linux distributions (on Linux 
Bible CD), 821–822

protection schemes, 85, 86
ripping, 102, 104–106
tiny. See tiny desktop live CDs

CDWRITER Device (Link to Device 
menu), 49

Cedaga, 202, 205–207

Celestia, 195
Cell platform, 627
CentOS project, 26, 464, 546, 558, 

627, 628, 629, 630, 634, 637
CERT Coordination center, 378
CertCities.com, 24
certificate authorities (CAs), 441, 

442, 443, 444, 460, 461
certificate service requests (CSRs), 

413–415
certificates

Crypto and, 53
e-mail tuning and, 156
encryption and, 407–417
Firefox and, 175, 178
self-signed, 412, 415–417, 441
SSL, 410–411
third-party certificate signers, 

411–412
Thunderbird and, 161
troubleshooting, 417

certification/training (Linux), 30–31
chainloader, 236
ChatZilla, 170
cheat codes, 734
checklist (for security), 374–377
chess programs, 192, 195, 196
chkconfig smb on, 514
chmod command, 280, 286
ci command, 801–802, 803
cifs, 331
CIFS (Common Internet File 

System), 25, 331, 503
CIN movies, 96
Civilization: Call to Power, 196, 208
ClamAV, 447, 452–454
Click-N-Run service, 94
CLIs. See command-line interfaces
clock (KDE), 43
CLOSED, 403
CLOSE_WAIT, 403
CLOSING, 403
cloud computing, 78, 843. See also 

LXDE
cluster addresses option, 511
CMS (content management 

systems), 150
CMYK (cyan-magenta-yellow-black), 

139

co command, 801–802, 803
Coast Grocery business, 28–29
Code Crusader, 768–769
codecs, 86–88
color picker, 140
ColorfulTabs, 176
command lines

completing, 262–263
editing, 259–262
keystrokes for, 261–264
options

ar, 798
GCC, 791–792
nm, 797

recall, 263–265
command substitution, 266–267
command-line interfaces (CLIs), 

754, 770–777
command-line programming 

environment, 769–770
commands. See also shells; specific 

commands
administrative, 305
arguments and, 256
background, 266, 276–277
case and, 259
directories, 280–287
environment variables. See 

environment variables
expanding, 266–267
files, 280–287
foreground, 276–277
Internet connection and. See 

Internet connection
interpreting/managing. See 

shells
locating, 256–259
makefile rule and, 793
managing/interpreting. See 

shells
metacharacters and, 256
options and, 255
printing, 479–481
rerunning, 259
sequential, 266
vi text editor, 289–292

comments, # and, 398
commercial Linux games, 201–210
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Common Internet File System 
(CIFS), 25, 331, 503

Common UNIX Printing Service. 
See CUPS

COMODO Group, 411
companies/groups, Linux and, 

22–23
Compiz (window manager), 58, 60
Composer, SeaMonkey, 148, 170, 

171
CompTIA, 31, 844
computers. See also CDs; DVDs; 

hard disks; hardware devices; 
Intel; Mac OS X; RAM; servers; 
sound cards; video cards

hard disks added to, 339–341
Netbooks, 18–19
OLPC project, 23
physical access to, 374
as print server. See print server
requirements

Debian, 574–575
Fedora, 556
for gaming, 190–191
KNOPPIX, 614–615
Linux installations, 5–6, 

219–221
Mandriva, 696–697
Slackware, 668–669

Concurrent Versions System (CVS), 
804–807

configuration block, 429
configuration files

administrative, 306–310
Apache HTTPD, 429–431
bash, 268
ld.so utility and, 799–800
X Window System, 74–77

Connectiva Linux, 27. See also 
Mandriva

content management systems 
(CMS), 150

Control Module, KDE, 324, 325
controls (Firefox), 179–180
converting documents, 129–136
cookie recovery, IE and, 737
Coppermine Photo Gallery, 

433–437

copying
DVDs/CDs, 85, 86
files

cp command, 287
Dolphin and, 47

ISO images (Linux 
distributions), 823–825

MP3s, 84, 85
copyright protection issues, 84–86
Copyright Term Extension Act 

(CTEA), 85
core dump, 809
CorelDraw, 141
corrupted file systems, 231
Courier IMAP/POP, 447, 450–52
Coyote Linux

on CD (Linux Bible CD), 822
floppy firewall, 718–727
source code, 825
Web Administrator, 724, 726

cp command, 287
cracklib, 381
Creative Commons Project, 86, 141, 

548, 740
cron, 384
Cron Log, 384
crontab, 308
CrossOver Office plug-in, 130, 177
cross-platform API, 783
cross-platform audio library, 781
cross-platform e-mail clients, 154
cross-platform programming tools, 

754
cross-platform protocol, 503. See 

also CIFS
Crypto, 53
cryptography, 408–409, 441–442
csh shell (C shell), 250
csh.cshrc, 308
cshrc, 308
CSRs. See certificate service 

requests
CSS (Cascading Style Sheets), 50
CTEA (Copyright Term Extension 

Act), 85
CUPS (Common UNIX Printing 

Service), 297, 464–465
browsing and, 476–477
cupsd.conf, 476–477

remote printer, 474
server

configuration, 476–477, 
478–479

starting, 477–478
shared printer, 482–483
Web-based administrative tool, 

466–468
cupsd daemon, 465, 466, 477, 485
cupsd.conf, 476–477
current directory, 252
cursor optimization, 772
custom spins, 548
customized live CDs, 747–749
.cvs, 100
CVS (Concurrent Versions System), 

804–807
cyan-magenta-yellow-black 

(CMYK), 139

D
-d option, 798
daemons, 375. See also specific 

daemons
Damn Small Linux (DSL), 6, 8–10, 

744–745
on CD (Linux Bible CD), 822
customizing, 748
KNOPPIX and, 8
source code, 826
window manager and, 8

DansGuardian, 28
Darwin, 637
Darwinia, 202
.dat, 100
Data Encryption Standard (DES), 

408, 409, 441
database management system 

(DBMS), 424
database systems (MySQL), 428
Davis, John, 775
Day of Defeat: Source, 206
db2html command, 135
db-4 (API), 780
DBMS (database management 

system), 424
DDos attacks. See distributed 

denial-of-service attacks
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deadlocks, 759–760
debconf utility, 573, 592
Debian Developers’ Corner, 574
Debian GNU/Linux (www.debian

.org), 569–592
alternatives system, 590–591
bug tracking system, 574
on CD (Linux Bible CD), 821
Evolution and, 163. See also 

Evolution
gaming information, 189
installation, 574–580

hardware requirements, 
574–575

partition scheme, 578
network connection 

configuration, 580–583
NFS and, 490
online information, 26
package management tools, 

571–573, 587–592. 
See also APT

packages, 570–571
releases, 573
resources/help, 573–574
Samba and, 504
security resources, 378
source code, 826
Ubuntu and, 531

Debian Project
IceWeasel browser and, 7, 609
Murdock and, 569
principles of, 569–571
resources (for Debian), 

573–574
Ubuntu and, 30, 526, 531

debugging (with GDB), 808–815
Defcon, 202
deleting files

Dolphin and, 47
rm command, 287

Delivery Status Notification (DSN), 
449, 455

demilitarized zone (DMZ), 355, 723
demonstration live CDs, 740
denial-of-service (DoS) attacks, 231, 

232, 373, 396–399
dependencies (makefile rule), 793

DES (Data Encryption Standard), 
408, 409, 441

desktop environments (Linux)
booting options and, 36–40
digital cameras and, 117–119
digital media and. See digital 

media
documents. See documents
e-mail. See e-mail clients
Fedora and, 549–550, 567
firewall protection, 705–709
GNOME. See GNOME
graphics programs. See 

graphics programs
KDE. See KDE
KNOPPIX, 7–8, 620–624
lightweight, 36. See also LXDE; 

Xfce
movies and. See Totem movie 

player
music and. See music
persistent, 7, 713, 747
Plasma desktop, 41, 53, 549
starting, 36–40
television and. See tvtime
types of, 35–36
Ubuntu and, 528, 538–539
video and. See xine player
videoconferencing and. See 

Ekiga
Web browsers. See Web 

browsers
word processors. See word 

processors
X Window System. See X 

Window System
Desktop Pager, 42–43
desktop publishing, 122–138. See 

also word processors
/dev, 278
/dev/audio, 92
/dev/cdrom, 92
/dev/dsp, 92
development environment (Linux), 

755–763. See also programming 
environments

/dev/hada, 230
device drivers, 313. See also video 

cards

devices. See hardware devices
Devil-Linux, 718, 728, 729, 747
/dev/midi00, 92
/dev/mixer, 92
/dev/sda, 230
/dev/sequencer, 92
df command, 342
df -h command, 229
-Dfoo=bar, 791
DHCP (dynamic host configuration 

protocol), 25, 242
Ethernet Internet connections 

and, 356, 357
firewall systems and, 353
Internet connection and, 351

dial-up (PPP) Internet connection, 
350–351, 364–371

dial-up modems, 350, 351
di.fm, 95
Digg, 23
digital cameras, 117–119
digital media. See also CDs; DVDs

analog formats v., 87
legal issues and, 84–88
Linux distributions (Linux 

Bible CD/DVD), 817–823
on CD, 821–822
on DVD, 818–821
installing from, 243
not on CD/DVD, 215–216, 

823
music

playing, 88–102
recording/ripping, 

102–107
removable

on GNOME, 322–324
mounting, 335–337
on SUSE KDE, 324–325

Digital Millennium Copyright Act 
(DMCA), 84–85, 741

digital piracy, 85, 87
Digital Rights Management (DRM), 

87, 88
Digital Subscriber Line modems. 

See DSL modems
Dillo (Web browser), 9, 170, 745
direct delivery, 448–449
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direct rendering infrastructure. 
See DRI

directives, 429, 430, 431, 438, 439, 
444. See also specific directives

directories
hierarchy of, 278
identifying, 281
list of, 278–279
permissions. See permissions
shared

Samba, 518–519
SWAT and, 513–514

shells and, 252–254
Directory tags, 430
DirectoryIndex directive, 430
DirectoryMatch, 430
DirectX, 205
disks. See hard disks
display managers, 37, 38, 39, 72, 

310, 385, 649
distributed denial-of-service (DDos) 

attacks, 396, 399–404
DistroWatch (distrowatch.com), 26, 

216, 734, 823
DivX, 86, 87, 741
DjVuLibre plug-in, 176
DMCA (Digital Millennium 

Copyright Act), 84–85, 741
dmesg, 362, 385, 582
dmesg | grep eth | less, 362
dmesg | grep -i wireless, 372
dmesg | grep tty, 582
dmesg | less, 108, 339
DMZ (demilitarized zone), 355, 723
DNS (Domain Name System), 243

configuration, mail server and, 
448–449

Dynamic, 354
hostname, 354
IP addresses, 361
Primary, 243
remote MDAs and, 446

.doc, 127, 129
DocBook, 133–136
document signing, 124
document type definitions (DTDs), 

132, 133, 134
documentation

Debian, 574

FreeBSD Documentation 
Project, 133

GNOME Documentation, 133
Ibiblio and, 23
KDE Documentation Project, 

133
Linux Documentation Project, 

24, 133
linux.org, 24
X Window System, 81

Documentation directory, 325
documents

conversion, 129–136
structured, 132–136
transitioning from Microsoft 

Office, 129–131
.docx, 129, 130
dollar sign ($), 247, 267
Dolphin (file manager), 41, 45–50
Dolphin Find, 48–49
Domain Name System. See DNS
DOOM, 202
DoS attacks. See denial-of-service 

attacks
DOS file system, 279
dos2unix, 131
Download Directory (Linux.com), 216
dpkg tool, 571, 572, 587–589
dpkg-divert, 591
dpkg-reconfigure, 450, 456, 592
dpkg-statoverride, 591
drag-and-drop

Dolphin and, 47
Evolution and, 165
GNOME and, 58, 61, 62
KDE and, 40
Nautilus and, 67, 68
Rhythmbox and, 95

DrakX, 692–693, 697–700
Draw, 124, 126
drawers, 64–65
DRI (direct rendering 

infrastructure), 68, 70, 71, 187, 
191, 555

drivers. See device drivers
DRM (Digital Rights Management), 

87, 88
Drupal, 150
DSL. See Damn Small Linux

DSL (Digital Subscriber Line) 
modems, 351, 352, 353, 354, 355, 
356, 357, 399. See also Ethernet 
Internet connection

DSN (Delivery Status Notification), 
449, 455

DTDs (document type definitions), 
132, 133, 134

du command, 342–343
dual booting installations, 221–223
Duke 3D Atomic Edition for Linux, 

203
dumb terminal, 275
DVD-ROM Device (Link to Device 

menu), 50
DVDs. See also digital media

burning ISO images (Linux 
distributions), 218–219, 
823–825

copy protection, 85
K3B CD/DVD Burning Facility, 

103, 219, 687, 750, 824, 825
Linux distributions (on Linux 

Bible DVD), 818–821, 823
Nautilus CD burner and, 58

Dynamic DNS, 354
dynamic host configuration 

protocol. See DHCP
Dyne:bolic GNU/Linux live CD, 743

E
echo $PATH, 257
Eclipse, 764–765
Edubuntu, 530
Education SIG, 553
Eee PC, 19
.8svx, 100
Ekiga (previously GnomeMeeting), 

109–111
ElcomSoft, 84
emacs, 259, 287, 673, 769, 770, 786, 

794
e-mail. See also mail server

accounts
configuration, 155
multiple, 153
Thunderbird, 155–158

composition tools, 153
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filters, 152, 161–162, 166
mail server and, 445–446
mailbombing, 397–398
MIME types and, 445
security, 153
tuning up, 156

e-mail clients, 151–153. See also 
Evolution; Outlook/Outlook 
Express; SeaMonkey suite; 
Sylpheed; Thunderbird

configuration (for mail server), 
458–460

cross-platform, 154
features in, 152–153
graphical, 151–167
text-based, 167–169
types of, 152
Windows to Linux 

transitioning, 153–154
emerge commands, 652, 653, 654, 

655, 656, 657, 658–659
eMoviX, 740, 742, 747
encryption, 407–417. See also SSL/

TLS
certificates and, 407–417
cryptography

public-key (asymmetric), 
408, 409, 441, 442

symmetric, 408–409, 441
DES, 408, 409, 441
exporting, 408
passwords, 381, 382, 383
RC4, 441

Enlightened Sound Daemon (ESD), 
88, 89

enterprise, Linux in, 30. See also 
Red Hat Enterprise Linux; SUSE 
Linux Enterprise

EnTrust, 411
environment variables, 272–274. 

See also specific environment 
variables

bash shell and, 270–271
creating, 274–275
defined, 256
expanding, 267–268
ld.so utility and, 799–800
list of, 272–274

environments. See desktop 
environments; development 
environment; programming 
environments

Epson scanners, 148
Equalizer (XMMS), 97
ErrorDocument directive, 431
ErrorLog directive, 438, 439
Esc key, 289
ESD (Enlightened Sound Daemon), 

88, 89
ESTABLISHED, 403
/etc, 278, 306, 308–309
/etc/bashrc, 268
/etc/cron*, 306
/etc/cups, 306
/etc/default, 307
/etc/exports, 491–494
/etc/httpd, 307
/etc/init.d, 307
/etc/lilo.conf file, 238–241
/etc/mail, 307
/etc/pcmcia, 307
/etc/postfix, 307
/etc/ppp, 307
/etc/profile, 268
/etc/rc?.d, 307
/etc/security, 307
/etc/skel, 307
/etc/sysconfig, 307
/etc/X11, 310
/etc/xinetd.conf, 395, 405
/etc/xinetd.d, 307, 309, 405, 406, 

506
Ethernet Internet connection, 

351–364. See also PPPoE
Ethernet network interface cards. 

See NICs
EUID, 272
Evince, 106, 107, 121, 146, 147, 538
Evolution (e-mail client program), 

154, 155–156, 163–166
Excel (Microsoft), 29, 122, 124, 126, 

129, 130, 177
exec() and fork(), 756–757
execute permission, 285, 374
Exim mail transfer agent, 447, 

450–452, 456–457. See also mail 
server

exiting shells, 255
expanding arithmetic expressions, 

267
expanding commands, 266–267
expat (API), 780
exportfs, 490, 494
exporting encryption technology, 

408
exports, 308
ext, 331
ext2, 49, 50, 224, 226, 227, 331, 

340, 341, 577, 619, 620, 651, 654, 
748

ext3, 11, 50, 224, 226, 227, 230, 
326, 329, 331, 332, 335, 336, 338, 
340, 496, 577, 603, 642, 670, 
672, 692, 746, 748, 755

ext4, 331
Extended Memory 64 Technology 

systems (Intel), 601
Extensible Markup Language. See 

XML
EXTRAVERSION, 325
Extreme Tux Racer, 200
Eye of GNOME, 144, 145

F
-f option, 803
fair-use rule, 85, 86
Fast Light Toolkit (FLTK), 778
fax2ps, 131
fax2tiff, 131
FCEDIT, 272
fdisk, 228–231, 328, 340
fear, uncertainty, doubt. See FUD
Fedora (http://fedoraproject.org), 

545–568. See also Red Hat 
Enterprise Linux

Artwork Team, 553
Coast Grocery business and, 29
community support, 552
config tools (graphical), 

298–300
custom spins, 548
desktop

extras for, 567
latest innovations, 

549–550

85057bindex.indd   86185057bindex.indd   861 10/18/09   11:52:01 PM10/18/09   11:52:01 PM



862

F

on DVD (Linux Bible DVD), 
818

Eee PC and, 19
Ethernet configuration, 357
Evolution and, 163. See also 

Evolution
features, 553–555
firewall in, 705–709
Firstboot, 567
forums, 553
games

list, 194–196
online information, 189

Games SIG, 553
installation, 556–567

install modes, 561–562
methods, 557–558
partitioning during, 

225–228
upgrade, 558–559

K12LTSP and, 27
KDE and, 41
live CDs, 734

building, 749–750
live spins, 735
LXDE and, 550
Mac OS X and, 220
mailing lists, 553
MP3s and, 567
Network Configuration GUI, 

358–360
Network Configuration 

window. See Network 
Configuration window

NFS and, 490
OLPC project and, 23
online information, 26
PulseAudio and, 89
RHEL and, 127, 555
rsyslogd and, 386
Samba and, 504
security resources, 377
source code, 826
special interest groups, 

552–553
system-config tools. See 

system-config tools
uses of, 551–552
wireless Internet in, 372

Xfce and, 79
XMMS and, 95

Fedora and Red Hat Enterprise 
Linux Bible (Wiley), 216, 818

Fedora Project, 127, 220
community and, 545
custom spins, 548
desktop technology, 549–550
open source and, 552

fetchmail, 459–460
ffmpeg-plugin package, 94
FIFO (first-in-first-out), 761
file managers. See also Dolphin; 

Konqueror; Nautilus
KNOPPIX, 8
PCMan, 7, 550, 611

file servers, 487–522. See also NFS 
file systems; Samba

file systems (Linux), 11. See also 
hard disks; NFS file systems

creating, 338–339
defined, 489
GFS, 30, 529
management, 327–339
mounting, 330–338
NFS. See NFS file systems
OCFS2 cluster, 529
shells and, 277–287
types, 331–332
Windows-based file systems v., 

279, 328
file-matching metacharacters, 

282–283
file-redirection metacharacters, 

283–284
files. See also audio files; HTML files

commands, 280–287
Dolphin file management, 41, 

45–50
Files tags, 430
FilesMatch, 430
file-system command, 259
filters (e-mail), 152, 161–162, 166
find command, 343
FIN_WAIT1, 403
FIN_WAIT2, 403
Firefox, 169, 171–182
FireGestures, 176

firewalls (firewall/router systems), 
703–729

Coyote Linux, 718–727
defined, 704
desktop protection, 705–709
Devil-Linux, 718, 728, 729, 

747
DHCP and, 353
DMZ and, 355
in Fedora, 705–709
IP Cop Firewall, 729
with iptables, 704, 709–717
LANs and, 352–353
Linux installations and, 243
m0n0wall, 728
Samba and, 520–521
security and, 375, 379
Sentry Firewall CD, 728–729, 

747
first-in-first-out (FIFO), 761
Five or More, 192
Fixstars Corporation, 627, 628, 629
Flash. See Adobe Flash
Flight Gear, 195
Floppy Device (Link to Device 

menu), 50
floppy firewall (Coyote Linux), 

718–727
FLTK (Fast Light Toolkit), 778
Fluendo, 89, 116
FluxBox, 36, 79, 80, 81, 650, 673, 

675, 738, 739, 745, 821
fonts, KDE and, 57
foo command, 258
FooBilliard, 195
foreground & background colors 

(GIMP), 141
foreground commands, 276–277
foreground processes, 275–277
forgeries, Web, 175, 178
fork()/exec() sequence, 756–757
forms, HTML, 130
forums (Linux), 22, 24
FOSS. See free and open source 

software
4Front Technologies, 88, 91
Four-In-A-Row, 192
Fox, Brian, 249
FoxyTunes, 176
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free and open source software 
(FOSS), 3, 4, 23, 832

free Linux, 11
Free Software Foundation, 25
FreeBSD, 233, 637, 644, 833
FreeBSD Documentation Project, 

133
FreeCell Solitaire, 192
Freeciv, 195, 196–200, 208
freedom, with Linux, 3, 4, 11, 14
Freedoom, 195
Freedroid, 195
Freedroid RPG, 195
FreeRunner, 17, 18
Freespire (www.freespire.org), 27, 

823. See also Xandros
Frozen Bubble, 186
FrozenTech LiveCD List, 733
fsck, 305, 334, 497
fstab, 308, 333–334
FTP Log, 385
FUD (fear, uncertainty, doubt), 546, 

833, 836
Fuji digital cameras, 119
function commands, 258
fuser command, 338
FVWM, 80
FVWM-95, 80

G
-g option (GCC), 791
g32pbm, 131
gadgets, Linux in, 17–19
Gallery project, 149
games (Linux gaming), 185–210

commercial, 201–210
Fedora Games SIG, 553
online information, 188–189
open source, 191–201
Ubuntu, 538
video card requirements, 

190–191
Garmin Nuvi GPS navigation 

devices, 19
gateway, 243
GCC (GNU Compiler Collection), 

787–792
gconf-editor, 61

GDB. See GNU Debugger
gdbm, 780
gdm, 37, 38, 39
gdm/:0.log, 385
gdmsetup utility, 39
gdx_pixbuf, 780
Gecko, 169, 172, 184
gedit, 122, 288
GeeXboX, 740, 742
Gentoo (www.gentoo.org), 639–659

community, 641
on DVD (Linux Bible DVD), 

820
Ethernet configuration, 357
features, 645–646
installation, 646–659
IRC and, 27
Linux building/tweaking/

tuning and, 641–643
live CDs, 735

customizing, 749
NFS and, 490
online information, 27
open source spirit, 640–641
Samba and, 504
security resources, 378
source code, 826
uses for, 643

GeoClue location technology, 19
GeoTrust, 411
getting on Internet. See Internet 

connection
GFS (Global File System), 30, 529
-ggdb, 791
Ghost for Linux, 330
ghostscript command, 146
Ghostview (gv), 121, 131, 146, 147
gif2tiff, 131
GIMP (GNU Image Manipulation 

Program), 138–141
glib (API), 780
Global File System (GFS), 30, 529
GlobalSign, 411
glut (API), 780
GLX, 70, 555. See also AIGLX
gmp (API), 780
gnet, 781
GNOME, 36, 57–72

applets, 62–63

Documentation, 133
exiting, 72
Eye of GNOME, 144, 145
games, 192
gedit, 122
gnome.org, 25
GTK/GNOME, 767
Live Media project, 740
login manager, 39
Mobile Linux, 19
openSUSE and, 40
panels, 58, 61–66
preferences, 71–72
removable media on, 322–324
sound systems, 89
SUSE and, 40
Tomboy, 122
Ubuntu and, 528
Volume Manager, 117, 118

GnomeFallingBlocks, 192
GnomeMeeting. See Ekiga
gnome-terminal, 248
Gnometris, 192
GNU chess program, 195
GNU Debugger (GDB), 808–815
GNU Image Manipulation Program. 

See GIMP
GNU Privacy Guard (GPG), 386, 

736
GNU project

bash and, 249
beginnings of, 832
CVS and, 800
Free Software Foundation and, 

25, 832
GNU in Linux title/subtitle, 

834
GPL and, 832–833
history, 832
Linux and, 12, 13, 25
RCS and, 800

GNU Public License (GPL)
Anaconda and, 546
features of, 832
LGPL and, 836
Linux kernel and, 12
MySQL and, 425
OSI and, 847
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RPM Package Management 
and, 546

software patents and, 840–841
version 3, 840, 842

GnuCash, 29
GNUmeric spreadsheets, 129, 746
Gobuntu, 530
good passwords, 379–381
Google information (on Linux), 24
GParted, 222
GPG (GNU Privacy Guard), 386, 

736
GPL. See GNU Public License
Grand Unified Boot loader. 

See GRUB
graphical administration tools, 

296–301
graphical e-mail clients, 151–167
graphical login, booting to, 37–39
graphical programming 

environments, 763–769
graphical user interfaces. See GUIs
graphics conversion utilities, 

131–132
graphics programs, 138–145. See 

also GIMP
Grip

as audio CD player, 92
ripping CDs with, 102, 

104–106
Groklaw site, 23, 839
group (/etc configuration file), 308
groups/companies, Linux and, 

22–23
GRUB (Grand Unified Boot loader), 

232–242
Grunig B700, 18
gshadow, 308
.gsm, 100
GStreamer framework, 89, 90, 92, 

93, 116
gThumb, 117–118
GTK+, 36, 648, 767, 777, 778, 780, 

782
GTK/GNOME, 767
GUIs (graphical user interfaces), 12. 

See also programming interfaces; 
shells

creating, 777–779

defined, 754
shells v., 245

Gutmans, Andi, 425
gv. See Ghostview
Gweled, 186
Gwenview, 47, 144, 145
GZipped AbiWord (.zabw), 127

H
HAL (Hardware Abstraction Layer), 

321, 322, 335, 631
Half-Life, 202, 206
hand-held devices, 19, 170
hand-held music players, 102
Hard Disc Device (Link to Device 

menu), 50
hard disks. See also file systems

adding, 339–341
checking space on, 342–344
partitioning, 224–232

Hardware Abstraction Layer. See 
HAL

hardware devices. See also 
computers

configuration, 321–327
removable, 83
requirements, 5–6. See also 

computers
support, 11

Yellow Dog Linux, 
632–633

Hartman, Frank, 16
hash mark (#), 247, 398
.hcom, 100
hda/sda, 239
hdparm commands, 115
help (for shells), 257–258
help command, 257
Heretic II, 203, 210
hierarchy, of directories, 278
HISTCMD, 273
HISTFILE, 273
HISTFILESIZE, 273
history (of Linux), 13, 827–836
history list (shell), 256, 259, 260, 

263, 264, 265, 272, 273, 293
history sidebar (Konqueror), 52
HOME, 273

$HOME, 306
/home, 278
/home partition, 232
host.allow, 308
host.config, 308
hosts (/etc configuration file), 308
hosts.deny, 308
HOSTTYPE, 273
hotplug, 321, 655
HP digital cameras, 119
hpfs, 332
.htm/.html, 129
HTML files

Dolphin and, 49
in e-mail, 153
for forms, 130
on hand-held devices, 170
PHP and, 425
SeaMonkey Composer and, 170
W3M Manual, 183
for Web pages, 148
WYSIWYG editor, 170

httpd -t, 306
httpd/access_log, 385
httpd/error_log, 385
hubs/switches, 353, 354
Hypertext Preprocessor. See PHP

I
i70, Samsung, 19
Iagno, 192
Ibiblio, 23
IBM, Linux and, 23
IceWeasel browser, 7, 609
ICMP protocol, 399, 707, 711
id command, 251
id Software, 188, 202, 203–205
identifying directories (in shell), 281
IDEs (integrated development 

environments), 753, 763–769. See 
also development environment

-Idirname, 791
IE. See Internet Explorer
Ifni MIDI Music site, 99
Illustrator (Adobe), 141
ILS servers, 110, 111
image galleries, 149. See also 

Coppermine Photo Gallery
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image viewers, 47, 144–145
images. See also graphics programs

GIMP and, 138–141
gThumb and, 117–118
Inkscape and, 141–143
Scribus and, 137

IMAP (Internet Message Access 
Protocol), 153, 154, 155, 157, 167, 
365, 446, 458, 459, 460, 461, 
707, 708

imlib, 781
Impress, 124, 126
Include directive, 429
include files, 790, 791
indemnification, for Linux, 594
index not found (error), 440
inetd daemon, 393, 394, 395
info command, 258
initdefault line, 37
inittab, 308
Inkscape, 141–143
INN, 25
Insecure.org “Top 100 Network 

Security Tools” list, 735
INSERT (Inside Security Rescue 

Toolkit), 739–740
on DVD (Linux Bible DVD), 

820–821
rootkits and, 418–419
source code, 826

insmod, 313
installations (Linux distributions), 

213–244
boot loaders, 232–242
boot options, 223
burning ISO image, 218–219, 

823–825
choosing Linux distributions, 

214–219
computer requirements, 5–6, 

219–221
Debian, 574–580
downloading, 217–218
dual booting, 221–223
Fedora, 225–228, 556–567
Gentoo, 646–659
from Linux Bible CD/DVD, 243
network configuration, 

242–243

openSUSE, 596–599, 601–605
PCLinuxOS, 683–685
Slackware, 667–675
SUSE, 596–599
Ubuntu, 527–528, 532–537
upgrade option, 221
virtualization and, 223
Yellow Dog Linux, 631–635

installers
Anaconda, 546, 547–548
Debian, 575–580
DrakX, 692–693, 697–700
Ubuntu, 527–528

InstantSSL, 441
integrated development 

environments. See IDEs
Integrated Services Digital Network. 

See ISDN
Intel

Extended Memory 64 
Technology systems, 601

Intel-compatible PCs, 273
Itanium, 556
Macs, 219, 220
Mobile Internet devices, 530
Pentium I-IV, 696
PRO/100 and PRO/1000 

adapters, 575
PRO/Wireless for Linux, 371
servers, 30
UNIX Lab and, 830
video card drivers, 191
VideoPhone, 109
x86 PCs, 601, 644

intelligent PDFs, 136
interfaces. See programming 

interfaces; shells
Internet connection, 349–372

commands and, 362–364
Debian configuration, 580–583
dial-up (PPP), 350–351, 

364–371
Ethernet, 351–364
ISDN and. See ISDN
LANs and, 352–354
wireless, 371–372

Internet Explorer (IE). See also 
Firefox

/Firefox transitioning, 172

Konqueror v., 50
Netscape Navigator and, 170
Real UA and, 181
recover cookies on, 736
security issues, 151, 837
SSL-enabled, 409
WINE and, 683

Internet Message Access Protocol. 
See IMAP

Internet radio channels, 95
Internet Relay Chat. See IRC
Internet service providers. See ISPs
Internet Storm Center, 373
Internet Systems Consortium, 25
interoperability

building blocks philosophy 
and, 762

KDevelop and, 766
Microsoft Office files and, 130
Novell/Microsoft and, 594, 842
Sony PlayStation 3 and, 629

interprocess communication. See 
IPC

intrusion attacks, 396, 404–407
IP addresses, 242

bridging mode and, 352
DNS, 361
multiple, 359
permanent, 354
static, 360

IP Cop Firewall, 729
IP masquerading, 352–353, 355, 

715–716
IPC (interprocess communication), 

446, 761
ipsCA, 411
iptables, 704, 709–717
IPv4, 360, 707
IPv6, 237, 360, 362, 707
IRC (Internet Relay Chat)

ChatZilla, 170
Fedora SIGs and, 553
Gentoo and, 27, 641
KNOPPIX and, 612
Linux chat room, 21
Linux Forums, 24
Mandriva and, 695
OpenSUSE and, 601
protocol packets, 716
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SeaMonkey Suite and, 167, 
170, 668

Slackware and, 665
Yellow Dog Linux and, 637

ISDN (Integrated Services Digital 
Network), 110, 355, 357, 358, 
365, 598, 706

ISDN4LINUX drivers and tools, 355
ISO images (Linux distributions), 

218–219, 823–825
iso9660, 331
ISPs (Internet service providers), 

243, 349, 350, 351, 352, 353, 354, 
355, 356, 364, 365, 367, 368, 369

acceptable use policy, 354
Denial-of-Service and, 396, 

404
DNS IP addresses and, 361
ICMP packets and, 399
IP addresses and, 712
IP network settings and, 581
spam relaying and, 398

Itanium, 556

J
Jakarta, 424
Jamendo, 86
Java, 16, 50, 53. See also Eclipse
JavaScript, 50, 53, 136, 174, 181
jed, 288, 786
joe (text editor), 288
jove, 786
Joy, Bill, 250
jukebox.linuxtoys.net, 360, 361, 

394, 395
junk mail detectors, 152, 153

Evolution, 163
Sylpheed, 155
Thunderbird, 159, 161, 163

Just For Fun: The Story of an 
Accidental Revolutionary 
(Torvalds), 828

K
K Desktop Environment. See KDE
K3B CD/DVD Burning Facility, 103, 

219, 687, 750, 824, 825

K12 Linux Terminal Server Project 
(K12LTSP), 27–28

K12LTSP (K12 Linux Terminal 
Server Project), 27–28

kafs, 332
KAsteroids, 193
kate (text editor), 288
KAtomic, 194
KBackgammon, 193
KBlackBox, 193
KBounce, 193
KChart, 128
KDE (K Desktop Environment), 

35–36, 40–57
applets, 43
Application Launcher/Menu, 

42
clock, 43
configuration, 55–57
Control Module, 324, 325
Desktop Pager, 42–43
Documentation Project, 133
Dolphin and, 41. See also 

Dolphin
elements of, 41–43
Fedora and, 41
fonts, 57
games, 193–194
kde.org, 25
keystrokes, 44–45
KNotes, 122
Konqueror and, 41. See also 

Konqueror
KWrite application, 122
login manager, 39
LXDE and, 81, 609, 620, 834
Mandriva and, 40
MIME types and, 51
mouse actions, 43–44
open source project, 25
panel, 41, 57
RHEL and, 41
sound systems, 88
SUSE, removable media and, 

324–325
taskbar, 42, 53–55
virtual desktops, 54–55
widgets, 55

KDevelop, 766–767

kedit, 288
Kenolaba, 193
Kerberos, 299, 383, 507, 508
kernel (Linux), 12

online information, 24
“tainting the kernel,” 190
user space and, 757–758

Kernel Archives, 24
Kernel Startup Log, 385
keystrokes

for command line, 261–264
KDE, 44–45
Metacity, 60

kfind window, 48–49
KFoul Eggs, 193
KghostView, 147
KGoldrunner, 194
KHTML, 50
KJumping Cube, 194
Klickety, 193
Klipper, 47
klogd, 376
KMahjongg, 193
KMail, 153, 155–156
kmid, 99
KMines, 194
Knopper, Klaus, 612
KNOPPIX, 6–8, 607–626

Adriane KNOPPIX, 616
boot process

cheat codes, 734
options, 616–619
problems, 615–616

challenges, 611–612
computer requirements, 

614–615
customizing, 748
desktop, 7–8, 620–624
DSL and, 8. See also Damn 

Small Linux
on DVD (Linux Bible DVD), 

818
Ethernet configuration, 358
features, 608, 610–611
file manager, 8
history, 612
IceWeasel browser, 7, 609
knopper.net/knoppix/

index-en.html, 26
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LXDE and, 6, 7, 36, 78, 608, 
609, 610, 611, 620, 626

network connection, 624
online information, 26
Security Tools Distribution, 

738
software for, 625–626
source code, 826
uses for, 613–614
wireless Internet in, 372

KNOPPIX Customizations, 734
KnoppMyth, 20, 608, 742–743
KNotes, 122
KOffice package, 126, 128–129
Kolf, 193
Kolor Lines, 194
Komodo, 753
Kondara MNU/Linux, 18
Konica digital cameras, 119
Konqueror (file manager/browser), 

41, 50–53
Konquest, 194
konsole, 248
Kontact, 153
Korn, David, 250
Korn shell. See ksh shell
kpaint, 138
KPoker, 194
kppp, 349, 366, 368, 372
KPresenter, 128
KReversi, 194
KsCD player, 92
ksh shell (Korn shell), 250
KSirtet, 193
KSmileTris, 193
KSnakeDuel, 193
KSnakeRace, 193
KSnapshot, 143
ksnapshot, 138, 143
KSpread, 128
Kubuntu, 530
KuickShow, 40, 118
KView, 40, 118
KVM, 223, 555, 567
KWiFiManager, 372
Kwin4, 194
KWord, 128
KWrite, 122
Kyocera digital cameras, 119

L
-l option, 797, 802, 803
Lacewing, 195
LAMP (Linux, Apache, MySQL, 

PHP) server, 423–444
Apache HTTPD, 424

installation, 426
troubleshooting, 437–440

components of, 424–425
Coppermine Photo Gallery, 

433–437
MySQL in, 424–425, 428
operating, 428–437
PHP in, 425, 426–428
security, 440–444
setting up, 426–428
SSL/TLS and, 440–444
Ubuntu and, 423–444, 530. 

See also Ubuntu
languages, Linux distributions and, 

39, 243
LANs (local area networks), 349, 

352–354
laptops. See computers
LAST_ACK, 403
lawsuits, 23, 837–841
ldconfig command, 799, 816
ldd command, 798–799, 816
-Ldirname, 791
ld.so utility, 796, 799–800
legal issues, digital media and, 

84–88
legends. See myths/legends
Leica digital cameras, 119
Lerdorf, Rasmus, 425
Lesser GNU General Public License 

(LGPL), 836
-lfoo, 791
libao, 781
libart_lgpl, 781
libexif, 781
libglade, 781
libid3tag, 781
libieee1284, 781
libjpeg, 781
libmad, 781
libmng, 781
libogg, 781

libpng, 781
libraries, 795–796

libdvdcss, 112, 113, 116, 741
shared, 795–796
static, 795

libtermcap, 782
libtiff, 782
libungif, 782
libusb, 782
libvorbis, 782
libwmf, 782
libxml2, 782
libxslt, 782
Lieutenant Skat, 194
lightweight desktop environments, 

36. See also LXDE; Xfce
Lightweight X11 Desktop 

Environment. See LXDE
LILO (Linux Loader), 232–242, 604, 

670, 674, 675, 700
lilo.config, 308
Lincity, 195
Link to Device (Dolphin), 49–50
linking files (Dolphin), 47, 49
links (text-based Web browser), 

169, 183
Linmodems, 351, 370
linmodems.org site, 371
Linux. See also Linux distributions; 

UNIX
administration. See system 

administration
advantages of, 13–14
careers, 30–31
CDs. See CDs; live CDs
communities, 22
companies/groups and, 22–23
desktops. See desktop 

environments
development environment, 

755–763. See also 
programming environments

documentation. See 
documentation

file system. See file systems
flexibility of, 3, 841
forums, 22, 24
FOSS and, 3, 4
free, 11
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freedom with, 3, 4, 11, 14
in gadgets, 17–19
gaming. See games
getting involved with, 21–23
Google information on, 24
hardware devices and, 11
hardware requirements, 5–6
history of, 13, 827–836
IBM and, 23
improvements in, 3
indemnification, 594
kernel. See kernel
LAMP server and. See LAMP 

server
lawsuits. See lawsuits
making things with, 16–19
Mars Exploration Rover 

Mission and, 16–17
mascot, 846
Meetup Groups, 22
Microsoft and, 4, 841–843
in mobile phones, 17–18
multiuser aspect of, 254, 

760–761
myths/legends, 836–847
news about, 23–24
Online (linux.org), 22, 24
as operating system, 10, 11, 

254
Oracle and, 4
in outer space, 16–17
printers for, 469. See also print 

server
professionals, 30–31
programming. See 

programming environments; 
programming interfaces; 
programming tools/utilities

in real world, 27–30
in schools, 27–28
security. See security
security model, 758–759
servers. See LAMP server
system administration. See 

system administration
Torvalds and. See Torvalds, 

Linus
UNIX and, 11, 12, 13
Wikipedia article, 24

Linux Bible CD/DVD media. See 
digital media

Linux distributions. See also Debian 
GNU/Linux; Fedora; Gentoo; 
KNOPPIX; Mandriva; openSUSE; 
PCLinuxOS; Red Hat Enterprise 
Linux; Slackware; SUSE Linux 
Enterprise; Ubuntu; Yellow Dog 
Linux

bootable. See live CDs
burning ISO image, 218–219, 

823–825
on CD, 821–822
choosing, 26, 214–215
Coyote Linux, 718–729
differences in, 845
DistroWatch.com and, 823
on DVD, 818–821
installation, 213–244
ISO images, 823–825
languages and, 39, 243
NFS and, 490
not on CD/DVD, 823
online, 26–27, 215–219

burning ISO image, 
218–219, 823–825

downloading, 217–218
information, 26–27

security resources, 377–378
software on, 4–5
source code for, 825–826
support, 843
trusted, 375
updates, 375
in work environment, 214–215

Linux Documentation Project, 24, 
133

Linux Forums, 22, 24
Linux From Scratch project, 748
Linux Game Tome, 188, 203
Linux Gamer’s FAQ, 189
Linux Journal article, 16
Linux Live scripts, 748, 749
Linux Loader. See LILO
Linux Professional Institute, 31
Linux Questions, 24
Linux Terminal Server Project 

(LTSP), 15, 21, 27, 529, 530
Linux Today site, 23

Linux Toys (Negus & Wolber), 21, 
102

Linux Toys II (Negus), 742, 748, 846
Linux Toys site, 21, 846
Linux User Groups (LUGs), 22
Linux.com, 24
Linux.com Download Directory, 216
LinuxDevices site, 19
Linuxgamepublishing.com, 188
Linuxgames.com, 188
LinuxInsider, 24
LinuxLinks.com, 733
Linux.org, 22, 24
LinuxPackages site, 27, 677
LinuxSecurity, 378
LISTEN, 403
Listen directive, 438, 439, 444
live CDs (bootable Linux 

distributions), 3, 8, 731–750. 
See also Damn Small Linux; 
KNOPPIX; security live CDs

customizing, 747–750
demonstration, 740
Devil-Linux, 718, 728, 729, 

747
Dyne:bolic, 743
experimental, 734
Fedora, 734

building, 749–750
Gentoo, 735
Mepis, 735
multimedia, 740–743
openSUSE, 735
projects, 748
resources/information for, 

733–734
Sentry Firewall CD, 728–729, 

747
special-purpose, 747
specific/custom content, 740
tiny desktop, 743–746
Ubuntu, 734

live spins, 735
LiveCD project, 749
livelocks, 760
LMarbles, 195
local area networks. See LANs
local MDAs, 446
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local printers (Printer Configuration 
window), 470–473

locating commands, 256–259
location blocks, 429, 430
Location tags, 430
location tags, 430
LocationMatch, 430
lock, 800
log files, 383–388. See also specific 

log files
administrative, 310
mail server and, 454–455
security and, 376, 383–388
System Log Viewer utility, 310, 

383, 384
in /var/log directory, 384–385

logging options (Samba settings), 
510

Logical Volume Manager (LVM), 
226, 535

login managers, 39
Login Window Preferences utility, 

39
logins

administrative, 310–313. See 
also root user

graphical, booting to, 37–39
session, shells and, 251–252

log-viewing tools, 383
logwatch, 376
Loki Entertainment Software, 189, 

202
Loki Games Demo, 201, 207–210
Long Term Support (LTS) Ubuntu, 

526
loop feature, 217
lp user account, 311
lpc command, 480–481
LPGL (Lesser GNU General Public 

License), 836
lpr command, 480
lprm command, 481
ls command, 280
lsmod, 313, 326, 676, 720
lspci, 720
LTS (Long Term Support) Ubuntu, 

526
LTSP. See Linux Terminal Server 

Project

LUGs. See Linux User Groups
LVM (Logical Volume Manager), 

226, 535
LWN.net, 23, 26, 834
LXDE (Lightweight X11 Desktop 

Environment). See also Xfce
cloud computing and, 78, 843
Fedora and, 550
KDE and, 81, 609, 620, 834
KNOPPIX and, 6, 7, 36, 78, 

608, 609, 610, 611, 620, 626
Mandriva and, 691
pclinuxos-lxde and, 686
Xfce and, 36

lynx (text-based Web browser), 169, 
183

M
-m (ar command), 798
m0n0wall, 728
Mac OS X

CD burning and, 825
Darwin and, 637
Fedora and, 220
Firefox and, 169, 837
FLTK and, 778
Opera and, 169
Samba and, 503
Ubuntu and, 220
XMMS and, 98
Yellow Dog Linux and, 637
zsh and, 250

Macs, Intel, 219, 220
madwifi, 371
Maelstrom, 195
Magnatune, 86
magnify tool, 140
Mahjongg, 192
MAIL, 273
mail clients. See e-mail clients
mail command, 169
mail composition tools, 153
Mail eXchanger (MX), 448, 449
mail retrieval agent (MRA), 448, 459
mail server, 445–462

ClamAV installation, 452–454
components, 447
direct delivery, 448–449

DNS configuration, 448–449
e-mail functions, 445–446
Exim installation, 450–452
fetchmail, 459–460
log files, 454–454
preparation, 447–449
retrieval from mail host, 448, 

449
SpamAssassin installation, 

452–454
SSL/TLS, 460–461
troubleshooting, 454–458

mail transfer agent (MTA), 446, 
447, 462

mail user agent (MUA), 445, 446
mailbombing, 397–398
Maildrop, 447
mailing lists

Debian, 574
Fedora, 553
Yellow Dog Linux, 637

maillog, 385
Mailman (mailing list facility), 297
Make Magazine site, 21
make utility, 411, 792–795
make xconfig, 325
makefile, 793, 794
man command, 258
man2html, 131
Mandrake Linux, 27
Mandriva (www.mandrivalinux.

com), 689–701
community, 695–696
on DVD (Linux Bible DVD), 

819
features, 689–691
installation, 696–700
installer, 692–693
KDE and, 40
online information, 27
OpenOffice.org and, 690
PulseAudio and, 89
source code, 826

Mandriva Linux Control Center 
(MLCC), 694–695

Mars Exploration Rover Mission, 
16–17

mascot, Linux, 846
masks. See netmasks
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master boot records (MBRs), 222, 
237, 238, 241, 242, 559, 564, 579, 
674, 685, 737

Math (OpenOffice.org), 124
Matrox, 68, 191
.maud, 100
Maxwell, Scott, 16
MBRs. See master boot records
McCool, Rob, 424
mcedit, 288
md5sum command, 218, 219
MD5Summer utility, 218
.mdb, 130
measure tool, 140
/media, 278
MediaWiki, 150
Meetup Groups, Linux, 22
memory. See RAM
MEPIS

AntiX and, 735, 819
live CDs, 735
obtaining/purchasing, 823
source code, 825

message queues, 761
messages (log file), 310, 385, 388
metacharacters, 256, 281–284
Metacity (window manager), 58, 

60–61
Microsoft

DirectX, 205
lawsuits, 4, 838–839
Linux and, 4, 841–843
/Novell agreement, 4, 214, 546, 

594, 842
Xandros and, 4, 215, 594

Microsoft Office. See also Access; 
Excel; OpenOffice.org Office 
suite; Outlook/Outlook Express; 
PowerPoint; StarOffice suite; 
Word

documents, transitioning to 
Linux and, 129–131

interoperability and, 130
Microsoft Windows

CUPS and, 465
file servers and, 487
games, Cedaga and, 202, 205
GNOME games and, 192
/Linux, e-mail client 

transitioning and, 153–154

/Linux file system comparison, 
279, 328

/Linux hard disk partitioning, 
224

printers and, 470
Thunderbird on, 156
X Window System and, 14

MIDI (Musical Instrument Digital 
Interface), 91, 92, 99, 100

MIME types (Multipurpose Internet 
Mail Extensions)

Dolphin and, 49
e-mail and, 445
KDE and, 51
Nautilus and, 68

Mines, 192
minimo (Web browser), 170
minix, 332
Minolta digital cameras, 119
MIT license, 836
mkdir command, 280
mkfs command, 338–339
MLCC (Mandriva Linux Control 

Center), 694–695
-MM, 791
/mnt, 278
Mobile Internet devices (Intel), 530
mobile phones, Linux in, 17–18
modems

cable, 351, 352
dial-up, 350, 351
DSL, 351, 352, 353, 354, 355, 

356, 357, 399
Linmodems, 351, 370
USB cable, 356, 371
Winmodems, 350, 351, 371

modinfo, 720
modprobe, 313, 326, 327
modules, 313

iptables and, 716
loading, 325–327
removing, 327

modules.conf, 308
MoinMoin, 150
monitoring system performance, 

344–345, 376. See also log files
MontaVista Linux, 19
Morrison, Michael, 740
Mosaic, 424
Motif, 778

Motion Picture Association of 
America (MPAA), 86

Motorola Rokr EM30, 18
mount command, 217, 330–331, 

334–337, 496–497
mount points, 330
mounting NFS file systems, 

497–501
mounting removable media, 

335–337
mouse actions (KDE), 43–44
movie watching. See Totem movie 

player
moving files, 287
MoviX, 741–742
Mozdev.org site, 180
Mozilla license, 836
Mozilla project, 25, 169, 170, 836. 

See also Firefox; SeaMonkey 
suite; Thunderbird

MozillaZine forum, 182
MP3s

cine and, 112
copying, 84, 85
Fedora and, 567

mp3stego, 736
MPAA (Motion Picture Association 

of America), 86
MPEG, 83, 86, 87, 96, 113, 741
MPEG audio decoder API, 781
MPlayer, 111
MRA (mail retrieval agent), 448, 459
msdos, 332
MTA (mail transfer agent), 446, 447, 

462
mtab, 309
mtools.config, 309
MUA (mail user agent), 445, 446
multimedia live CDs, 740–743
multiple e-mail accounts, 153
multiple home pages (Firefox), 179
multiple partitions, 329
multiple source code files, GCC and, 

789–791
Multipurpose Internet Mail 

Extension. See MIME types
multitasking, preemptive, 759–760
multitasking operating system, 254
multiuser, Linux and, 254, 760–761
Multiverse repositories, 540
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Murdock, Ian, 569. See also Debian 
Project

music
playing, 88–102
recording/ripping, 102–107

music players, handheld, 102
Musical Instrument Digital 

Interface. See MIDI
mutt mail reader, 152, 168
mv command, 287
MX (Mail eXchanger), 448, 449
MyFaces, 424
Mylo (Sony), 19
mysgld.log, 385
MySQL, 424–425. See also LAMP 

server
MySQL AB, 425
Myth II: Soulblighter, 201, 203, 

208–209
Mythbuntu, 20, 530
MythDora, 20
myths/legends (Linux), 836–847
MythTV, 20

N
name-based virtual hosting, 441
named.conf, 309
Nanney, Jim, 28, 29
nano (text editor), 287, 288, 590, 

653, 654, 655, 656, 769, 786
NASA Jet Propulsion Laboratory, 

16, 17
NAT (network address translation), 

352–353
National Center for Supercomputing 

Applications (NCSA), 424
Nautilus (file manager/graphical 

shell), 58, 59, 66–68, 518
ncpfs, 332
NCSA (National Center for 

Supercomputing Applications), 
424

ncurses (new curses), 772–775
ndiswrappers, 371
nedit, 288
Negus, Christopher, 21, 102, 742, 

748, 846
Neo FreeRunner, 17, 18

Nessus, 376
NetBIOS, 475, 484, 503, 504, 507, 

511, 512, 519, 520
Netbooks, 18–19
NetBSD, 233, 250, 833
Netflix PVR, 18
net/mask pair, 394
netmasks, 242, 360, 492, 507, 519, 

577, 581, 721, 722
Netscape, 25, 152, 170, 181, 184
net-setup eth0, 357
netstat command, 402, 438
network address translation. See 

NAT
Network Configuration GUI 

(Fedora/RHEL), 358–360
Network Configuration window, 

357, 358, 359, 360, 361, 365, 368
network connection. See also 

Internet connection
configuration (during 

installation), 242–243
Debian, 580–583
KNOPPIX, 624
Network Connections 

window, 358. See also 
NetworkManager facility

Network File System. See NFS file 
systems

network interface cards. See NICs
network masks. See netmasks
network services

disabling, 405–407
/etc/xinetd.conf and, 395, 405
improvements in, 3
YaST and, 301, 598

network sniffer, 408
NetworkManager facility, 357, 358, 

360, 371, 372, 554, 567, 598, 624
Neverwinter Nights, 210
new curses. See ncurses
new vi (nvi), 590, 786
newhello Helper function, 789–791
NewPlus phones, 18
News Log, 385
news user account, 311
Newsforge, 24
Nexuiz, 195
nfs, 332

nfs daemons, 495
NFS (Network File System) file 

systems, 488–502
Linux distributions and, 490
mounting, 497–501
sharing, 490–495
unmounting, 501
using, 495–501

Nibbles, 192
NICs (Ethernet network interface 

cards), 353
Nikon digital cameras, 119
nine-bit permissions indicator, 284
NIS, 299, 361, 383, 394, 407, 493, 

513, 692
nm command, 796–797
nmap, 375, 396
No-IP, 449
notepads, 65, 122, 123
Novell. See also openSUSE; SUSE 

Linux Enterprise
Linux certifications, 31
/Microsoft agreement, 4, 214, 

546, 594, 842
NTFS, 11, 222, 226, 231, 332, 333, 

552, 560, 608, 610, 611, 619, 672, 
692, 697, 699

ntp.conf, 309
null clients, 446
nvi (new vi), 590, 786
NVidia video cards

AIGLX and, 68
drivers, 75, 76, 187, 190
Fedora and, 567
gaming and, 190, 191
Gentoo and, 655
Mandriva and, 697
PCLinuxOS and, 684
Return to Castle Wolfenstein 

and, 205

O
-o file, 791
OASIS Consortium, 133
OCFS2 cluster file system, 529
ODF (Open Document Format), 

124, 130
.ogg, 100
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Ogg Vorbis, 45, 87, 92, 94, 95, 96, 
97, 99, 100, 102, 105, 113, 741, 
781, 782, 783

oggenc tool, 99, 102
Ogle, 111
OLDPWD, 273
OLPC (One Laptop Per Child) 

project, 23, 553
Olympus digital cameras, 119
on-demand launching, of dial-up 

Internet connection, 369
on-demand mounting, of NFS file 

systems, 499–501
One Laptop Per Child (OLPC) 

project, 23, 553
Open Document Format. See ODF
Open Invention Network, 842
Open Sound System. See OSS
Open Source Initiative (OSI), 

835–836
open source Linux games, 191–201
open source projects. See also 

specific projects
Gentoo and, 640–641
Linux, 12, 24–25
Linux professionals and, 30
special-use Linux systems, 

19–21
open source video drivers, 191
Open Sources: Voices from the 

Open Source (O’Reilly), 834
OpenBSD, 233, 833
OpenGL, 68, 188, 191, 195, 196, 

778, 780, 783
opening files (Dolphin), 47
OpenMoko, 17
OpenOffice.org Office suite, 

123–125, 538, 690. See also 
StarOffice suite

openssl command, 442
openSUSE (www.opensuse.org), 

593–606. See also SUSE Linux 
Enterprise

on DVD (Linux Bible DVD), 
820

GNOME and, 40
installation/configuration, 

596–599, 601–605
live CDs, 735

online information, 26
RPM package management, 

599–600
security resources, 378
source code, 826
support, 601
SUSE Linux Enterprise v., 595

Opera (Web browser), 152, 169, 
409, 695

operating system (Linux), 10, 11, 
254. See also kernel; Mac OS X; 
Microsoft Windows

operators, metacharacters and, 281
Opportunity (rover), 16–17
options (for commands), 255
Options button, 38
Options directive, 431
Oracle, 4, 425, 569, 594
orbit (API), 782
O’Reilly, 834
osCommerce, 29
OSI (Open Source Initiative), 

835–836. See also GNU Public 
License

OSS (Open Sound System), 88, 90, 
91, 208

OSS /dev/dsp file, 100
.ossdsp, 100
OSTYPE, 273
outer space, Linux in, 16–17
Outlook/Outlook Express 

(Microsoft), 151, 153, 154, 163, 
683, 736

Overgod, 195

P
-p option (ar command), 798
package management tools (Debian), 

571–573, 587–592. See also APT; 
dpkg tool

package selection state, 572
package state, 572
PackageKit, 299, 554
packages (Debian), 570–571
page layout applications. See Scribus
paint tools, 140
pal2rgb, 131

PAM (pluggable authentication 
modules), 307, 313, 381, 388, 
509, 515, 663

panels, 41, 57, 58, 61–66
pango (API), 782
Parallel Line Internet Protocol 

(PLIP), 356
parallel scanners, 148
Partition Magic, 222, 223
partitioning hard disks, 224–232
partitions

/boot partition, 232
fdisk and, 328. See also fdisk
/home partition, 232
multiple, 329
/tmp partition, 232
/usr partition, 232
/var partition, 232

partprobe command, 231
passphrase (SSL/TLS), 442
passwd command, 309, 381
passwords

encrypted, 381, 382, 383
generators, 380
good, 379–381
protection, 37, 374, 379
root user, Linux installation 

and, 243
scp and, 391–392
security, 379–383
sftp and, 391–392
shadow password file, 381–383
ssh and, 391–392
user accounts and, 374

pasting files (Dolphin), 47
PATH, 257, 270–271, 273
path directory order, 258–259
path tool, 140
Patience (card game), 194
pattern matching metacharacters, 

282–283
pbm2g3, 131
PCL (Printer Control Language), 470
PCLinuxOS, 679–688

applications for, 681–683
on DVD (Linux Bible DVD), 

820
features, 680–681
installation, 683–685
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popularity, 679, 688
remastering, 685–688

pclinuxos-lxde, 686
PCMan File Manager, 7, 550, 611
pcre (API), 782
PDAs (personal digital assistants), 

19
pdf2dsc, 131
pdf2ps, 131
PDFs (Portable Document Format), 

130, 136, 146–147
-pedntic, 792
-pendantic-errors, 792
penguin (Linux mascot), 846
PenguinPlanet Racer, 187
Pentax digital cameras, 119
Pentium I-IV, 696
Penumbra: Black Plague, 202
Penumbra: Overture, 202
percent sign (%), 277
performance. See monitoring system 

performance
Perl, 25, 424, 425, 426, 447, 527, 

530, 673, 765, 777, 779, 782
permanent IP address, 354
permissions, 284–286

nine-bit permissions indicator, 
284

read/write/execute, 285, 374
security and, 374
shells and, 252–254

persistent desktop, 7, 713, 747
personal digital assistants (PDAs), 

19
personal video recorders (PVRs), 

18, 20
pfb2pfa, 131
Photoshop (Adobe), 139. See also 

GIMP
PHP (PHP Hypertext Preprocessor), 

425. See also LAMP server
Apache Software Foundation 

and, 25
Coppermine Photo Gallery 

and, 433. See also 
Coppermine Photo Gallery

LAMP server and, 425, 
426–428

osCommerce software and, 29

PHP Hypertext Preprocessor. See 
PHP

pico, 769, 786
PID (process ID), 254
pilot-link, 782
pine mail reader, 168–169
ping command, 363, 364, 400
pipe (|), 255, 265–266
piracy, digital, 85, 87
pk2bm, 132
Plain Text (.txt), 129
Planescape, 206
PlanetPenguin Racer, 200, 201
Plasma desktop, 41, 53, 549
plasmoids, 41, 81
playing movies. See Totem movie 

player
playing music. See music
playing video. See xine player
Playlist Editor, 98, 114
PlayStations, 18
PLIP (Parallel Line Internet 

Protocol), 356
Plone, 150
pluggable authentication modules. 

See PAM
plug-ins

Adobe Flash, 8, 177
Adobe Reader, 176
CrossOver Office, 130, 177
DjVuLibre, 176
ffmpeg-plugin package, 94
Firefox, 175–177

PMPs (portable media players), 19
PNAs (portable navigation devices), 

19
Point-to-Point Protocol. See PPP
POP3 (Post Office Protocol), 153, 

154, 155, 156, 157, 159, 167, 365, 
446, 457, 458, 707

popt (API), 783
pop-ups, Firefox and, 178, 181
Port directive, 438
port forwarding, 717
port number, 405
Portable Document Format files. 

See PDFs
portable media players (PMPs), 19
Portable Music Players, 324

portable navigation devices (PNAs), 
19

Portable Operating System Interface. 
See POSIX

Portage package management 
system, 640, 644, 646, 659

porting, 13
POSIX (Portable Operating System 

Interface), 250, 761, 831, 834, 840
Post Office Protocol. See POP3
Potato Guy, 194
pound sign (#), 247, 398
Powermanga, 195
PowerPC platform, 627
PowerPoint (Microsoft), 122, 124, 

129, 130, 177
PPID, 273
ppm2tiff, 132
PPP (Point-to-Point Protocol), 

307. See also dial-up Internet 
connection

PPP over Ethernet. See PPPoE
PPPoE (PPP over Ethernet), 577, 

583, 718, 721
PPRacer, 195
.prc, 100
preemptive multitasking, 759–760
PrefBar4, 180
Primary DNS, 243
print server, 463–485

CUPS, 464–468
printers setup

Printer Configuration 
window, 468–476

Web-based administrative 
tool, 466–468

shared printers, 481–485
CUPS, 482–483

printcap, 309
Printer Configuration window, 

468–476
Printer Control Language (PCL), 470
printers, 469–470
printing commands, 479–481
PRO/100 and PRO/1000 adapters, 

575
proc, 332
/proc, 279
process ID. See PID
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process model (Linux development 
environment), 756–757

processes, 275–277
Procmail tool, 397
professionals, Linux, 30–31
profile (/etc configuration file), 309
programming environments 

(Linux), 753–770, 783
programming interfaces (Linux), 

770–783
APIs, 754
defined, 753, 754
graphical. See GUIs

programming libraries. See libraries
programming tools/utilities (Linux), 

785–816
ar command, 797–798
GCC, 787–792
GDB, 808–815
ldconfig command, 799
ldd command, 798–799
ld.so utility, 796, 799–800
libraries, 795–796
make utility, 792–795
nm command, 796–797
source code control, 502, 

800–807
well stocked, 785–786

/project, 502. See also version control
projects. See open source projects
PROMPT_COMMAND, 273
protocol analyzer, 408
protocol options (Samba settings), 

510
protocols (/etc configuration file), 

309
ps command, 254
PS1, 269, 273
ps2ascii, 132
ps2epsi, 132
ps2pdf, 132
ps2pk, 132
pstotext, 132
public_html, 432
public-key cryptography, 408, 409, 

441, 442. See also SSL
publishing. See desktop publishing; 

Web publishing
PulseAudio, 88, 89–90

Puppy Linux, 745–746
customizing, 749
on DVD (Linux Bible DVD), 

821
source code, 826

Purple Labs Purple Magic phones, 
18

PVRs (personal video recorders), 
18, 20

pwconv command, 382
PWD, 273
pwd command, 280
Python, 424, 765, 777, 779, 780

Q
-q option, 798, 810
qemu, 614, 687, 688, 750
QT graphical toolkit, 36, 596, 673, 

766, 777, 778
Qtopia Linux system, 19
QTParted, 222
Quake III, 203
Quake III Arena, 187, 203, 204
question mark metacharacter (?), 282
-quiet option, 810

R
-r option

ar command, 798
ci/co commands, 803
ldd command, 798

-R options (chmod), 286
races, 760
radio channels, Internet, 95
RAM

gaming and, 190
Linux and, 5, 6, 11
Linux installations and, 220
shared memory, 761

Ramey, Chet, 249
RANDOM, 273
RapidSSL, 411
ras2tiff, 132
.raw, 101
RC4 encryption algorithm, 441
RCS (Revision Control System), 

800–803

read permission, 285, 374
readkey.c, 770–772
Real Player, 177
Real UA, 181
real world, Linux in, 27–30
Recording Industry Association of 

America (RIAA), 86
recording music, 102–104
recovering cookies, 737
Red Hat Certified Architect (RHCA), 

31
Red Hat Certified Datacenter 

Specialist (RHCDS), 30
Red Hat Certified Engineer (RHCE), 

30
Red Hat Certified Security Specialist 

(RHCSS), 31
Red Hat Certified Technician 

(RHCT), 30
Red Hat Enterprise Linux (RHEL), 

545–551, 567–568. See also 
Fedora

Apoteket and, 30
company usage, 30
config tools (graphical), 

298–300
custom spins, 548
Ethernet configuration, 357
features, 30
Fedora and, 127, 555
Fedora and Red Hat Enterprise 

Linux Bible, 216, 818
FUD and, 546
KDE and, 41
Network Configuration GUI, 

358–360
Network Configuration 

window. See Network 
Configuration window

NFS and, 490
obtaining/purchasing, 823
online information, 26
redhat.com, 26
Samba and, 504
security resources, 377
system-config tools. See 

system-config tools
training/certification, 30–31

redhat.com/training, 30
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redhat-config. See system-config 
tools

reiserfs, 11, 224, 332, 340, 619, 642, 
649, 651, 654, 655, 672, 692

remastering, 685–688, 748
Remastersys scripts, 748
remote MDAs, 446
remote printers (Printer 

Configuration window), 473–474
remote system administration, 

345–346
removable hardware, 83, 322–325
removable media

on GNOME, 322–324
mounting, 335–337
on SUSE KDE, 324–325

rerunning commands, 259
reserved words, shell, 258
resolv.conf, 309
ResourceConfig, 429
retrieval, from mail host, 448, 449
Return to Castle Wolfenstein, 202, 

204–205
revision, 801
Revision Control System (RCS), 

800–803
RHCA (Red Hat Certified Architect), 

31
RHCDS (Red Hat Certified 

Datacenter Specialist), 30
RHCE (Red Hat Certified Engineer), 

30
RHCSS (Red Hat Certified Security 

Specialist), 31
RHCT (Red Hat Certified 

Technician), 30
RHEL. See Red Hat Enterprise 

Linux
Rhythmbox, 92, 93–95
RIAA (Recording Industry 

Association of America), 86
Rich Text Format (.rtf), 127, 129
ripping CDs, 102, 104–106
Ritchie, Dennis, 828, 829
rm command, 287
rmmod, 313, 327
Robots (game), 192
Rogue (game), 195
Rokr EM30, 18

Roku, Inc., 18
/root, 279
root user, 11, 14, 39, 302–304

ALSA and, 759
password, Linux installation 

and, 243
security and, 374
sudo facility and, 302
system administration, 302–

304
Ubuntu and, 303, 374

rootkits, 418–419, 736, 738, 739. 
See also INSERT

RoSE (Rover Sequence Editor), 16
routers, 352, 353. See also firewalls
Rover Sequence Editor (RoSE), 16
rovers (Spirit and Opportunity), 

16–17
Roving Sequencing and 

Visualization Program (RSVP), 16
rpc, 309
rpm command, 549
RPM Package Management, 546, 

549, 568, 599–600, 693, 701
RPM Packages (log file), 385
RPMDrake, 693–694
rpmfusion.org, 94, 96, 112, 116, 

176, 190, 565
rpm.livna.org site, 190
rpmpkgs, 385
RSVP (Roving Sequencing and 

Visualization Program), 16
rsyslogd, 386. See also syslogd
.rtf. See Rich Text Format
rules, makefile, 793, 794
run level, 37

S
-s option, 797, 798
Safari, 50
Samba, 502–522

adding users, 516–517
administration tools, 296–297
configuration, 505–514
firewall and, 520–521
getting/installing, 504
Nautilus and, 518
settings

base options, 507
browse options, 511–512
EventLog options, 513
logging options, 510
printing options, 511
protocol options, 510
security options, 508–510
tuning options, 511
WINS options, 512

shared directories, 518–519
TCP/IP and, 504
testparm command and, 306, 

517
troubleshooting, 519–521

Samba Project, 25. See also CIFS; 
SMB

Samba Web Administration Tool 
(SWAT), 296–297, 505–514

global Samba settings, 507–513
Samba setup checked with, 514
shared directories, 513–514
starting, 506–507
turning on, 505–506

samba/log.smbd, 385
Same GNOME (game), 192
SameGame, 194
Samsung i70, 19
SANE (Scanner Access Now Easy), 

148
Santa Cruz Operation (SCO) 

lawsuits, 839–840
/sbin, 279, 305
Scalable Vector Graphics. See SVG
scanimage tool, 148
scanModem.gz, 370
Scanner Access Now Easy (SANE), 

148
scanners, 148, 538
schools, Linux in, 27–28
SCO (Santa Cruz Operation) 

lawsuits, 839–840
Scorched Earth, 196
scp command, 345, 346, 390–392
screen capture tools, 143–144
screensavers, 56, 58, 71
Scribus, 136–138
script crashed (error), 440
script kiddie, 400
SCSI scanners, 148
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sda/hda, 239
sdl (API), 782
Seahorse, 386
SeaMonkey suite, 170–171

address book, 170
Composer, 148, 170, 171
download, 167
IRC chat, 170
Mail, 152, 154, 155–156, 

166–167, 170
Mozilla project and, 25, 170
Web browser, 169, 170, 171

searching files (Dolphin Find), 
48–49

SECONDS, 274
secure (log file), 310, 385, 388
secure applications, 375
Secure Socket Layer. See SSL
security, 11, 14, 373–419

attacks and, 395–407. See also 
attacks

checklist, 374–377
daemons and, 375
e-mail, 153
Firefox, 177–178
firewalls and, 375, 379. See 

also firewalls
GPG, 386, 736
LAMP server, 440–444
Linux distribution updates 

and, 375
log files and, 376, 383–388
PAM and, 381
passwords. See passwords
permissions and, 374. See also 

permissions
resources

distribution-specific, 
377–378

general, 378
root user and, 374
Samba settings, 508–510
secure applications, 375
security model (Linux 

development environment), 
758–759

SSH tools, 389–392
system monitoring and, 376

tools for, 375–376
Web servers, 149, 392–417

Security Enhanced Linux (SELinux), 
11, 304, 376–377, 407

security live CDs, 417–419, 
735–740. See also BackTrack 3; 
INSERT; SystemRescueCd

Security Log, 385
SecurityFocus, 378
select tools, 140
self-signed certificates, 412, 415–

417, 441
SELinux. See Security Enhanced 

Linux
semaphores, 761
semicolons (;), 266
sendmail (log file), 385, 397–398
Sendmail Consortium, 25
Sentry Firewall CD, 728–729, 747
sequential commands, 266
Server Message Block. See SMB
servers. See also file servers; LAMP 

server; mail server; print server; 
Web servers

features, 12
security for, 149, 392–417
Ubuntu as, 528–530
WINS, 475, 511, 512

services (/etc configuration file), 309
Sessions button, 38
set GID program, 253
set UID program, 253
setroubleshoot-server, 300
.sf, 100
sftp command, 345, 346, 361, 

390–392
SGML (Standard Generalized 

Markup Language), 132–133
sha1sum command, 218, 219
shadow (/etc configuration file), 309
shadow password file, 381–383
shared directories

Samba, 518–519
SWAT and, 513–514

shared libraries, 795–796
shared memory, 761
shared printers, 481–485. See also 

print server

sharing code, 13
sharing data, 487. See also file 

servers
sharing NFS file systems, 490–495
shell prompt, 246–247
shell reserved words, 258
shell scripts, 246
shells, 245–293. See also commands

background processes, 275–
277

choosing, 248–250
configuring, 268–275
defined, 245
directories. See directories
environment variables. See 

environment variables
/etc configuration file, 309
exiting, 255
exploring, 251–255
GUIs v., 245
help with, 257–258
history list, 256, 259, 260, 263, 

264, 265, 272, 273, 293
login session, 251–252
permissions. See permissions
reasons for using, 246
root user/su command and, 

303–304
starting, 246–248
system activity, 254–255
terminal emulators, 247–248
types of, 245, 249–250
using, 255–268

Shisen-Sho, 194
SHLVL, 274
shortcuts. See keystrokes
shoulder surfing, 380
Shuttleworth, Mark, 526
sidebars

Firefox
display sidebar, 179
history sidebar, 174, 179
plug-ins sidebar, 176

history (Konqueror), 52
Nautilus, 67

SIGs. See special interest groups
Silkroad Online, 206
Simple Directmedia Layer, 188
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Simple Mail Transfer Protocol. See 
SMTP

Sirius (game), 196
skins, 95, 98
Sklyarov, Dmitry, 84
slackpkg, 677
Slackware (www.slackware.org), 

661–677
advantages of, 662
challenges, 666–667
community, 663–666
as development platform, 667
on DVD (Linux Bible DVD), 

818–819
gaming information, 189
installation, 667–675
new features, 668
online information, 27, 

665–666
security resources, 378
SLAX and, 733. See also SLAX
source code, 826
Volkerding on, 663–665
window managers, 78

S-Lang, 775–777
Slashdot, 23
SLAX

on CD (Linux Bible CD), 
822–823

customization, 747
Linux Live scripts and, 748, 

749
Slackware and, 733
source code, 826

SlickEdit, 754
small business, Linux in, 28–29
SMB (Server Message Block), 25, 

503
SMB printer

Printer Configuration window 
and, 474–475

shared, 483–485
smbclient command, 519–520
smb.conf, 483–484, 515–516
smbstatus command, 517
.smp, 100
SMTP (Simple Mail Transfer 

Protocol), 446
smurf attacks, 399

SNAT (Source Network Address 
Translation), 715–716

.snd, 100
snd_seq_oss, 326
socket states, 403
Sodoku, 192
Software Freedom Law Center, 23
software patents, 840–841
software repositories, 217
soname, 796
Sonny Bono Copyright Term 

Extension Act, 85
Sony digital cameras, 119
Sony Mylo, 19
Sony PlayStations, 18
sound cards, 90–92
sound systems, 88–89
SoundBlaster sound cards, 90–91
source code

control, 800–807
/project and, 502

GDB and, 815
for Linux distributions, 

825–826
multiple, GCC and, 789–791

Source Network Address Translation 
(SNAT), 715–716

source packages (Debian), 570–571
SourceForge, 22–23
SoX utility, 99–102
space. See hard disks
spam catchers, 152–153
spam relaying, 398–399
SpamAssassin, 25, 399, 424, 447, 

450, 452- 454, 462
special interest groups (SIGs), 

552–553
special-purpose live CDs, 747
special-use Linux systems, open 

source projects and, 19–21
.sph, 100
spinoffs, Ubuntu, 530–531
spins (Fedora), 548, 553, 735
Spirit (rover), 16–17
spooler, 385
SQL, 130, 425. See also MySQL
squashfs, 332
squid/access.log, 385
SquirrelMail, 297, 460

ssh command, 345, 346, 361, 
390–392

SSH (Secure Shell) tools, 389–392
SSH tunnel, 297
SSL (Secure Socket Layer), 53, 

409–417
SSL/TLS

LAMP server and, 440–444
mail server and, 460–461

Standard Generalized Markup 
Language. See SGML

Starfighter, 196
StarOffice suite, 125–127. See also 

OpenOffice.org Office suite
$ startx, 40
-static, 792
static IP addresses, 360
static libraries, 795
stdin, 770, 771
stdout, 770, 771
sticky notes (Tomboy), 65, 122
storage devices, digital cameras as, 

118–119. See also hard disks
structured documents, 132–136
su command, 303–304
substitution, command, 266–267
sudo facility, 302, 311–313

openSUSE live CD and, 602
root user and, 302
system administration and, 37

sudoers, 309
Sun Microsystems, 425, 569. See 

also OpenOffice.org Office suite; 
Oracle; StarOffice suite

AU audio files, 100
csh and, 250
Linux training, 31
MySQL AB and, 425
Oracle and, 425, 569
ufs and, 332
UNIX and, 831
VirtualBox, 223

.sunau, 101
SuperTux, 196
Suraski, Zeev, 425
SUSE Linux Enterprise, 593–601. 

See also openSUSE
company usage, 30
Ethernet configuration, 357
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GNOME and, 40
installation/configuration, 

596–599
KDE, removable media on, 

324–325
Microsoft and. See Novell
novell.com/linux, 26
obtaining/purchasing, 823
online information, 26
openSUSE v., 595
RPM package management, 

599–600
security resources, 378
support, 601
YaST tools, 296, 300–301, 357, 

596–599
svcctl list, 510
SVG (Scalable Vector Graphics), 29, 

141, 143, 782
SVID (System V Interface 

Definition), 831, 834
swap (file system type), 332
swap space, 11
SWAT. See Samba Web 

Administration Tool
switches. See hubs/switches
Sylpheed (e-mail client program), 

155–156, 745
Symantec, 222
symmetric cryptography, 408–409, 

441
SYN_RECV, 403
SYN_SENT, 403
/sys ¾A /proc-like file system, 279
SYSLINUX, 233, 725
syslog.conf, 309
syslogd, 376, 386–388
system activity, shells and, 254–255
system administration (Linux 

system administration), 395–347. 
See also security

administrative commands, 305
administrative configuration 

files, 306–310
administrative log files, 310
administrative logins, 310–313
basic, 295–347
file systems. See file systems

graphical administration tools, 
296–307

hard disk space. See hard disks
hardware configuration, 

321–327
Internet connection, 349–372
monitoring system 

performance, 344–345
remote, 345–346
responsibilities/tasks, 313
root user, 302–304. See also 

root user
security. See security
user account creation, 314–321
Web-based administration 

tools, 296–298
System Log Viewer utility, 310, 383, 

384
System Monitor (Ubuntu), 344
System Rescue CD. See 

SystemRescueCd
system space. See hard disks
system state, 37
System V Interface Definition 

(SVID), 831, 834
system-config tools (formerly 

redhat-config), 296, 551
system-config-bind, 299
system-config-boot, 299
system-config-date, 300
system-config-display, 300
system-config-firewall, 300
system-config-httpd, 299
system-config-language, 300
system-config-lvm, 300
system-config-network, 300, 

357, 359, 361
system-config-nfs, 299
system-config-printer, 300, 468
system-config-rootpassword, 

300
system-config-samba, 299
system-config-selinux, 300
system-config-services, 299
system-config-users, 300

SystemRescueCd, 215, 418, 736, 
738, 821

on CD (Linux Bible CD), 822
source code, 826

T
-t (ar command), 798
t1lib, 783
tabbed browsing, 181–182
Tabbed Window Manager. See Twm
tables (MySQL databases), 428
taglib, 783
tail utility, 455
“tainting the kernel,” 190
Take Screenshot utility, 143
Tali, 193
targets (makefile rule), 793
taskbars, 42, 53–55, 59
tasks, Dolphin file manager, 47
tasksel, 589–590
Taub, Jonathan, 839
TCP (Transmission Control 

Protocol), 405, 406
TCP wrappers, 392–395
TCP/IP, 354, 361, 504
tcsh shell, 250
TcX, 425
television watching. See tvtime
Telnet protocol, 395
TENEX, 250
termcap, 309
terminal emulators, 247–248
terrasoftsolutions.com/products/

ydl, 27
testparm command, 306, 517
Tetravex, 193
texi2html, 132
text editors (list), 122, 288. See also 

emacs; gedit; KWrite; nano; vi 
text editor

text prompt, booting to, 39–40
text tool, 140
text-based e-mail clients, 167–169
text-based Web browsers, 169, 

182–183
text/button browsing, 59
text-mode user interfaces (TUIs), 

770, 772–777. See also 
command-line interfaces

Thawte, 411, 441
third-party certificate signers, 

411–412
Thompson, Ken, 828
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3D acceleration, 75, 187, 188, 191
3D Athena Toolkit, 778
3D effects. See AIGLX
3dfx, 68, 191
3Dlabs, 191
Thunderbird (e-mail client 

program), 154–163, 170
tiff2bw, 132
tiff2ps, 132
tilde, 252
TimeSys, 16
TIME_WAIT, 403
Tiny Core Linux (Linux Bible CD), 

822
tiny desktop live CDs, 743–746. See 

also Damn Small Linux; Puppy 
Linux

TiVo Linux source code, 18
TLS (Transport Layer Security), 53, 

175, 440. See also SSL/TLS
TMOUT, 270, 274
/tmp, 279
/tmp partition, 232
token ring network cards, 356
Tomboy, 65, 122, 123
tools/utilities. See programming 

tools/utilities
top command, 344–345
TOPS-20, 250
TORCS (game), 196
Torvalds, Linus, 12, 13, 24, 28, 87, 

551, 827, 828, 833–834, 837, 846
Totem movie player, 58, 116, 324
touch command, 795
-traditional, 792
training/certification (Linux), 30–31
TransGaming Technologies, 188, 

202, 205–207
Transmission Control Protocol. See 

TCP
transparent proxy, 716–717
Transport Layer Security. See TLS
Tranzda Technologies NewPlus 

phones, 18
trapdoor algorithm, 381
Trojans, 447, 837
troubleshooting

Apache (on LAMP server), 
437–440

certificates, 417
mail server, 454–458
Samba, 519–521

trusted Linux distributions, 375
ttcp, 401
TUIs (text-mode user interfaces), 

770, 772–777. See also 
command-line interfaces

tune2fs command, 341
Tux (Linux penguin), 846
Tux Games Web site, 189
TV capture cards, 108–109
tvtime, 108–109
Twm (Tabbed Window Manager), 

80, 310
.txt, 127, 129
.txw, 101

U
-u option, 797, 802, 803
Ubuntu (www.ubuntu.com), 

525–543
adding software, 539–542

Multiverse repositories, 
540

Universe repositories, 
539–540

certification/training, 31
challenges, 531–532
Debian and, 531
desktop

features, 528
using, 538–539

on DVD (Linux Bible DVD), 
819

Eee PC and, 19
Ethernet configuration, 358
Evolution and, 163. See also 

Evolution
gaming information, 189
GNOME and, 528
installation, 527–528, 532–537
LAMP server and, 423–444, 

530. See also LAMP server
live CDs, 734
LTS, 526
Mac OS X and, 220
mail server, 445–462

NFS and, 490
overview, 526–532
project

business model and, 531
CDs, 527
Debian Project and, 30, 

526, 531
PulseAudio and, 89
releases, 526–527
resources/information, 26, 

542–543
root user and, 303, 374
Samba and, 504
security resources, 378
as server, 528–530
source code, 826
spinoffs, 530–531
System Monitor, 344
Thin Client HOWTO, 529
training/certification, 31

Ubuntu Cafe, 543
Ubuntu JeOS, 530
Ubuntu Mobile, 530
Ubuntu Netbook Remix, 530
Ubuntu Studio, 530
Udev feature, 91, 321, 322, 331, 335
UDP (User Datagram Protocol), 110, 

309, 388, 401, 402, 405, 406, 
483, 496, 706, 708, 713

ufs, 332
UID, 274
umask value, 286
umount command, 312, 337–338
umsdos, 332
Unable to Connect message, 296
Universe repositories, 539–540
UNIX. See also CUPS

Bell Labs and, 828–830
BSD and, 830, 846
foundation of, 828–829
history, 828–833
Linux and, 11, 12, 13
printer, mail server and, 474
Sun Microsystems and, 831
text prompt and, 39

unix2dos, 132
UNKNOWN, 403
unmounting NFS file systems, 501
Unreal Tournament, 186, 202, 203
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Update Manager, 536
updates, security and, 375
Uplink (game), 202
Ur-Quan Masters, 196
USB cable modems, 356, 371
USB scanners, 148
user accounts

bin, 311
creation, 314–321
lp, 311
news, 311
passwords and, 374

User Datagram Protocol. See UDP
user space, 757–758
useradd command, 314–319
userdel command, 320–321
usermod command, 251, 319–320
/usr, 279
/usr partition, 232
/usr/sbin, 305
/usr/X11R6, 310
.utf8, 127
utilities/tools. See programming 

tools/utilities
uucp, 311, 385

V
-v option (GCC), 792
/var, 279
/var partition, 232
/var/log directory, 384–385. See also 

log files
/var/www, 232, 279
vector graphics, 141–143
Vega Strike, 187, 196
VeriSign, 411, 441
version control, 800–807
VFAT, 11, 50, 226, 227, 228, 231, 

329, 332, 336, 341, 619, 699
vi text editor, 260, 287–292
video cards. See also ATI video 

cards; NVidia video cards
drivers

ATI, 75
binary-only, 190
NVidia, 75, 76, 187, 190
open source, 191

gaming requirements, 190–191

video conferencing, 109–111
video watching. See xine player
video4linux, 108, 109, 110
VideoPhone, 109
viewing images, 144–145
vim text editor, 292, 786
virtual desktops (KDE), 54–55
virtual hosts, 428, 431–433, 441
virtual terminals, 248
VirtualBox, 223
virtualization technology, 223
virus filtering, 445
Virus Killer (game), 196
viruses, 400, 417, 447, 836–837
visudo command, 311
Vivitar digital cameras, 119
vlock, 57
.vms, 101
VMWare, 223, 614, 750
.voc, 101
Volkerding, Patrick, 663–665. See 

also Slackware
Volume Manager, 117, 118, 226, 535
Vortech Consulting, LLC, 719
vsftpd.log, 385

W
-W option (GCC), 792
w3m (text-based Web browser), 169, 

173, 183
-Wall, 792
WarZone 2100, 186
watching movies. See Totem movie 

player
watching television. See tvtime
watching videos. See xine player
.wav, 101
WAV files, 95, 96, 101, 102, 103, 

105, 106
Web applications, 423. See also 

Coppermine Photo Gallery; 
LAMP server

Web browsers, 169–183. See also 
Firefox; Internet Explorer; 
Konqueror; SeaMonkey suite

Dillo, 9, 170, 745
IceWeasel, 7, 609
minimo, 170

Mosaic and, 424
Netscape, 25, 152, 170, 181, 

184
Opera, 152, 409, 695
Safari, 50
SSL-enabled, 409–410
tabbed browsing, 181–182
text-based, 169, 182–183

Web forgeries, 175, 178
Web publishing, 148–150
Web servers

Apache. See Apache HTTPD
encryption/certificates and, 

407–417
LAMP. See LAMP server
multiple partitions and, 231
security for, 149, 392–417
SSL-enabled, 410
/var/www and, 232, 279
WebDAV and, 50

Web-based administration tools, 
296–298

Webcam support, 107, 109, 110
WebDAV, 50
Webmin administration tool, 

297–298
-werror, 792
wget command, 218, 652
WHATEVER, 271
wheel group, 304
Widenius, Michael, 425
widgets

KDE, 55
programming toolkits, 778–

779
Wiki software, 150
Wikipedia articles

on gaming, 189
on Linux, 24
LiveDistros, 733

wildcards, 394, 395, 429, 438, 444, 
492, 588

window, terminal. See terminal 
emulators

Window Maker, 80
window managers, 77–80. See also 

FluxBox; LXDE; Xfce
BlackBox, 79, 80, 220, 673, 

675, 745
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DSL and, 8
FVWM, 80
FVWM-95, 80
GUIs and, 12
KDE taskbar as, 53–54
Metacity, 58, 60–61
Twm, 80
Window Maker, 80
X Window System and, 6, 36, 

73, 77–80
Windows. See Microsoft Windows
Windows Media Audio (WMA), 87
Windows Media Video (WMV), 87, 

113
WINE (WINE Is Not an Emulator), 

130, 177, 202, 205, 210, 683, 686
Winmodems, 350, 351, 371
Winprinters, 469
WINS server, 475, 511, 512
wireless access point, 354
wireless Internet connection, 

371–372
Wireless LAN resources for Linux 

page, 372
Wireshark, 376
WMA (Windows Media Audio), 87
WMV (Windows Media Video), 87, 

113
Wolber, Chuck, 21, 102
Word (Microsoft), 29, 122, 124, 125, 

127, 129, 130, 177, 261, 630, 680
word processors, 122–129. See also 

AbiWord word processor; KOffice 
package; OpenOffice.org Office 
suite; StarOffice suite

WordPress, 149
work environment, Linux 

distributions in, 214–215
working directory, 252
working file, 801
workspace switcher (Metacity), 61
World of Warcraft, 206
Worminator, 196
worms, 373, 400, 447, 837, 838
write(), 755
write permission, 285, 374

Writer, 124, 126
wvdialconf command, 370
.wve, 101
WYSIWYG HTML editor, 170

X
X. See X Window System
-x (ar command), 798
X Multimedia System. See XMMS
X Pilot, 196
X Window System (X)

configuring, 73–77
as desktop environment, 36, 

73
documentation, 81
GUIs and, 12
Microsoft Windows and, 14
window managers and, 6, 36, 

73, 77–80
XFree86 and, 25
X.org and, 25, 80

x86 PCs, 601, 644
Xandros

Eee PC and, 19
Freespire and, 27, 823
Microsoft and, 4, 215, 594

xboard (chess), 196
xdm, 37, 310
Xen, 223, 555, 567
Xfce, 310. See also LXDE

Fedora and, 79
LXDE and, 36

xferlog, 385
XForms, 778
XFree86, 25
XFree86.0.log, 310
xine player, 112–115
xinetd daemon, 393, 394, 395
xinetd.conf, 309
.xinitrc file, 77, 78, 80, 658
Xlib, 779
XML (Extensible Markup 

Language), 133
XMMS (X Multimedia System), 93, 

95–98

X.org, 25, 80
X.Org X11 Log (log files), 385
Xorg.0.log, 310, 385
xplanet, 196
xsane, 148, 538
XSPF playlists, 58
Xt Intrinsics, 779
xterm, 248
Xubuntu, 530
Xwinman web site, 80
xwmconfig tool, 78

Y
Yashica digital cameras, 119
YaST tools, 296, 300–301, 357, 

596–599
Yellow Dog Linux, 627–637

features, 629–631
future, 629
hardware support, 632–633
installation, 631–635
obtaining/purchasing, 823
online information, 27
resources/help, 637
terrasoftsolutions.com/

products/ydl, 27
updating, 635–636
versions, 628–629

yum, 549, 636
yum groupinstall LXDE, 550
yum install xmms*, 95

Z
.zabw, 127
-0 option (GCC), 792
-0n option (GCC), 792
ZipSlack, 220
zlib, 783
ZoneEdit, 449
Zope, 150
zsh shell, 250
zypper utility, 600–601
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