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Add Printer Wizard (Windows XP)
adding a shared printer using, 196—200
adding server-connected or network-ready
printers, 200-207
Add Standard TCP/IP Printer Port Wizard, 202—-203
Additional Port Information Required window (Add
Standard TCP/IP Printer Port Wizard), 203
address, defined, 352. See also IP address; MAC
(Media Access Control) address
Address Resolution Protocol (ARP), 352
administrator, 352
adware
how it works, 248, 255
removal tools, 256
AirPlus XtremeG wireless access point (D-Link),
configuring, 124-128
AirPort Extreme (Apple) router, 15
AirPort wireless connections (Mac 0S X),
107-109, 120
all-in-one routers, 89-91
Allow Network Users to Change My Files setting
(Windows XP), 174-175
All-Wireless LAN with Router/Gateway
configuration overview, 284, 301-302
network management, software configuration,
and security, 304-306
physical layout and connections, 302-303
tools and equipment, 301
when to use, 300-301
Alternate DNS Server settings, 38
Alternate IP Configuration feature (Windows XP),
144-146
antennas
access point, positioning, 124
PCl wireless adapters, 76
antivirus software
backdoor protection, 248, 250
for browser hijacking, 248
and computer viruses, 248
importance of, 40
McAfee, 346
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Symantec, 255

types and features, 252-255
AP (access point)

all-in-one routers, 89

configuring, 86-87, 124-128

defined, 351

enabling WPA encryption, 129

function, 6364

locating and connecting, 123-124

signal range, 65

site surveys for, 121-123

standalone, 83-86

wireless, 6, 63-65, 351
Apple Computer. See also Mac 0S X networks

AirPort Extreme router, 15

iPod, 24

Mac 0S X computers, 36-37
ARP (Address Resolution Protocol), 352
ARPANET, 32
artist-bhased MP3 selection (Linksys Media

adapter), 217

attachments (e-mail), viruses in, 253
authentication, 352
automatic discovery option (Windows XP), 178-179
Automatic Private IP Addressing (Windows XP), 144
autosensing (Ethernet switches), 83, 105

backdoor programs, 248, 250
backing up files

dedicated file servers for, 269

file sharing for, 17
bandwidth, 352
Beech, Justin (Broadband Reports), 346
Before You Continue screen (Network Setup

Wizard), 136-137

BitTorrent (file sharing network), 43
bridges, Ethernet, printer sharing using, 195
broadband connections

broadband envy, 12

defined, 352

and security risks, 249
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Broadband Reports security testing, 341, 346
Browse for Printer window (Add Printer
Wizard), 198
browser
defined, 352
hijacking, 40, 248
repair tools, 248
browser-based setup. See also interfaces
access points, 86-87, 124—125
NSLU2, 273
print servers, 192-194
routers, 90, 154, 159

(¥

cable modem
defined, 352
firewalls with, 6
cable staplers, 99-100
cabling, Ethernet. See also crossover cable
cable system components, 97-99
CAT5, CAT5e, 4, 56, 352
CATS, 56, 83, 352
installation tools, 99-101
in-wall or surface mount wall jacks, 101-103
limitations on, 53
Network Jack (3Com), 103—-104
planning network, 96-97
self-installation, cautions, 95-96, 101
troubleshooting, 328
twisted-pair Ethernet cable, 4
caches, for DNS requests, 154
cameras, Internet, 239-241
CardBus adapter
defined, 352
Ethernet adapters
features, 78-79
pros and cons, 72
wireless adapters
features, 80-81
installing, 116-117
pros and cons, 73
troubleshooting, 329
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cases, computer, removing, 113
CAT5 and CAT5e Ethernet cable, 4, 56, 352
CAT6 Ethernet cable, 56, 83, 352
channel settings (access points), 126
CIAC Hoaxbusters hoax information, 348
Cisco Systems, Inc., home networking products,
343-344
client
on client-server networks, 42
defined, 5, 352
examples, 133
client-server networks
defined, 352
examples, 42
IP addressing, 35-36
set up and uses for, 41-43
versus peer-to-peer network, 40—41
Clone MAC Address button (D-Link router
setup), 166
closed-circuit monitoring cameras, 239-241
combo card adapters, 73
Command Prompt window (Windows XP), 332
command-line options
IPCONFIG utility, 334-335
PING utility, 336, 338
communications protocols, 31-32, 39. See also
TCP/IP (Transmission Control Protocol/
Internet Protocol)
Completing the Network Setup Wizard screen
(Network Setup Wizard), 141-142
computer gaming, network-based, 29-30
computer viruses
how they work, 248
protecting against, 252-255
computers, naming, 44
configurable firewalls, 29-30
configurations for specific network types
All-Wireless LAN with Router/Gateway, 284,
300-306
Ethernet LAN with HomePlug Extension, 285,
319-322
continued
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configurations for specific network types continued
Ethernet LAN with Internet Connection Sharing,
284, 292-296
Ethernet LAN with Router/Gateway, 284, 288-292
Ethernet LAN with Separately Located Router
and Modem, 284, 296-300
Ethernet LAN with User-Installable DSL, 285,
322-325
Expanded LAN with Two Ethernet Switches, 285,
313-315
Expanded Wireless LAN, 316-319
Expanded Wireless LAN with Two Access
Points, 285
Individual Internet Access with Router/Firewall,
284, 286288
Mixed Wired/Wireless LAN, 285, 306-312
Secure Remote Access to Your Ethernet
LAN, 285
Configure IPv4 pull-down menu (Mac 0S X), 108
configuring
D-Link access point, 124-128
D-Link router, 131-132, 162-168
firewalls, 263268
|IP addresses, 36, 37-38
Linksys Media Adapter, 215-216
Linksys router, 159-162
Mac 0S X networks, 120
print servers, 192194
Windows XP networks, 117-120, 135-142
Windows XP routers, 155156
WPA encryption, 129-130
Connect on Demand setting (Linksys router
setup), 160
Connect to Printer window (Add Printer Wizard), 198
Connect to Server option (Mac 0S X Finder), 184
Connection Properties screen (Windows XP), 144-146
Connection Status screen (Windows XP), 155-156
connections, network
All-Wireless LAN with Router/Gateway, 302304
communications protocols, 31-32
connection requests, 250
electrical wiring for, 54

Ethernet LAN with HomePlug Extension, 320-321
Ethernet LAN with Internet Connection
Sharing, 295
Ethernet LAN with Router/Gateway, 291
Ethernet LAN with Separately Located Router
and Modem, 298-299
Ethernet LAN with User-Installable DSL, 323-324
Expanded LAN with Two Ethernet Switches,
313-315
Expanded Wireless LAN, 317-318
Individual Internet Access with Router/
Firewall, 287
IP addressing, 32-40
Mixed Wired/Wireless LAN, 309-310
network protocol, 31
performance issues, 16, 340-341
pros and cons, 55
telephone wiring for, 54
troubleshooting, 339
control panel
Mac 0S X
configuring AirPort connection, 120
viewing network connections, 36-37
WindowsXP
alternate IP configuration, 144
configuring network adapter, 106—107
enabling automatic updates, 254
launching Printers dialog box, 188, 196,
200, 340
viewing network connections, 18, 155, 330
controllerless printers, 21
costs, installation, wired versus wireless
networks, 53
cracker, 40
Create a New Port option (Add Printer Wizard), 201
crimping tool, 100
crossover cable. See also cabling, Ethernet
defined, 15, 352
Ethernet LAN with HomePlug Extension, 320
Ethernet LAN with Internet Connection Sharing,
293, 295
when to use, 106
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data encryption, enabling, 127, 129. See also WEP
(Wired Equivalent Privacy) encryption; WPA
(WiFi Protected Access) encryption
Date and Time settings screen (Linksys NSLU2),
274-215
dedicated file servers
advantages of, 269
backup and protection options, 270-271
setup, 270
default gateway
defined, 352
in Windows XP, settings for, 38
Default Printer window (Add Printer Wizard), 199
demilitarized zone (DMZ) Host feature (routers),
265-266
denial of service (DoS) attacks
how they work, 248
protecting against, 249
desktop, adding My Network Places to, 18
Desktop, TiVo, 225-226
desktop adapters
PCl adapters, 72, 73-74
USB adapters, 74-75
wireless adapters, 76-77
desktop computers
adapter types, pros and cons, 72
PCI Ethernet adapters, 73-74
USB Ethernet adapters, 74-75
wireless adapters, 7677
destination address, IP, 39
device ports, 106
device sharing, NetBIOS protocol for, 8
DHCP (Dynamic Host Configuration Protocol)
on client-server networks, 43
defined, 353
Ethernet LAN with User-Installable DSL
networks, 325
Expanded LAN with Two Ethernet Switches
networks, 315
Expanded Wireless LAN networks, 318
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information needed by, 152
IP addressing options, 34, 36
with NAT routers, 88
obtaining temporary IP addresses using, 34
print server IP addresses, 192-193
router as DHCP client, 35
router as DHCP server, 36
DI-624 Wireless Broadband Router (D-link), 7, 8
dial-up connections, routers with, 15
digital cameras, 24
digital photographs
viewing on television screens, 212
viewing using Linksys Media Adapters, 218-220
viewing using TiVo, 228-229
digital subscriber line (DSL)
benefits and limits of, 11-12, 54, 55
defined, 353
importance of firewalls with, 6
indirect LAN connections, 5
IP address, 34
user-installable service, 285
digital television, Media Center Extender
limitations, 236
digital video recorders (DVRs). See also Tivo
Series2 DVR systems
in home entertainment centers, 2527
uses for, 220
D-Link Systems, Inc.
AirPlus XtremeG wireless access point, 124-128
DI-624 Wireless Broadband Router, 7, 8
home networking products, 344
i2eye Video Phone, 241-244
router
configuring, 162—168
Internet access filters, 268
status screen, 168
WEP settings screen, 131
Wireless Ethernet Bridge, 195
Wireless Internet Camera, 239-241
DMZ (demilitarized zone) Host feature (routers),
265-266
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DNS (Domain Name Service)
defined, 333, 353
dynamic DNS service providers, 266, 349
host name conversions, 33
identifying in Linksys router setup, 160
proxy server technique, 154
server address, 152
server settings in Mac 0S X, 38
domain name, defined, 353
DoS (denial of service) attacks
how they work, 2438
protecting against, 249
drive mapping
defined, 355
mapping process, 45, 180-182
uses for, 43-44

drive sharing, enabling in Windows XP, 175-177

drivers
defined, 353
printer, copying for network sharing, 199
shared, accessing, 177-179
USB device, 117
DSL (digital subscriber line)
benefits and limits of, 11-12, 54, 55
defined, 353
importance of firewalls with, 6
indirect LAN connections, 5
IP address, 34
user-installable service, 285
DSL Reports. See Broadband Reports security
testing
DVRs (digital video recorders). See also Tivo
Series2 DVR systems
in home entertainment centers, 25-27
uses for, 220
dynamic DNS service providers, 266, 349
Dynamic Host Configuration Protocol (DHCP)
on client-server networks, 43
defined, 353
Ethernet LAN with User-Installable DSL
networks, 325

Expanded LAN with Two Ethernet Switches
networks, 315
Expanded Wireless LAN networks, 318
information needed by, 152
IP addressing options, 34, 36
with NAT routers, 88
obtaining temporary IP addresses
using, 34
print server IP addresses, 192-193
router as DHCP client, 35
router as DHCP server, 36
dynamic IP addresses, 164—166
DynDNS dynamic DNS services, 266, 349

E

802.11a IEEE specification
defined, 351
features and speed, 61-62
pros and cons, 85
and USB wireless adapters, 72
802.11a/b/g IEEE specification
combo card adapters, 73
defined, 351
802.11b IEEE specification
defined, 351
features and speed, 61-62
laptop wireless adapters, 81
security concerns, 129
802.11g IEEE specification
defined, 351
features and speed, 61-62
laptop wireless adapters, 81
pros and cons, 85
and USB wireless adapters, 72
802.11n |IEEE specification
defined, 351
features and speed, 61-62
pros and cons, 85
electrical (in-home) wiring, networking using,
54, 67-68
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e-mail
as client-server network, 42
hoaxes, 260
phishing scams, 257261
virus risks, 253
e-mail level virus protection, 254
encryption. See also WEP (Wired Equivalent
Privacy) encryption; WPA (WiFi Protected
Access) encryption
enabling for access points, 127
encryption key settings and configuration, 131-132
types and features, 129-130
entertainment systems, multimedia, 23-27
equipment needs
All-Wireless LAN with Router/Gateway, 301
Ethernet LAN with HomePlug Extension, 319
Ethernet LAN with Internet Connection
Sharing, 293
Ethernet LAN with Router/Gateway, 288289
Ethernet LAN with Separately Located Router
and Modem, 296297
Ethernet LAN with User-Installable DSL, 322-323
Expanded LAN with Two Ethernet Switches, 313
Expanded Wireless LAN, 316
Individual Internet Access with Router/Firewall,
286-287
Mixed Wired/Wireless LAN, 306—307
Ethernet adapters
built-in, desktop versus wireless, 72
configuring in Mac 0S X, 107-109
configuring in Windows XP, 106—107
plug-in, troubleshooting, 329
troubleshooting visual indicators, 328
Ethernet bridges
HomePlug Ethernet Bridge, 6768
printer sharing using, 195
Ethernet connections
cable system components, 4, 97-99
cabling installation tools, 99-101
for TiVo Series2 DVRs, 26
wired, as solution for wireless problems, 53
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Ethernet, defined, 4, 353
Ethernet hub versus Ethernet switch, 58
Ethernet interface for printer connections, 21
Ethernet LANs
CardBus adapters, 78-79
Ethernet LAN with HomePlug Extension
configuration, 285, 320
network management, software
configuration, and security, 321-322
physical layout and connections, 320-321
tools and equipment, 319
when to use, 319
Ethernet LAN with Internet Connection Sharing
configuration overview, 284, 293-294
network management, software
configuration, and security, 295-296
physical layout and connections, 295
tools and equipment, 293
when to use, 292
Ethernet LAN with Router/Gateway
configuration overview, 284, 289-290
network management, software
configuration, and security, 291-292
physical layout and connections, 291
tools and equipment, 288-289
Ethernet LAN with Separately Located Router
and Modem
configuration overview, 284, 297-298
network management, software
configuration, and security, 300
physical layout and connections, 298-299
tools and equipment, 296—-297
when to use, 296
Ethernet LAN with User-Installable DSL
configuration overview, 285, 323
network management, software
configuration, and security, 325
physical layout and connections, 323-324
tools and equipment, 322-323
when to use, 322
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Ethernet LANs
Ethernet switches, 4, 6, 104-106
example configuration, 6
Gigabit Ethernet, 56
marking cables, 101
Network Jack (3Com), 103104
network protocol for, 32
100Base-T networks, 56
one-switch configuration, 57
PCI or built-in adapters for desktops, 73-74
planning network, 96-97
pros and cons, 51-52, 55
self-installation, cautions, 9596
10Base-T networks, 55-56
two-computer configuration, 4
two-switch configuration, 58
USB adapters for desktops, 74-75
USB adapters for laptops, 79-80
wireless Ethernet, 4
Ethernet settings, testing using IPCONFIG
utility, 332
Ethernet switch
in all-in-one routers, 89
choosing and purchasing, 82-83
defined, 353, 357
installing, 104106
locating, 58
ports, 6
sharing Internet connections using, 12, 13
types and features, 57
uses for, 4,5
versus Ethernet hub, 58
wireless access point connections, 6
Expanded LAN with Two Ethernet Switches
configuration overview, 285, 313
network management, software configuration,
and security, 315
physical layout and connections, 313-315
tools and equipment, 313
when to use, 313
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Expanded Wireless LAN
configuration overview, 316-318
network management, software configuration,
and security, 317-319
physical layout and connections, 317-318
tools and equipment, 316
when to use, 316
Expanded Wireless LAN with Two Access
Points, 285
expansion slots for PCl adapters, 73-74
ExtremeTech informational Web site, 347

F

fake Web pages, cautions about, 259-260
Fast Ethernet, 56, 353
file formats and file sharing, 45
file server
dedicated
advantages, 269
backup and protection options, 270-271
setting up, 270
defined, 353
file sharing
drive mapping for, 180-182
Ethernet LANs, 5
and file formats, 45
how it works, 171-172
Mac 0S X networks, 45-46, 142—-143
Mac-to-Mac file sharing, 182-184
Mac-to-Windows file sharing, 185
NetBIOS protocol for, 8
peer-to-peer networks, 134
reasons for, 16-17
security concerns, 19, 175
Windows Shared Documents folder, 173
and Windows versions, 172-173
Windows XP networks, 18, 43-45, 175, 177-179
file transfer protocol (FTP), 32, 353
file-level virus protection, 254
file-swapping services, 24
Finder (Mac 0S X), 183-184
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firewalls. See also router/firewalls
adjusting software for, 168
and backdoor/Trojan horse programs, 248
and computer viruses, 253
configurable, for computer gaming, 29-30
customized configuration, 263-268
defined, 249, 353
D-Link Wireless Internet camera, 240
and DoS (denial of service) attacks, 248, 249
Ethernet LAN with User-Installable DSL, 325
Expanded LAN with Two Ethernet Switches, 315
Expanded Wireless LAN, 318
and file sharing, 19
function, 7
importance of, 6
Internet connection sharing, 15-16
and IP addressing security, 40
and port scans, 248, 250
FireWire, 353
firmware, 88
Folder Options window (Windows XP), 178-180
folder sharing
locating shared folders in Windows, 18, 180181
Mac-to-Mac sharing, 182—183
Mac-to-Windows sharing, 185
forged Web pages, cautions about, 259-260
formats, file, and file sharing, 45
Forwarding screen (Linksys router), 265
FTP (file transfer protocol), 32, 353
fully routable IP addresses, 12

G

GameCube (Nintendo), network gaming using, 237
gaming, network, 237-238
gateway
defined, 354
gateway address
defined, 354
for LAN, in shared Internet access, 152, 153
for WAN, 153
genre-based MP3 selection (Linksys Media
adapter), 217

Index 367

Gibson Research Corporation security testing
tools, 346
Gibson, Steve (security specialist), 341
Gigabit Ethernet
defined, 354
features and speed, 56
speed advantages, 60
switches for, 83
Give This Computer a Description and Name screen
(Network Setup Wizard), 139

H

hackers. See also security concerns and
precautions
defined, 40
DoS (denial of service) attacks, 248
threats from, 176
hardware diagnostics, 329
hardware manufacturers
Cisco Systems, Inc., 343
D-Link Systems, Inc., 344
Linksys Corporation, 343, 344
Microsoft, 344-345
NETGEAR, 345
SMC Networks, 345
3Com Corporation, 343
header, IP, 39
hoaxes, e-mail, 260, 348, 349
home entertainment systems
connecting PCs to, 23
linking networks to, 211-212
Linksys Media Adapter, 214220
Media Center PCs, 231-234
and media convergence, 236-237
Media Hubs, 24-25
TiVo Series2 DVR systems, 25-27, 220-231
home gateway, 354
Home Media option (TiVo Series2), 26
home networks
IP address ranges, 35
peer-to-peer network advantages, 43
Home Phoneline Networking Alliance (HPNA), 354








































































