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replication for, 417, 418
storage format, 

 

415–416

 

structure for, 

 

413–414
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full with differential, 

 

385

 

full with transaction log 
backups, 

 

385–386

 

partial and partial 
differential, 

 

386–387

 

BACKUP WITH RESTORE 
VERIFYONLY 
command, 393

backups
creating

with Management 
Studio, 

 

371

 

, 

 

371–374

 

with T-SQL commands, 
374–375

before deployment, 311
differential, 

 

375–376

 

documentation of 
location, 395

exam essentials, 401
file storage design, 

 

52–53

 

filegroup, 

 

378–379

 

, 

 

386

 

full, 

 

371–375

 

protecting, 

 

139

 

reasons for, 

 

369–379

 

restoring database, 

 

379–384

 

security for tapes, 133
security impact of 

manual, 136
of transaction log files, 49, 

 

53

 

, 

 

376–378

 

baseline, 88
in backup strategy, 371
and growth trends, 23
for memory usage, 22
for replication 

performance, 424
Basic authentication, for 

SOAP/Web Service 
endpoints, 209

batches, EXECUTE AS 
keyword in, 

 

230–235

 

benefits analysis, of security 
design, 128

best practices
for disaster recovery plan 

maintenance, 

 

398–400

 

for hardware and software 
selection, 

 

23–24

 

for password rules, 

 

153

 

bidirectional transactional 
replication, 349

bigint datatype, 265
binary datatype, 267
bit datatype, 265

bottlenecks in network, 
identifying potential, 17

brute-force dictionary 
attack, 139

budget, and database server 
infrastructure, 6–7

bulk log backup, 53
Bulk-Logged recovery model, 

49, 376, 

 

390

 

comparison, 391
Bulkadmin role, 188
business requirements

for archiving records, 

 

409–411

 

for backup and restore 
strategy, 

 

388

 

for database server 
infrastructure, 

 

6–7

 

for views, 

 

282

 

C

 

camelCase, 300
cascading referential 

integrity, 268
central processing unit (CPU)

evaluating data, 

 

100

 

monitoring, 89
requirements analysis, 

 

18–20

 

current performance 
assessment, 19

forecasting and 
planning, 19–20

sizing hardware, 105
type selection, 

 

27–28

 

centralized management, 
consolidation and, 

 

81

 

certificate authority (CA), 156
certificates, 

 

156–157

 

for log-record transfer, 338
chain of custody, 

maintaining, 392
change rate for data, databases 

categorized by, 389
char datatype, 264, 266
check constraints, 

 

268

 

checkpoint, 48
client applications, reconnecting 

after failover to 
log-shipping server, 

 

347–348

 

client components of SQL 
Server 2005, 60

Client Network Utility, 67
clustered indexes, 272

vs, nonclustered 
indexes, 273

clustered table, 272
clustering, 324, 

 

327–333

 

vs. database mirroring, 334
designing, 

 

328–333

 

geographic design, 

 

331–332

 

hardware for, 

 

332–333

 

licensing costs, 

 

333

 

requirements, 

 

328

 

security impact, 135
coding. 

 

See also

 

 source code
standards, 296

collation conflicts, and instances 
consolidation, 99

column-level encryption, 

 

235–239

 

columns in database
computed, 

 

269–270

 

filtering in views, 

 

283–286

 

naming conventions, 298
Common Language Runtime 

(CLR) Programming, 
network configuration 
for, 134

compound growth of disk space 
needs, 14

compression, and SQL Server 
performance, 54

computed columns in database, 

 

269–270

 

concurrency, in replication, 424
Configure Database Mirroring 

Security Wizard, 

 

341–343

 

, 341–343
conflicts in replication, 422

handling, 349
conflicts in security 

requirements, 

 

124–125

 

connection strings, update after 
failover to secondary 
log-shipping server, 347

consistency, and replication 
type, 420

consolidation strategy
deployment phase, 

 

111

 

developing phase, 

 

108–110

 

design 
reexamination, 

 

110

 

hardware 
acquisition, 

 

109

 

pilot, 

 

110

 

proof of concept, 

 

109
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envisioning phase, 

 

78–99

 

decision process, 

 

79–85

 

environment analysis, 

 

86–99

 

goals, 

 

85–86

 

project guidelines, 

 

86

 

reasons against 
consolidating, 

 

83–85

 

team formation, 

 

79

 

exam essentials, 112
planning phase, 

 

99–108

 

64-bit SQL Server, 

 

103

 

data evaluation, 

 

99–101

 

disk subsystem 
planning, 

 

101–102

 

high availability 
needs, 

 

104

 

initial decisions, 

 

102

 

migrating applications, 

 

106–108

 

multiple instances, 

 

103

 

multiple iterations, 

 

104–105

 

sizing hardware, 

 

105–106

 

Upgrade Advisor, 

 

102

 

constraints for database 
columns, 

 

264–269

 

check constraints, 

 

268

 

datatypes, 

 

265–267

 

default constraints, 

 

269

 

naming conventions, 299
unique constraints, 

 

269

 

contact list in disaster recovery 
plan, 

 

394–395

 

validating, 399
contingency planning, for 

disaster recovery, 396
Control Panel, Services Control 

Manager, 167, 173
Control permission, 225
cookies, to revert to previous 

execution context, 
231–232

cooling capacity for server 
environment, 80

corporate hackers, 136–137
corrupt databases, Shutdown as 

indicator, 379
cost-benefit analysis, in 

hardware or software 
selection, 23

costs
acceptable, of potential data 

loss, 388
of archive storage, 414

and format decision, 415
of clustering, 328–329

licensing, 

 

333

 

of consolidation, 

 

79–80

 

, 84
of RAID, 352
of security requirements, 

analysis, 

 

125–128

 

CPU (central processing unit)
evaluating data, 

 

100

 

monitoring, 89
requirements analysis, 

 

18–20

 

current performance 
assessment, 19

forecasting and 
planning, 19–20

sizing hardware, 105
type selection, 

 

27–28

 

CREATE APPLICATION 
ROLE command, 202

CREATE ASSEMBLY 
command, 213

Create Assembly 
permission, 241

CREATE ASYMMETRIC KEY 
statement, 237

CREATE DATABASE 
statement

FOR ATTACH clause, 56
FILEGROUP keyword, 

56, 270
CREATE ENDPOINT 

command, 204, 210, 338
CREATE LOGIN statement 

(T-SQL), 187
Create permission, 226
CREATE statement, 203

WITH ENCRYPTION 
keyword, 207

CREATE SYMMETRIC KEY 
statement, 237

CREATE TABLE 
statement, 260

PERSISTED keyword, 270
CREATE TRIGGER 

statement, 204
cursors, 306

 

D

 

data availability, and database 
server infrastructure, 7

Data Center Edition of 
Windows 2003, clustering 
in, 329

data loss prevention, 326–327
data migration, testing, 107
data modification language 

(DML) events, 203
data page, 42

calculating number for 
table, 44

data retention, and database 
server infrastructure, 7

database administrator, 80
password access after 

disaster, 394
run book record of 

actions, 311
database connectivity 

technology, and 
mirroring, 337

Database Console Command 
(DBCC). 

 

See

 

 DBCC ...
Database Diagram 

Designer, 258
Database Engine, 60
database, estimating size, 

 

43–46

 

database filegroups, 56–57
database-level encryption 

policy, 

 

206–207

 

Database Maintenance Plan 
Wizard, 369

database master key, 154
creating, 155

database mirroring, 324, 

 

333–344

 

configuring, 

 

338–343

 

exercise, 339–343
design, 

 

337

 

endpoints, 207, 

 

210

 

, 338
protection levels, 

 

335–336

 

security impact, 135
server roles for, 

 

335
testing, 343–344

database objects, naming 
conventions for, 298–300

database roles, 195–203
database server infrastructure
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capacity requirements, 8–23
storage requirements 

analysis, 8–15
CPU requirements, 18–20
current configuration 

analysis, 3–7
assessment of current 

condition, 3–5
business requirements, 

6–7
capacity requirements as 

a whole, 6
requirements analysis, 

5–7
exam essentials, 31
memory requirements, 

20–23
forecasting and 

planning, 22–23
network storage 

requirements, 15–18
current capacity, 16–18
current traffic analysis, 

17–18
forecasting and 

planning, 18
planning and design, 2
software versions and 

hardware 
configurations, 23–30

best practices, 23–24
CPU type, 27–28
memory options, 28–29
operating system, 24–25
SQL Server 2005 

edition, 26
database snapshots, 334
database transaction growth 

rate, 8
Database Tuning Advisor, for 

creating indexes, 274–280
database-wide scope, 204
databases. See also system 

databases
access standards, 308–309
categorizing based on 

recovery criteria, 
388–389

determining number to 
create, 61

disabling, 381
modifying design based on 

performance and 
business requirements, 
253–259

datatypes and 
constraints, 
264–267

denormalization, 
255–256

documentation and 
diagrams, 
256–259, 258

normalization, 254–255
partitions for tables, 

260–262
planning, 253–254
primary and foreign 

keys, 262–264
number of files and 

placement, 55–57
types, 55

datatypes for database columns, 
264–267

and column names, 301
datetime datatype, 266
DBA. See database 

administrator
Db_acessadmin role, 196
Db_backupoperator role, 196
DBCC CHECKALLOC 

command, 393
DBCC CHECKCATALOG 

command, 393
DBCC CHECKDB 

command, 393
DBCC CHECKTABLE 

command, 393
DBCC SHRINKDATABASE 

command, 51
DBCC SHRINKFILE 

command, 51
DBCC SQLPERF 

(LOGSPACE) 
command, 49

Dbcreator role, 188
Db_datareader role, 196
Db_datawriter role, 196
Db_ddladmin role, 196
Db_denydatareader role, 

196, 197
Db_denydatawriter role, 

196, 197
Db_owner role, 196
Db_securityadmin role, 196
DDL triggers, 203–206

policy for, 205–206
scope, 203–204
specifying events, 204–205

decimal datatype, 265

decision process, for 
consolidation strategy, 
79–85

decision tree in disaster recovery 
plan, 395

creating, 396–397
documentation, 397–398

DecryptByKeyAutoCert() 
function, 157

Dedicated Administrator 
Connection (DAC), 
default endpoint, 208

default constraints, 269
default filegroup, 57, 270
default instance, 57, 58

port, 175
definition defaults, 269
delegation, allowing, 132
Delete permission, 226, 227
DELETE statement, indexes 

and, 274
demilitarized zone (DMZ), for 

SQL Servers in 
Internet-accessible 
systems, 133

denormalization, 255–256
for archive data, 413

DENY permissions, for 
assemblies, 243

DENY statement, 225
for assigning permissions to 

user-defined role, 
198–199

deployment phase in 
consolidation strategy, 111

deployment process
protecting production data 

during, 310–311
staff roles and 

responsibilities, 311
standards for, 309–311

Developer edition of SQL Server 
2005, 26

minimum and recommended 
RAM, 27

number of instances, 58
storage choices, 29

developing phase in 
consolidation strategy, 
108–110

design reexamination, 110
hardware acquisition, 109
pilot, 110
proof of concept, 109

development database, 310
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Simple recovery model 
for, 389

diagrams of database, 
256–259, 258

differential backups, 375–376
Digest authentication, for 

SOAP/Web Service 
endpoints, 209

digital signature, for 
modules, 242

direct access to database 
data, 308

direct transfer, of archived 
data, 417

directories
for common files for all 

instances on 
computer, 63

for Server components, 60
disabled state for endpoint, 211
disabling databases, 381
disaster recovery plan, 394–400

best practices for 
maintaining, 398–400

contact list, 394–395
decision tree, 395

classifying loss scenarios, 
396–397

creating, 396–397, 400
prioritizing recovery 

steps, 397
infrastructure 

documentation, 395
location of backups, 

software, 
hardware, 395

recovery success criteria, 395
scripting replication for, 423

disasters, 324
computer systems 

survival, 323
staffing in, 356

disk drives. See also storage
archiving and, 408
for high availability, 

350–355
monitoring performance, 

90–92
planning, 101–102
savings from archiving, 412
usage percentage, and disk 

performance, 91
disk mirroring (RAID-1), 45
disk-space capacity, 8–9

disk striping (RAID-0), 45
disk throughput capacity, 9
Diskadmin role, 188
distributed partitioned view, 283
distribution database, 62

for transactional 
replication, 47

distributor in replication, 
419, 426

DML (data modification 
language) events, 203

documentation. See also disaster 
recovery plan

for application security 
requirements, 120

of backup strategy, 393
of database, 256–259

schemas, 256–257
of naming conventions, 

302–304
replication topology 

diagram, 425
run book, 311
of server interactions and 

connections, 98
T-SQL coding 

standards, 307
domain integrity, 268
Domain Name Service 

(DNS), 359
for reconnecting clients after 

failover, 347–348
Domain User account, 164–165

for running SQL Server 
service, 163

downloading SQL Server 
service packs, 4

downtime, minimizing for 
migration, 358–359

DROP DATABASE 
statement, 379

DROP statement, 203
dual-core CPUs, 105
durability of storage format, 415
duration of synchronization, in 

replication, 424
dynamic affinity, 19

E
efficiency, in database 

structure, 254

employees
consolidation benefits for, 82
in disaster, 356
in disaster recovery contact 

list, 394
performance problems 

impact on, 84
roles and responsibilities 

during deployment 
process, 311

as single point of failure, 
356–357

training on high-availability 
system, 359–360

ENCRYPT() function, 154
ENCRYPTBYPASSPHRASE() 

function, 236
encryption

column-level, 235–239
deploying, 236–239
for endpoints, 210
impact on disk space 

requirements, 15
and SQL Server 

performance, 54
and triggers, 206

encryption policy, 154–160
certificates, 156–157
database-level, 206–207
development, 159–160
hierarchy, 154–155
performance issues, 157–159
symmetric and asymmetric 

keys, 155–156
endpoints

database mirroring, 338
disabled vs. stopped, 211
policy for, 210–211
ports for, 175
security, 207–211
SOAP/Web Service, 209

Enterprise edition of SQL Server 
2005, 26

clustering in, 329
minimum and recommended 

RAM, 28
number of instances, 58
storage choices, 29

entity integrity, 268
environment analysis for 

consolidation strategy, 
86–99

applications analysis, 87–88
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applications monitoring, 
88–97

CPU monitoring, 89
disk performance, 

90–92
memory, 89–90

associated systems 
monitoring, 97–98

@@ERROR functions, 306
event groups, DDL trigger to 

respond to, 204, 205
EXECUTE AS keyword, 132, 

228–230
in batches, 230–235
developing policy for 

batches, 234–235
Execute permission, 226, 227
execution context, 228–235

auditing aspects of changes, 
232–234

Express edition of SQL Server 
2005, 26

minimum and 
recommended RAM, 
27

number of instances, 58
server accounts, 164
storage choices, 29

extended stored procedures 
(XPs), and instances 
consolidation, 99

extents, 42, 43
backups of, 375

external resources, accessing, 
241

EXTERNAL_ACCESS 
permissions, 213

F
failover, 324

delay for clustering vs. 
mirroring, 334

time constraints, 355
failover clustering, 327–333
fault-tolerant storage

from SAN device, 354–355
for transaction logs, 52

federation of database servers 
(FDS), 283

File menu (SQL Server Profiler) 
➢ New Trace, 275

filegroups, 41, 56–57, 270–272

backups, 378–379, 386
designing

for partitions, 272
for performance, 271
for recoverability, 

271–272
for nonclustered 

indexes, 281
FILEGROWTH setting for 

log, 48
filenames, 56
files, growth increment, 56
firewalls, 133

configuration, 175–176
firing order for triggers, 205
“five nines,” 323
fixed database roles, 196

adding user, 197–198
float datatype, 266
fn_my_Permissions 

function, 227
foreign key, 263–264

and column encryption, 159
fragmentation of pages, 43
full backups, 371–375

in strategy, 384–385
with differential 

backup, 385
with transaction log 

backups, 385–386
Full recovery model, 49, 

376, 390
comparison, 391

FullText Search, 167
account defaults, 164
default mode, 172
service rights needed, 168
user group, 161

G
geographic consolidation, 85
geographic issues

in clustering design, 331–332
in server location, 97

geometric growth of disk space 
needs, 14

Gibson, Garth, 351
Global Allocation Map (GAM) 

page type, 42
goals, for consolidation 

strategy, 85–86

GRANT permissions, for 
assemblies, 243

GRANT statement, 224
for assigning permissions to 

user-defined role, 
198–199

groups
for Active Directory, 130
for service accounts, 162

GROWTH_INCREMENT 
setting, for log, 48

guest user, 190

H
hackers, 136–137
hard costs, for consolidation, 79
hardware

acquisition, 109
best practices for selection, 

23–24
for clustering, 332–333

vs. database 
mirroring, 334

interaction of 
components, 40

Hardware Compatibility List 
(HCL), cluster-certified 
system, 328

hardware partitioning, 261
HBA (Host Bus Adapters), 354
heap, 272
High Availability mode for 

database mirroring, 336
high availability technologies, 

323–327
database mirroring, 324, 

333–344
configuring, 338–343
design, 337
endpoints, 207, 210, 338
protection levels, 

335–336
security impact, 135
server roles for, 335
testing, 343–344

exam essentials, 360
failover clustering, 327–333
log shipping, 344–348

reconnecting client 
applications, 
347–348

roles for, 345–346
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security impact, 136
switching roles, 346

migration strategy, 358–360
replication, 348–350
security for, 135–136
single point of failure 

identification, 323–324
solution design, 355–358

address abstraction, 359
planning for 

nontechnical 
issues, 356–357

reporting, 357–358
storage design, 350–355
system goals, 324–326
system limitations, 326–327

High Performance mode for 
database mirroring, 
335–336

High Protection mode for 
database mirroring, 336

historical trends, for estimating 
future disk needs, 13–14

horizontal partitioning, 261
for articles, 419

Host Bus Adapters (HBA), 354
hotfixes, downloading, 4
HTTP attack, preventing, 139
hyperthreading, 27

I
I/O rate of disk, 9
IAM (Index Allocation Map) 

page, 42
IANA (Internet Assigned 

Numbers Authority), 68
identity property, 267
image datatype, 42, 267
immediate updating 

subscription, 421
Impersonate permission, 225
impersonation, allowing, 132
Index Allocation Map (IAM) 

page, 42
index page, 42
indexed views, 283

for archive data, 413
indexes, 262, 272–281

Database Tuning Advisor 
for creating, 274–280

encryption and, 158, 236
for faster data access, 274

naming conventions, 299
physical placement, 280–281

indirect transfer of archived 
data, 417

infrastructure. See also database 
server infrastructure

planning and design, 2
Insert permission, 226, 227
INSERT statement, indexes 

and, 274
installing operating system, 

location for, 54
instance-aware services, 162
instance ID, 60
instances

assigning TCP ports to, 68
configuration specifications, 

67–69
consolidation, 85
decision on number of, 

58–59, 103
designing, 57–58
determining number of 

physical servers needed 
based on, 61

establishing service 
requirements, 67

and memory pressure, 22
naming, 59–60
system database placement 

for, 61–63
Tempdb.mdf database file, 

physical location and 
size for each instance, 
64–66

int datatype, 264, 265
Integrated authentication, for 

SOAP/Web Service 
endpoints, 209

Integration Services of SQL 
Server 2005, 60, 167

account defaults, 163
for archiving records, 417
default mode, 172
disabling, 173–174
network configuration 

for, 134
port, 175
service rights needed, 168
user group, 161

integrity of data, 254, 268
Internet Assigned Numbers 

Authority (IANA), 68
intrusion detection system 

(IDS), 140

IT policies, and database server 
infrastructure, 7

IT staff, consolidation benefits 
for, 82

K
Katz, Randy, 351
Kerberos, 131

for SOAP/Web Service 
endpoints, 209

key management scheme, 
159–160

keys. See asymmetric keys; 
symmetric keys

L
labeling backup media, 53
latency in replication, 420, 424
.ldf file extension, 41, 55

excluding files from 
antivirus scan, 171

legal issues, in security 
requirements, 125

licensing costs, for 
clustering, 333

linear growth of disk space 
needs, 13

linked servers, 98
load balancing, 337, 359

with filegroups, 41
for reconnecting clients after 

failover, 347–348
local partitioned view, 283
Local Service accounts, 163, 165
Local System account, 163, 166
log sequence numbers 

(LSNs), 49
log shipping, 324, 344–348

reconnecting client 
applications, 347–348

recovery model for, 390
roles for, 345–346
security impact, 136
switching roles, 346

logical disk setup, 101
Logical Unit Number 

(LUN), 101
logical_file_name, 56
Login - New dialog box, 

186, 186
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logins
adding, 153
adding to server role, 189
creating, 184–187
migrating, 106
as security object, 231

@loopback_detection 
parameter, 349

lowercase, in naming 
conventions, 300

LUN (Logical Unit 
Number), 101

M
Management Studio

and backup history, 52
database entry with 

Shutdown, 379
for full backup, 371, 

371–374
Replication Conflict 

Viewer, 422
to restore databases, 379
Security folder, Logins 

folder, 185
managerial personnel, in 

disaster recovery contact 
list, 394

mapping database users to roles, 
190–192

master database (Master.mdf), 
56, 61–62

growth, 91
master.sys.server_principals 

system view, 152
Mastlog.ldf log file, 61–62
MCSC (Microsoft Cluster 

Services), 327
.mdf file extension, 41, 55

excluding files from 
antivirus scan, 171

memory
evaluating data, 100–101
monitoring, 89–90
requirements, 106

analysis, 20–23
forecasting and 

planning, 22–23
minimum and 

recommended 
amounts, 28–29

Memory: Available Bytes 
counter, 20, 89

Memory: Pages/sec counter, 
20, 102

Memory: Paging File: %Usage 
counter, 90

memory pressure, 22
merge replication, 349, 350, 

422–423
validating, 424

microprocessor. See central 
processing unit (CPU)

Microsoft Cluster Services 
(MCSC), 327

Microsoft Management 
Console, 67

Microsoft Operations Manager 
(MOM), 22

migrating applications, 106–108
migration strategy, for high 

availability system, 
358–360

mirror database, 335
mirroring. See 

database mirroring
mirroring (RAID 1), 351–352
mixed extent, 43
model database, 389

recovery model for new 
database from, 391

Modellog.ldf log file, 61–62
Model.mdf database file, 61–62
module signing, 242
money datatype, 265
monitor server, for log 

shipping, 345
MOVE ... TO option, for 

RESTORE DATABASE 
statement, 380

moving applications. See 
migrating applications

msdb database, 52
database roles for SQL 

Server Agent, 211
growth, 91

Msdbdata.mdf database file, 
61–62

Msdblog.ldf log file, 61–62
multicore CPU, 27
Multiple Active Result Sets 

(MARS), tempdb database 
and, 64

N
N+1 cluster configuration, 

331, 332
name collisions, 87
named instance, 57, 58

connecting to, 57, 103
naming convention, 59–60
network configuration 

for, 134
port, 175

named pipes, 131
default endpoint, 208
port for, 175

namespace, 192–193
naming conventions, 296

avoiding pitfalls and 
dangers, 300–302

bad practices, 300–301
benefits of, 296–297
documenting and 

communicating, 
302–304

establishing and 
disseminating, 
297–304

for database objects, 
298–300

vendor, 302
Naming the Database Role 

dialog box, 200
NAS (Network Attached 

Storage), 354
nchar datatype, 266
.ndf file extension, 41, 55

excluding files from 
antivirus scan, 171

.NET Common Language 
Runtime (CLR) security, 
213–214, 239–243

creating assemblies, 
240–241

policy development, 
242–243

NetValidatePasswordPolicy 
method (Windows 
API), 152

network
impact of server location 

change, 97
storage requirements, 15–18

current capacity, 16–18
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current traffic analysis, 
17–18

forecasting and 
planning, 18

Network Attached Storage 
(NAS), 354

Network Interface: Bytes 
Totals/sec counter, 18

Network Service account, 
163, 165

NO REVERT COOKIE option, 
231–232

NO REVERT option, 231
no single point of failure, 324
node in cluster, 327
nonalphanumeric characters in 

object names, 301
nonclustered indexes, 273

filegroup for, 281
NORECOVERY option, for 

RESTORE DATABASE 
statement, 380

normalization, 254–255
for archive data, 413
for vertical partitioning, 261

Notification Services of SQL 
Server 2005, 60

account defaults, 163
default mode, 172
and failover, 326
service rights needed, 168
user group, 161

ntext datatype, 42, 267
NTLM authentication, for 

SOAP/Web Service 
endpoints, 209

numeric datatype, 265
nvarchar datatype, 267

O
object-control permissions, 223
object defaults, 269
object level of security, 222
objects. See also naming 

conventions
evaluating names, 302–304
owner of, 192–193
permissions, 227
schema for grouping, 193

obsolete data, storing, 408
obsolete technology, risk of, 23

offline storage, costs, 414
online indexing, tempdb 

database and, 64
operating system

choosing version and 
edition, 24–25

location for installing, 54
ORIGINAL_LOGIN() 

function, 232
orphaned users, 191
OS_file_name, 56
overloaded systems, 82
owner of objects, 192–193

P
PAE (Physical Address 

Extensions), 90
Page Free Space page, 43
pages, 42–43
partial backup, 386–387
partial differential backup, 

386–387
partitioned views, 283
partitioning tables, 260–262

for archive data, 413
partitions

FAT or NTFS, 55
filegroup design for, 272
for operating system 

install, 54
PascalCase, 300
passive node in cluster, 329
passphrase, 160
password rules, 150–153

best practices, 153
enforcing change at next 

login, 152
expiration enforcement, 152
policy enforcement, 

151–152
passwords

analysis of time cost of 
resets, 126–127

preventing cracking, 139
for user service account, 169

Patterson, David, 351
peer-to-peer transactional 

replication, 421–422
performance

archiving and, 408, 412
consolidation and, 83

denormalization and, 
255–256

encryption and, 157–159
factors affecting 

replication, 423
filegroup design for, 271
partitioning database 

for, 261
Performance Logs And Alerts 

node (System Monitor), 
11–12

performance measurement, 
information gathering 
over time, 93–96

Performance Monitor, 
maximum value in, 96

permanent backup device, 369
creating, 370

permissions, 224–225
analyzing existing, 226–228
applying, 225–226
assigning to user-defined 

database role, 223–224
for database roles, 195
EXECUTE AS statement for 

checking, 235
strategy, 222–226
to TDS endpoint, 208

Physical Address Extensions 
(PAE), 90

physical disk setup, 101
physical security for servers, 

133, 176
physical servers. See servers
PhysicalDisk: Disk Read Bytes/

sec counter, 9
PhysicalDisk: Disk Write Bytes/

sec counter, 9
piecemeal restores, 384
pilot for consolidation 

process, 110
planned failovers, testing, 

343–344
planning phase in consolidation 

strategy, 99–108
64-bit SQL Server, 103
disk subsystem planning, 

101–102
high availability needs, 104
initial decisions, 102
migrating applications, 

106–108
multiple instances, 103
multiple iterations, 104–105
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sizing hardware, 105–106
Upgrade Advisor, 102

point-in-time restores, 
383–384, 386

ports, for SQL server, 175
power (electrical), for multiple 

servers, 80
prefix constraints, for object 

type, 298
primary data files, 41, 55, 252

excluding files from 
antivirus scan, 171

primary filegroup, 56, 270
primary key

choosing, 262
and column encryption, 159
modifying, 263

primary server, 324
for log shipping, 345

principal database, in database 
mirroring, 335

principals, 184, 224
database user as, 190

privacy, and database server 
infrastructure, 7

private key, 156
Process: Private Bytes: sqlservr 

process counter, 90
Process: SQL Server process: % 

Processor Time counter, 89
Process: Working Set counter, 20
Processadmin role, 188
processor. See central 

processing unit (CPU)
Processor: % Processor Time 

counter, 89
production database, 310

minimizing impact of data 
movement on, 417

protecting data during 
deployment process, 
310–311

Profiler, 274, 412
SESSIONLOGINNAME 

column from, 232
project guidelines, for 

consolidation strategy, 86
proof of concept, creating, 109
protocols, Configuration 

Manager for 
configuring, 68

proxies, 212
public key, 156
Public role, 190, 196, 197, 198

publication in replication, 420
retention period 

adjustment, 425
pull subscription, 426
pure log backup, 53
push subscription, 426

Q
queries, gathering averages for 

performance times, 89
queued updating 

subscription, 421
quorum drives, excluding files 

from antivirus scan, 171
quorum of servers, 335

R
RAID 10 (RAID 1+0), 352
RAID (Redundant Array of 

Independent Disks), 
45–46, 351

for backups, 53
designing, 351–353
performance 

measurement, 91
for SAN disks, 354

real datatype, 266
Receive permission, 227
records in database, 253, 259
recoverability, filegroup design 

for, 271–272
recovery model of database, 

389–391
Bulk-Logged recovery 

model, 390
comparison, 390–391
Full recovery model, 390
Simple recovery model, 389
and transaction log 

truncation, 48–49
RECOVERY option, for 

RESTORE DATABASE 
statement, 380

“red tape,” 40
redundancy, 324

normalization and, 255
Redundant Array of 

Independent Disks. See 

RAID (Redundant Array 
of Independent Disks)

References permission, 226, 227
referential integrity, 268
regulatory requirements

for archiving records, 
409–411

for security, 120–121
and database server 

infrastructure, 7
impact on storage, 15

reliability of storage format, 415
remote computers, 

monitoring, 94
replication, 98, 324, 348–350

for archiving records, 
417, 418

bidirectional 
transactional, 349

downside of, 349
exam essentials, 429
excluding temporary files 

from antivirus 
scan, 171

merge, 350, 422–423
and network traffic 

analysis, 17
security impact, 136
snapshot, 422
strategy design, 425–428

exercise, 426–427
topology design, 418–428

diagrams, 425
factors affecting, 419
publisher/subscriber 

metaphor, 
419–420

types, 420–423
topology management, 

423–425
transactional, 47, 348–349, 

421–422
Replication Management 

Objects (RMO), 424
Reporting Services, 60

account defaults, 163
default mode, 172
service rights needed, 168
user group, 161

reserved words, 301
Resource database, 62
resources

consumption during system 
monitoring, 11
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multiple instances and, 59
optimized use, 82–83
replication 

consumption, 424
Restore Database dialog 

box, 382
General page, 382
Options page, 383

RESTORE DATABASE 
statement, 380

STOPAT clause, 384
Restore permission, 226
restore plan, 52
restoring database, 379–384

general steps, 379–380
performing standard, 

380–383
piecemeal restores, 384
point-in-time restores, 

383–384
from transaction logs, 

47, 376
RESTRICT_USER option, for 

RESTORE DATABASE 
statement, 380

retention of data, and database 
server infrastructure, 7

return on investment, from 
consolidation, 81

REVERT command, 231
REVOKE permissions, for 

assemblies, 243
REVOKE statement, 224–225

for assigning permissions to 
user-defined role, 
198–199

risk factor
for consolidation, 84

instability, 104
in security assessment, 128

roles
for Active Directory, 130
application, 202–203, 223

secure implementation, 
132

assigning permissions to, 227
database, 9, 195–203
for log-shipping, 345–346
mapping database users to, 

190–192
ownership of schema, 193
for permission 

assignments, 222
server, 187–189

for SQL Server Agent jobs, 
211–212

sysadmin, 132
user-defined, 198–202

creating, 199–202
rollback

after deployment failure, 310
plan for, 311

ROLLBACK statement, 
transaction log files for, 47

rolling forward, 47
row splitting, for vertical 

partitioning, 261
row versioning for triggers, 

tempdb database and, 64
rows in database, filtering in 

views, 283–286
run book, 311

S
SAFE assemblies, 213
SAN (Storage Area Network), 

101, 351
designing, 354–355

schemas, 122–123
creating, 194–195
documentation, 256–257
naming conventions, 299
partition, 260
security for, 192–195

scope creep, 107
scope for security, 122–123
secondary data files, 41, 55, 252

excluding files from 
antivirus scan, 171

secondary database, in database 
mirroring, 335

secondary server, 324
for log shipping, 345
for reporting, 357

securables, 184, 224
Securables dialog box, 201
“secure by default” mode, 172
security

application migration 
and, 106

for archive data, 415
auditing access, 140
consolidation and, 80, 83
and database server 

infrastructure, 7

exam essentials, 142
gathering requirements, 

120–128
analysis, 123–124
benefits, 128
conflicting requirements, 

124–125
cost analysis, 125–128
risk factors, 128
scope, 122–123

for high availability, 
135–136

integration with enterprise, 
128–132

administrative security, 
131–132

allowing impersonation 
and delegation, 132

authentication method 
choices, 129–130

implementing 
applications 
roles, 132

Kerberos, 131
set up with groups and 

roles, 130
mitigating server attacks, 

136–139
backup protection, 139
HTTP attack 

prevention, 139
preventing password 

cracking, 139
source code 

management, 
138–139

SQL injection 
attacks, 138

.NET Common Language 
Runtime (CLR), 
213–214, 239–243

creating assemblies, 
240–241

policy development, 
242–243

network policies impact 
assessment, 133–134

ongoing reviews, 141
recommendations, 140–141
for schemas, 192–195
standards for, 311–312

security policy, for backup, 392
Securityadmin role, 188
Select permission, 226, 227
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SELECT query, 281
self-signed certificates, 156
server-level security. See 

also roles
antivirus software, 170–171
encryption policy, 154–160

certificates, 156–157
development, 159–160
hierarchy, 154–155
performance issues, 

157–159
symmetric and 

asymmetric keys, 
155–156

exam essentials, 177
firewall configuration, 

175–176
logins, creating, 184–187
password rules, 150–153

best practices, 153
enforcing change at next 

login, 152
expiration 

enforcement, 152
policy enforcement, 

151–152
physical security, 176
SQL Server service accounts, 

160–170
changing, 166–170
choosing account, 

163–166
domain user, 164–165
local service, 165
local system, 166
network service, 165

server name, preventing 
dependency on, 359

Server Network Utility, 67
server roles, 187–189

adding login to, 189
for database mirroring, 335

server-wide scope for 
trigger, 204

Serveradmin role, 188
servers

consolidation, 85
determining number 

needed, 61
linked, 98
mitigating attacks, 136–139

backup protection, 139
HTTP attack 

prevention, 139

preventing password 
cracking, 139

source code 
management, 
138–139

SQL injection 
attacks, 138

need for high 
availability, 104. 
See also high 
availability 
technologies

service accounts, changing, and 
service master key, 154

Service Broker
endpoints, 207, 210
and failover, 326

service-level agreements, 
creating, 96–97

Service Manager Utility, 67
service master key, 154
service packs for SQL Server

and consolidation 
decision, 88

downloading, 4
services, 161–162

disabling, 173–174
policies for enabling and 

disabling, 67
working with, 172–174

Services Control Manager 
(Control Panel), 167, 173

Setupadmin role, 188
SETUSER command, 228
shared memory, default 

endpoint, 208
shared resources, and instances 

consolidation, 99
SharePoint Portal Server, 307
shelf life of file storage 

format, 415
shrinking transaction log files, 

49–51
Shutdown, in Management 

Studio listing, 379
Simple Object Access Protocol 

(SOAP), endpoints for, 207
Simple recovery model, 

48–49, 389
comparison, 390–391

simulation, EXECUTE AS for 
batch queries, 234

single point of failure
goal of limiting, 356

identification, 323–324
size of database

databases categorized 
by, 389

estimating, 43–46
smalldatetime datatype, 266
smallint datatype, 265
smallmoney datatype, 266
Snapshot Agent, 422
snapshot isolation, tempdb 

database and, 64
snapshot replication, 422
SOAP/Web Service 

endpoints, 209
social engineering, 137
soft costs, 79–80
software

best practices for version 
selection, 23–24

costs for, 79
source code

encryption, 207
managing, 138–139
preventing SQL injection 

attacks, 138
standards, 206

sp_ prefix, 300
spaces in object names, 301
sp_change_users_login stored 

procedure, 191
sp_configure stored procedure, 4
sp_helprevlogin procedure, 106
sp_unsetapprole stored 

procedure, 202
SQL injection attacks, 138
SQL logins, options, 150, 150
SQL Native Client, and 

mirroring, 337
SQL Profiler, 274, 412

SESSIONLOGINNAME 
column from, 232

SQL script, generating schema 
as, 256–257

SQL Server 2005
default instance, port, 175
edition choices, 26
hierarchy, 122
instances, and memory 

pressure, 22
minimum operating system 

required by version 
and edition, 24–25

naming structure, 192
server components, 60
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service executables location, 
54–55

starting automatically, 160
SQL Server Active 

Directory Helper
account defaults, 164
default mode, 172
service rights needed, 168
user group, 161

SQL Server Agent, 140, 167
account defaults, 163
default mode, 172
granting job roles, 211–212
service rights needed, 168
user group, 161

SQL Server authentication, 129, 
150, 184–185

login creation, 186
SQL Server Browser, 167

account defaults, 164
default mode, 172
service rights needed, 168
user group, 161

SQL Server: Buffer Manager: 
Buffer Cache Hit Ratio 
counter, 90

SQL Server: Buffer Manager: 
Reserved Pages counter, 90

SQL Server: Buffer Manager: 
Stolen Pages counter, 90

SQL Server: Cache Manager: 
Cache Hit Ratio 
counter, 92

SQL Server Configuration 
Manager, 67–69, 68, 167

Database Properties, Files 
page, 66, 66

for information gathering, 
16–17, 17

service account changes, 
162, 166, 166–170

for service changes, 173
SQL Server: Databases: 

Database Size: Tempdb 
counter, 92

SQL Server: Databases: 
Transactions/sec 
counter, 92

SQL Server: General Statistics: 
User Connections 
counter, 92

SQL Server Management Studio
filtering in views, 283–286
login options, 151

SQL Server: Memory Manager: 
Target Server Memory 
(KB) counter, 90

SQL Server: Memory Manager: 
Total Server Memory (KB) 
counter, 90

SQL Server Profiler, 274, 412
SESSIONLOGINNAME 

column from, 232
SQL Server service, 167

account defaults, 163
default mode, 172
service rights needed, 168
user group, 161

SQL Server service accounts, 
160–170

changing, 166–170
choosing account, 163–166
domain user, 164–165
local service, 165
local system, 166
network service, 165

SQL Server services, inventory 
of running, 4

SQL Server Surface Area 
Configuration tool, 67

SQL Server system 
administrator, 185

SQL Trace, 412
SQL Writer

account defaults, 164
default mode, 172
service rights needed, 168
user group, 161

SQLAgentOperatorRole, 
211–212

SQLAgentReaderRole, 211–212
SQLAgentUserRole, 211–212
SQLCMD tool, 310
SqlContext.WindowsIdentity 

API, 241
SQLServer: Backup Device: 

Device Throughput Bytes/
sec counter, 17

SQLServer: Buffer Manager 
counter, 20–21

SQLServer: Buffer Manager: 
Page Life Expectancy 
counter, 21

SQLServer: Database 
Mirroring: Bytes Received/
sec counter, 17

SQLServer: Database 
Mirroring: Bytes Sent/sec 
counter, 17

SQLServer: Memory Manager: 
Total Server Memory 
counter, 20

SQLServer: Plan Cache 
counter, 19

SQLServer: SQL Statistics 
counter, 19

sql_variant property, 267
SSIS. See Integration Services of 

SQL Server 2005
SSL encrypted connections, 

network configuration 
for, 134

staffing. See also employees
during consolidation 

deployment, 111
stakeholders, wants vs. 

needs, 411
Standard edition of SQL 

Server 2005, 26
clustering in, 329
minimum and recommended 

RAM, 26
number of instances, 58
storage choices, 29

standard transactional 
replication, 421

standard views, 282
standardization

from centralized 
management, 81

of hardware and 
software, 24

standards for databases, 
304–312

database access, 308–309
deployment process, 

309–311
exam essentials, 312–313
security, 311–312
T-SQL coding standards, 

305–307
defining, 305–307
documenting, 

disseminating, and 
reviewing, 307

standby server, transaction log 
files for, 47

stopped state for endpoint, 211
storage. See also disk drives

choices, 29
current capacity analysis, 

8–9
estimating database size, 

43–46
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planning for capacity, 
44–45

RAID (Redundant Array 
of Independent 
Disks), 45–46

exam essentials, 70
forecasting and planning 

requirements, 13–15
estimation period, 13
exercise, 14–15
growth rate projection, 

13–14
highly availability, 350–355
network requirements, 

15–18
regulatory requirements 

impact, 15
SQL Server concepts, 40–43

data files, 41–42
extents, 43
pages, 42–43
transaction log files, 

41–42
for transaction logs, 46–52

Storage Area Network (SAN), 
101, 351

designing, 354–355
stored procedures

for database access, 308
naming, 298
vs. views, for database 

access, 309
stress, and disaster recovery, 396
striping (RAID 0), 351
striping with parity (RAID 5), 

46, 352
subscriber in replication, 

419, 426
subsystems, proxy access to, 212
summary tables, for archive 

data, 414
“sunk cost” factor, 84–85
Surface Area Configuration 

Tool, 137
surface area of attack, 80, 134

reducing, 129, 211
SUSER_NAME() function, 232
symmetric keys, 155–156, 160, 

235–236
Sysadmin role, 132, 188
sys.dm_exec_cached_plans 

view, 21
sys.dm_exec_query_stats 

view, 21

sys.dm_os_memory_clerks 
view, 21

sys.dm_os_memory_objects 
view, 21

sys.syscomments table, 207
system databases

growth, 91
placement for each instance, 

61–63
system errors, tracking, 140
System Monitor, 9, 93, 93

for assessing current 
memory usage, 20–21

for assessing memory 
requirements, 21–22

for current disk throughput 
assessment, 9–12

PhysicalDisk: Disk Read 
Bytes/sec counter, 9

PhysicalDisk: Disk Write 
Bytes/sec counter, 9

T
T-SQL coding standards, 

305–307
defining, 305–307
documenting, 

disseminating, and 
reviewing, 307

tables in database, 253
designing, 259–270
estimating size, 44
naming conventions, 298
partitioning, 260–262
physical location, 270
vs. view, 281

Tabular Data Stream (TDS) 
endpoint, 207

tail-log backup, 53
Take Ownership 

permission, 225
tape-backup system, 351
tbl prefix, 301
TCP/IP, default endpoint, 208
TCP ports, assigning to 

instances, 68
TDS endpoint, 208–209
team formation, for 

consolidation strategy, 79
technical security, 137
technicians, in disaster recovery 

contact list, 394

technology, risk of 
obsolescence, 23

Tempdb.mdf database file, 
61–62

file-growth increment, 65
growth, 91–92
performance impact of 

consolidation, 83, 102
physical location and size for 

each instance, 64–66
Template Explorer, 306–307
Templog.ldf log file, 61–62
temporary backup device, 369
test database, 310

Simple recovery model 
for, 389

testing
database mirroring, 

343–344
disaster recovery 

process, 397
EXECUTE AS for batch 

queries, 234
migration strategy, 358

text datatype, 42, 267
text/image page, 42
thresholds, for replication, 

monitoring, 424
throughput, in replication, 424
time cost of password resets, 

analysis, 126–127
timestamp datatype, 266
tinyint datatype, 265
Trace Properties dialog box, 

275, 275
Events Selection tab, 234

training, on high-availability 
system, 359–360

transaction log files, 41–42, 
55, 252

100 percent full, 376
adding or enlarging, 51
backups, 53, 376–378

after database 
failure, 379

for log shipping, 
344–348

with 
TRUNCATE_ON
LY clause, 385

clearing, 376
excluding files from 

antivirus scan, 171
in Simple recovery 

model, 389
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storage for, 46–52
location, 52
managing file size, 47–51
monitoring log space 

use, 49
shrinking file size, 49–51

truncating, 48
transactional replication, 47, 

348–349, 421–422
validating, 424

triggers, 203–206
naming conventions, 299
policy for, 205–206
scope, 203–204
specifying events, 204–205

Triple DES algorithm, 154
trusted assemblies, 241
Trustworthy Computing 

Initiative, 172
TRY ... CATCH constructs, 306
turnaround time, acceptable, for 

archived records, 411

U
uniform extent, 43
unique constraints, 263, 269
unique index, 262
uniqueidentifier datatype, 266
U.S. Securities and Exchange 

Commission, 418
unplanned failovers, testing, 

343–344
UNSAFE assemblies, 213–214
Update permission, 226, 227
UPDATE statement, indexes 

and, 274
updating subscribers, 

transactional replication 
with, 421

Upgrade Advisor, 102
uppercase, in naming 

conventions, 300
user accounts. See also 

Windows user accounts
user-defined database role, 

assigning permissions to, 
223–224

user-defined datatypes for 
database columns, 267

user-defined filegroups, 56, 270
user-defined functions, 306

naming conventions, 299

user-defined roles, 198–202
creating, 199–202

user Properties page, default 
namespace on, 193, 193

user-schema separation, 193
user stored procedures, 

naming, 300
USER_NAME() function, 232
users

adding to fixed database 
role, 197–198

concurrent, and memory 
pressure, 23

lockout from full 
transaction log, 376

mapping to roles, 190–192
orphaned, 191

usp_ prefix, 300

V
validating

disaster recovery plan, 399
replication, 424

value of data, databases 
categorized by, 388–389

varbinary datatype, 267
varchar datatype, 264, 266, 267
vendor naming conventions, 302
verification of archived data, 417
vertical partitioning, 261

for articles, 419
very large databases 

(VLDBs), 41
filegroup backups for, 378

VIA, default endpoint, 208
View Definition permission, 

226, 227
views, 281–286

business requirements, 282
choosing type, 282–283
for data collection on SQL 

Server memory, 21
for database access, 309
naming conventions, 298
row and column filtering, 

283–286
vs. tables in database, 281

virtual log files, 47, 48
Visual Studio .NET 2005, 241
VLDBs (very large 

databases), 41
filegroup backups for, 378

volumes, storing log files and 
data files on different, 51

W
Web Service requests, endpoints 

for, 207
white papers

“Microsoft SQL Server 
2000 Scalability 
Project—Server 
Consolidation,” 103

“SQL Server Consolidation 
on a 32-Bit Platform 
Using a Clustered 
Environment,” 103

“SQL Server Consolidation 
on the 64-Bit 
Platform—Lessons 
Learned,” 103

“Troubleshooting 
Performance 
Problems in SQL 
Server 2005,” 106

Windows Administrators group, 
in sysadmin role, 188

Windows authentication, 128, 
150, 184–185

for administrators, 131–132
for log-record transfer, 338
login creation, 186

Windows Data Protection API 
(DPAPI), 154

Windows user accounts for SQL 
Server and SQL Server 
Agent, 54–55

built-in, 163
witness, in database 

mirroring, 335
Workgroup edition of SQL 

Server 2005, 26
clustering in, 329
minimum and recommended 

RAM, 27
number of instances, 58
storage choices, 29

wrap-around file, transaction 
log as, 48

write-ahead log, 41

X
xml datatype, 267
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