Contents at a Glance

Acknowledgments . . . . . ... L e XV
Introduction. . . . . . .. .. xvii
Part I: Navigating the Amazing Knoppix Toolkit . . . ... ......... 1
Unraveling the Knoppix Toolkit Maze . . . . .. .. .. ... ... ... ... .... 3
Maximizing Knoppix Internet Tools . . . . . . . ... ... ... L o L 45
Connecting to Other Machines and Resources . . . . . . ... .. ... .. ... .... 67
Part II: Rescuing and Recovering Systems Using Knoppix . . . . ... .. 89
Fixing Linux with Knoppix . . . . .. .. ... .. o 91
Fixing Windows with Knoppix . . . . . . . .. ... . .. o 105
Assessing Security with Knoppix . . . . . . ... .o L oL oL 121
Part lll: Knoppix Variants . . . . ...................... 157
Clustering with Knoppix . . . . . . ... . . o o 159
Checking Out Security Distros. . . . . . ... ... . . L o 175
Part IV: Customizing Knoppix and LiveCDs. . . . ... ......... 203
Changing Knoppix to Fit Your Needs . . . . . ... ... ... ... .. .. ... ... 205
Remastering Knoppix. . . . . . ... .o 213
Creating Archix, Knoppixfor Kids . . . . . . ... ... ... .. . o L. 227
Creating Myppix, Your Personal Knoppix . . . . ... ... ... .. ... ... .. 243
Booting Knoppix . . . . . . ... 255
Installing Knoppix to Your Hard Drive. . . . . . .. ... .o o oo .. 269
Appendix A: Booting Knoppix . . . . . . .. Lo 255
Appendix B: Installing Knoppix to Your Hard Drive. . . . . . .. ... ... ... ... 269



Contents

Acknowledgments. . . . . .. ... XV

Introduction . . . . . ... XVii

Part I: Navigating the Amazing Knoppix Toolkit

Chapter 1: Unraveling the Knoppix Toolkit Maze . . .. .......... 3
Beautifying Knoppix . . . . . ... .. Lo 3
Replacing System Fonts . . . . . .. ... ... ... L Lo oL 4
Changing ApplicationFonts . . . . . ... ... ... ... ... . .. ... 9
Setting Up Printers . . . . . .. ... . . . L 11
Enjoying Multimedia . . . . . .. ... .. . L 14
Listeningto Sound . . . . . .. ... .. L 14
ViewingImages. . . . . . ... ... ... . o 19
Watching Video. . . . . .. ... . oo 25
BurningCDswithK3b . . . . .. ... ... . o oo 25
Setting Burn Speed . . . . . . . ... L o o oo 28
Burningin Sessions . . . . . . ... ..o 29
Keeping Yourself Informed . . . . . . ... ... ..o L L oL 30
Understanding Filesystems . . . . . . .. ... ... .. oL 30
Fine-Tuning CD-R/W Filesystems. . . . . . .. ... ... ......... 32
Ready, Set,Burn. . . . . ... ... L 34
UsingText Editors. . . . . . .. . o 34
Editing Configuration Files on the Command Line withvim . . . . . . . . . 34
Editing Configuration Files Using the GUI Editor Kate . . . ... ... .. 36
Working with Office Software. . . . . . . .. ... ... ... .. .. .. ... .. 37
Enjoying Interoperability with OpenOffice.org . . . . . .. ... ... ... 37
Desktop Publishing with Seribus . . . . . . .. ... ... o 0oL 39
Viewing PDFs with Adobe Acrobat Reader . . . . . .. .. .. ... ... .. 40
Comparing Two or More Files with Kompare . . . . . ... ... ... ... 42
Summary. . ... 43
Chapter 2: Maximizing Knoppix InternetTools. . . . .. ......... 45
AccessingtheInternet. . . . .. .. ... L L L L L 45
ConnectingviaYour Modem . . . . . . ... ... .. ... ... .. ... 45
Getting Broadband Working . . . . . . . .. ... ..o L Lo 47
CruisingWirelessly . . . . .. ... ... . . . 48

Settinga Static Address. . . . . . .. ... L L L o 51



X Contents

Working on the Internet. . . . . ... ... ... ... ... L L oL 52
Sharing Files with BitTorrent. . . . . . . . . .. ... .. ... ... 53
Browsing the Web with Mozilla Firefox . . . . .. ... .. .. ... .. .. 55
Reading and Sending Email with KMail . . . . . ... ... ... ... ... 58
Instant Messaging with Buddies Using Gaim . . . . ... ... ... .... 64

Summary. . . .. 66

Chapter 3: Connecting to Other Machines and Resources. . . . . .. .. 67

Understanding Remote Control. . . . . . ... .. .. . . L oL 67
Controlling Another Computer with Remote Desktop Connection. . . . . . 67
Exploring FreeNX . . . . .. ... . oo o 69
Setting Up FreeNX . . . . . . .. ... . L L 70

Understanding FTP . . . . ... ..o o o oL 71

Exploring SSH and Its Descendants . . . . ... ... ... ... ......... 73
Ensuring SSH Is On for Secure Connections . . . . . ... ... ...... 73
Using SSH . . . . . . oo 73
Using SETP. . . . .. oo 74
Using SCP . . . . .. o 75

Sharing Filesand Printers . . . . . . .. ... ... ... L L oL 76
Starting and Configuring Samba . . . . . . ... ... o o oL 76
Accessing Files and Printers with Samba. . . . .. .. .. ... ... .. .. 78
Sharing and Accessing Fileswith NFS. . . . . . ... ... ... .. .. 85

Serving Up Web Pages with Apache . . . . .. ... ... ... ... .. .. .. 87

Summary. . ... 88

Chapter 4: Fixing Linux with Knoppix. . . . .. .............. 91
Ensuring That a Machine Will Run Linux . . . . . .. ... ... ... .. .... 91
Repairing BootIssues . . . . . . ... ... . oo 92

Restoringa Missing MBR . . . . . ... ... ... o o 0oL 92
Fixing LILO . . . . . ..o 93
FixingGRUB. . . . ... . . . 94
Working with Key System Files. . . . . .. ... .. ... . ... ... 94
Resetting Forgotten Root Passwords . . . . . .. .. ... ... ... ..., 94
Fixing X, . ..o oo 95
Performing a Filesystem Check. . . . . . .. ... ... ... .. .. .... 96
Working with Linux Partitions . . . . ... ... ... .. ... ... ... .. .. 98
Partitioning with QTParted . . . . .. .. ... .. . L L L .. 98
Backing Up Partitions . . . . ... ... ... ... ... .. ... .. ... 100
Restoring Lost Partitions . . . . . .. ... ... ... ... .. ...... 102

Summary . . ... 103



Contents

Chapter 5: Fixing Windows with Knoppix. . . . ... ... .. ... .. 105
Resizing Windows Partitions. . . . . . . ... ... ... .. . o oL 105
Preparing to Partition . . . . . ... ... ... . Lo oo L 106
QTParted Partitioning. . . . . ... ... .. L Lo 106
Taking Charge When Key System Files Have Problems . . . . .. ... ... .. 111
Accessing boot.ini to Resolve Start Issues. . . . . .. ... ... ... ... 111
Editing the System Registry When It Goes Bump in the Night . . . . . . . 114
RecoveringData . . . . . ... ... .. . L 115
Preparing for Data Recovery. . . . .. ... ... ... .. .. .. ... 116
Saving Datatoa USB Jump Drive . . . . ... ... ... .. ... ... 116
Burning DatatoaCDorDVD. . . . . .. .. ... o oL 117
Emailing Datato Yourself. . . . . .. ... ... ... .. ... .. ... . 119
Copying Data over the Network. . . . . . ... ... ... ... ...... 120
Summary . . . ... 120
Chapter 6: Assessing Security with Knoppix. . . . .. .......... 121
Encrypting Datawith GnuPG. . . . . .. .. ... .. o oo L 121
GeneratingGnuPG Keys . . . . .. ... . L L oo oL 122
Importing GnuPG Keys. . . . .. .. ... .. . L Lo L. 123
UsingGnuPG Keys . . . . .. .. ... . o o 124
Testing for Vulnerabilities . . . . . .. ... ... ... ... ....... 128
Verifying the Absence of Rootkits with Chkrootkit. . . . . ... ... ... 128
Scanning for Open Portswith Nmap . . . . . ... ... ... ... .... 130
Checking for Dangerous Weaknesses with Nessus . . . . . . .. .. .. .. 134
Sniffing Packetsona Network . . . . . .. ... ... ... . o oL 140
Analyzing Network Traffic with Ethereal . . . . . . .. ... ... ... .. 141
Performing Forensics with the Coroner’s Toolkit . . . .. ... ... ... .... 147
Using Grave-robber . . . . . . . .. ... . ... 148
Running Mactime . . . . .. ... ... ... . L L L o 150
Looking at Unrm and Lazarus . . . . . ... ... ... ... . ...... 151
WipingaHard Drive. . . . . . .. .. . .o oL 153
Employingdd . . . .. .. ... . 154
EmployingWipe . . ... ... ... .. .. .. .. . 155
Summary . . ..o 156

Part 1ll: Knoppix Variants

Chapter 7: Clustering with Knoppix . . . . . ............... 159
Understanding Basic Clustering Concepts. . . . . . . ... ... ... .. .... 160
Understanding ParallelKnoppix . . . . . .. ... ... . . o oL 161

Setting Up ParallelKnoppix . . . . . .. .. ... . .. ... ... 161
Exploring ParallelKnoppix Demo Applications. . . . . . . ... ... ... 162
Getting Data into a ParallelKnoppix Cluster . . . . . . .. ... ... ... 164

Creating a Semi-Permanent Cluster for Using ParallelKnoppix . . . . . . . 165

Xi




X

Contents

Understanding ClusterKnoppix . . . . . . ... .. . . . .. L. 167
Setting Up ClusterKnoppix . . . . . ... . ... ... ... .. .. 167
Exploring ClusterKnoppix Applications . . . . .. ... ... ... .... 169

A Glance at Other Science-Oriented Knoppix Variants. . . . . . ... ... ... 172
BioKnoppix . . . .. ... 173
DistCCKnoppix . . . . .« oo v i i 173
Morphix-NLP. . . . . .. .o 173
PaiPix . . . . . oo 173
Quantian. . . . . . . .. 174
Summary . . ... 174
Chapter 8: Checking Out Security Distros . . . . . ... ......... 175
Inspecting Auditor . . . . . . . ... L 175
Scanning Your Web Servers with Nikto. . . . . ... ... ... ... ... 177
Detecting and Sniffing Wireless Networks with Kismet . . . . . . . . . .. 182
Exploring Helix . . . . . . ... . . . 185
Imaging a Hard Drivewith GRAB . . . . . . . ... ... ... .. .... 186
Finding All the Images on a Drive with Retriever . . . . . .. ... .. .. 186
Working on a Live Windows Machine . . . . . .. ... ... ....... 188
UsingINSERT . . . . . ... 196
Scanning for Viruses with ClamAV . . . . . . .. .. ... .. ... .. .. 197
Reading and Writing NTFS Partitions . . . . . .. ... .. .. .. .... 199
Changing a Windows Administrator Password . . . . . .. ... ... ... 200
Testing Your Systems RAM.. . . . ... ... ... ... .......... 200
TracingThatRoute . . . . . ... ... .. .. ... ... .. ... 201
Summary . . ... 202

Part IV: Customizing Knoppix and Live CDs

Chapter 9: Changing Knoppix to Fit Your Needs . . . .. ... ... .. 205
Using apt-get and KPackageto Install New Software . . . . . ... ... ... .. 205
Changing Knoppix Without Remastering . . . . . ... ... ... ... ..... 207

Using the saveconfig Script . . . . . . . ... .. L L oL 208
Using the knoppix-mkimage Seript . . . . . . .. .. ... ... 209
Summary . . ... 211

Chapter 10: Remastering Knoppix . . . . . ... ... ... ..... 213

Preparing Knoppix . . . . . . ... L L 214
Mounting the KNOPPIX/KNOPPIX File . . . . . ... ... ....... 214
Using the cloop Command-Line Utilities. . . . . . ... ... ....... 215

Installing and Removing Software . . . . . ... ... ... .. ... ....... 216
Usingapt-get . . . . ... ... 216

Other Customizations . . . . v . v v v v v e e e e e e e e 217



Contents

Booting with a Different Kernel . . . . . .. .. .. ... ... . .. ... 219
Installing a Pre-Made Kernel from the Debian Archive . . . . .. ... .. 220

Using make-kpkg to Create Your Own Kernel Package . . . . ... .. .. 221

Adding the cloop Linux Kernel Module . . . .. ... ........... 222

Updating the Initial RAM Disk. . . . ... ... . .. ... .. .. 223

Copying the Kernel . . . . ... ... ... . . L . 225
Masteringthe CD . . . . . .. oL L 226
Testing! . . . . . . L 226
Summary . . ... 226
Chapter 11: Creating Archix, Knoppix forKids . . .. .......... 227
Preparing Knoppix . . . . . . .. .. o 228
CreatingaNew Distro . . . . ... ... ... . . .. .. ... 229
Preparing Your Environment . . . . ... ... . oL L Lo 229

Removing Software You Don'tNeed . . . . .. ... ... ... .. .... 230

Installing the Software YouWant . . . . .. ... ... ... .. .. .... 235
Customizing the Look of Your Distro . . . . . . ... .. ... ... .. ..... 238
Getting a Desktop Background . . . . . . ... ... .o o000 238

Changing the Boot Screen. . . . . . . ... ... ... oL Lo, 239
Masteringthe CD . . . . . .. .. . L 241
Testing Archix . . . . . oo o 242
Summary . . ... 242
Chapter 12: Creating Myppix, Your Personal Knoppix . . . .. ... .. 243
BeforeYouBegin. . . . . .. .. L 243
Configuring Your World. . . . . . ... ... o o oL 244

Saving Those Changes. . . . . . .. ... ... .. .. ... ........ 245

Preparing Knoppix . . . . . . .. .. Lo 247
Creating Your NewDistro . . . . . .. ... ... . .. .. ... .. ... 247
Customizing the Look of the Distro. . . . . .. ... ... .. ... .. ..... 251

The Big Secret . . . . . .. .. . 252
Masteringthe CD . . . . .. ... Lo L 252
Testing Myppix. . . . o o o v v i 253
Summary . . ... 253
Appendix A: Booting Knoppix . . . .. .................. 255
Appendix B: Installing Knoppix to Your Hard Drive. . . . .. ...... 269

X







