
 

Index

 

Note to the Reader:

 

 Throughout this index 

 

boldfaced

 

 page numbers indicate primary discussions 
of a topic. 

 

Italicized

 

 page numbers indicate illustrations.

 

/all parameter (ipconfig), 379–380
/release option (ipconfig), 381–382
/renew option (ipconfig), 381–382
: (colon) in IP addresses, 342

 

A

 

access points (wireless networks), 388
accounts

e-mail. 

 

See

 

 e-mail
local user, 64
setting up user, 16
standard user, 

 

67–68

 

, 

 

67

 

ActiveX controls, 299
Activity Reporting (Parental Controls), 

 

270–271

 

, 

 

271

 

Activity Viewer, 270–271, 

 

271

 

ad hoc network, defined, 355
Address (A) records, 375
addresses

IP, 

 

337–338

 

IPv4 reserved, 

 

341

 

IPv6, 

 

342

 

IPv6 reserved, 

 

343

 

loopback, 341
pinging loopback, 371
private address spaces, 341
setting up multiple IP (exercise), 

 

347–349

 

, 

 

348–349

 

TCP/IP autonetting, 341
Admin Approval mode (UAC), 

 

65

 

, 

 

65–66

 

, 301–304
Admin Broker (ieinstall.exe 

process), 279

administrator accounts
fundamentals, 

 

63–65

 

permissions of, 66
Aero-enhanced graphical interface

benefits of, 

 

58–59

 

configuring, 

 

60–62

 

fundamentals, 

 

55–57

 

, 

 

57

 

hardware requirements and, 2
hardware requirements for, 32, 58
Windows operating systems and, 

55–56
Aero Glass, 58
/all parameter (ipconfig), 379–380
Allow and Block lists, 259–260, 

 

260

 

Alternate Data Stream (ADS), 
NTFS, 432

antivirus protection (Security Center), 

 

254–255

 

, 

 

255

 

, 437
applications

access to (Parental Controls), 

 

269–270

 

, 

 

270

 

application and service logs, 

 

408–410

 

, 

 

410

 

Application Information service 
(UAC), 

 

303

 

application logs (wireless 
networking), 

 

388

 

compatibility, determining, 

 

4–5

 

compatibility, troubleshooting, 

 

32–34

 

, 

 

33–34

 

sharing in Windows Meeting Space, 

 

89–91

 

appointments (Windows Calendar), 

 

85–86
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ATSC (Advanced Television Systems Committee) standard – certificates

 

ATSC (Advanced Television Systems 
Committee) standard, 200

authentication
Secure Password Authentication 

(SPA), 81
of Web sites, 

 

280–283

 

, 

 

281–282

 

autoconfiguration (IP), 

 

351–352

 

, 

 

352

 

Automatic (Delayed Start) startup, 74
automatic downloads (Windows Media 

Center), 195
automatic private IP addressing, 351
automatic syncing (portable 

players), 225
Automatic Updating (Security Center), 

 

251–253

 

, 

 

252–253

 

AVI (Audio Video Interleaved) files, 

 

142–143

 

B

 

backing up
compressed files, 101
EFS certificates (exercise), 

 

311

 

Backup and Restore Center
Backup Status and Configuration 

tool, 

 

107–108

 

, 

 

108

 

basics, 99–100
complete pc restore, 

 

105–107

 

, 

 

106–107

 

configuring complete pc backups, 

 

103–104

 

, 

 

104–105

 

configuring file backups, 

 

100–103

 

, 

 

100–103

 

restoring files, 

 

104–105

 

Basic interface, Windows (non-Aero), 
56, 

 

56

 

Basic Printing profile (BPP) 
(Bluetooth), 118

binary numbers, 337–339

BIOS
code for Vista, 4
outdated USB, 124

BitLocker Drive Encryption, 

 

312–314

 

Bluetooth devices
device pairing, 

 

120–123

 

, 

 

120–123

 

devices applet, 

 

119

 

profiles, 118–119
standard, defined, 

 

116–117

 

troubleshooting connections, 
117–118

and wireless performance, 169
boot sectors, repairing, 429
Boot tab (MSConfig), 70
botnets, defined, 431
broker processes, 279
burning CDs/DVDs, 

 

221–223

 

, 

 

222–223

 

C

 

cabling problems, USB, 124
Calculator, Windows, 338
Calendar, Windows. 

 

See

 

 Windows 
Calendar

camcorders
importing video from (exercise), 

 

144–145

 

, 

 

144

 

installing drivers, 

 

142

 

, 

 

142

 

transferring video, preferences for, 

 

142–144

 

troubleshooting, 

 

145

 

cameras, digital. 

 

See

 

 digital cameras
CDs (compact disks)

burning, 

 

221-223

 

, 

 

221-223

 

ripping, 

 

186-188, 

 

187-188
certificates

certificate authorities (CA), 280–283
certificate issues (IE 7), 

 

280–283

 

, 

 

281–282

 

EFS, 

 

310–312

 

, 

 

310–311
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clean installations – Defender

 

493

 

clean installations, 

 

10–20

 

Clock gadget, 

 

48–49

 

colons (:) in IP addresses, 342
color, adjusting photo, 98
Complete PC Backup and Restore 

image, 

 

103–105

 

, 

 

104

 

Complete PC Restore utility, 

 

422–423

 

, 

 

423

 

compressed files, backing up, 101
computer access (Parental Controls), 

 

261–262

 

, 

 

262

 

Computer Management MMC 
snap-in, 63

computer names, defining, 17
connecting

peripherals, 

 

116–117

 

Pocket PCs, 133
portable media devices, 

 

146

 

connections
managing network, 326
troubleshooting public vs. private, 

 

385–386

 

troubleshooting USB, 

 

123–124

 

content descriptors, games, 
263–265, 268

copy devices, troubleshooting, 

 

169–172

 

, 

 

170–171

 

copy protection (ripping), 187
corrupted systems

malware removal. 

 

See

 

 malware 
removal

repairing, 

 

425–430

 

, 

 

426–430

 

counters
selecting to view, 

 

415–416

 

, 

 

415

 

viewing counter data, 

 

413–415

 

cradles, pocket PC, 132
Crop Picture tool, 98
Custom level (Web Restrictions), 261
custom views, Event Viewer, 

 

410–412

 

, 

 

411

 

customizing/configuring Vista
Aero-enhanced graphical interface. 

 

See

 

 Aero-enhanced graphical 
interface

Backup and Restore Center. 

 

See

 

 
Backup and Restore Center

exam essentials, 109
gadgets. 

 

See

 

 gadgets
ReadyBoost feature, 

 

76–77

 

, 

 

77

 

review questions and answers, 
110–114

RSS feeds, 

 

54–55

 

services, enabling and disabling, 
72–75, 73–74

Sidebar configuration, 44–47
SideShow devices, 53–54, 54
System Configuration tool 

(MSConfig), 68–72
user accounts. See user accounts
Windows Calendar. See Windows 

Calendar
Windows Mail, 78–85, 79–80
Windows Meeting Space, 91–94
Windows Movie Maker, 94–96
Windows Photo Gallery, 96–99, 

97–99

D
data

Data tab (Performance 
Monitor), 418

installation transfers of, 20–21
Date and Time settings, 67
default gateways (IP)

basics, 341–342
pinging, 371

Defender, Windows. See Windows 
Defender
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494 definitions – drivers

definitions, updating Windows 
Defender, 444–445, 445

deleting
gadgets, 51–52
startup items, 68–72

Destination Host Unreachable 
(ping), 370

Destination Net Unreachable 
(ping), 370

device drivers for Vista, 3
device pairing (Bluetooth), 120–123, 

120–123
devices

exam essentials, 172–173
installing/configuring/

troubleshooting. See individual 
device types

portable media. See portable media 
devices

review questions and answers, 
174–179

DHCP (Dynamic Host Configuration 
Protocol)

configuring, 350–352, 352
NAP and, 390–391
troubleshooting, 378–382

diagnose and repair option (Network 
and Sharing), 326

Diagnostic Startup mode, 69
diagnostic tools

event logs. See event logs
Event Viewer basics, 404–405, 405
Event Viewer custom views, 

410–412, 411
exam essentials, 446
Microsoft Online Crash 

Analysis, 419
Performance Monitor. See 

Performance Monitor

review questions/answers, 447–452
Windows Memory Diagnostics Tool, 

424–425
Dial-Up Networking (DUN) profile 

(Bluetooth), 118
digital cameras

importing images (exercise), 
138–140, 140–141

installing, 135–136, 136
setting preferences, 137–140, 

138–139
transferring images, 136–137, 

136–137
troubleshooting, 145

Digital Rights Management (DRM)
downloaded content and, 146
MP3 players and, 238
WMP and, 235–238, 237

discovery, network, 328, 328
disk controller drivers, 15
display devices, configuring, 30–32, 31
display theme setting, 60
DNS (Domain Name System)

client side, configuring (IP), 
349–350, 350

client side, troubleshooting, 373–374
documents, backing up, 101
Domain Name System (DNS). See DNS 

(Domain Name System)
domain setting (Network and 

Sharing), 326
downloads, automatic (Windows 

Media Center), 195
drivers

disk controller, 15
USB device, 123–124
installing camcorder, 142, 142
installing printer, 148–152
video adapter, 31–32
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drives – exercises 495

for Vista, 3
Windows Display Driver Model 

(WDDM), 58
drives, network, 333–335, 334–335
DSL connections, troubleshooting, 381
DVDs

burning, 221-223, 222-223
playing, 186, 213–215, 213–214

DVR (Digital Video Recorder), 212
Dynamic Host Configuration Protocol 

(DHCP). See DHCP (Dynamic Host 
Configuration Protocol)

E
e-mail

accounts, advanced settings, 80–85, 
81–84

accounts, setting up, 78–80, 79–80
files, backing up, 101

Easy Transfer Cable, 22
editing images, 96–99
editions, Vista, 5
EFS (Encrypted File System)

certificates, 310–312, 310–311
overview, 309–310, 310

encrypted communications, 280
Error Reporting, Windows, 419
ESRB (Entertainment Software Rating 

Board), 263–265
event logs

application and service logs, 
408–410, 410

custom views (Event Viewer), 
410–412, 411

Windows event logs, 408
wireless networking application 

logs, 388

Event Viewer
basics, 404–405, 405
custom views, 410–412, 411

events, definition and components, 
405–407, 407

exam essentials
customizing/configuring Vista, 109
devices, 172–173
diagnostic tools, 446
installing/upgrading Windows 

Vista, 35
malware removal, 446
network troubleshooting, 395
networks, 359
security in Vista, 315–316
system recovery, 446
Windows Media Center, 239
Windows Media Player (WMP), 239

Exchange Server, 117
exercises

camcorders, importing video from, 
144–145

clean installation of Vista, 11–20
EFS certificate, backing up, 311
Event Viewer, custom views in, 

411–412
IP addresses, setting up multiple, 

347–349, 348–349
nslookup, using interactively, 

376–378, 376–378
Parental Controls, configuring, 

272–277, 272–277
Performance Monitor, system 

monitoring with, 412–413
playlists in WMP 11, setting up, 

229–233, 229–233
printers, installing /setting 

permissions, 152–154, 153–154
public folder for network access, 

configuring, 332–333, 332–333
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496 exposure – Guest accounts

Windows Firewall, configuring for 
ICMPv4, 383

Windows Sidebar and gadgets, 52
Xbox 360 extender, adding, 

206–211, 206–211
exposure, photo, 98
extenders, Windows Media Center, 

205–211, 206–211

F
fax devices

installing/using, 160–165, 161–165
troubleshooting, 169–172, 170–171
Windows Fax and Scan application, 

158–160, 158–160, 169–171, 
170–171

Feed Headlines gadget, 54–55, 54–55
File and Registry Virtualization 

(UAC), 303
file sharing (networks), 325, 329–330, 

330, 345
files

backing up compressed, 101
configuring backups, 100–104, 

100–103
restoring, 104–107, 106–107
troubleshooting access to, 391–393, 

392
firewalls

Security Center and, 248–251, 
249–251

Windows Firewall, 352–355, 
353–354

firmware, outdated USB, 124
Fix Red Eye tool, 98
Fix tools (Windows Photo Gallery), 

97–98, 98
flash drives, 76–77

folders
troubleshooting access to, 391–393, 

392
watched. See watched folders 

(Windows Media Center)
FQDN (fully qualified domain 

name), 370

G
gadgets

adding, 50–52, 51
basics, 47–48
configuring, 47–50, 47–50
defined, 44
Feed Headlines, 54–55, 54–55
installing, 51, 53
removing, 51–52
SideShow, 53–54, 54
uninstalling, 52–53

games
access to (Parental Controls), 262, 

265–269, 265–269
gaming consoles, connecting, 

205–211, 206–211
gateways, default (IP)

basics, 341
pinging, 371

General tab (Performance Monitor), 
417–418

Graph and Appearance tabs 
(Performance Monitor), 418–419

Group Policy
configuring UAC via, 300
troubleshooting, 384–385, 384–385

group properties (administrator 
accounts), 64, 64

Guest accounts
defined, 63
share permissions and, 391
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Hands-Free profile (HFP) (Bluetooth) – installing Windows Vista 497

H
Hands-Free profile (HFP) 

(Bluetooth), 118
hardware

Hardware Compatibility List 
(HCL), 3

requirements for Vista, 2–4
troubleshooting PDA, 132

HDTV (High-Definition 
Television), 200

High level setting
Pop-up Blocker, 286
security (IE 7), 296–298
Web Restrictions, 260–261

histogram graphs (Performance 
Monitor), 414, 414

host parameter (nslookup), 374
hub problems, USB, 124
Human Interface Device (HID) profile 

(Bluetooth), 118

I
ICMP (Internet Control Message 

Protocol), 369, 382–383
images

cropping, 98
editing, 96–99
importing from digital cameras, 

138–140, 138–140, 140–141
tagging, 96–97
transferring from digital cameras, 

136–137, 136–137
importing

images from digital cameras, 
138–140, 138–140, 140–141

pictures, 135
video from camcorders (exercise), 

144–145, 144

in-place Vista upgrades, 8–10
Infrared (IR) technology, 117, 124
infrastructure network, defined, 355
installing

camcorder drivers, 142
digital cameras, 135–136, 136
faxes, 160–165
gadgets, 51, 53
pocket PCs/PDAs, 127–129, 128
printer devices and drivers, 148–152, 

149–150
printers (exercise), 152–154, 

153–154
printers on networks, 155–156, 

155–156
scanners, 156–160, 158–160
webcams, 125–126, 125–126

installing Windows Vista
clean installations, 10–20
computer name and background, 17
configuring display devices, 

30–32, 31
driver selection, 15
edition selection, 13
exam essentials, 35
in-place upgrades, 8–10, 10
license agreement, 14
location of, 15
logon, 19
migrating data and settings, 20–21
network connection, 18
review questions and answers, 36–42
time and date info, 18
troubleshooting driver installation, 

29–30
transferring old files, 26–28, 26–28
troubleshooting application 

compatibility, 32–34, 33–34
type of installation, 14
updates, 17
user name/picture, 16
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498 Integrated Communications Experience (ICE) – Local Intranet zone (IE 7)

Welcome Center, 20
Windows Easy Transfer. See 

Windows Easy Transfer
Integrated Communications Experience 

(ICE), 125
Internet access (Parental Controls), 

258–261, 259–261
Internet Explorer 7

certificate issues, 280–283, 281–282
overview of features, 277–278
Phishing Filter, 283–286, 284–286
Pop-up Blocker, 286–287, 287
Protected Mode feature, 278–280, 

280, 432
security levels. See security levels 

(IE 7)
security zones, configuring, 

287–289, 288–289
security zones, customizing 

(exercise), 298–299, 299
Internet Mail Logon, 79
Internet Protocol (IP). See IP (Internet 

Protocol)
Internet security options (IE 7)

fundamentals, 289–292
Security Center and, 255

Internet zone (IE 7), 287
IP (Internet Protocol)

addresses, 337–338
autoconfiguration, 351–352, 352
configuring IP settings, 345–347
default gateway, 341–342
DHCP, configuring, 350–351
DNS client side, configuring, 

349–350, 350
history and overview, 336–337
IPv4 reserved addresses, 341
IPv6 addresses, 342
IPv6 reserved addresses, 343
manual configuration, 343–345, 344

multiple IP addresses set up 
(exercise), 347–349, 348–349

subnets, 338–340, 342
Windows Firewall, configuring, 

352–355, 353–354
ipconfig command-line tool, 378–382
IPSec policy, 389
IPv4

autoconfiguration and, 
351–352, 352

reserved addresses, 341
IPv6

addresses, 342
autoconfiguration and, 352
reserved addresses, 343

K
keyboard shortcuts

Performance Monitor options, 417
Windows Flip 3D, 59

L
libraries

configuring WMP, 182–184, 
183–184

pictures, 219, 219
setting up WMP, 196–199, 197–199
sharing WMP, 188–192, 189–191

licenses
keys, entering, 10–13
license agreement, 14
media, 235–236

line graphs (Performance Monitor), 
413, 413

LLTD (Link Layer Topology 
Discovery), 328

Local Intranet zone (IE 7), 288
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Local Security Policy – music 499

Local Security Policy, 300, 300
local user accounts, 64, 64
logs

event, 388, 408–410, 410
Windows Update, 444

loopback addresses, 341, 343, 371
Low level setting (Pop-up Blocker), 287
Low security level setting (IE 7), 

292–295

M
Mail Exchanger (MX) records, 375
Mail, Windows, 78–85, 79–80
Malicious Software Removal Tool, 

Microsoft, 445
malware removal

background and overview of, 
431–433

exam essentials, 446
protection (Security Center), 

253–254, 254
review questions/answers, 447–452
Windows Defender. See Windows 

Defender
manual syncing (portable players), 225
masks, subnet, 339, 349
Media library (WMP)

setting up, 196–199, 197–199
sharing, 188–192, 189–191

media sharing option (Network and 
Sharing), 326

media usage rights, 235–238
Medium-High security level (IE 7), 

296–297
Medium level setting

Pop-up Blocker, 286
Web Restrictions, 261

Medium-Low security level (IE 7), 
292, 295

Medium security level (IE 7), 292, 296
Meeting Space, Windows, 91–94
meetings, 91–94
Memory Diagnostics Tool, Windows, 

424–425, 424–425
Microsoft

Malicious Software Removal 
Tool, 445

Management Console (MMC) 
application, 405

Online Crash Analysis, 419
Security Portal, 434
SpyNet link, 437
System Configuration 

(MSConfig.exe), 432
Update, 307

migration of data/settings, 20–21
mobile devices. See pocket PCs and 

PDAs
monitors, configuring, 30–32, 31
movies

watching, 213–215, 213–214
Windows Movie Maker, 94–96, 95

MP3 players. See also portable media 
devices

Digital Rights Management (DRM) 
and, 238

setting up in WMP 11, 225–228, 
226–228

MSConfig (System Configuration tool), 
68–72, 69–72

multifunction printers (MFP), 148, 157, 
160–161

multiple IP addresses, setting up 
(exercise), 347–349, 348–349

music
backing up, 101
library views of, 217–218, 217–218
managing on PDAs, 131–132
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500 NAP (Network Access Protection) – Parental Controls

playing in Windows Media Center, 
215–218, 215–218

ripping in WMP, 186–188, 187–188

N
NAP (Network Access Protection), 

388–391, 390
NDF (Network Diagnostics 

Framework), 386
NET service commands, 74–75, 75
network troubleshooting

access to files/folders, 391–393, 392
access to printers, 393–394, 394
DHCP, 378–382
DNS client side, 373–374
exam essentials, 395
NAP issues, 388–391, 390
with Network and Sharing 

Center, 386
nslookup tool, 374–378
overview, 368–369
ping command-line tool, 369–371
review questions/answers, 396–401
security issues, 388–391, 390
trace route (tracert) tool, 371–373
Windows Firewall, 382–386, 382, 

384–385
wireless networking, 387–388, 388

networks
exam essentials, 359
file sharing, 325, 329–330, 330
installing printers on, 155–156, 

155–156
IP (Internet Protocol). See IP (Internet 

Protocol)
Network and Sharing Center, 

324–327, 325, 327, 386, 392
network discovery, 325, 328, 328
network drives, 333–335, 334–335

Network Policy Server, 389
network profile information, 385
printer connection problems, 340
public folder sharing, 325, 331–333, 

331–333
review questions/answers, 360–364
set up, 18
sharing printers, 335–336, 345
troubleshooting. See network 

troubleshooting
wireless, 355-358

NIC (network interface card), 336, 344
Normal Startup mode, 69
notifications, Security Center, 

255–256, 256
nslookup (name server lookup) tool, 

374–378
NTFS Alternate Data Stream 

(ADS), 432
NTLM2 authentication protocol, 393
NTSC (National Television System 

Committee) standard, 200

O
Online Crash Analysis, Microsoft, 419
over-the-shoulder (OTS) credentials, 65

P
pairing, device (Bluetooth), 120–123
PAL (Phase Alternation Line) 

standard, 200
Parental Controls

Activity Reporting, 270–271, 271
applications access, 269–270, 270
computer access, 261–262, 262
configuring (exercise), 272–277, 

272–277
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partnerships (PDAs) – portable media devices 501

defined, 195
ESRB ratings, 263–265
example of, 277
games access, 262, 265–269, 

265–269
Internet access, 258–261, 259–261
overview, 257–258, 257–258

partnerships (PDAs), 127–129
passkeys, Bluetooth, 122
passwords

defining during installation, 16
recovery (BitLocker), 313–314
Windows Mail, 81

patches, applying security, 
307–309, 308

PC Restore utility, 422–423, 423
PDAs. See pocket PCs and PDAs
Performance Monitor

configuring, 416–419, 417
counter data, viewing, 413–415
counters, selecting to view, 

415–416, 415
overview, 412
system monitoring with (exercise), 

412–413
performance options (Aero), 61–62, 62
peripherals

Bluetooth standard. See Bluetooth 
devices

establishing connections to, 116–117
troubleshooting connections to, 117
USB connections. See USB (Universal 

Serial Bus) connections
webcams, installing/configuring, 

125–126, 125–126
permissions

of administrator accounts, 66
setting printer (exercise), 152–154, 

153–154
of standard user accounts, 68

Phishing Filter (IE 7), 283–286, 
284–286

Photo Gallery, Windows, 96–99, 97–99
pictures

backing up, 101
cropping, 98
editing, 96–99
importing, 135–139
managing on PDAs, 131–132
viewing, 219, 219

ping command-line tool, 369–371
playing media in WMP, 184–186, 

185–186
playing music in Windows Media 

Center, 215–218, 215–218
playlists

creating, in WMP, 227–228, 228
setting up in WMP (exercise), 

229–233, 229–233
in Windows Media Center, 218

pocket PCs and PDAs
hardware troubleshooting, 132
installing/configuring, 127–129, 

128–129
software troubleshooting, 133, 

133–134
Sync Center, 130–132, 130
syncing problems, 133–135, 

133–134
policy, Group

settings, UAC, 303–304
troubleshooting, 384–385, 384–385

Pop-up Blocker (IE 7), 286–287, 287
portable media devices

connecting, 146
syncing in Windows Media Center, 

223–224, 224
syncing recorded TV to, 233–235, 

233–235
troubleshooting, 146–147, 147
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502 Power-On Self-Test (POST) – Request Timed Out (ping)

Power-On Self-Test (POST), 424
Power Users group, 66
preferences

setting for digital cameras, 137–140, 
138–139

for transferring video, 142–144, 143
Preview Monitor (Windows Movie 

Maker), 96
printers

installing devices/drivers, 148–152, 
149–150

installing on networks, 155–156, 
155–156

installing/setting permissions 
(exercise), 152–154, 153–154

multifunction printers (MFP), 148, 
157, 160–161

network connection problems, 340
overview, 147–148
permissions for, 151, 151–152
printing technology overview, 

147–148
sharing, 326, 335–336, 345, 

393–394, 394
troubleshooting, 166–169, 167–168
troubleshooting access to, 383, 

393–394, 394
Privacy agreement (Windows Media 

Center), 195
private address spaces, 341, 343
private network setting, 326
private vs. public connections, 385–386
product key activation, 12–13, 12–13
profile information, network, 385
profiles, Bluetooth, 118–119
Program Compatibility Wizard, 32–33, 

33–34
protected files, defined, 235
Protected Mode (IE 7), 278–280, 280

public folder sharing (networks), 325, 
331–333, 331–333

public network setting, 326
public vs. private connections, 385–386
publishing

calendars, 89–91, 89
movies, 96

purchased content (media files), 236

Q
quarantined software, 444
questions/answers, review. See review 

questions/answers

R
RADIUS (Remote Authentication 

Dial-In User Service), 358
ratings, game, 263–267
ReadyBoost feature, 76–77, 77
Real-Time Protection options 

(Windows Defender), 436
recorded TV

fundamentals, 212–213, 212
syncing to portable media devices, 

233–235, 233–235
Red Eye fix (photos), 98
/release option (ipconfig), 381–382
Remote Assistance, 385–386
remote connections, 117, 124
remote hosts, pinging, 371
/renew option (ipconfig), 381–382
repairing Windows Vista. See corrupted 

systems; diagnostic tools; malware 
removal; system recovery

report view (Performance Monitor), 
414–415, 415

Request Timed Out (ping), 370
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reserved addresses – security levels (IE 7) 503

reserved addresses
IPv4, 341
IPv6, 343

resolution, setting (monitors), 31
restoring files, 104–107, 106–107
restoring systems

Complete PC Restore utility, 
422–423, 423

System Restore tool, 422
Restricted Sites zone (IE 7), 289
Restrictions, Web. See Web Restrictions
review questions/answers

customizing/configuring Vista, 
110–114

devices, installing/troubleshooting, 
174–179

diagnostic tools, 447–452
installing/upgrading Vista, 36–42
malware removal, 447–452
network troubleshooting, 396–401
networks, 360–364
security in Vista, 317–320
system recovery, 447–452
Windows Media Center, 240–245
Windows Media Player (WMP), 

240–245
ripping/burning CDs/DVDs (WMP), 

186–188, 187–188
rootkits, defined, 431–432
Rotate tools (photos), 98–99, 99
RSS (Really Simple Syndication) feeds, 

54–55

S
Safe Boot, 69–70
Safe Mode, 426–427, 427, 445
scanners

installing and using, 156–160, 
158–160

Scanners and Cameras applet, 158
troubleshooting scanner/copy 

devices, 169–172, 170–171
security

BitLocker Drive Encryption, 
312–314

EFS (Encrypted File System), 
309–312, 310–311

exam essentials, 315–316
Internet Explorer 7. See Internet 

Explorer 7
network, troubleshooting, 

388–391, 390
Parental Controls. See Parental 

Controls
printer settings, 151, 151–152
review questions/answers, 317–320
Secure Password Authentication 

(SPA), 81
Security Portal, Microsoft, 434
UAC (User Account Control). See 

UAC (User Account Control)
wireless networking and, 356–358, 

357, 387
zones (IE 7), 287–289, 288–289
zones (IE 7), customizing (exercise), 

298–299, 299
Security Center

antivirus protection in, 254–255, 255
Automatic Updating, 251–253, 

252–253
firewall, 248–251, 249–251
Internet security settings and 

UAC, 255
malware protection, 253–254, 254
notification, 255–256, 256
spyware protection, 254

security levels (IE 7)
High, 296–298
Internet options, 289–292
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504 Selective Startup mode – system recovery

Medium, 292, 296
Medium-High, 296–297
Medium-Low, 292, 295

Selective Startup mode, 69
server parameter (nslookup), 374
services

enabling and disabling, 72–75, 
73–74

MMC snapin, 72–73
streaming media, 219–221, 220–221
tab (MSConfig), 70–71
URL Reputation Service, 283

sharing. See also networks
files (networks), 325, 329–330, 

330, 345
Media library (WMP), 188–192, 

189–191
printers, 326, 335–336, 345, 

393–394, 394
Public Folders (networks), 325, 

331–333, 331–333
SHV (Windows Security Health 

Validator) policy, 389
side-by-side migration, 20
Sidebar, Vista

adding/removing gadgets, 52
configuring, 44–47, 45–46
exercise, 52

SideShow gadgets, 53–54, 54
signals, wireless networking, 388
smart cards

defined, 309
RADIUS servers and, 358

software, troubleshooting PDA, 133, 
133–134

sound effects (Windows Media 
Center), 194

Source tab (Performance Monitor), 418
SpyNet link, Microsoft, 437

spyware
defined, 431
protection (Security Center), 254

SSID (service set identifier)
broadcasting, 387
defined, 356

standard user accounts, 67–68, 67
startup items, adding/removing, 68–72
Startup Repair Tool (SRT), 421–422, 

422, 428–429, 429
Startup tab (MSConfig), 71
Storyboard (Windows Movie Maker), 

95–96
streaming media services, 219–221, 

220–221
Streams command-line tool, 433
subnets (IP), 338–340, 342
subscribing to calendars, 90–91, 91
subscription content (media files), 236
SuperFetch memory management, 76
syncing

automatic (portable players), 225
manual (portable players), 225
MP3 players with WMP, 225–228, 

226, 228
PDAs to computers, 127–130
playlists, 227–228, 228
portable devices in Windows Media 

Center, 223–224, 224
problems (PDAs), 133–135, 

133–134
recorded TV to portable device, 

233–235, 233–235
Sync Center (PDAs), 130–132, 130

system recovery
Complete PC Restore utility, 

422–423, 423
exam essentials, 446
malware removal. See malware 

removal
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options overview, 419–421, 
420–421

review questions/answers, 447–452
Startup Repair Tool (SRT), 

421–422, 422
System Restore tool, 422

systems
corrupted. See corrupted systems
monitoring with Performance 

Monitor (exercise), 412–413
securing with BitLocker, 312–314
System Configuration tool 

(MSConfig), 68–72
System File Checker (sfc) 

command-line tool, 428
System Restore tool, 422, 

427–428, 428

T
tagging images, 96–97
taskbar thumbnails, 58
tasks (Windows Calendar), 86–87, 87
TCP/IP

advanced settings, 347
autonetting addresses, 341

theme settings, 60, 60
time/date set up, 18
Time Restrictions (Parental Control), 

261–262, 262
Time Zone setting, 67
Tools tab (MSConfig), 72
TPM (Trusted Platform Module), 

309–310, 312–314
trace route (tracert) tool, 371–373
transferring data/settings, 20–21
troubleshooting

application compatibility, 32–34, 
33–34

application issues (UAC), 303
camcorders, 145
client side DNS, 373–374
connections to peripherals, 117
DHCP, 378–382
digital cameras, 145
driver installation, 29–30
faxes, 169–172, 170–171
files/folders sharing, 391–393, 392
Group Policy, 384–385, 384–385
with Network and Sharing 

Center, 386
networks. See network 

troubleshooting
PDA hardware, 132
PDA software, 133, 133–134
portable media devices, 146–147
printer sharing, 383, 393–394, 394
printers, 166–169, 167–168
Protected Mode issues, 279–280, 280
public vs. private connections, 

385–386
scanner/copy devices, 169–172, 

170–171
UAC policy settings, 303–304
USB connections, 123–124
Windows Firewall, 382–386, 382, 

384–385
Windows Vista. See diagnostic tools; 

system recovery
wireless networking, 387–388, 388

Trusted Platform Module (TPM). See 
TPM (Trusted Platform Module)

Trusted Sites zone (IE 7), 288–289, 
288–289

tuners, TV. See TV (television)
TV (television)

recording, 212–213, 212
setting up in Windows Media Center, 

195–196
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506 UAC (User Account Control) – View Full Map option (networks)

syncing recorded to portable device, 
233–235, 233–235

tuners, setting up, 200–205, 200–205
watching and recording, 

212–213, 212

U
UAC (User Account Control)

Application Information service, 303
overview, 300, 300
prompts, configuring, 302
Security Center and, 255
settings, 301–302
troubleshooting application 

issues, 303
troubleshooting UAC policy settings, 

303–304
Virtualization issues, 303
Windows Update and, 304–309, 

305–306, 308
uninstalling

gadgets, 52–53
updates, 307

updating
applying security updates, 

307–309, 308
installing updates, 17
Microsoft Update. See Microsoft, 

Update
Windows Defender definitions, 

444–445, 445
Windows Update. See Windows 

Update
Windows Update log file, 444

upgrades, in-place, 8–10, 10
URL Reputation Service, 

Microsoft, 283
USB (Universal Serial Bus) connections

cabling problems, 124

defined, 117
device drivers and, 123–124
flash drives and, 313
hardware failures and, 123
outdated firmware/BIOS, 124

User Account Control (UAC). See UAC 
(User Account Control)

user accounts
administrator accounts. See 

administrator accounts
basics, 62–63
local, 64
setting up, 16
standard, 67–68, 67
types of, 63
User Account Control (UAC), 63, 

65–66
User Broker (ieuser.exe process), 279
User Controls screen (Parental 

Controls), 257–258, 258, 
269–270, 270

user state data, 20
User State Migration Tool (USMT), 21

V
videos

adapter drivers, 31–32
backing up, 101
importing from camcorders, 

142–145, 143
importing from digital cameras, 

137–140
managing on PDAs, 131–132
preferences for transferring, 

142–144, 143
transferring from camcorders, 

142–145, 143
videoconferencing, 125

View Full Map option (networks), 327
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Virtualization issues (UAC) – Windows 507

Virtualization issues (UAC), 303
Vista, Windows

application support/compatibility, 
4–5

choosing editions of, 5
customizing and configuring. See 

customizing/configuring Vista
device drivers for, 3
hardware requirements for, 2–4
in-place upgrades, 8–10, 10
installing. See installing 

Windows Vista
troubleshooting. See diagnostic tools; 

system recovery
Windows Vista Program 

Compatibility Assistant, 5
visual effects (Windows Media Center), 

61, 194

W
WAP (Wireless Access Point), 355
watched folders (Windows Media 

Center), 196–197, 197–199
Web Restrictions

automatic configuring, 260–261
manually configuring, 259–260, 260

Web sites, for downloading
Streams command-line tool, 433
Windows Upgrade Advisor, 5

Web sites, for further information
ESRB ratings, 263
Malware Removal Starter Kit, 445
Microsoft Hardware Compatibility 

List, 200
Microsoft Security Portal, 434

webcams, installing/configuring, 
125–126, 125–126

WEP (Wired Equivalent Privacy), 
356–358, 357

Wi-Fi Protected Access (WPA). See 
WPA (Wi-Fi Protected Access)

WIM (Windows Imaging), 7–8
Window Color and Appearance applet, 

60–61, 61
Windows

Aero. See Aero-enhanced graphical 
interface

Basic interface (non-Aero), 56, 56
Calculator, 338
Display Driver Model (WDDM) 

driver, 58
Error Reporting, 419
event logs, 408
Fax and Scan application, 157–165, 

158–159, 161, 165, 169–171, 
170–171

Flip, 58–59, 59
Imaging (WIM), 7–8
Live Gallery, 53
Live Messenger, 125–126, 126
Mail, 78–85, 79–80
Meeting Space, 91–94, 92–94
Memory Diagnostics Tool, 424–425, 

424–425
Mobile Device Center, 129–131, 

129, 131
Mobile Partnership, 129
Movie Maker, 94–96, 95
Network Diagnostics tool, 386
PE 2.0, 8
Photo Gallery, 96–99, 97–99, 

136–141
Security Center. See Security Center
Transfer Wizard, 23–29
Ultimate Extras, 305
Upgrade Advisor, 5–7, 6–7
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508 Windows Calendar – wireless networking

versions upgrade paths, 9
Vista Capable standard, 2–3
Vista Premium Ready standard, 2–3
Vista Program Compatibility 

Assistant, 5
Windows Calendar

appointments, 85–86, 85–86
multiple calendars, 88–89, 88–89
sharing calendars, 89–91
tasks, 86–87, 87

Windows Defender
configuring/running scan (exercise), 

438–443, 439–443
fundamentals, 432–438, 433–435, 

437–438
quarantined software, 444
scan results, 441–443, 442–443
updating definitions, 444–445, 445

Windows Easy Transfer
Easy Transfer Cable, 22
overview, 20–22
Transfer Wizard, 23–29, 23–25

Windows Firewall
configuring, 352–355, 353–354
troubleshooting, 382–386, 382, 

384–385
Windows Media Center

burning CDs/DVDs, 221–223, 
222–223

exam essentials, 239
extenders/gaming consoles, 

205–211, 206–211
media categories supported, 

211–212
Media library set up, 196–199, 

197–199
movies, watching, 213–215, 

213–214
pictures, viewing, 219, 219

playing music, 215–218, 215–218
review questions/answers, 240–245
setting up, 192–196, 192–194
streaming media services, 219–221, 

220–221
syncing portable devices, 

223–224, 224
syncing recorded TV to portable 

device, 233–235, 233–235
TV tuners, setting up, 200–205, 

200–205
TV, watching/recording, 

212–213, 212
Xbox 360 extender (exercise), 

206–211, 206–211
Windows Media Player (WMP)

DRM and, 235–238, 237
exam essentials, 239
library, configuring, 182–184, 

183–184
library, sharing, 188–192, 189–191
MP3 players, setting up in, 225–228, 

226–228
playing media, 184–186, 185–186
playlists, creating, 227–228, 228, 

229–233, 229–233
review questions/answers, 240–245
ripping/burning music, 186–188, 

187–188
Windows Update

Automatic Updating, 251–253, 
252–253

configuring, 304–309, 305–306, 308
Windows Update log file, 444

wipe-and-load migration, 20
Wired Equivalent Privacy (WEP). See 

WEP (Wired Equivalent Privacy)
wireless networking

fundamentals, 355–356
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security, configuring, 356–358, 357
troubleshooting, 387–388, 388

WMA (Windows Media Audio) 
format

files, 143
Lossless, 187

WPA-Enterprise, 388
WPA (Wi-Fi Protected Access), 358

X
Xbox 360, adding as extender 

(exercise), 206–211, 206–211
XPS Document Writer, 154

Z
zones, security. See security, zones (IE 7)
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