Index

o/ ] o

access cards, 168
access control
archive protection, 257-258
comprehensive remediation, 245-248
implementing, 54
IT security, 116
NAC, 243-245
overview, 239-240
protection of classified content, 237
role-based, 273
self-auditing, 63
tightening, 240-243
acquisition, data, 207
acquisitions and mergers (M&A), 44, 94,
171, 236, 328
add-ons, browser, 262
address bar, 384
Administrative standard, HIPAA, 51
administrator access, 130, 340
administrator password, 192, 284
administrator privileges, 159
advertising, 357
adware, 111, 386
agentless technology, 143
agents
defined, 143
mail-transfer, 200
NAC, 247-248
self-enforcement, 242
“allow” and “deny” functionality, 159
anomaly detection, IDS, 225-226
answering machines, 287
anti-adware software, 386
anti-malware software, 129, 157, 159,
176, 385
anti-phishing filter, 135, 385
anti-spam software, 135, 183, 188

anti-spyware software, 188, 386

anti-threat technology, evolution of, 114-117

anti-virus software
archive protection, 257
effectiveness of, 180, 224
endpoint security, 134
overview, 115
spear phishing, 188
updating, 129, 157, 159, 176, 385
appliances, inline encryption, 255
applications
analyzing access, 361-362
data corruption, 267-270
data integrity
Open Source software, 272-273
overview, 271
periodic review of, 274-275
testing, 273
identification of, 63
malicious code targeted at, 18
management of, 219
monitoring, 41
SaaS, 275-277
Web
Internet browsers, 261-265
overview, 259
SQL injection attacks, 260-261
archiving data
data classification, 208
identifying risk, 256-257
overview, 331
protecting corporate memory, 257-258
ARP poisoning, 243
asset management, 157, 219
Atom Flash Drive, 140-141
at-risk data
bank data, 92
corporate data, 33, 94-95
credit cards, 92



388 Data Leaks For Dummies

at-risk data (continued)
customer communication, 93-94
customer data, 32-33, 95
customer-loyalty cards, 92-93
data at rest, 31
data in motion, 31-32
e-mail, 93-94
finding
derivatives, 35
matching data to locations, 35-37
obvious locations, 34-35
overview, 33
health and welfare information, 94
overview, 91
zippering, 96

ol e

backdooring, 130, 163, 272-273
background checks, contractor, 309-310
backup
disk-based, 254
hardware encryption, 254-256
overview, 251-252
process for, 320
protection of, 231
SIS, 331
tape-based
destroying, 281
encryption, 255
environment, 253

auction account information, 100-101
audit logs, 270, 365
audits

overview, 32, 251-253
bandwidth, 356

automating, 64-65

backup tape, 253

benefits of, 62-63

compliance technology requirements, 62
fees, 68

for governance, 332-333
information-security, 338-339
overview, 61-63

regularity of, 41

self-audits, 62-64

tools for, 135

bank data, 92, 100, 105
banking
dangers of online, 121
passwords, 384
regulation, 52-53
Basel Il Accord, 52-53
BC (business continuity), 321
behavioral analysis, 261, 362-364
BIOS password, 150
black market, 37-38, 112
blackmail, 38

blind trust, 380
blocked e-mail, 202
blocking USB devices, 135, 144
blogs, 16, 95
bluebugging, 163
bluejacking, 163
bluesnarfing, 163
Bluetooth
overview, 161
solutions for, 162
turning off, 193
vulnerabilities, 162-163, 289
boot order, 150
boot-image control, 228
botnet, 111-112
bots, 111, 130, 231
brand damage, 69, 79, 103

authorization control

comprehensive remediation, 245-248

NAC, 243-245

overview, 239-240

tightening, 240-243
automatic address-search function, 204
automatic code checkers, 271
automatic data-loss prevention system, 212
automatic form-filler application, 129
automatic system control, 184
automating audits, 64-65
Availability, CIA model, 88
availability risks, IT, 21
awareness program

culture, 324

ongoing, 323

security training, 322-323



Index 389

briefing sessions, press, 354

bulk sale of information, 102

business continuity (BC), 321

business operation procedures, 358
business record, 11

business social-networking sites, 369-370

oo

cached certificates, 126
caching, 233
calendars, 155
cameras, 288
Canadian regulation, 55
Capability Maturity Model Integration
(CMMI), 318-319
cardholder data protection, 54
Cardtrp threat, 155
CD-ROMs
destroying, 281
encrypting data to and sending, 303
free, 141, 170-171, 174
overview, 32
cellular phones. See mobile phones
central management, 229
centralized backup, 230
CEO (Chief Executive Officer), 353
certificates, 126
Chief Information Officer (CIO), 24, 326, 353
Chief Information Risk Officer (CIRO), 24,
326, 353
Chief Information Security Officer (CISO),
24, 326, 353
CIA model, 87-88
CIO (Chief Information Officer), 24, 326, 353
CIRO (Chief Information Risk Officer), 24,
326, 353
CISO (Chief Information Security Officer),
24, 326, 353
cleaners, 130, 310
cleaning data, 147
clickjacking, 264
CMMI (Capability Maturity Model
Integration), 318-319

COBIT (Control Objectives for Information
and related Technology), 317
code, software, 268
code checkers, automatic, 271
code reviews, 261, 274-275
company information, 33, 94-95
compensation, customer, 68
competitors, 99
compliance
audits
automating, 64-65
compliance technology requirements, 62
overview, 61-63
self-audits, 63-64
DLM/ILM as aid to, 208-209
documenting, 169
full disclosure, 48-49
good governance, 58-61
risks, 21
compression, 255
conferences, 170-171, 288, 293
Confidential classification level, 366
confidential data, 74, 142-143
Confidentiality, CIA model, 87
connectivity, 156, 159
consent, data subject, 57
consistency, 329
consultants, 130, 339
contact details, posting, 369
content filtering, 116, 135
content management, 223
content-aware discovery technology, 160
content-based encryption policies,
145-146, 236
content-classification software, 91
content-matching technology, 236-237
context, data, 29, 31
Continual service improvement, ITIL, 315
contractors, 130, 309-310
contracts, 57
Control Compliance Suite, 332
Control Objectives for Information and
related Technology (COBIT), 317
cookies, 265
copying data, 35, 237



390

Data Leaks For Dummies

corporate data, 33, 94-95
corporate firewall, 226
corporate network connections

choosing, 134

thin-client technology, 132

virtualizing clients, 133

VPNs, 131-132
costs

of downtime, 89

of response, 68
counterfeit credit cards, 75
covert monitoring, 41
CRCs (Cyclic Redundancy Checks), 269
credit-card data, 92, 100, 105
credit checks, 103
credit monitoring, 68
critical system protection (CSP), 227
crosscut shredder, 294
cross-site scripting, 262-264
CSP (critical system protection), 227
customer access, 339
customer churn, 69
customer communication, 93-94
customer compensation, 68
customer data, 32-33, 95, 103, 160
customer lists, 105
customer notification, 351
customer support, 355-356, 357
customer-loyalty cards, 92-93
customer-support call centers, 47
cut-and-paste, 129
cyber-cafés, 169, 172-173
cyber-crime

clickjacking, 264

controlling, 76-77

data corruption, 364-365

DDoS attacks, 231

dumpster diving, 309

e-mail scams, 93

flooding, 232

law enforcement, 76

overview, 17-19, 71-75

piggybacking, 308-309

session poisoning, 265

smurf attacks, 232

social-engineering attacks, 308

spear phishing, 187-188

SQL injection attacks, 260-261

targeting corporate information, 42

use of data, 37-38

XSS attacks, 262-264

zippering, 96

cyber-criminals

evolution of, 112-113

mentality of, 113

monetary value of data to
availability of data, 101-102
finding data on Web, 102-104
over lifetime, 104-105
overview, 99
popular data, 100-101

overview, 10-11

priorities of, 117

Cyclic Redundancy Checks (CRCs), 269

o e

damage limitation, 350
data acquisition, 207
data at rest
NAC, 244-245
overview, 31
data breaches
regulations for, 50
sources of, 73-74
data center
data availability, 224-225
DoS attacks, 231-234
encryption
content-based, 236
difficulty of, 235-236
managing digital rights, 237-238
overview, 234
outsiders in, 339
overview, 217-218
protecting server infrastructure
centralized backup, 230
CSP, 227



Index 39 7

endpoints, 228-230
overview, 226-227
servers, 228-230
thin-client technology, 228-230
unstructured data files, 218-221
data classification
consistent, 211-212
DLM/ILM, 206-210
good governance, 59
overview, 205-206
data corruption
guarding against, 268-269
malicious, 364-365
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