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• A •
abstraction layers, 62

Access Control List (ACL), 145

Actions tab, 258

Active Directory (AD), 212

Active Directory Interface, 144

active partition, 65

AD (Active Directory), 212

adapters

active, 116–118

Ethernet, 163

failed, 116

host bus adapters (HBAs), 59, 125

network, 103–106

standby, 116–118

unused, 116–118

uplink, 95, 98–99

Add a Host link, 159

Add Host Wizard, 159–160, 201

Add Network Wizard, 101

Address Resolution Protocol (ARP), 116

Admin window (VIC interface), 88

Administrator password, 183

Administrator role, 216

Akorri BalancePoint, 308–309

Alarm Settings dialog box, 256

alarms, 256–258

alarms management, 141

Alarms tab, 246, 248

All Cluster Resources pool, 238

Apple Boot Camp, 296

arbitrated loop, 43

ARP (Address Resolution Protocol), 116

Assign Permissions window, 221

available memory, 233

average bandwidth, 113

average CPU usage, 34

averaging method, 35

• B •
Backup Exec, 266

Backuproot option, 265

backups

LAN-free, 261

overview of, 260

restoring from, 269

scripts, 266–268

software, 263

tape, 260

balloon memory, 165, 169

bandwidth, 113

baselines, 244

Beacon Probing, 116

Below Reservation state, 238

block-level protocols, 41

blocks, 40

blogs

SearchVMware.com, 292–293

ServerVirtualization.com, 291–292

blue-screens, 275

Boot Camp, 296

boot partition, 69, 71

booting, from SAN, 41

built-in roles, 216

burst size, 113

bus, 40

• C •
capacity, exceeding, 273

Capacity Planner, 147, 302–303

capacity planning. See also virtualization

cost of virtualization, 20–21

data-gathering tools, 36–37

failure, 28–29

hardware, 37–38

overview of, 24–27

reasons for, 24–28
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capacity planning (continued)

adding capacity, 24–27

for future growth, 27–28

preventing network congestion, 24

resource usage, 29–36

memory, 35–36

networking, 31–32

processors, 33–34

storage, 29–31

tightly coupled systems in, 24

cards

Ethernet, 103

network interface cards (NICs)

minimum requirement for, 149

promiscuous mode, 103

and virtual switches, 96

CD-ROM drives, 163

central processing units (CPUs), 164

Challenge-Handshake Authentication 

Protocol (CHAP), 47

Change Chart Options link, 251

CHAP (Challenge-Handshake 

Authentication Protocol), 47

CIFS (Common Internet File System), 52

client device, 170

clusters

adding ESX host to, 200–201

creating, 198–200

fault tolerance in, 194–198

migration in, 204–208

monitoring, 248–252

single points of failure, 193–194

cold migration, 205

Common Internet File System (CIFS), 52

compact disk format, 176

complete disaster, 195

Confi g.js fi le, 265–266

Confi guration section (VI Client), 75

Confi guration tab, 100

consolidation, 130–131

constraints, placement, 202–203

Contention for Expandable Resources 

Before Limit is Met state, 239

cooling costs, lower, 16

core services. See also VirtualCenter

alarms and events management, 141

host and virtual machine 

confi guration, 143

inventory management, 141

overview of, 140

statistics logging, 141–142

task scheduler, 143

VM provisioning, 141

co-scheduling, 13

CPU Reservation, 234

CPU resources, sharing, 234

CPU usage

average, 34

calculating, 33

in iSCSI, 51

maximum, 34

monitoring, 244, 251–252

overview of, 33

resource pools, 238–239

templates, 26

CPUs (central processing units), 164

Create a Datacenter link, 158

Create Resource Pool window, 241

creating

clusters, 198–200

data stores, 133–134

ESX clusters, 198–199

resource pools, 241–242

roles, 217–218

server, 175–183

URLs for virtual machines, 174

virtual machine templates, 178–180

virtual machines, 167–170, 179–183

custom roles, creating, 217–218

Customization Wizard, 182

• D •
data centers, 157–158, 245–247

data stores

browsing, 134

creating, 133–134

extending, 135

overview of, 132

Database Interface, 144

databases

calculating size of, 149–150

installing, 150–151
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overview of, 147–148

server, 148–149

supported for VirtualCenter 2.5, 148

DataCenter Administration role, 216

datacenter-level monitoring, 248

default partitions, 69–70

Deploy Template Wizard, 181

Deploy.Cab fi le, 178

Details pane (VIC interface), 87

device drivers, 164

differential fi le, 184

disaster recovery

backup scripts, 266–268

confi g fi le, 265

disabling automatic drive letter 

assignment, 264

LAN-free backups, 261

overview of, 259

restoring from backups, 269

software interoperability module, 265

disk partitions

extended, 65

logical unit numbers, 123–126

overview of, 120–121

primary, 65

RAID levels, 121–123

diskpart, 264

disks

bottlenecks, 25

recommended free space, 149

striping, 121

throughputs, 29–30

usage, 26, 29–31, 244, 253

disk-to-disk-tape backups, 260

Distributed Power Management 

(DPM), 18, 144

Distributed Resource Scheduler (DRS)

automation level, 199

cluster-level monitoring, 249

confi guration page, 144

confi guring, 203

creating ESX clusters with, 198–199

description of, 18

installing ESXi, 73

overview of, 143

in virtual clusters, 195

distributed services. See also VirtualCenter

Distributed Power Management 

(DPM), 144

Distributed Resource Scheduler 

(DRS), 143–144

High Availability (HA), 143

overview of, 143

Storage VMotion, 144

VMotion, 143

DNS name, 73–78, 156, 173, 174

DPM (Distributed Power Management), 

18, 144

drive letters, 69–70, 264

drivers, 164

drives

CD-ROM, 163

fl oppy, 163

IDE drives, 65

logical, 65

serial ATA, 71

DRS (Distributed Resource Scheduler)

automation level, 199

cluster-level monitoring, 249

confi guration page, 144

confi guring, 203

creating ESX clusters with, 198–199

description of, 18

installing ESXi, 73

overview of, 143

in virtual clusters, 195

DRS confi guration page, 200

dual-core processors, 61

• E •
EDI (Electronic Data Interchange), 27

electric costs, lower, 16

Electronic Data Interchange (EDI), 27

EMC2, 290–291

Engagement Simulation Exercise. See ESX

Enterprise Resource Planning (ERP), 27

ERP (Enterprise Resource Planning), 27

error conditions, 206

estimation, 243

ESX (Engagement Simulation Exercise), 13
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ESX host

adding to VirtualCenter server, 158–160

backup, 265

booting on local hard disk, 42

clusters, 196–203

default roles, 216

description of, 17, 57

disk partitions, 64–65, 120–123

fault-tolerant design, 59

installing, 67–79

ESXi, 73

hardware preparation, 71

steps in, 72–74

VI Client, 73–74

networking model, 63–64

object hierarchy, 212–213

operating systems, 62–63

preinstallation tasks, 67–70

CPU resources, 68

default partitions, 70

hardware compatibility, 68–69

memory, 68

mount points vs. drive letters, 69–70

text vs. graphics-based install, 68

selecting, 181

server sizes, 60–61

storage control, 64

symmetrical multiprocessing, 13

troubleshooting, 277–278

and virtual machines, 58

ESX host layer, 119

ESX layer, 14

ESX license model, 153

ESX Server Management, 144

ESX Web page, 74, 84

ESXi, 17, 42, 73

Ethereal, 36

Ethernet adapters, 163

Ethernet cards, 103

Ethernet frames, 103

events management, 141

Events window (VIC interface), 92–93

exceptions, policy

failover order, 116–117

load balancing, 114–115

network failover detection, 115–116

notify switches, 116

rolling failover, 116

expandable reservations, 23

expandable resource pools, 236–240

explicit failover order, 114–115

extended partitions, 65

external problems, troubleshooting, 273

• F •
failed adapters, 116

failover order, 116–117

failure

hardware, 272

mean time between failure (MTBF), 121

single points of, 193–194

fault tolerance

clusters in, 196–198

layers of protection, 194–196

overview of, 59

fi bre channel SANs. See also storage area 

network (SAN)

arbitrated loop, 43

multipathing with, 127–128

point-to-point, 42

pros and cons of, 46

switched fabric, 43–45

topologies, 42–44

fi le systems

Common Internet File System (CIFS), 52

main discussion, 69–70

Network File System (NFS), 51, 120

Virtual Machine File System (VMFS), 

18, 71

VMware File System (VMFS)

concurrent access to, 130

data stores, 132–134

defi nition of, 129

designing, 130–132

overview of, 129–130

fi le-level protocols, 41

fi les

Confi g.js, 265–266

Deploy.Cab, 178

differential, 184

main discussion, 40–41
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swap, 165–166

sysprep, 176–178

VMX, 287–288

Fixed Path, 127

fl oppy drives, 163

forged transmit, 110

• G •
gateways, 46

government regulations, 27

graphics-based installation, 68

groups, 213, 224

guest operating systems

adding hardware with, 163–164

description of, 17

installing, 170–171

• H •
HA (High Availability)

confi guring, 200–202

description of, 18

in distributed services, 143

in fault-tolerant design, 59

support in ESXi, 73

troubleshooting, 272

in virtual clusters, 195

HA Confi guration page, 201

hard disks, 163, 169

hardware, 37–38, 59

Hardware Acceleration settings, 171

Hardware Compatibility List (HCL), 38, 

68–69

hardware failure, 272

hardware usage, 16

hardware-based iSCSI, 47

HBAs (host bus adapters), 59, 125

HCL (Hardware Compatibility List), 38, 

68–69

Hide LUNs link, 124

High Availability (HA)

confi guring, 200–202

description of, 18

in distributed services, 143

in fault-tolerant design, 59

support in ESXi, 73

troubleshooting, 272

in virtual clusters, 195

high-performance NAS, 53

high-priority migrations, 208

host bus adapters (HBAs), 59, 125

Host Summary screen, 160

host-based licenses, 152

hosts

adding to VirtualCenter server, 158–160

backup, 265

booting on local hard disk, 42

clusters, 196–203

connecting to, 265

default roles, 216

description of, 17

device, 170

disk partitions, 64–65, 120–123

fault-tolerant design, 59

installing, 67–79

ESXi, 73

hardware preparation, 71

steps in, 72–74

VI Client, 73–74

networking model, 63–64

object hierarchy, 212–213

operating systems, 62–63

overview of, 57–59

preinstallation tasks, 67–70

CPU resources, 68

default partitions, 70

hardware compatibility, 68–69

memory, 68

mount points vs. drive letters, 69–70

text vs. graphics-based install, 68

selecting, 181

server sizes, 60–61

storage control, 64

symmetrical multiprocessing, 13

troubleshooting, 277–278

and virtual machines, 58

Hosts & Clusters folder, 245–247

Hosts tab, 246–247

hot migration, 205

hybrid approach, 130–131

hyperthreading, 14
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• I •
IDE drives, 65

IEEE 802.1q standard, 102

infrastructure outage, 196

inheritance, 221–222, 224

initiators, 40

installing ESX host

ESXi, 73

hardware preparation, 71

preinstallation tasks, 67–70

CPU resources, 68

default partitions, 70

hardware compatibility, 68–69

memory, 68

mount points vs. drive letters, 69–70

text vs. graphics-based install, 68

steps in, 72–73

VI Client, 73–74

interface services. See also VirtualCenter

Active Directory Interface, 144

Database Interface, 144

ESX Server Management, 144

VI API, 144–145

internal problems, troubleshooting, 

272–273

internal virtual switch, 206

Inventory pane (VIC interface), 86

Inventory section (VI Client), 75

Inventory window (VIC interface), 86–87

IP address, 73–78, 156, 173, 174

IP hash, 114–115

iSCSI SAN. See also storage area network 

(SAN)

communications in, 48–50

components of, 48

hardware-based, 47

multipathing with, 127

overview of, 47

pros and cons of, 50–51

protocol initiator, 47

query method, 49

software-based, 47

static confi guration method, 49

ISO disk images, 77–78, 163, 167

isolation, 130–131

• J •
Jumpbox for SugarCRM 4.5.1h, 313–314

Jumpbox for Twiki 4.2, 315–316

• L •
lack of resource issues, 272

Laverick, Mike, 289–290

layers

abstraction, 62

ESX, 14, 119

raw storage, 120

secure sockets layer (SSL), 68

Shared Resources, 15

Virtual Machine, 14, 119

license server, 145, 147, 152–153

licenses

grace period, 152

host-based, 152

models, 153

server-based, 152

standard, 153

starter, 153

Licenses tab (VIC interface), 88

Limit Met state, 239

Limit View to Remote Console, 174

Limit View to Single Virtual Machine, 174

Link Status Only, 115–116

Linux, 64, 65, 168, 214–216

load balancing, 114–118

local disks, 120

local SCSI, 42

logical drives, 65

logical items, 86

logical unit numbers (LUN)

backup, 265

defi nition of, 40

and ESX installation, 71

Hide LUNs link, 124

hiding, 124

masking, 46

partitions, 123–125

scanning for, 125–126

low-priority migrations, 208

LUN (logical unit numbers)
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backup, 265

defi nition of, 40

and ESX installation, 71

Hide LUNs link, 124

hiding, 124

masking, 46

partitions, 123–125

scanning for, 125–126

• M •
MAC (Media Access Control), 96, 110

MAC addresses, 103, 110

MAC hash, 114–115

Mac OS X operating system, 52

machine check exception (MCE), 277

Magic ISO, 163

Maps tab, 207

Maps window (VIC interface), 93

maximum CPU usage, 34

MCE (machine check exception), 277

mean time between failure (MTBF), 121

Media Access Control (MAC), 96, 110

memory

assessing needs for, 35–36

available, 233

balloon, 165–166

capacity planning, 25

limit, 233

management of, 165–166

non-guaranteed, 165

page sharing, 165

requirements, 35–36

reservation, 233

resource pools, 238–239

sharing, 233–234

VMkernel swap fi le, 165–166

memory state fi le, 184

memory usage, 26, 244, 251

Microsoft .NET Framework, 84

Microsoft Windows, 168

Migrate Virtual Machine Wizard, 143

migrations

cold, 205

description of, 143

error conditions, 206

high-priority, 208

hot, 205

low-priority, 208

with VMotion, 204–208

warning conditions, 205

Migrations tab, 249–250

MindTouch Deki Wiki, 316–317

mirroring, 122

mission critical system outage, 195

monitoring

alarms, 256–258

baselines for, 244

cluster level, 248–252

datacenter level, 248

hosts and cluster level, 244–248

memory usage, 35

metrics, 244

reasons for, 243

resource pool level, 254

server level, 252

virtual machine level, 254

Most Recently Used (MRU), 127

mount points, 69–70

mouse, hardware acceleration for, 164

MRU (Most Recently Used), 127

MTBF (mean time between failure), 121

multipathing

with fi bre channel, 127–128

with iSCSI, 128

overview of, 126

multiple CPUs, 13–14, 234

multiple snapshots, 186–189

• N •
NAS. See Network Attached Storage

nested resource pools, 235–236

NETBIOS, 24

network adapters, 103–106

network analysis tools, 36–37

Network Attached Storage (NAS). See also 

storage area network (SAN)

best practices, 53–54, 118

connecting to, 136

conversion overhead, 52

high-performance, 53
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Network Attached Storage 

(NAS) (continued)

inherent delays in, 52

overview of, 51–52

pros and cons of, 53

protocols, 51

in raw storage layer, 120

supported protocols, 51

VMWare requirements, 52

network cards, 59

network congestion, 24

Network File System (NFS), 51, 120

network interface cards (NICs)

minimum requirement for, 149

promiscuous mode, 103

and virtual switches, 96

Network Probe, 36

network requirements, 31–32

network usage, 26, 31–32, 244, 254

networking, 63–64

Networking section, 100

networks, 25

new tasks, scheduling, 90–92

New Template wizard, 179

New Virtual Machine Wizard, 167

NFS (Network File System), 51, 120

NIC Teaming tab, 113–114

NICs (network interface cards)

minimum requirement for, 149

promiscuous mode, 103

and virtual switches, 96

NMI (non maskable interrupt), 277

No Access role, 216

non maskable interrupt (NMI), 277

non-guaranteed memory, 165

normal disk format, 176

Notify Switches, 116

Novel NetWare, 168

• O •
object hierarchies, 212–213

objectplanet.com, 36

objects, 219

Open Systems Interconnection (OSI), 103

operating systems

fi le systems, 69–70

functions of, 1

guest, 170–171

adding hardware with, 163–164

description of, 17

installing, 170–171

installing, 168

Mac OS X, 52

Service Console, 62–63

sysprep fi les, 176–178

in virtual machines, 163–164

VMkernel, 62

Oracle 10g, 148

Oracle 9i, 148

OSI (Open Systems Interconnection), 103

outages

infrastructure, 196

mission critical system, 195

user workstation, 196

overspending, 28

• P •
parallel ports, 163

partitions

default, 70

extended, 65

and logical unit numbers, 123–125

overview of, 120–121

primary, 65

RAID levels, 121–123

passwords, 73, 183, 265

PC (personal computer), 1

peak bandwidth, 113

Percent of Entitled Resources Delivered 

graph, 249

Performance Monitor, 29

Performance tab, 251, 252

permissions, 219–221

personal computer (PC), 1

Physical Compatibility mode, 132

physical items, 86

30_277935 bindex.indd   32630_277935 bindex.indd   326 8/21/08   9:40:17 PM8/21/08   9:40:17 PM



327327 Index

physical machines, 25–26, 190–192

physical memory, 36

placement constraints, 202–203

planning, capacity. See also virtualization

cost of virtualization, 20–21

data-gathering tools, 36–37

failure, 28–29

hardware, 37–38

overview of, 24–27

reasons for, 24–28

adding capacity, 24–27

for future growth, 27–28

preventing network congestion, 24

resource usage, 29–36

memory, 35–36

networking, 31–32

processors, 33–34

storage, 29–31

tightly coupled systems in, 24

point-in-time reading, 244

point-to-point fi bre channel SAN, 42

policy exceptions

failover order, 116–117

load balancing, 114–115

network failover detection, 115–116

notify switches, 116

rolling failover, 116

poor performance, 28

ports

backup, 265

changing number of, 107–109

groups, 106–107

modifying security, 109–111

overview of, 102–103

parallel, 163

security policies, 109–111

PostPath server, 308

power-on algorithm, 237

Preferrred Path, 127

preinstallation tasks

CPU resources, 68

default partitions, 70

hardware compatibility, 68–69

memory, 68

mount points vs. drive letters, 69–70

text vs. graphics-based install, 68

Pre/Post Commands options, 267–268

primary partitions, 65

primitive data structures, 3

primitives, 3

privileges, 213

proactive problem prevention, 243

problems

external, 273

internal, 272–273

proactive stance in, 279

scenarios, 273–278

ESX host, 277–278

virtual machine blue-screens, 275

virtual machine will not power on, 

274–275

VMware Infrastructure Client (VIC), 

275–276

processor fragmentation, 14

processors, 25, 33–34

Production resource pool, 238

products

VMware ACE, 295–296

VMware Capacity Planner, 302–303

VMware Converter, 303–304

VMware ESXi, 299–300

VMware Fusion, 296–297

VMware Player, 297–298

VMware Server, 298–299

VMware Storage VMotion, 301–302

VMware Update Manager, 300–301

VMware Workstation, 304–305

Profi cient software, 314–315

promiscuous mode, 103, 110

Propagate to Child Objects check box, 220

Properties window, 102

proportional share system, 230–233

protocols

Address Resolution Protocol (ARP), 116

block-level, 41

Challenge-Handshake Authentication 

Protocol (CHAP), 47

fi le-level, 41

Remote Desktop Protocol (RDP), 172

Reverse Address Resolution Protocol 

(RARP), 204

Purple Screen of Death (PSOD), 62, 277

PUTTY, 75–77
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• Q •
query method, 49

quiescing, 165

• R •
RAID 0 (disk striping), 121

RAID 1 (mirroring), 122

RAID 1+0 (RAID 10), 122–123

RAID 1+5, 123

RAID 5 (striping with parity), 122

RAM (random access memory), 26, 35–36, 

148, 163, 233–234

RARP (Reverse Address Resolution 

Protocol), 204

Raw Device Mapping (RDM), 132–133

Raw Disk Mapping (RDM), 132–133

raw storage layer, 120

RDM (Raw Device Mapping), 132–133

RDP (Remote Desktop Protocol), 172

Read Only role, 216

Recent Tasks pane (VIC interface), 87

Recent Tasks section (VI Client), 75–76

recovery from disaster

backup scripts, 266–268

confi g fi le, 265

disabling automatic drive letter 

assignment, 264

LAN-free backups, 261

overview of, 259

restoring from backups, 269

software interoperability module, 265

recovery time objectives (RTOs), 195

Red Hat Linux, 65

redundant array of independent disks 

(RAID), 59, 120–123, 195

regulations, government, 27

Remote Desktop Protocol (RDP), 172

Reporting tab, 257

Rescan, 124

Reservation Threshold state, 239

resource inventory management, 141

Resource Pool Administrator role, 216

resource pools

creating, 241–242

expandable, 236–240

monitoring, 254

moving machines into, 242

nesting, 235–236

overview of, 229–230

proportional share system in, 230–233

securing, 242

sharing CPU resources, 234

sharing memory resources, 233–234

system states, 238–240

uses of, 230

Resources Allocation tab, 249–250

resources, lack of, 272

restoring from backups, 269

return on investment, 20–21

Reverse Address Resolution Protocol 

(RARP), 204

rights, applied

inheriting security roles, 221–222

role confl icts and inheritance, 224–227

roles in multiple groups, 222–224

users in multiple groups, 222–224

roles

built-in, 216

confl icts, 224–227

creating, 217–218

defi nition of, 213

inheriting, 221–222

in multiple groups, 222–224

permissions, 214–215, 219

Roles tab (VIC interface), 88

Rolling Failover, 116

root directory, 70

root password, 73

routing, 51

routing methods, 114–115

RTOs (recovery time objectives), 195

• S •
SAM (SCSI Architecture Model), 39

Samba, 52

same instruction set (SSE), 205
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SAN (storage area network). See also 

Network Attached Storage (NAS)

best practices, 53–54

booting from, 41

fi bre channel, 42–46. See also storage 

area network (SAN)

arbitrated loop, 43

multipathing with, 127–128

point-to-point, 42

pros and cons of, 46

switched fabric, 43–45

topologies, 42–44

iSCSI, 46–51. See also storage area 

network (SAN)

communications in, 48–50

components of, 48

hardware-based, 47

multipathing with, 127

overview of, 47

pros and cons of, 50–51

protocol initiator, 47

query method, 49

software-based, 47

static confi guration method, 49

overview of, 41

pros and cons of, 41

SAN Identifi er, 124

Sarbanes-Oxley, 27

SATA (serial ATA) drives, 71

Scheduled Tasks window (VIC interface), 

89–91

SCSI (Small Computer System Interface)

architecture model, 39–40

block-level protocol, 41

booting from SAN, 41

commands, 39

fi le-level protocols, 41

interconnects, 40

local, 42

transport protocols, 40

SCSI Architecture Model (SAM), 39

SCSI devices, 164

SearchVMware.com (blog), 292–293

secure sockets layer (SSL), 68

security

applied rights, 221–227

inheriting security roles, 221–222

role confl icts and inheritance, 224–227

roles in multiple groups, 222–224

users in multiple groups, 222–224

built-in roles, 216

custom roles, 217–218

overview of, 211

permissions, 219–221

Security Policy tab, 111

SendTargets method, 49, 128
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