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autocutsel program, 244
autofs: service, 142
automagic variables
defined, 38
possibilities, 38
tricks, 53-54
using, 38-44
automatic downloading, 58-59
automatic services, setting up,
126-129
Autostart file
arranging desktop with, 49
customizing, 48-49
defined, 48
login scripts versus, 49

backup media
CDs/DVDs, 374
external disk drives, 373
needs estimation, 377-378
online storage, 374
optical, 374
removable, 373
removable disk drives, 373
selection, 371, 373-374
tape drive, 372-373
types of, 372
Zip drives, 373

backups. See also archives
account information, 378-379
bite-sized, 379
CD (DVD), 383-385, 431
change, 391-399
content selection, 372
data, 377-385
differential, 374-375, 380-381
directory, 378
file, 378
with file system tools, 334
full, 374
incremental, 375, 381-382
installed package, 86
multidisc, 383-384
with mysqldump, 332-333
password, 378-379
plans, 375
profiles, 339
rdist, 390
remote, 388-390
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remote storage, 386-390
restoring, with tar command,
382
superuser privileges and, 378
types of, 371
Bacula, 376
bash
completion actions support, 33
Esc key and, 31-32
name completion, 30-31
navigating with cd command,
34-35
prompts, 29
.bashrc script, 28-29
Bastille
account security, 458-459
Apache security, 461-462
boot process, 459
compiler access, 460
connection broker security, 460
daemons, 461
defined, 455
downloading, 456
extra information logging,
460-461
file permission issues, 457
Finishing Up dialog, 466
firewalls, 462-464
hacker access, limiting, 460
installing, 456
port scanning, 464-465
question-and-answer session,
455
running, 456
sendmail security, 461
SUID permissions, 457-458
temporary files, 462
bookmarks, 92
boot disks, creating, 158-159
boot process security, 459
boot-line parameters, 154-156
branching, 399
breakpoints. See also DDD (data
display debugger)
conditions, assigning, 425-426
debugger commands with, 426
modifying, 425-426
setting, 425
bunch, 31
burning CDs
distribution discs, 434
Fedora distribution, 432-433

file system, 434-435

with ISO images, 433-434
without ISO images, 435-436
test burn, 433-434

with VFS, 17

C

camera: protocol
defined, 9
use illustration, 9
use steps, 9
using, 8-9
CAs (certificate authorities)
creating, 345-346
information about, 348
responsibilities, 345
trusted, 347
cd command
in Toadcode function, 59
moving directories with, 135
to navigate through bash, 34-35
using, 34-35
CD drives
identifying, 433
sharing, 69
cdbackup command
defined, 377
multidisc backups with, 383-384
options, 383
using, 383-385
CDPATH variable
defined, 34
directory names list, 35
as search path, 36
setting, 35-36
cdrecord command, 384-385, 436
cdrestore command, 384
CDs
backing up to, 383, 431
as backup media, 374
burning, 431-436
distribution discs, 431
Fedora distribution, 432-433
mounting/unmounting, without
superuser password, 216
restoring from, 384
unmounting, 216, 251, 449
CERT Coordination Center, 466
certificate authorities. See CAs



certificate signing requests. See
CSRs

certificates. See SSL certificates

cervisia. See also CVS

(Concurrent Versions System);

CVS repositories

branching with, 399

CVS Annotate dialog, 398

CVS Checkout dialog, 395

CVS Commit dialog, 396-397

CVS Diff dialog, 398

CVS Log dialog, 397-398

CVS Resolve dialog, 397

defined, 395

installing, 395

resources, 395

tagging with, 398-399
chargen: service, 142
chargen-udp: service, 142
chatting

Fedora, 267-268

Mandrake, 268-269

SuSE, 268
checksums, verifying, 433
chkconfig command, 141, 144
chmod command, 181
clipboard, content sharing, 244
Cmnd_ATias

defined, 214

using, 217
color-coding packets, 253-254

colorized prompts. See also custom

prompts; prompts
color choices, 27
creating, 26-27
methods, 26
text effects, 27
colors program. See also Ming
compiling, 410
empty movie creation, 408
examining, 408-410

functions/data types definition,

408
illustrated, 408-409
movie, saving, 410
photo, adding, 409

photo, moving through frames,

409-410
photo, reading, 410
photo, working with, 410
running, 410-411

command aliases. See also aliases
access management with,
216-217
defined, 214
defining, 217
command substitution
defined, 40
examples, 40
preview, 41
in typing error reduction, 40
using, 40-41
commands. See also specific com-
mands
complex, aliases for, 57
complex, building, 81
dangerous, making safe, 56
executing, with find, 80-81
executing, with history vari-
ables, 53-54
in history list, 50
by number, 51
source, 44
compiler access, 460
completions
customizing, 32-33
with Esc key, 31-32
name, 30-31
with Tab key, 31
useful actions, 33
Comprehensive Perl Archive
Network (CPAN), 325
Computer Incident Advisory
Capability, 466
Concurrent Versions System. See
CVS
configuration files. See also PAM
(Pluggable Authentication
Modules)
contents, 206
dissecting, 206-208
format, 205
login, 206
login, illustrated, 206
modifying, 206
phases, 205
rules, adding, 105
system-auth, 207
configure command, 59
CPAN (Comprehensive Perl Archive
Network), 325
cron, 126
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cross-platform authentication. See
also authentication
prepping for, 195-196
setting up, 196
CSRs (certificate signing requests)
creating, 341-343
defined, 341
examining, 343
information, 342
sending, 343
signing, 346-347
viewing, 342-343
cups: service, 142
cups-1pd: service, 142
curl tool
defined, 93, 403
downloading with, 93, 404
PHP with, 415
power, 404
uploading with, 93
using, 88
Web site, 404
wget versus, 404
curlupload program, 404-405
custom Kernels. See also kernel
building, 160, 162-163
configuring, 160
creating, 157-163
reconfiguring, 158
using, 163
custom prompts
bash, 29
changes, saving, 24
color, 26-27
creating, 23-29
dynamically updated data, 24-25
information, 23
macros, 24-25
saving, 28-29
superuser, 27-28
transformations, 23-24
custom variables, 43-44
cut command, 41
CVS (Concurrent Versions System)
archiving changes with, 391-399
client software, 392
defined, 391
file types and, 391
finish message, 394
RCS versus, 392
simplifying, 395-399
uses, 392
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CVS Add dialog, 396
CVS Annotate dialog, 398
CVS Checkout dialog, 395
CVS Commit dialog, 396-397
CVS Diff dialog, 398
CVS Log dialog, 397-398
CVS repositories
changes, committing, 396-397
conflict resolution, 397
contents, 392
creating, 392-393
files, adding, 396
files, checking in/out, 394
history files, 394
populating, 393-394
space for, 392
tag names, 399
tagging, 398-399
CVS Resolve dialog, 397

D

DAC (discretionary access control),
165
daemons, 461
data display debugger. See DDD
data replication, 330-331
data types, MIME determination, 19
daytime: service, 142
daytime-upd: service, 142
DDD (data display debugger)
Backtrace feature, 428
breakpoints, 425-426
data window, 426-427
debugger window, 424
defined, 422, 423
functions, 422
Help menu, 428
installing, 423
main window, 423
Properties: Breakpoint dialog,
425
reviewing code with, 424-425
starting, 423
stepping through code with,
424-425
using with Perl, 422-428
variable value tracking, 426-428
deb: VFS module, 17
debugging
breakpoints, 425-426
nested subroutines, 428
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Perl code, 423-426
reviewing/stepping through
source code, 424-425

variable value tracking, 426-428
decryption, 188, 193
demod command, 153
desktops
changing file permissions from,
182-183
remote, connecting to, 239-246
sharing, 239-241
shortcuts, 11
terminal window link, 222
themes, 17
devices: protocol, 11
dialog graphical toolkit, 478
differential backups. See also
backups
cycle, starting, 380-381
defined, 374
incremental backups versus, 375
restoring from, 375, 382
scheme, 380
tar for creating, 380
digests, 105
digital signatures, 191
directories
backing up, 378
browsing, 39
in CDPATH variable, 35
contents, finding, 35
names list, 35
process, 170-171
process-related, 172
remote, mounting, 71
setuid, 442
sharing, 69
directory trees
copying, 223
restoring, 382
uprooting, 86
dirs command
defined, 36-37
options, 37
discretionary access control (DAC),
165
disk hogs, 130
disk quotas
assigning, 133
control files, 132
definitions, listing generation,
134
editing, 133

enabling, 131-132

grace period, 133-134

hard limit, 133

inode, 133

report, 134

reviewing, 134

as self-governing, 130

setting, 132-134

soft limit, 133

user group assignment, 133

users exceeding, 131

using, 130-134

values, 133
disk usage, checking by user, 79-81
diskquota tool, 131
diskusage utility

defined, 73

script, 79-80
display managers

GNOME, 245

KDE, 245

switching in Mandrake, 245-246

switching in SuSE, 245-246
distfile, 389-390
DNS server

dynamic, 313-314

testing, 198
documentation

KDE, reading, 11

protocols, 10-11

Texinfo format, 11

VFS, 15
documents

decrypting, 188

encrypting, 188, 189-190
domain controllers, 195
domain name server. See DNS

server

domains, 166
downloading

automatic, 58-59

curl command for, 93

rate, 93

wget command for, 88, 91-93
dragme program. See also Ming

compiling, 413

defined, 411

illustrated, 411-412

local variables declaration, 411

movement, adding, 412

movie creation, 412

running, 413

script definition, 411



drakfirewall configuration
editor, 230
DVDs. See also CDs
backing up, 374
burning, 431
drive, identifying, 433
restoring, 384
dynamic DNS
defined, 313
functioning, 313
host update, 314
setting up, 313-314
dynamic shortcuts
auto-complete names, 30-31
customizing, 32-33
defined, 30
Esc key and, 31-32
using, 30-33
DynDNS, 313-314

E

echo: service, 142
echo-upd: service, 142
effective GIDs, 438
effective UlDs, 438
e-mail
account setup, 350-353
address registration, 364
classification, 359
clients, 191
digital signatures, 185, 191
receiving, 353
relaying, 366-367
sending from PHP, 420-421
system components, 364
e-mail encryption. See also encryp-
tion
decryption and, 193
digital signatures, 191
messages, sending/receiving,
193
Mozilla setup, 192-193
security, 191-193
sending, 185
with Ximian Evolution, 191-192
encryption
document, on home system, 190
document, with drag-and-drop,
188
e-mail, 185, 191-193

gpg, 185, 189-190
kgpg, 185-188
private document, 189
using, 184-193
Enigmail plug-in
configuring, 192-193
downloading, 192
installing, 192
preferences, 193
sending with, 193
environment variables, 31
Esc key, for completions, 31-32
Ethereal Network Analyzer
color-coding packets, 253-254
defined, 251
filter application, 252-253
location, 251
main window, 251
packet capturing, 251-252
packet peeking, 253
starting, 251
$EUID variable, 41-42
Evolution. See Ximian Evolution
except command, 389
exclamation point (1), 51
execute permissions, 180
external hard drives, 373
Eye of Gnome viewer, 15

F

Fedora. See also Linux
Add or Remove Packages
window, 111

Apache Web server start on, 310

boot disk creation, 158

boot-line parameters, 154-156

chat room, 267-268

Core 2, 165

CSR creation, 342

disc integrity verification, 118

distribution CDs, 432-433

firewall setup, 231

HTTP Configuration tool,
315-316

KDE file associations in, 19-20

KDE with, 8

kernel variable changes, 174

Konqueror package installation,

114
KSirc with, 266-267
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log file viewing, 292-293

MySQL installation, 329

MySQL start, 329

Package Manager, 110-112, 309

protocol installation, 7

repository, 125

rescue mode, booting into, 159

runlevel customization, 138-139

Samba, enabling with, 66-67

Samba installation determina-
tion, 66

Security Level Configuration
dialog, 231

Sendmail start, 365

Services Configuration Tool, 138,
143, 144

shell script creation, 41-42

User Manager, 144-145, 282,
283-286

Windows programs startup, 175

file associations

customizing, 19
KDE, 19-20
streamlining, 18-22

file extensions

associating, 20
in data type determination, 19

file: protocol, 14, 15
File Roller

creating archives with, 82-84
defined, 83

extracting archives with, 84-85
inspecting archives with, 84-85
opening archives with, 84
window, 83

file searches. See also searches

with find command, 74

with Tocate command, 73-74
size filtering, 76-77

time-based qualifications, 75-76
updated, 75

file sharing, 67-69
file systems

disk quotas, enabling, 131-132
ISO, 431, 435

/proc, 14, 170

remounting, 132

in tarballs, 379

file types

GNOME display, 22

icon association with, 21
in-line display, 22
recognizing, 21
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filenames
$$ in, 39
automatic completion, 30-31
files
adding to CVS repository,
393-394
backing up, 378
copying, with scp, 223
decrypting, 188
details, viewing, 78-79
discarding, 137, 144-147
downloading, 92
history, 394
inspecting, before unpacking, 85
log, 292-298
missing, finding, 39
open, finding, 449
opening with MIME, 19
permissions, 179-183
/proc, 173
prototype, 99-100
quota control, 132-133
secret, sharing, 189
segments, reassembling, 87
sharing, 69
splitting, 87
suspicious-looking, 85
temporary, 462
temporary, unique names, 39
filters
display, 253
file search, 58
file search, size, 7677
history list, 52-53
HTTP, 252
packet screening, 252-253
users/groups, 286, 290
find command
command execution with, 80-81
defined, 74
diskusage script and, 80
-exec action, 80-81
information needed for, 74
-1s action, 78-79
-printf action, 79
qualifiers, 75
qualifying searches with, 75-78
setuid/setgid programs, 439, 440
size filtering, 76-77
tar command with, 85-86
time-based qualifications, 75-76
xargs command with, 81
finding. See searches
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fingerprints, 221
firewall builders
defined, 230
Fedora, 231
finding, 230
Mandrake, 230
SuSE, 232-233, 235
firewall rules
adding, 237-238
chain of, 236
changing, 236
default, 236
editing, 236-237
reading, 234-235
firewalls
building, 462-464
defined, 29
Fedora setup, 231
Mandrake setup, 230
in port forwarding, 224
/proc and, 174
SuSE setup, 232-233
using, 229-238
fish: protocol, 10
Flash movies
building, 408-411
interactive, 411-413
resource, 413
fonts: VFS module, 17
fstab file, 71-72
full backups, 374
functions
automatic downloading, 58-59
defined, 55
file search filtering, 58
gfn, 58
length, 55
loadcode, 58-59
self-adjusting, 60-61
tarls, 60-61
unit, 76-77

G

gf alias, 57

gfn function, 58

Gimp Toolkit (GTK), 256

GNOME
display manager, 245
Eye Of Gnome viewer, 15
File Roller tool, 40, 82-86
file type display, 22

MIME mapping system, 20
MIME type creation with, 20-22
passphrase prompting, 221
preview tools, 13
Print Manager, 70
System Log Viewer, 295
VFS programs, 17
GNOME VFS modules
burning CDs with, 17
commonly included, 14
deb:, 17
desktop themes with, 17
documentation, 15
evolution, 13
file:, 14,15
finding, 14
fonts:, 17
http:, 14, 15
KDE protocols versus, 12
listing, 14
rpm:, 15-16
rpms:, 16-17
stacking, 15
tar:, 14, 15
themes:, 14, 17
using, 13-14
viewing, 14
gnomevfs-cat: program, 17
gnomevfs-copy: program, 17
gnomevfs-info: program, 17
gnomevfs-Ts: program, 17
gnomevfs-mkdir: program, 17
gpg
defined, 184
encryption at command line,
189-190
keys, 185
graphical user manager, 282
grep command
1sof command with, 247
for pulling specific rows, 41
sa command with, 136
group IDs (GIDs)
defined, 437
effective, 438
group permissions, 80, 179
groups
adding, with user administrator,
289
adding, with user manager,
285-286
defined, 285, 289



filtering, with user administrator,
290

filtering, with user manager, 286

managing, with Fedora/
Mandrake, 283-286

managing, with SuSE, 286-290

privileges, 213-217, 282

properties, 286

GTK (Gimp Toolkit), 256

H

hackers, limiting access to, 460
help: protocol, 10, 11
history command, 50, 52, 53
history files, 394

history list

command numbers, 51
defined, 50

filtering, 52-53

key default settings, 52
location, changing, 52
navigating, 50-52
quick navigation, 51
repeated command, 52
scrolling, 50-51
searching, 51-52

use benefits, 50
viewing, 50

history variables

defined, 53
list, 54

Host_Alias

creating, 216

defined, 214

group management with, 216
using, 216

hotway

accounts, 350

defined, 349

e-mail account setup, 350-353
installing, 350

setting up, 350

HTTP Configuration tool

defined, 315

illustrated, 315

installing, 315

Main tab, 315

Performance Tuning tab, 316
Server tab, 316

using, 315-316

Virtual Hosts tab, 316

http: protocol, 14, 15
HTTPMail servers
accounts, reading, 350-353
retrieving, 349-355

IceWM, 98
icons
association with file type, 21
this book, 4
imap: protocol, 11
IMAP servers, 351
incremental backups. See also
backups
advantages, 382
creating, with tar, 380
cycle, starting, 381-382
defined, 375
differential backups versus, 375
drawbacks, 382
restoring from, 382
scheme, 380
snapshot file, 381
info: protocol, 10, 11
inode quotas, 133
insmod command, 152, 153
install command, 389-390
Internet access, disabling, 238
Internet Relay Chat. See IRC
IP addresses, updating, 314
iptables command, 230
IRC
channels, joining, 267
chatting, 267
clients, 265
color preferences, 269
defined, 265
fonts, 269
irda: service, 142
irgbalance: service, 142
isdn: service, 142
ISO file system, 431, 435
ISO images
burning, 433-434
burning without, 435-436
creating, at command line,
434-435
creation time, 435
downloading, 432
mounting, 435
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ISO-formatted discs, 431
isovfy command, 435

J

JPEG editor, 20

Kate, 20
KDC (Key Distribution Center). See
also Kerberos
for authentication services, 199
database creation, 200
defined, 197
pinging, 199
principals, 202
setting up, 199
starting, 200-201
users, adding, 202
KDE
Autostart file, 48-49
copies of, 8
Desktop Sharing window,
240-241
display manager, 245
documentation format, 11
file associations, 19-20
File Finder, 439, 440
KIO slaves, 7
passphrase prompting, 221
System Guard, 147, 291, 298-304
KDE protocols
audiocd:, 89
camera:, 9-10
devices:, 11
documentation, 8
fish:, 10, 222
GNOME VFS versus, 12
handlers, 7
help:, 10, 11
imap:, 11
info:, 10, 11
mailto:, 11
man:, 10, 11
pop3:,11
print:, 11
smb:, 11
viewing, 7-8
webdav:, 11
kdialog graphical toolkit, 477-478
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kedit, 131,171, 172
kerberized networks, 194
Kerberos
in authentication, 197-202
defined, 194
PAM with, 194
setting up, 197
ticket expiration, 197
ticket management, 201-202
tickets, 194, 197
kernel
arguments, modifying, 154
building, 162-163
configuring, 160
customizing, 161-162
functions, 157
LIDS-enabled, 468
options, 154
as program, 154
rebuilding, 160
reconfiguring, 158
reusing, 160
SELinux, 164-169
tools, using, 152
variables, 175
variables, changing, 174-175
kernel modules
currently loaded, 153
defined, 151, 157
dependencies, 152-153
downloading, 151
installing, 152
learning about, 152
manipulating, 151
removing, 154
Key Distribution Center. See KDC
key pairs, 219-220
key ring, 185
keys
creating, with kgpg, 185-186
exchanging, 190
private, 186
public, 186, 187-188
sharing, 186-188
kfind program
defined, 439
Find Files dialog, 439
using, 439-440
kgpg
decryption with, 188
defined, 184
encryption with, 185-188, 188
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icon, 186
key creation with, 185-186
Konqueror integration, 188
opening, 185
killall command, 280
KIO slaves
defined, 7
searching for, 11
Konqueror Web browser
address line, 11
file permissions and, 182-183
file system navigation with, 72
kgpg integration, 188
opening, 10, 67
package installation from, 114
/procin, 171
KSirc
Configure KSirc dialog, 268-269
Connection to Server dialog, 266
connection window, 266
customizing, 268-269
defined, 265
with Fedora, 266-267
with Mandrake, 266
Server Control dialog, 266
ktalk: service, 142
KuickShow, 18, 19
KWrite, 10

L

latency, 219

libcurl
adding, 403
C functions, 405
data types, 405
error messages, routing, 406
initialization function, 405
programs, 404
transfer definition, 405-406
transfer, starting, 407
uploading files with, 404-407
using, 404

LIDS (Linux Intrusion Detection

System), 95

ACL, 468-469
bundling, 468
capabilities, 471-473
configuration, viewing, 468
defined, 467
file access control, 469-470

functions, 467
password, 446, 470
process hiding, 470-471
testing, 468
turning on/off, 467
UML jail and, 446-447
Tidsconf command, 469-470
Linux. See also Fedora; Mandrake;
SuSE
Firewall module, 235
onion analogy, 158
system accounting package, 130
User Mode, 94-99, 443-447
Windows printer use from, 70-71
Linux Intrusion Detection System.
See LIDS
Liquid Weather. See also
SuperKaramba
downloading/unpacking, 90
running, 91
lisa: service, 142
listening servers, 250
loadcode function
defined, 58
error checking, 59
running, 58
timer, 59
lTocate command
advantages/drawbacks, 74
defined, 73
finding files with, 73-74
uses, 74
log files
adding, 293
alerts/warnings, 294-295
customizing, 296-298
deleting, 294
Kernel Startup, 292
monitoring, with SuSE, 295-296
path name, changing, 293
viewing, with Fedora/Mandrake,
292-293
viewing, with SuSE, 295
login
network-wide system, 194
SSH and key authentication,
221-222
user hours, viewing, 135
1ogin configuration file, 206
login/logout scripts
dual-script problem, 47
modifying, 46

































