
Numbers &
Symbols

* (asterisks) as command
wildcards, 140–141

[ ] (brackets) as command
wildcards, 140–141

! (exclamation points) in
repeating commands,
142

? (question marks) as
command wildcards,
140–141

10BaseT Ethernet, 301–302,
305–306. See also
Ethernet

802.11x. See wireless
Ethernet

A 
A (Address) resource

records, 687, 688
absolute pathnames, 158
access points, 310
access-control directives in

httpd.conf, 631–634
accounts. See users
ad-hoc mode in wireless

Ethernet, 308
Add New Device Type

window, 313–315
Add NFS Share dialog box,

699–700
Add and Remove Packages

utility, 72–74

addresses, e-mail, 338, 664.
See also IP addresses;
Web site addresses

AIM (AOL Instant
Messenger). See IM

Anaconda program, 11, 
23, 31

analog signals, 274
anonymous FTP. See FTP
Anyware Office application,

173–174
a.out format, 503
Apache Web server. See

also HTTP; Internet
servers

configuring
default configuration,

621–622
HTTP configuration tool,

622–623
HTTP servers, 623
performance tuning, 623
virtual hosts, 622, 623

configuring using
httpd.conf files

access-control
directives, 631–634

defined, 624
general directives,

624–627
LogFormat directive

tokens, 636–637
online documentation

on, 624
overview, 623–624
resource configuration

directives, 627–631
virtual hosts, 634–637

defined, 21, 618–619
HTTP and, 615–618
httpd daemon server, 

615, 635
installing, 619–620
online resources, 619
overview, 615
starting, 620–621
vulnerabilities, 581
Web servers, defined, 352,

355–356, 615
applets on GUI desktop

panels, 116
application development.

See building;
programming

application gateways,
570–571. See also proxy
servers

Application layer in TCP/IP,
296

applications. See Fedora
Core 2 applications;
managing

archiving files commands,
145

area (of a circle) program,
715–716

arguments
in Bash shell, 96, 136–137
in C programming, 

745, 758
default, in Perl, 785
in shell scripting, 769–772

Arkeia backup utility, 447
ARPA (Advanced Research

Projects Agency), 297
ARPANET, 676

Index
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array variables in Perl, 784,
785–786

arrays in C, 743–744, 745
ASCII-armored format, 551
ASF (Apache Software

Foundation), 619
Aspell tool, 170, 175–176
associative arrays in Perl,

784, 786–787
asterisks (*) as command

wildcards, 140–141
Asymmetric DSL (Digital

Subscriber Line),
275–276

at command, 419–421
AT Modem Cable, 287
ATA (AT Attachment), 33
ATAPI (AT Attachment

Packet Interface),
504–506

atd daemon server, 419
attachments, e-mail, 214,

339
audio CDs. See also

CD-ROMs; sound
creating WAV files from,

188
finding WAV files, 187
playing, 186–187
recording, 191–192

audio, MP3, 189
authentication, PAP/CHAP,

293–294
auto-completing shell

commands, 140
auto-handling mail, 663–664
auto-starting servers, 403,

607–614
Autoconf software, 18
Automake software, 17. 

See also make

automated backups,
451–452

automating tasks. See
macros; programming

AutoPilot in Calc, Function,
239, 245–246

AutoPilot in Impress,
253–254

B
backgrounds in GNOME,

85–87, 125–126
backgrounds in KDE, 93–94,

133–134
backing up/restoring. See

managing file systems
base stations, 310
Bash shell. See shells
bastion hosts. See hosts
Bc software, 17
Berkeley database library,

733
Berkeley Sockets interface,

598
Berners-Lee, T., 616
/bin directory, 155, 439
BIND (Berkeley Internet

Name Domain). 
See DNS

Binutils software, 17
bison tool, 733
bit buckets, 139
BitTorrent. See also Fedora

Core 2 installation
defined, 99
downloading Fedora Core

via, 101–102
downloading/installing,

100–101
joining, 100
opening TCP ports used

by, 101

black box, 804
block devices, 481, 503–504
blocks, statement, 751, 752
BogoMIPS, 76, 416
bookmark fields, inserting,

234
boot commands, kernel,

62–64
boot disks, installer, 32
boot file permission

settings, 583
boot loaders, 47–48, 75. 

See also GRUB
boot messages, 76
/boot directory, 155, 407,

439, 583
booting. See also Fedora

Core 2 boot process
defined, 75
rebooting, 517
rebuilt Linux kernels,

515–517
turning off SELinux

during, 513
brackets [ ] as command

wildcards, 140–141
break statements, 751
Bricklin, Dan, 237
BrightStor ARCserve

Backup for Linux, 447
browsers. See Web

browsers
BRU backup utility, 447
buffer overflow problem,

544
buffers, 204
building software. See also

programming;
rebuilding

PostgreSQL databases,
179–180
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software packages from
source files. See also
managing applications

downloading source
files, 469–470

GNU GPLs and, 471
and installing, 472
overview, 469
RPM packages, 474
and running, 473
steps in, 471–473
warning, 472

built-in. See also predefined
built-in Bash commands,

775–778
built-in firewall, 571–575
built-in Perl functions, 800
bus options, 502–503
bytes, 104

C
.c extension, 716, 735
C language. See

programming in C
cable modem. See Internet

connections
Cable/DSL routers, 279, 283,

305. See also NAT
caching name servers. 

See DNS
cal command, 148
calculating data. See

OpenOffice.org Calc
calculator tools in GUI

desktops, 170, 172–173
calibrating delay loops, 77
case statements, 752,

773–775
cat command, 137, 151
cd command, 158–159

CD-ROMs. See also DVD; 
X-CD-Roast

audio, creating WAV files
from, 188

audio, playing, 186–187
burning

backup files onto, 445
using Cdrecord

command, 170
Fedora Core onto,

103–104
using GNOME Nautilus

shell, 120–121
using X-CD-Roast,

188–193
drive requirements, 33
free CD database, 186, 191
installing during firstboot,

78–79
Linux file system and,

153–154, 440–441
managing, 25–26, 71–72
mounting

defined, 440–441
from GUI desktops,

25–26, 71–72
using mount command,

166–167, 441–443
saving files received on,

214
unmounting, 167, 442

central processing units
(CPUs), 9–10, 33, 710

CGI (Common Gateway
Interface), 621, 780

CHAP (Challenge
Handshake
Authentication
Protocol), 293, 294

character devices, 481,
508–509

charting data. See
OpenOffice.org Calc

charts in Impress
presentations, 257–258,
259

chgrp command, 434
chips, 710
chkconfig command

auto-starting servers at
startup, 403, 607–609

defined, 608
disabling standalone

servers, 558
turning xinetd services

on/off, 559–560, 606
viewing lists of servers,

403
chmod command, 152,

162–163, 541–542, 768
chown command, 163,

434–435
chsh command, 136
classes of objects, 804
classes in sendmail.cf,

659
client/server architecture,

597–598
CMTS (Cable Modem

Termination System),
280, 281

CNAME (Canonical Name)
resource records,
681–682, 687

code maturity level
options, 501

colon (:) command mode in
vi editor, 206–207, 208

color backgrounds in
GNOME, 85–86

color backgrounds in 
KDE, 93

command interpreters, 95.
See also shells
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command-line interface
arguments, 96, 136–137
command lines, 96, 136,

711
defined, 16
using FTP from, 387–390

commands. See also Linux
commands; Linux file
system

for adding user accounts,
428–429

in ed text editor, 203–204
gpg, 550–554
iptables, 571, 573–575
kernel boot commands,

62–64
for managing file systems,

456–460
for managing Loadable

Driver Modules,
483–485

mount, 166–167, 441–443
mtools, 456–460
r commands, 561, 581
rpm commands, 461–469
SMTP commands, 649–651
tar

backing up/restoring
files, 447–449, 451

defined, 19, 27, 145
unpacking source files,

469–470
in vi text editor, 207–209
wildcards for, 140–141

commenting out, 606
Common Gateway Interface

(CGI), 621, 780
compiler programs, 712
compound statements/

blocks, 751, 752
compressed tarballs, 469

compressing files
commands, 145

computer programming.
See building;
programming

computer security audits.
See security audits

computers, 710–711
concatenate, 162, 541
Concurrent Versions

System (CVS), 22, 713
conditional directives, 738,

739–740. See also flow-
control statements

configuration files. See
system configuration

Configure Network Settings
window, 313, 315

configure shell script, 472
Configure Wireless

Connection window,
313, 314

const type qualifier, 746
contexts of files, security, 15
contiguous, 34
continue statements, 752
Control Center in GNOME,

125
Control Center in KDE,

92–93, 132–134
converting file formats,

767–768
copying files, 163–164
Coreutils software, 17
cp command, 163–164
Cpio software, 17
.cpp extension, 716
CPUs (central processing

units), 9–10, 33, 502, 710
crackers, 521
Create New Samba User

dialog box, 704

Create New User dialog
box, 69–70, 427

Create Samba Share dialog
box, 703

Create Wireless Device
window, 315

cron maintenance jobs,
666, 671

crontab command,
421–424, 451–452

cross-reference fields, 234,
235

CrossOver Office
application, 173,
174–175

CSMA/CD (Carrier-Sense
Multiple Access/
Collision Detection)
protocol, 300–301

CTAR backup utility, 447
ctlinnd program, 667, 674
Ctrl+Alt+Del, 35
CUPS (Common UNIX

Printing System), 489
cupsd daemon server, 491
cursor movement

commands in vi editor,
206, 208

customizing GNOME
desktop, 84–88,
124–127

customizing KDE desktop,
92–94, 132–134

CVE (Common
Vulnerabilities and
Exposures) list, 580

CVS (Concurrent Versions
System), 22, 713
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D
daemon servers. See also

Internet servers;
servers

atd, 419
cupsd, 491
daemon process, 606
defined, 615
Line Printer Daemon, 581
listed, 610–614
named, 679–680. See also

DNS
DARPA (Defense Advanced

Research Projects
Agency), 297

database applications. See
MySQL; PostgreSQL

datagrams, 599. See also
packets

date and time, setting, 76,
77, 146, 147–148

db Berkeley database
library, 733

debugger programs, 712.
See also programming

declaring/defining
variables. See variables

default Apache Web server
configuration, 621–622

default arguments in Perl,
785

default labels in switch
statements, 753

default Linux kernel
settings, 498

default shells, changing,
136

default umask permissions,
542–543

defragmenting hard disks,
34–36

delay loops, calibrating, 77
deleting. See also removing

directories, 165
files, 164
hidden files, 35–36
slides, 255
text characters, 150
user accounts, 71,

428–429
derived works, 733
Desktop Background

Preferences dialog box,
85–87

Desktop Wallpaper
Preferences dialog box,
125–126

desktops. See GNOME; KDE
/dev directory, 155, 439
device driver options, 503.

See also managing
devices

df command, 167–168, 414
DHCP (Dynamic Host

Configuration Protocol).
See also TCP/IP

defined, 298, 601
in network configuration,

49–50
port number, 601

Dia drawing program, 170
dial-up networking. See

Internet connections
dictionary tool, 170
Diff software, 17
dig (Domain Internet

Groper) utility,
680–681, 694

digital camera (gtkam)
application, 171,
183–186

digital data, 274

digital signatures, 548–549,
553

Digital Subscriber Line. See
Internet connections

directories. See also Linux
file system

/boot, 155, 407, 439, 583
/etc/X11, 159–162
appending to PATH, 433
defined, 122, 153
links to files in, 160–161

directory paths in URLs,
355

directory security. See
securing hosts

disks. See CD; DVD; floppy;
hard disks; Zip

display setup during
firstboot, 77–78. See
also monitors

distributed databases, 676.
See also DNS

DLLs (dynamically linked
libraries). See shared
libraries

DMZs (demilitarized zones),
569

DNS (Domain Name System)
BIND system

caching name servers,
679

command-line utilities,
679, 680–682

named daemon server,
679–680

overview, 679
primary name servers,

679
resolver libraries, 676,

679, 680
secondary name

servers, 679
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DNS (Domain Name System)
BIND system (continued)

seeing installed versions
of, 678

vulnerabilities, 581
configuring

overview, 682
primary name servers,

692–694
resolver libraries,

682–683
configuring caching name

servers
in /etc/named.conf,

683–685
in /var/named/
localhost.zone,
690–691

in /var/named/
named.ca, 689–690

in /var/named/named.
local, 691

overview, 683
resource record formats,

686–688
startup, 691–692
and testing, 692
zone file formats,

685–686
defined, 675, 676
dig utility, 680–681, 694
DNS name servers

defined, 676–677
name daemon

controllers, 684–685
named daemon server,

679–680
overview, 675
running, 680

domain names
case in, 678
fully qualified domain

names, 678

hierarchy, 677–678
namespace, 677
root domains, 677
second-level domains,

677, 678
subdomains or host

names, 675, 677, 678
top-level domains,

677–678
host utility, 680, 681–682,

693–694
IP addresses and, 290,

675–677
resource record types,

681, 687–688
reverse lookups, 681–682
RFCs on, 676
vulnerabilities, 581

do-while statements, 753
DOCSIS (Data Over Cable

Service Interface), 281
documentation online,

23–24
documents. See OpenOffice.

org Writer
domain names in URLs, 355
domains in SELinux, 15
DoS (Denial of Service)

attacks, 521, 524,
642, 645

DOS file system. See
managing file systems

dotted-decimal notation,
297–298

downstream data, 281
Draw Functions toolbar, 231
drawing. See OpenOffice.

org Draw
DSL. See Internet

connections
DSL/Cable routers, 279, 283,

305. See also NAT

du command, 168, 414–415
dual-homed hosts. See also

hosts; securing
networks

as bastion hosts, 567, 569
defined, 567–568
with proxy services,

564, 568
warning, 568

DVD-ROM in book
contents, 809–810
copying, 11
installing Fedora Core

from, 807–809
installing RPMs from. See

also RPM
Apache httpd Web

server, 619–620
FTP vsftpd server,

639–640
gftp RPM, 384
INN news server, 665
kernel-source RPM,

466, 496
Perl language, 781
python-2 RPM, 100
using rpm command,

466–467
Samba software, 702
sendmail server,

647–648
sendmail-cf, 651–652
sharutils RPM, 590
source RPMs, 474
xcdroast RPM, 189
xmms RPM, 187

overview, 4
system requirements for,

807
troubleshooting, 810
viewing RPM listings, 463
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DVD-ROMs. See also
CD-ROMs

burning Fedora Core onto,
104–107

Cdrecord and, 170
drive requirements, 33
mounting

defined, 440–441
from GUI desktops,

25–26, 71–72
using mount command,

166–167, 441–443
saving files received on,

214
unmounting, 167, 442

dynamic linking, 734, 760
dynamically linked

libraries. See shared
libraries

E
e-mail. See also IM; Internet

services; newsgroups;
sendmail

addresses, 338
attachments, 214, 339
defined, 337
Fedora Core mail clients

defined, 340
KMail, 340
Mozilla Mail, 340,

344–349
overview, 337
Ximian Evolution,

340–344
HTML messages, 339
mail-transport agents,

338–339, 647
mail-user agents, 338–339,

340, 647

mailto:// URL, 354
Mozilla Mail client

composing/sending
messages, 348–349

defined, 340, 344
main window, 346–347
managing mail in folders,

347–348
new account setup,

345–346, 376
overview, 21, 271
sending to lists using Perl,

798–799
warning, 339
Ximian Evolution client

defined, 340
help, 344
main window, 342–344
setting up, 340–342

editing. See also text editors
documents in Writer,

221–224
system configuration files,

406
user accounts, 71, 428, 429
Web pages, 366

802.11x. See wireless
Ethernet

EISA (Extended Industry
Standard Architecture)
buses, 502

ELF (Executable and
Linkable Format), 503

#else directives, 738,
739–740

else/elseif clauses,
792–793

emacs text editor, 17, 23
encryption. See also

securing hosts
MD5 encryption, 537–538

public-key encryption
defined, 547–548
in digital signing,

548–549
in OpenSSH protocol,

561–563
in wireless Ethernet LANs,

312, 317
#endif directives, 738,

739–740
English module for Perl

variables, 806
Enhanced IDE support

option, 505–506
enumerations, 742
env command, 431–432
environment variables. See

also variables
defined, 712
defining in Bash shell,

432–433
in GNU make utility, 721
listed, 433
PATH

appending directories
to, 433

defined, 770–771
defining, 432
finding files in, 432, 780

Epiphany Web browser, 357
errors. See also

troubleshooting
saving error messages,

139
in shell scripting, 772
signal 11 error, 61

/etc files. See system
configuration; TCP/IP

Ethereal packet-sniffing
tool, 328
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Ethernet cables
in 10BaseT Ethernet LANs,

301–302, 306
in cable modem

connections, 284
defined, 301
in DSL connections,

278–279
Ethernet frames/packets,

301
Ethernet hubs

in 10BaseT Ethernet LANs,
301–302, 305–306

in cable modem
connections, 283–284

in DSL connections,
278–279

Ethernet LANs (local area
networks). See also
TCP/IP; wireless

10BaseT Ethernet LANs,
301–302, 305–306

benefits, 299–300
connecting to Internet,

305–306
defined, 299
Ethernet cables, 301–302,

306
Ethernet cards, 299,

301–302, 306, 481
Ethernet hubs, 301–302,

305–306
how Ethernet works,

300–301
NAT routers in, 278–279,

283–284, 305–306
overview, 295
TCP/IP protocols in

configuring, 302–305
four-layer model,

295–297

the Internet and, 297
IP addresses, 297–298
overview, 295
services/port numbers,

298–299, 601–603
Evans, Chris, 639
exclamation points (!) in

repeating commands,
142

exclusive-OR operations,
309

exec-shield feature,
544–545

executable file formats, 503
executable, making files,

768
expire program, 666
expressions. See also

programming
in C

defined, 747
examples, 753
operator precedence,

749–751
operators in, 747–749

defined, 713
in Perl

defined, 783
grep command and, 789,

791
operators in, 787–788
regular expressions,

789–791
warning, 788

EXT3 file system for Linux,
485

F
fdiv (floating point

division) bug, 416

Fedora Core. See also Linux
kernel; Web site
addresses

defined, 11–12
version 1, 13, 32
version numbers, 12–13

Fedora Core 2. See also
GNOME; KDE; shells

accessing Windows from.
See Samba

adding user accounts,
69–70

editing user accounts, 71,
428, 429

getting started with, 28–29
LogWatch monitoring

system, 556
mail clients. See also

Mozilla; Ximian
defined, 340
KMail, 340

Mozilla Mail, 340, 344–349
overview, 337
Ximian Evolution,

340–344
new features

GNU software, 16–19
graphical applications, 20
GUI desktops, 19–20
Internet servers, 21–22
Internet services, 21
office applications, 20
online documentation,

23–24
overview, 1
software-development

tools, 22–23
TCP/IP protocols, 20–21

release date, 13
shell, 94–95
shutting down, 98
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software-development.
See building;
programming;
rebuilding

warning, 98
what it helps you manage

CDs/DVDs, 25–26, 71–72
file systems/sharing, 27
floppy disks/Zip 

drives, 26
networks, 27
peripheral devices, 26
system hardware, 25

Fedora Core 2 applications.
See also managing;
RPM

for graphics and imaging.
See also GIMP

The Gimp, 193–196
GNOME Ghostview, 171,

196–197
listed, 171

Internet applications, 171
multimedia applications

burning CDs, 188–193
digital cameras, 183–186
overview, 170–171, 183
playing audio CDs,

186–187
playing sound files,

187–188
MySQL database, 170, 176
office applications. See

also OpenOffice
aspell checker, 170,

175–176
calculators, 170, 172–173
Dia drawing program,

170
dictionary, 170

OpenOffice.org, 170,
171–172

overview, 20
office applications,

commercial
Anyware Office, 173–174
CrossOver Office, 173,

174–175
overview, 173
StarOffice, 174

overview, 169
PostgreSQL database

adding users, 177–178
creating empty

databases in, 180
creating tables in, 181
defined, 170, 176
designing, 179
inserting records, 182
installing, 177
interactive terminal,

180–181
online documentation,

183
querying, 182–183
starting, 177
steps in building,

179–180
Fedora Core 2 boot process.

See also boot; system
administration

/etc/inittab file in,
398–401

auto-starting servers, 403
booting for first time

boot messages, 76
date/time setup, 76, 77
display setup, 77–78
installing additional CDs,

78–79
logging in, 79–80
overview, 75–76

running firstboot, 76–80
running firstboot 

again, 79
troubleshooting, 59
user account setup,

77–78
warning, 77

changing run levels,
400–401

GUI startup, 404–406
init process, 397–399
overview, 397
run levels in, 398–399
starting/stopping servers

manually, 402–403
startup scripts, 401–402
troubleshooting, 328

Fedora Core 2 installation
BitTorrent, defined, 99

downloading BitTorrent,
100–101

downloading Fedora
Core, 101–102

joining BitTorrent, 100
opening TCP ports, 101

burning onto CDs,
103–104

burning onto DVDs,
104–107

configuring
overview, 28–29
printers, 64–68
sound cards, 68

configuring key systems
boot loaders, 47–48
firewalls/SELinux, 50–51
language support, 51
networks, 48–50
overview, 47
root passwords, 52–53
time zones, 51–52

getting help, 32
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Fedora Core 2 installation
(continued)

hardware requirements,
33–34

installation steps, 31–33
making space for

defragmenting hard
disks, 34–36

deleting hidden files,
35–36

overview, 34
resizing/splitting

partitions, 36–39
warnings, 35, 36, 37, 39

over networks via FTP,
107–108

overview, 28, 31
RPM packages, 72–74
selecting

installation type, 41, 43
keyboard/monitor type,

41, 42
package groups, 53–55
partitioning strategies,

43–46
starting, 39–40
troubleshooting

boot process, 59, 328
failure to start, 58, 

59, 77
kernel boot commands,

62–64
linux noprobe

command, 58–59
overview, 57, 61
by reconfiguring X, 59–61
signal 11 error, 61
text-mode installation,

58
undetected hardware, 58

warnings, 43, 46
Fielding, R., 616

fields, inserting in
documents, 233–235

file ownership. See also
permissions

auditing security of,
582–584

changing, 162–163,
434–435, 541

file security. See securing
hosts

file systems. See also Linux
file system; managing
file systems

defined, 153
EXT3 system, 485
supported by Linux,

511–513
sysfs system, 14, 482

File Transfer Protocol. 
See FTP

filenames in URLs, 355
files

accessing in Perl, 
797–799

converting file formats,
767–768

deleting hidden files,
35–36

file handles in Perl, 797
finding with Linux

commands, 143–144,
165–166

making executable, 768
finding

bugs, 728–730
files in PATH variable, 432,

780
Usenet newsgroups,

380–381
WAV files, 187

Findutils software, 17
Finger software, 17

fingerprint, 537, 548, 552
FIPS (First Nondestructive

Interactive Partition
Splitting Program),
36–39

firewalls. See also securing
networks

application gateways
(proxy servers) and,
570–571

configuring security levels
in cable modem

connections, 283
in DSL connections, 278
overview, 27, 50–51

defined, 522, 563–564
types of

dual-homed host with
proxy services, 564,
567–568, 570–571

overview, 564–565
perimeter network with

bastion hosts, 565,
568–570

screening router with
packet filtering, 564,
565–567

warning, 568
Firewire (IEEE 1394)

support options, 506
firstboot. See Fedora Core 2

boot process
FLAC (Free Lossless Audio

Codec), 187
flags in INN configuration

files, 670
floating point division

(fdiv) bug, 416
floppy disks

as backup media, 446–449
DOS floppies

formatting, 459–460
mounting, 453–456
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unmounting, 454, 455
Linux file system and,

153–154, 440–441
mounting, 26, 167, 394,

440–441
saving files received on,

214
flow-control statements.

See also conditional
directives; statements

defined, 713
in Perl. See also

programming in Perl
defined, 783
else/elseif clauses,

792–793
for loops, 794
foreach statements,

794–795
goto statements, 795
if statements, 791, 792
overview, 791–792
unless statements, 793
while loops, 791,

793–794
in shell scripts
case statements,

773–775
defined, 713, 772
for loops, 773
if statements, 772–773

for loops, 753–754, 773,
794

foreach statements,
794–795

formatting data in Calc,
241–244

formatting DOS floppies,
459–460

FQDNs (fully qualified
domain names), 678

frames in Ethernet, 301

frames in page layouts, 229
freeware programs, 809
Frystyk, H., 616
FSF (Free Software

Foundation), 16
FTP (File Transfer Protocol).

See also Internet
services

anonymous FTP
defined, 639, 644
enabling, 641
key features of, 645–646
risks, 641, 645
securing, 645
trying, 645

command-line FTP client,
387–390

configuring vsftpd server
in /etc/vsftpd/
vsftpd.conf, 641–643

in /etc/vsftpd.
ftpusers, 643–644

in /etc/vsftpd.
user_list, 644

in configuration files,
640–644

to start, 640
defined, 298, 383, 601
ftp:// URL, 354, 386–387
graphical FTP clients

gFTP, 384–385
Mozilla Web browser,

386
overview, 383–384
warning, 386
Web browsers as,

385–387
installing vsftpd server,

639–640
port numbers, 601
vulnerabilities, 581

fully qualified domain
names (FQDNs), 678

Function AutoPilot in Calc,
239, 245–246

functions. See also
programming

in C
changing value of

variables in, 745
defined, 757
function prototypes,

757–758
main function, 757
overview, 737
pointers as arguments

to, 745
with variable numbers of

arguments, 758
void type, 758

defined, 713
in Perl

built-in functions, 800
defined, 783–784
open, 797–799
require, 801–802, 803
subroutines, 799–800
undef, 784
use, 803

in shell scripts, 771–772

G
g++ compiler. See

programming
Gaim instant messaging

client, 171, 340,
349–350. See also IM

Gallery, 232, 240, 262
Gawk software, 17
GB (megabyte), 104
gcc compiler. See

programming
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gcj Java compiler, 22
gdb debugger. See

programming
gdbm database library, 18,

733
GET command in HTTP,

616–618
Gettext software, 18
Gettys, J., 616
GFTP application, 171
GGV (GNOME Ghostview)

software, 18, 171,
196–197

The GIMP (GNU Image
Manipulation Program).
See also graphics;
images

defined, 193
installing, 194
main window, 194–195
opening image files in, 195
overview, 18, 20, 171
resources, 196
shared library use, 761
starting, 194

G.lite ADSL, 276
GMT (Greenwich Mean

Time), 51
GNOME (GNU Object Model

Environment) desktop.
See also KDE

Add/Remove Packages,
72–74

backgrounds, 85–87,
125–126

calculator, 172–173
CD Player, 186–187
Control Center, 125
customizing, 84–88,

124–127
defined, 18, 20, 81–82, 119
gdm login session

manager, 404–406

icon pop-up menus,
113–114

logging in, 120
logging out, 88
Main Menu button, 83–85,

116–119
using Nautilus shell

burning data CDs,
120–121

defined, 120
navigation windows,

121–124
object windows, 120
warning, 124

online help, 23–24
overview, 19–20, 81, 111
panel, 82–85, 112, 114–116
pop-up menus, 112–113
Preferences window, 125
Service Configuration

utility, 609–614
Start Here window,

124–125
System Logs utility,

555–556
System Monitor, 411–412
text editor, 199–200
themes, 87–88
User Manager, 69–70,

426–428
warning, 81
Web browser, 357
Web site address, 119

GNU (GNU’s Not UNIX)
Project, 16

GNU Image Manipulation
Program. See GIMP

GNU licenses
derived works and, 733
GNU GPL, 11, 16, 471,

732–733
GNU LGPL, 733–734

overview, 732
warnings, 732, 733

GNU software packages,
16–19. See also
programming

goto statements, 754, 795
GPG or GnuPG (GNU

Privacy Guard), 475,
527. See also securing
hosts

gprof profiling utility, 22
GQView application, 171
graphical FTP clients

gFTP, 384–385
Mozilla Web browser, 

386
overview, 383–384
warning, 386
Web browsers as, 

385–387
graphical user interfaces.

See GNOME; KDE
graphics. See also images;

OpenOffice.org Draw
adding to documents,

231–233
adding to presentations,

257–259
vector graphics, 262

graphics/imaging
applications. See also
Fedora Core 2
applications; The

Gimp
The Gimp, 193–196
GNOME Ghostview,

196–197
listed/defined, 171

greeter (login) screens, 405
grep command, 96, 137,

148, 789, 791
grep software package, 18
Groff software, 18
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groups. See users
GRUB (GRand Unified

Bootloader)
defined, 47–48
forgotten passwords and,

396–397
setting to boot new

kernels, 515–517
GTK+ software, 18
gtkam application, 171,

183–184
GUI desktops. See GNOME;

KDE
Gzip software, 18

H
.h extension, 735
handouts for presentations,

256, 260
hard disks

checking space usage,
167–168

defined, 710
defragmenting, 34–36
deleting hidden files, 35–36
drive requirements, 33
Linux file system and,

153–154, 440–441
monitoring, 414–415
partitioning

mounting DOS
partitions, 452–453, 455

overview, 32, 33
resizing/splitting

partitions, 36–39
selecting strategies for,

43–46
hardware. See also hard

disks; system
administration

defined, 9–10
Linux 2.6 support, 13

requirements, 33–34
system hardware, 25
undetected,

troubleshooting, 58
in wireless Ethernet,

310–312
hash, 548
hdparm program, 414
HEAD command in HTTP,

618
head end, 281
header files. See also

programming in C
C library of, 759–760
defined, 735
GCC predefined header

files, 742
including once, 739
including selectively, 740

help. See also Web site
addresses

in Mozilla Composer, 338
online documentation

Apache Web server, 624
Fedora Core, 23–24
overview, 23–24
PostgreSQL database,

183
online help

in GNOME/KDE
desktops, 23–24

with installing Fedora
Core, 32

Linux commands for
getting, 143

in vi text editor, 206
in Ximian Evolution, 344

in OpenOffice.org Writer,
218, 219

hexadecimal digits, 312
hidden files, deleting, 35–36
home pages. See Web pages
/home directory, 155, 439

host names, in DNS, 675,
677, 678

host utility, 680, 681–682,
693–694

hosts. See also securing
hosts; security audits

bastion hosts, perimeter
networks with, 565,
568–570

dual-homed hosts
as bastion hosts, 567, 569
defined, 567–568
with proxy services, 564,

568
warning, 568

host names, defined,
79–80

host names in DNS, 675,
677, 678

security issues, 527, 568
troubleshooting

connections to, 325
virtual hosts in Apache,

622, 623, 634–637
hot plug devices, 26, 486
HTML (Hypertext Markup

Language). See also
Web, the

creating Web pages with
Mozilla Composer

balloon help, 368
changing views, 368
editing existing pages,

366
<HTML> Source view,

369
HTML tags view, 369–370
inserting images,

367–368
Normal view, 369
overview, 364, 366
Preview, 369
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HTML (continued)

creating Web pages in text
editors, 364–366

HTML anchors in URLs,
355

HTML e-mail messages,
339

overview, 352
HTTP (Hypertext Transfer

Protocol). See also
TCP/IP

configuration tool,
622–623

defined, 299, 601, 615
GET command, 616–618
HEAD command, 618
http:// URL, 354
httpd server. See Apache
Internet standard for, 616
overview, 352
port number, 601
POST command, 618
TELNET example, 615–618

https:// URL, 354, 360
hung GUIs, 135
hypertext links, 353

I
I/O (input/output)

defined, 710, 711
I/O redirection of shell

commands, 138–139
Network Input/Output

System, 701
port addresses, 287

I20 device support options,
507

I2C protocol support
options, 509

IA-32 architecture, 10

IANA (Internet Assigned
Numbers Authority),
603

IC (Integrity Check) fields,
309

ICAT Metabase index, 580
ICMP (Internet Control

Message Protocol), 
325

icon pop-up menus in GUI
desktops, 113–114

IDE (integrated drive
electronics) controllers,
33, 505–506

idle sessions, 643
IEEE 1394 (Firewire)

support, 506
IEEE 802.11x. See wireless

Ethernet
IEEE (Institute of Electrical

and Electronics
Engineers), 301

IETF (Internet Engineering
Task Force), 298

#if directives, 738, 739–740
if statements, 754,

772–773, 791, 792
IM (instant messaging). See

also e-mail
defined, 337
Fedora Core IM clients

Gaim, 171, 340, 349–350
Kit, 340
overview, 337

images. See also graphics;
OpenOffice.org Impress

converting file formats,
767–768

inserting in Web pages,
367–368

ISO images, 103
raster images, 262

incremental backups, 451
Indent software, 18
inetd server. See xinetd
infrastructure mode in

wireless Ethernet, 
308

init command, 400–401
init process, 397–399
initrd file, 514–515
INN (InterNetNews) server.

See also Internet
services; newsgroups;
NNTP

components
configuration files,

667–671
ctlinnd program, 667,

674
expire program, 666
innd daemon server, 21,

665, 666
nnrpd local server, 666
nntpsend program, 667

configuration files
incoming.conf, 667,

670–671
inn.conf, 667, 668–669
newsfeeds, 667, 669–670
overview, 665, 667
readers.conf, 667, 671

cron maintenance jobs,
666, 671

installing, 665
local newsgroup setup

adding newsgroups, 674
newsgroup hierarchy,

673
overview, 672
testing newsgroups, 674
updating config files,

673–674
news feed setup, 665–666
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resources on, 666
starting, 665, 671–672

input/output. See I/O
in.telnetd server, 22. See

also TELNET
Internet. See also Web

applications, 171
defined, 272
TCP/IP protocols and, 

297
Internet Assigned Numbers

Authority (IANA), 603
Internet Configuration

Wizard, 27, 290–292
Internet connections. See

also Ethernet; wireless
via cable modem

in 10BaseT Ethernet
LANs, 305–306

configuring firewalls, 283
defined, 273, 279–280
versus dial-up and DSL,

273–274
downstream data, 281
Ethernet cables, 284
Ethernet hubs, 283–284
how it works, 280–281
NAT routers, 283–284
setting up, 282–284
sharing connections,

283–284
upstream data, 281
warning, 283

via dial-up networking
connecting modems,

286–288
defined, 273
versus DSL and cable,

273–274
internal/external

modems, 287

Minicom program and,
289–291

modem requirements, 34
PAP/CHAP

authentication, 293–294
PPP connections, 285,

290–294
versus serial

communication,
284–285

serial port detection, 288
serial-port device names,

287–288
setup overview, 285
TCP/IP protocols in, 285
testing modems, 289–290
winmodems

(softmodems), 286
via Digital Subscriber Line

in 10BaseT Ethernet
LANs, 305–306

Asymmetric DSL,
275–276

caveat, 272–273
configuring firewalls, 278
defined, 272, 274
versus dial-up and cable,

273–274
DSL modems, 274–275,

277–279
Ethernet hubs/cables,

278–279
how it works, 274–275
ISDN DSL, 276
local loops, 274, 275
microfilters, 277, 278
NAT routers, 278–279
PPPoE protocol, 279
setting up, 276–279
Symmetric DSL, 276
warnings, 275, 278

overview, 271

Internet Protocol. See IP
Internet servers. See also

daemon; DNS; servers
defined, 21–22, 602
httpd daemon, 615, 635.

See also Apache
innd daemon, 21, 665, 666
in.telnetd daemon, 22,

586
proxy servers, 564, 568,

570–571
sendmail server. See

sendmail
server process, 299, 602
sshd daemon, 22
standalone servers

auditing security of, 587
auto-starting, 403,

607–614
configuring with
chkconfig command,
607–609

configuring in graphical
utility, 609–614

defined, 606
disabling, 558
starting/stopping

manually, 402–403,
606–607

warning, 610
vsftpd daemon, 21, 639.

See also FTP
Web servers, 21, 352,

355–356, 615
xinetd daemon
/etc/xinetd.conf file,

559–561, 603–606
auditing services started

by, 585–586
configuring to disable

services, 558–561
defined, 603
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Internet services. See also
securing networks

defined, 21, 271–272, 597
file-sharing services. See

NFS; Samba
file-transfer services. See

FTP; TFTP
listed/defined, 610–614
mail services. See e-mail;

sendmail
news services. See INN;

newsgroups
overview, 557
remote access services,

21, 271. See also SSH
TCP/IP and. See also

TCP/IP
client/server

architecture, 597–598,
599–601

connection-oriented
protocols, 598–599,
600–601

connectionless
protocols, 599, 600

defined, 598
services/port numbers,

298–299, 601–603
sockets, 598, 599–601

warnings, 557, 560
Web services, 21, 271. See

also Web browsers;
Web servers

internetworking, 297
IP addresses. See also DNS

binding sockets to,
600–601

in configuring TCP/IP
networks, 304–305

defined, 297–298
DNS and, 290, 675–677
multihomed addresses,

321

in packet filtering, 565–567
in PAP/CHAP

authentication, 294
setting up, 49–50, 290, 292
spoofing, 567

IP (Internet Protocol), 272,
599. See also TCP/IP

IP routing/forwarding, 567
ipconfig command, 

323–324
IPng (Internet Protocol

Next Generation), 298
IPP (Internet Printing

Protocol), 489
IPv6 (Internet Protocol

version 6), 298
IRQs (interrupt request

numbers), 287
ISA (Industry Standard

Architecture) buses,
502

ISBN (International
Standard Book
Number), 179

ISC (Internet Software
Consortium), 666

ISDN (Integrated Services
Digital Network) DSL,
276

ISDN subsystem options,
508

ISO (International
Organization for
Standardization), 678

ISO images, 103
IV (Initialization Vector),

309

J
job-scheduling. See system

administration

K
KB (kilobyte), 104
Kbps (kilobits per second),

272, 276
KDE (K Desktop

Environment). See also
GNOME

backgrounds, 93–94,
133–134

calculator, 173
CD player, 186
Control Center, 92–93,

132–134
customizing, 92–94,

132–134
defined, 88–89, 127
desktop pop-up menus,

112–113
icon pop-up menus,

113–114
kdm login display

manager, 404
Kmail client, 171, 340
Konqueror feature

defined, 128, 357
as file manager, 72,

128–132
as Web browser, 132

logging in to, 89–90,
127–128

logging out of, 94
Main Menu button, 90–91,

116–117, 119
online help, 23–24
overview, 19–20, 81, 111
panel, 90–92, 112, 114–116
Service Configuration

utility, 609–614
text editor, 200
warning, 131
Web site address, 89
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kernel hacking options, 513.
See also Linux kernel

keyboards, 33, 41, 42
keychain storage devices,

487–488
kill command, 147
Kimball, Spencer, 194
Kmail application, 171, 340
.ko extension, 14
Konqueror feature. See also

KDE; Web browsers
defined, 128, 357
as file manager, 72,

128–132
as Web browser, 132

KsCD application, 170
Ksnapshot application, 171
kudzu utility, 443, 487
Kview application, 171

L
language support, 

foreign, 51
LANs. See Ethernet LANs
launcher applets, 

GNOME, 83
layers in Impress

presentations, 255–256
layouts in Impress, slide,

253–254
layouts in Writer, page,

228–231
ldd utility, 760–761
Leach, P., 616
Less software, 18
LGPL (Library General

Public License), GNU,
733–734

/lib directory, 155, 439
Libpng software, 18

libraries. See also shared
libraries

database libraries, 18, 733
DNS resolver libraries,

676, 679, 680, 682–683
Libpng image library, 18
of header files, 759–760
SANE library, 171

LILO (Linux Loader),
installing, 47–48

Line Printer Daemon (LPD),
581

linking device drivers into
kernel, 497

linking, dynamic, 734, 760.
See also shared
libraries

links
to directory files, 160–161
hypertext links, 353
symbolic links, 161

Linksys LNE100TX Fast
Ethernet Adapters, 34

Linux. See also Red Hat;
Web site addresses

commercial backup tools
for, 447

compatibility, 10
Conexant driver, 286
distributions, 9–11
EXT3 file system for, 485
Linux-related newsgroups,

374–375
operating system, 10–11.

See also Linux kernel
Linux commands. See also

commands; Linux file
system; shells

Bash shell and, 95
for date and time, 146
defined, 142–143

executing in Perl scripts,
795–797

for getting online help,
143

kernel boot commands,
62–64

for making commands
easier, 143

for managing processes,
145

for managing users, 145
trying in shell, 96–97

Linux file system. See also
managing file systems

/etc/fstab file and,
442–443

defined, 153–154, 437–438
directory hierarchy, 154,

155, 438–440
drive letters and, 153
filenames, 154, 155
locating files, 154–155
mounting storage devices

on, 440–443
navigating with Linux

commands. See also
Linux commands

archiving/compressing
files, 145

changing permissions/
owners, 162–163

checking disk-space
usage, 167–168

commands, listed,
143–146

copying files, 163–164
deleting directories, 165
deleting files, 164
directory listings,

159–162
directory navigation,

158–159
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Linux file system (continued)

finding files, 143–144,
165–166

making directories,
164–165

managing the file
system, 145–146

managing files/
directories, 143,
163–165

mounting CDs/DVDs,
166–167, 440–443

moving files, 164
overview, 143–146,

157–158
processing files, 144
unmounting CDs/DVDs,

167, 442
viewing permissions, 161
warning, 164

overview, 153
pathnames, 154–155, 439
root directory, 153–156,

439
subdirectories, 156–157,

440
top-level directories,

155–156, 439
Linux kernel. See also

rebuilding
boot commands, 62–64
booting, 75–76
defined, 10–11
exec-shield feature,

544–545
file systems supported by,

511–513
upgrading, 493, 494–495
version 2.6 improvements

computer hardware
support, 13

device handling, 14–15,
482

mandatory access
control, 15

overview, 13
scalability, 13–14

version numbers, 12
linux noprobe command,

58–59
Linux Security Module

(LSM), 15
load averages, 410
Loadable Driver Modules,

managing, 482–485
loadable module support

options, 501
local loops in DSL, 274, 275
locate command, 166
log files, monitoring,

554–556
LogFormat directive

tokens, 636–637
logging in

to Firstboot, 79–80
to GNOME desktop, 120
to KDE desktop, 89–90,

127–128
securing remote logins,

561–563
logging out of GNOME, 88
logging out of KDE, 94
LogWatch software, 556
LONE-TAR backup utility,

447
loops

calibrating delay 
loops, 77

for loops, 753–754, 773,
794

local loops in DSL, 275
looping, defined, 793
while loops, 756–757, 791,

793–794
/lost+found directory,

155

lp command, 489–490
LPD (Line Printer Daemon),

581
lpq command, 490
lpstat command, 491
ls command

in combining shell
commands, 138

getting directory listings,
159–162

lsmod command, 
483–485

LSM (Linux Security
Module), 15

M
.m4 extension, 653
macros. See also

programming
defined, 652, 738
defining

in C, 739
in GNU make, 721
in sendmail, 652–654,

657
m4 macro processor, 18,

652–654
macro expansion, 652
predefined macros

in C, 740–741
in GNU make, 721–722
in sendmail, 654–660

stream-based processing,
652

Magicdev utility, 71
mail merges in Writer, 215.

See also e-mail
mailto:// URL, 354
main function in C, 757
Main Menu buttons in

GNOME, 83–85, 
116–119
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Main Menu buttons in KDE,
90–91, 116–117, 119

major device numbers,
480–481

make config command, 
498

make menuconfig
command, 498

make utility. See
programming

make xconfig command,
498, 499–513. See also
rebuilding

man command, 23
managed mode in wireless

Ethernet, 308
managing. See also system

administration
managing applications. See

also Fedora Core 2
applications

building software from
source files

downloading source
files, 469–470

GNU GPLs and, 471
and installing, 472
overview, 469
RPM packages, 474
and running, 473
steps in, 471–473
warning, 472

overview, 461
RPM files. See also RPM

defined, 461
installing, 466–467
querying RPM

databases, 463–466
removing, 467
using rpm commands,

461–469

updating with Up2date,
474–475, 476

updating with Yum,
475–477

upgrading, 467–468
verifying, 468–469
viewing RPM filenames,

462–463
warning, 468

managing devices. See also
mounting

block devices, 481
character devices, 481
device drivers

configuring options for,
503

defined, 479–480
linking into kernel, 497

device files, 480–481
device numbers, 

480–481
in Linux kernel 2.6, 14–15,

482
Loadable Driver Modules
/etc/modprobe.conf

and, 485–486
with commands, 483–485
defined, 482
loading, 483–485
unloading, 483, 485

network devices, 481
overview, 26, 479
print queues

canceling print jobs,
490–491

checking with lpq
command, 490

checking printers with
lpstat, 491

enabling/disabling,
491–492

printing with lp
command, 489–490

spooling print jobs,
488–489

USB devices, 486–488
managing file systems

accessing DOS/Windows
file system

converting DOS
filenames to Linux, 
453

formatting DOS floppies,
459–460

mounting DOS floppies,
453–456

mounting DOS
partitions, 452–453, 455

mounting NTFS
partitions, 455

mtools commands,
456–460

overview, 452
unmounting DOS

floppies, 454, 455
backing up and restoring

files
automated backups,

451–452
using commercial

utilities, 447
incremental backups,

451
multi-volume archives,

449–450
onto CDs, 445
onto floppy disks,

446–449
onto tape drives, 446,

450–451
onto Zip disks, 446
overview, 445
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managing file systems
(continued)

selecting strategies/
media, 445–446

single-volume archives,
447–449

using tar command,
447–449, 451

Linux file system. See also
Linux file system;
mounting

/etc/fstab file and,
442–443

defined, 437–438
directory hierarchy,

438–440
mounting storage

devices on, 440–443
overview, 27, 437
sharing files with NFS. See

also NFS
configuring NFS servers,

699–700
exporting file systems

with NFS, 444, 
696–698

mounting NFS file
systems, 445, 698

NFS, defined, 299, 602,
695

overview, 443–444, 695
warning, 696

managing users. See also
root; users

/etc/passwd file and,
429–430

adding user accounts,
425–429

file ownership, 434–435
forgotten root

passwords, 396–397
groups, 430–431

Linux commands for, 145
overview, 425
user environments,

431–433
Masinter, L., 616
master documents in

Writer, 235–236
master name servers, 679,

692–694
master notes/handouts for

presentations, 256, 260
master slides in

presentations, 255
Mattis, Peter, 194
Mbps (megabits per

second), 272
MBR (Master Boot 

Record), 48
MBs (megabytes), 104
.mc extension, 654
MCA (Micro Channel

Architecture) buses,
502

MD5 encryption, 537–538
members in C structures,

743
memory. See RAM
Metcalf, Robert M., 300
MFM (Modified Frequency

Modulation), 504–505
mice

bus support for, 509
compatibility with Fedora

Core, 33
long-clicking, 264–265

microfilters in DSL, 277, 278
microprocessors, 710
Microsoft Office. See

OpenOffice.org
Microsoft Word, 213–214,

215. See also
OpenOffice.org Writer

Minicom program, 289–291
minor device numbers,

480–481
MIPS (millions of

instructions per
second), 77

mkdir command, 164–165
mkinitrd command, 514
/mnt directory, 155, 439
mobile stations, 310
Mockapetris, Paul, 676
modems. See Internet

connections
Modify Slide dialog box, 253
modprobe command,

485–486
modular kernels, 497
modules, Perl, 783, 801,

802–803, 804
Mogul, J., 616
monitoring log files. See

securing hosts
monitoring performance.

See system
administration

monitors, 34, 41, 42. See
also display

monolithic kernels, 497
more command, 97, 142,

148–149
mounting file systems. See

also file systems;
managing file systems

/etc/fstab file and,
442–443

CDs/DVDs, 25–26, 71–72,
166–167, 440–442

defined, 26, 440–441
DOS disk partitions,

452–453, 455
DOS floppy disks, 453–456
floppy disks, 26, 167, 394,

440–441
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from GNOME/KDE
desktops, 25–26, 71–72

keychain devices, 488
using mount command,

166–167, 441–443
mount points, 167, 698
NFS file systems, 445
NTFS partitions, 455
unmounting

CDs/DVDs, 167, 442
DOS floppies, 454, 455
keychain devices, 488

Zip disks, 26
mouse. See mice
moving files, 164
Mozilla Navigator. See also

Web browsers
changing home pages, 361
changing themes, 361–363
creating HTML Web pages

with Mozilla Composer
balloon help, 368
changing views, 368
editing existing pages,

366
<HTML> Source view,

369
HTML tags view, 369–370
inserting images,

367–368
Normal view, 369
overview, 364, 366
Preview, 369

defined, 171, 357
as graphical FTP client,

386
Mozilla Mail

composing/sending
messages, 348–349

defined, 340, 344
main window, 346–347

managing mail in folders,
347–348

new account setup,
345–346, 376

Mozilla Mail newsreader
new account setup,

376–377
posting news, 379–380
subscribing to

newsgroups, 377–379
Preferences window,

361–363
starting, 357
surfing the Net, 363
user interface

menus, 360–361
overview, 357–358
status bar, 359–360
toolbars, 358–359

viewing HTML files in, 365
Web site address, 171

MS-DOS versus Bash shell,
136, 151

MS-DOS/Windows file
system. See managing
file systems

MTAs (mail-transport
agents), 338–339

mtools commands, 18,
456–460

MUAs (mail-user agents),
338–339, 340

multi-homed Web servers,
634. See also virtual
hosts

multihomed IP addresses,
321

multimedia applications.
See also Fedora Core 2
applications

burning CDs, 188–193
using digital cameras,

183–186

overview, 170–171, 183
playing audio CDs,

186–187
playing sound files,

187–188
multimedia device options,

509
mv command, 164
MX (Mail Exchanger)

resource records, 681,
687, 688

MySQL database, 170, 176

N
name servers. See DNS
name service switch (NSS),

323, 683
namespace, 677
NAT (Network Address

Translation) routers.
See also Ethernet

defined, 278, 283
in Ethernet LANs,

278–279, 283–284,
305–306

in wireless Ethernet LANs,
311

Nautilus shell in GNOME.
See also GNOME; shells

burning data CDs, 120–121
defined, 120
navigation windows,

121–124
object windows, 120
warning, 124

Navigation toolbar in
Mozilla, 358, 359

navigation windows in
Nautilus shell, 
121–124

Navigator in Calc, 240
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Ncurses software, 18
ndc (name daemon

controller), 685
Nessus security-testing

tool, 590–593
NetBIOS (Network

Input/Output System),
701. See also I/O

netstat command,
325–326

network addresses. See IP
addresses

network cards, 34
Network Configuration

screen in installer, 27,
48–50

Network Configuration tool
configuring dial-up

networks, 292–293
configuring TCP/IP on

Ethernet LANs, 303–305
configuring wireless

Ethernet LANs, 315–316
overview, 27

network devices. See
managing devices

Network File System. 
See NFS

Network layer in TCP/IP,
296

network management. See
TCP/IP

Network News Transfer
Protocol. See NNTP

network protocols, 20–21,
354–355. See also
TCP/IP

Network Time Protocol
(NTP), 602

networking support
options, 507–508

networks, local area. See
Ethernet; wireless

news server. See INN
News Transfer Protocol.

See NNTP
newsgroups

categories, 373–374
defined, 371–372
hierarchy, 372–373
Linux-related groups,

374–375
names, 372–373
overview, 21, 272
posting news, 379–380
reading

from ISPs, 375–378
from public news

servers, 375
from Web browsers,

380–381
searching for, 380–381
on security, 532
subscribing to, 377–379
Usenet newsgroups,

371–372, 380–381
NFS (Network File System).

See also Internet
services; managing file
systems

defined, 299, 602, 695
port number, 602
sharing files with

configuring NFS servers,
699–700

exporting file systems
with NFS, 444, 696–698

mounting NFS file
systems, 445, 698

overview, 443–444, 695
warning, 696

NIS (Network Information
System), 675

NIS and NIS+ (network
information services),
323

NIST (National Institute of
Standards and
Technology), 580

nmap security-testing tool,
589–590

nnrpd local news server,
666

NNTP (Network News
Transfer Protocol). 
See also INN

defined, 299
innd server and, 21
news:// URL, 355
overview, 372
port number, 602

nntpsend program, 667
NS (Name Server) resource

records, 687, 688
NSS (name service switch),

323, 683
NTFS (NT File System)

partitions, 455
NTP (Network Time

Protocol), 602
null statements, 755
null-terminated strings in C,

747

O
.o extension, 715
object code, 712
object files, 715
object model, 127
object-oriented

programming, 804
objects, defined, 15, 804
objects, using in Perl,

804–805
OFDM (orthogonal

frequency-division
multiplexing), 308
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office applications. See also
Fedora Core 2
applications;
OpenOffice

aspell checker, 170,
175–176

calculators, 170, 172–173
commercially available for

Linux
Anyware Office, 173–174
CrossOver Office, 173,

174–175
overview, 173
StarOffice, 174

Dia drawing program, 170
dictionary, 170
Microsoft Word, 213–214,

215
overview, 20

OLE (Object Linking and
Embedding), 228

online documentation
Apache Web server, 624
Fedora Core, 23–24
overview, 23–24
PostgreSQL database, 183

online help. See also help;
Web site addresses

in GNOME/KDE desktops,
23–24

with installing Fedora
Core, 32

Linux commands for
getting, 143

in vi text editor, 206
in Ximian Evolution, 344

OpenOffice.org
applications, 170,
171–172. See also
Fedora Core 2
applications

OpenOffice.org Calc
defined, 237
Function AutoPilot, 239,

245–246
main window, 239–240
preparing spreadsheets

calculating/charting
data, 244–247

creating scenarios,
244–245, 247

entering/formatting data,
241–244

overview, 241
and printing to PDF files,

242
and sharing, 242

setting up, 240–241
starting, 238
tasks you can do with,

237–238
VisiCalc and, 237

OpenOffice.org Draw
configuring options, 264
defined, 261
long-clicking the mouse,

264–265
main window, 262–264
starting, 262
tasks, how to do, 

265–267
tasks you can do with,

261–262
OpenOffice.org Impress

defined, 249
main window, 251–253
PowerPoint and, 249
preparing presentations

adding graphics/effects,
257–259

configuring options,
252–253

creating with AutoPilot,
253–254

creating from Writer
documents, 254

deleting slides, 255
and delivering, 260
inserting charts,

257–258, 259
using layers, 255–256
master notes/handouts,

256, 260
master slides, 255
rearranging slides, 255
slide layouts, 253–254
tasks in, how to do,

256–257
starting, 250–251
tasks you can do with,

249–250
OpenOffice.org Writer

defined, 213
help, 218, 219
main window, 216–218
Microsoft Word and,

213–214, 215
preparing documents

creating graphics, 231,
232

and creating
presentations from, 254

editing, 221–224
existing documents, 217
inserting fields, 

233–235
inserting graphics,

232–233
large/master documents,

235–236
layouts, 228–231
overview, 221
styles, 224–225, 227–228
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OpenOffice.org Writer
(continued)

templates, 
225–227

tracking/reviewing
changes, 221, 223

saving files from others,
214

setting options, 
218–221

starting, 216
tasks you can do with,

215–216
warning, 213

OpenSSH protocol, 561–563.
See also SSH

operating systems. See also
Linux kernel

defined, 10, 711
Linux operating system,

10–11
role in programming,

711–712
updating, 582

operators in C
programming, 747–751

operators in Perl scripting,
787–788

operators in sendmail,
control, 659–660

/opt directory, 155, 439
options, command line, 

711
ownership of files, 162–163,

434–435, 541

P
package groups, RPM, 73
packages, Perl, 783, 800–802

packet-filtering firewalls.
See also firewalls;
securing networks

enabling/disabling, 572
using iptables

commands, 571,
573–575

overview, 571–572
with screening routers,

564, 565–567
warning, 574

packet-sniffing tools,
327–328, 589

packets, Ethernet, 301. See
also datagrams

PAE (Physical Address
Extension), 13

page layouts in Writer,
228–231

Pager applet, GNOME, 83
PAMs (Pluggable

Authentication
Modules), 538–540,
643–644

Pan newsreader, 375
panels

defined, 112, 114
on GNOME desktop,

82–85, 115–116
on KDE desktop, 90–92,

115–116
PAP (Password

Authentication
Protocol), 293–294

parallel port options, 503
PartitionMagic, 36, 37
partitions. See hard disks
passwords. See also

securing hosts
auditing security of,

584–585
changing, 540

root, restoring forgotten,
396–397

setting root passwords,
52–53

vulnerabilities, 581
Patch software, 18
PATH environment variable.

See also variables
appending directories to,

433
defined, 770–771
defining, 432
finding files in, 432, 780

pathnames, 154–155, 158,
439

paths in URLs, directory,
355

PBM (Portable Bitmap)
toolkit, 767–768

PCI (Peripheral Component
Interconnect) buses,
502

PCMCIA (Personal
Computer Memory
Card International
Association) buses,
502–503

PDF files
exporting Impress

presentations to, 260
.pdf extension, 196
printing Calc

spreadsheets to, 242
printing Writer documents

to, 216
viewing with GGV, 18, 171,

196–197
.pem extension, 662
penetration testing,

network, 588
performance. See system

administration
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perimeter networks with
bastion hosts, 565,
568–570

peripheral devices. See
managing devices

Perl. See programming 
in Perl

permissions. See also
securing hosts

default umask
permissions, 542–543

to files
auditing security of,

582–584
changing, 162–163,

541–542
viewing, 161, 540–541

setuid permission risks,
543–544

Personal toolbar in Mozilla,
358–359

physical consoles, 135
Physical layer in TCP/IP,

296
Pick a Color dialog box, 86
PID (process identification)

numbers, 147, 398
PIM (personal information

manager). See Ximian
ping command, 325
pipes (vertical bars) in

script commands, 138,
798–799

.pl extension, 783
Plug-and-Play (PnP)

options, 503
plug-ins, 116
Pluggable Authentication

Modules (PAMs),
538–540, 643–644

.pm extension, 802

Pointer (PTR) resource
records, 681, 687, 688

pointers in C, 744–745
POP (Post Office Protocol),

296
pop-up menus in GUI

desktops, 112–114
port numbers, 298–299,

598, 600–603
port scanner tools, 588,

589–590
Portable Bitmap (PBM)

toolkit, 767–768
ports in URLs, 355
PostgreSQL database. See

also Fedora Core 2
applications

adding users, 177–178
creating empty databases,

180
creating tables, 181
defined, 170, 176
designing, 179
inserting records, 182
installing, 177
interactive terminal,

180–181
online documentation, 183
querying, 182–183
starting, 177
steps in building, 179–180

PostScript viewer tool. 
See GGV

power management
options, 502

PowerPoint, 249. See also
OpenOffice.org Impress

PPP (Point-to-Point
Protocol), 285, 290–294,
481

PPPoE (PPP over Ethernet)
protocol, 279

precedence of operators 
in C, 749–751

predefined. See also built-in
predefined GCC header

files, 742
predefined macros

in C, 740–741
in GNU make, 721–722
in sendmail, 654–660

predefined Perl file
handles, 797

predefined Perl variables,
787

Preferences windows, 125,
361–363

preprocessor directives.
See also programming
in C

#define directive, 738,
739

#include directive, 738
conditional directives,

738, 739–740
defined, 737
other directives, 740–741

presentations. See
OpenOffice.org Impress

primary name servers, 679,
692–694

print queues. See also
managing devices

canceling print jobs,
490–491

checking with lpq
command, 490

checking printers with
lpstat, 491

enabling/disabling,
491–492

printing with lp
command, 489–490

spooling print jobs,
488–489
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printers, configuring, 64–68
printers, USB, 487
printing Calc spreadsheets

to PDF files, 242
printing Writer documents

to PDF files, 216
processes
/proc file system, 156,

415–418
defined, 598, 711
Linux commands for

managing, 145
managing in Bash shell,

147
processing text files. See

also shells
counting words/lines, 149
deleting characters, 150
overview, 144, 148–149
sorting, 150
splitting, 150–151
substituting characters,

150
processors (CPUs), 9–10,

33, 502, 710
procmail, invoking, 

663–664
programming. See also

building; macros;
rebuilding

build process, 713
computer programs,

defined, 712
computers and, 710–711
Edit-Compile-Debug cycle

in, 712
Fedora Core software-

development tools. 
See also vi

defined, 22–23, 713
emacs text editor, 17, 23

GNU gcc C/C++
compilers, 22, 713,
714–718

GNU gcj Java 
compiler, 22

GNU gdb debugger, 22,
713, 725–731

GNU gprof profiling
utility, 22

GNU make utility, 22, 713,
718–725

installing, 472, 713
overview, 709, 713

with GNU C/C++ compilers
C++ programs, 716
C programs, 714–716
defined, 22, 713, 714
gcc command options,

717–718
gcc versus g++

commands, 716
predefined header files,

742
with GNU gdb debugger

defined, 18, 22, 713, 725
finding bugs, 728–730
fixing bugs, 730–731
gdb commands, 726–728
preparing to use,

725–726
running, 726

GNU licenses and
derived works and, 733
General Public License,

732–733
Library General Public

License, 733–734
overview, 732
warnings, 732, 733

with GNU make utility
command options,

724–725

defined, 18, 713, 718–719
versus gcc or g++, 718,

720, 721
macros, 721–722
makefiles, 718–720,

723–724
overview, 471–472, 513
running, 723–724
targets, 719, 720
warning, 720
writing makefiles,

722–723
operating system role in,

711–712
overview, 709
steps in, 712
terminology, 710–712, 713

programming in C
comments, 737
declaring/defining

variables
arrays, 743–744, 745
const type qualifier, 746
data types, 741–742,

745–746
defined, 737
enumerations, 742
expressions, 713,

747–749
overview, 741
pointers, 744–745
structures, 743
type definitions, 745–746
unions, 743
variables, defined, 713
volatile type qualifier,

746
defined, 735
functions

changing value of
variables in, 745

defined, 713, 757
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function prototypes,
757–758

main function, 757
overview, 737
pointers as arguments

to, 745
with variable numbers of

arguments, 758
void type, 758

header files
C library of, 759–760
defined, 735
GCC predefined header

files, 742
including once, 739
including selectively, 740

including modular files,
738

macros
defined, 738
defining, 739
predefined macros,

740–741
members, 743
null-terminated strings,

747
operators

associativity of, 749–751
listed/defined, 747–749
precedence of, 749–751

preprocessor directives
#define directive, 738,

739
#include directive, 738
conditional directives,

738, 739–740
defined, 737
other directives, 740–741

shared libraries
C shared library, 760, 761
creating, 762–764
defined, 760

dynamic allocation of
memory, 745

dynamic linking, 734,
760, 762

dynamically loading,
764–766

viewing program use of,
760–761

warning, 766
source files structure,

735–737
statements
break statements, 751
case statements, 752
compound

statements/blocks, 751,
752

continue statements,
752

default labels in, 753
defined, 713, 751
do-while statements,

753
expressions statements,

753
for statements, 753–754
goto statements, 754
if statements, 754
if-else statements,

754–755
null statements, 755
return statements, 755
switch statements, 753,

755–756
while statements,

756–757
programming in Perl

to access files, 797–799
basic Perl syntax, 783
checking if Perl installed,

780–781
defined, 23, 779–780
to execute Linux

commands, 795–797

expressions
defined, 783
grep command and, 789,

791
operators in, 787–788
regular expressions,

789–791
warning, 788

flow-control statements
defined, 783
else/elseif clauses,

792–793
for statements, 794
foreach statements,

794–795
goto statements, 795
if statements, 791, 792
overview, 791–792
unless statements, 793
while loops, 791,

793–794
functions

built-in functions, 800
defined, 783
defined, 784
open, 797–799
require, 801–802, 803
subroutines, 799–800
undef, 784
use, 803

using objects, 804–805
Perl modules, 783, 801,

802–803, 804
Perl packages, 783,

800–802
pipes (vertical bars) in,

798–799
predefined file handles,

797
to send mail messages,

798–799
statements, 783
trying out, 782–783
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programming in Perl
(continued)

variables
array variables, 784,

785–786
associative arrays, 784,

786–787
default arguments, 785
defined, 783
English module for, 806
predefined variables, 787
scalar variables, 784–785

viewing Perl version
numbers, 781

programming shell scripts.
See also shells, Bash

with arguments, 769–772
to automate tasks,

768–769
Bash shell features for,

767, 770
built-in Bash commands

and, 775–778
to convert file formats,

767–768
defined, 95, 151–152, 767
errors in, 772
flow-control statements
case statements,

773–775
defined, 713, 772
for loops, 773
if statements, 772–773

functions, 771–772
for storing user input,

770–771
variables, 770–771
warning, 776

protocols. See network
protocols; TCP/IP

proxy servers, 564, 568,
570–571

ps ax command, 97, 147,
149

.ps extension, 196
pseudorandom bits, 309
PTR (Pointer) resource

records, 681, 687, 688
public-key encryption. See

also encryption
defined, 547–548
in digital signing, 548–549
in OpenSSH protocol,

561–563
Python programming

language, 23

Q–R
question marks (?) as

command wildcards,
140–141

r commands, 561
RAM (Random Access

Memory)
creating RAM disk files,

514–515
defined, 25, 710
requirements, 33

raster images, 262
RCS (Revision Control

System), 19, 22, 713
rebooting system, 517
rebuilding Linux kernel. See

also Linux kernel
and configured modules

using make, 513
configuring options for

ATA/ATAPI/MFM/RLL
support, 504–506

block devices, 503–504

busses, 502–503
character devices,

508–509
code maturity levels, 501
using default settings,

498
device drivers, 503
enhanced IDE support,

505–506
executable file formats,

503
file systems, 511–513
I20 device support, 507
I2C protocol support,

509
IEEE 1394 (Firewire)

support, 506
ISDN subsystem, 508
kernel hacking, 513
loadable module

support, 501
using make config, 498
using make menuconfig,

498
using make xconfig,

498, 499–513
multimedia devices, 509
networking support,

507–508
parallel port support,

503
Plug-and-Play support,

503
power management

options, 502
processor type/features,

502
SCSI device support, 506
security, 513
sound, 509
telephony support, 508
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USB support, 510–511
warning, 501

creating initial RAM disk
files, 514–515

defined, 496
installing configured

modules, 514
installing kernel-source

RPMs, 496
linking device drivers into

kernel, 497
monolithic versus

modular kernels, 497
overview, 493
phases in, 497
proving new kernel

running, 517
reasons for, 496
rebooting system after,

517
and setting GRUB to boot,

515–517
warning, 517

recurring jobs, 421–424
Red Hat Enterprise Linux

(RHEL) product line, 
1, 12

Red Hat home page, 359
Red Hat Linux product line,

1, 9. See also Fedora
Core; Linux

Red Hat mailing lists, 32
Red Hat Package Manager.

See RPM
redlining, 221
regular expressions in Perl,

789–791
relational databases, 176
relative directory names,

158
remote access services, 21,

272. See also SSH

removing RPM files. See
also deleting

using Add/Remove
Packages, 72–74

using rpm commands, 467
using Yum, 475, 476

repeating shell commands,
142

resolver libraries in DNS,
676, 679, 680, 682–683

resource configuration
directives in
httpd.conf, 627–631

resource records (RRs),
681, 686–688

restoring files. See
managing file systems

return statements, 755
reverse lookups, 681–682
Revision Control System

(RCS), 19, 22, 713
rewriting rule, 660
RFCs (Request for

Comments)
1321, 537
2487, 662
2616, 630
on DNS, 676
on HTTP, 616

RHEL (Red Hat Enterprise
Linux), 1, 12

Rhythmbox application,
170

ripping music, 188–189
RJ-45 jacks, 278
RLL (Run Length Limited),

504–505
rm command, 164
rmdir command, 165
rndc (remote name

daemon control),
684–685

root directory, 153–156, 439
root domains, 677
root superusers. See also

users
adding, 425
defined, 52
forgotten passwords,

restoring, 396–397
gaining privileges of, 69,

146, 395–396
setting passwords, 52–53
warning, 81

route command, 324–325
route spoofing/attacks, 564,

567
routers, screening, 564,

565–567. See also NAT
routines. See functions
RPC (Remote Procedure

Calls), 581
RPM (Red Hat Package

Manager) files
building from source files,

474
defined, 72, 461, 494
installing. See also DVD

using Add/Remove
Packages, 72–74

kernel RPMs, 494–496
operating-system

updates, 582
using rpm commands,

466–467, 582
source RPMs, 474
using Up2date, 474–475
using Yum, 475–477

managing with rpm
commands

installing RPMs, 466–467
overview, 461–462
querying RPM

databases, 463–466
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RPM (Red Hat Package
Manager) files (continued)

upgrading RPMs,
467–468

verifying RPMs, 468–469
viewing RPM filenames,

462–463
warning, 468

removing
using Add/Remove

Packages, 72–74
using rpm commands,

467
using Yum, 475, 476

updating with Up2date,
474–475, 476

updating with Yum,
475–477

RRs (resource records),
681, 686–688

Run Length Limited (RLL),
504–505

run levels
changing with init

command, 400–401
defined, 398–399
reviewing with chkconfig

command, 587, 608–609
rwx permissions, 161

S
SAINT (Security

Administrator’s
Integrated Network
Tool), 593

Salz, Rich, 666
Samba software package

checking if installed, 702
components, 701–702
configuring, 703–705

defined, 27, 695, 700–701
trying out, 705–706

SANE (Scanner Access Now
Easy) library, 171

SANS/FBI Top 20
vulnerabilities, 580–581

SARA (Security Auditor’s
Research Assistant),
594

saving
command output, 139
error messages, 139
files gotten from others,

214
text editing changes, 203,

207
/sbin directory, 156, 439
scalar variables, 784–785
scanners, USB, 487
scenarios in Calc, 244–245,

247
Schaefer, Arno, 37
scheduling jobs. See system

administration
screening routers, 564,

565–567
scripting. See programming

in Perl; programming
shell

SCSI (Small Computer
System Interface)
controllers, 33, 34, 506

searching. See finding
second-level DNS domains,

677, 678
secondary DNS servers, 679
Secure Shell protocol. 

See SSH
Secure Sockets Layer (SSL)

protocol, 354, 360

securing hosts. See also
encryption; security
audits; SELinux

defined, 535
using GnuPG

decrypting documents,
554

defined, 547
digital signatures and,

548–549
encrypting documents,

553–554
exchanging keys,

551–552
generating key pairs,

550–551
gpg command, 550–554
public-key encryption

and, 547–549
signing files, 553
warning, 552

installing system updates,
535–536

issues in, 527
monitoring log files

using LogWatch, 556
using System Logs,

555–556
using Tripwire, 554

protecting files/
directories

from buffer overflow, 544
changing ownerships,

541
changing permissions,

541–542
using default umask

permissions, 542–543
using exec-shield

feature, 544–545
overview, 540
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setuid permission risks,
543–544

viewing ownerships/
permissions, 540–541

securing passwords
/etc/passwd file and,

536
using MD5 encryption,

537–538
using pluggable

authentication
modules, 538–540

using shadow
passwords, 536–537

using SELinux, 545–547
securing networks. See also

security audits
with built-in packet-

filtering firewall
enabling/disabling, 572
using iptables

commands, 571,
573–575

overview, 571–572
warning, 574

using firewalls
application gateways

and, 570–571
defined, 522, 563–564
dual-homed host with

proxy services, 564,
567–568, 570–571

perimeter network with
bastion hosts, 565,
568–570

screening router with
packet filtering, 564,
565–567

types of, 564–571
warning, 568

Internet services
configuring xinetd to

disable, 558–561
disabling standalone

servers, 558
overview, 557
warnings, 557, 560

issues in, 528
overview, 557
remote logins, 561–563

security
establishing security

frameworks
business requirements,

523
defined, 522–523
risk analysis, 524–525
security management,

526
security policy, 522–523,

525–526
security solutions

(mitigation), 526
news/alerts/updates on,

532–533
overview, 521–522
securing Linux

host security issues, 527
network security issues,

528
options for, 513
overview, 527

terminology, 529
threats

Denial of Service attacks,
521, 524, 642, 645

information disclosure,
524

IP spoofing, 567
route spoofing, 564
unauthorized access,

524
updates, 533

vulnerabilities
in anonymous FTP, 641,

645
buffer overflow, 544
listed, 524–525
logins on dual-homed

hosts, 568
of Internet servers, 557
open ports, 588
overview, 524
tools to scan for,

588–589, 590–594
in UNIX systems, 581

security audits, computer
benefits, 578
defined, 577
host reviews. See also

securing hosts
file ownership/

permissions, 582–584
incident response policy,

585
operating-system

updates, 582
overview, 582
password security,

584–585
host/network test

methodology, 579–580
network reviews. See also

securing networks
overview, 585
penetration testing, 588
services started by
xinetd server, 585–586

standalone servers, 587
nontechnical aspects of,

578
reasons for, 578
security testing tools

Nessus, 590–593
nmap, 589–590
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security audits, computer
(continued)

overview, 588–589
port scanners, 588,

589–590
SAINT, 593
SARA, 594
vulnerability scanners,

588–589, 590–594
technical aspects of, 579
vulnerabilities, 580–581

Security Level
Configuration tool, 572

security policy, 15
Sed software, 19
Select Device Type window,

313
Select Wireless Device

window, 313–314
SELinux (Security

Enhanced Linux). See
also securing hosts

/selinux directory, 156,
439

configuring options,
50–51, 513

defined, 15
securing hosts, 545–547
turning off during booting,

513
sendmail server. See also

e-mail; Internet
services

configuration files
/etc/aliases file, 664
/etc/mail string,

661–662
auto-handling mail,

663–664
control operators,

659–660
converting names to

addresses, 664

.forward file, 662–663
installing, 651–652
invoking procmail in
.forward, 663–664

m4 macro processor
and, 652–654

macro files, 652, 654–659
overview, 648, 651
syntax, 659–660

defined, 21
installing, 647–648,

651–652
sending mail using mail

command, 649
sending mail using SMTP

commands, 649–651
verifying delivery with

mail, 649, 651
vulnerabilities, 581

serial communication,
284–285

serial port detection, 288
serial-port device names,

287–288
Server Message Block

(SMB) protocol,
701–702

Server Settings dialog box,
704

server-side include files,
633

servers. See also daemon;
Internet servers

auto-starting, 403
client/server architecture,

597–598
server processes, 299
starting/stopping

manually, 402–403
Service Configuration

utility, 609–614
sessions, 81

setuid permission risks,
543–544

sgi-fam server, 586
SGML (Standard

Generalized Markup
Language), 119

shadow passwords,
536–537

shared libraries. See also
libraries; programming
in C

C shared library, 760, 761
creating, 762–764
defined, 23, 760
dynamic linking, 734, 760,

762
dynamically loading,

764–766
viewing program use of,

760–761
warning, 766

shareware programs, 809
sharing

cable modem
connections, 283–284

Calc spreadsheets, 242
files with NFS

configuring NFS servers,
699–700

exporting file systems
with NFS, 444, 696–698

mounting NFS file
systems, 445, 698

NFS, defined, 299, 602,
695

overview, 443–444, 695
warning, 696

Impress presentations,
260

information on Internet,
272

Writer documents, 216
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Sharutils software, 19
shells

Bash shell. See also
programming shell
scripts

defined, 17, 95, 136
versus MS-DOS, 136, 151
starting, 95
writing shell scripts, 95,

151–152
Bash shell commands

auto-completing, 140
built-in commands,

775–778
combining, 138
getting input from files,

138
history, 142
I/O redirection of,

138–139
and Linux commands,

96–97, 142–151
repeating, 142
saving error messages,

139
saving output, 139
shortcuts, 140–142
syntax of, 95–96, 136–138
wildcards, 140–141

C Shell, 136
changing default shells,

136
defined, 16, 95, 136, 711
using Linux commands in.

See also Linux file
system

to become root user,
146

for date/time, 147–148
defined, 142–143
listed, 143–146
for managing processes,

145, 147

for processing files, 144,
148–151

trying out, 96–97
Nautilus shell in GNOME

burning data CDs,
120–121

defined, 120
navigation windows,

121–124
object windows, 120
warning, 124

opening terminal
consoles, 95, 135

opening virtual consoles,
135–136

overview, 94
processing text files

counting words/lines,
149

deleting characters, 150
overview, 144, 148–149
sorting, 150
splitting, 150–151
substituting characters,

150
shutting down Fedora 

Core, 98
signal 11 error, 61
signatures, digital, 548–549,

553
slave name servers, 679
slide shows. See

OpenOffice.org Impress
SMB (Server Message

Block) protocol,
701–702

SMBus (System
Management Bus)
protocol, 509

SMTP (Simple Mail Transfer
Protocol), 299, 601, 662

snail mail, 227

sniffing tools, packet,
327–328, 589

SNMP (Simple Network
Management Protocol)

defined, 299, 602
overview, 599
port number, 602
vulnerabilities, 581

SOA (Start of Authority)
resource records,
687–688

softmodems, 286
software, 9–10
software development. See

building; programming;
rebuilding

sort command, 150
sound cards. See also audio

configuring, 26, 68, 509
requirements, 34
testing, 26

source code, 11, 712. See
also building;
programming

source RPMs (SRPMS),
installing, 474

special effects in
presentations, 257–259

split command, 150
spoofing threats, 564, 567
spooling print jobs,

488–489
spreadsheets. See

OpenOffice.org Calc
SSH (Secure Shell)

protocol. See also
Internet services

defined, 299, 602
OpenSSH, 561–563
port number, 602
sshd daemon server, 22
vulnerabilities, 581
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SSL (Secure Sockets Layer)
protocol, 354, 360

Stallman, Richard, 16
standalone servers. See

Internet servers
StarOffice application, 174
Start Here window in

GNOME, 124–125
STARTTLS extension to

SMTP, 662
startup scripts, 401–402
statements in C. See also

programming in C
break statements, 751
case statements, 752
compound statements/

blocks, 751, 752
continue statements, 752
default labels in, 753
defined, 713, 751
do-while statements, 753
expression statements,

753
for loops, 753–754
goto statements, 754
if statements, 754
if-else statements,

754–755
null statements, 755
return statements, 755
switch statements, 753,

755–756
while loops, 756–757

statements in Perl. See also
programming in Perl

defined, 783
flow-control statements.

See also flow-control
statements

defined, 783
else/elseif clauses,

792–793

for loops, 794
foreach statements,

794–795
goto statements, 795
if statements, 791, 792
overview, 791–792
unless statements, 793
while loops, 791,

793–794
statistical attacks, 309
storage media. See CD;

DVD; floppy; hard
disks; keychain; Zip

storing user input via
scripts, 770–771

stream cipher algorithm,
309

stream sockets, 599
stream-based macro

processors, 652
structures in C, 743
.stw extension, 225
styles in Writer, 224–225,

227–228
Stylist window in Calc, 240
Stylist window in Draw, 262,

265
su command, 146, 395
subarchitectures, 13
subdomains in DNS, 677,

678
subroutines. See functions
Subscribe dialog box, 377
subscribing to mailing lists,

533
subscribing to newsgroups,

377–379
Subversion utility, 22
swapping in hard drives,

414
switch statements, 753,

755–756

.sxc extension, 238

.sxi extension, 249

.sxw extension, 217
symbolic links, 161
Symmetric DSL (Digital

Subscriber Line), 276
symmetric encryption, 554
/sys directory, 156
sysfs file system, 14, 482
system administration. See

also Linux kernel;
managing

using /proc file system,
156, 415–418

becoming root user,
395–396

configuration files,
406–408

defined, 25, 393
Fedora Core boot process.

See also boot
/etc/inittab file in,

398–401
auto-starting servers,

403
changing run levels,

400–401
GUI startup, 404–406
init process, 397–399
overview, 397
run levels in, 398–399
starting/stopping

servers manually,
402–403

startup scripts, 401–402
monitoring performance

GNOME System Monitor,
411–412

and hard disk usage,
414–415

overview, 408–409
top utility, 409–411
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uptime command, 412
vmstat utility, 413–414

Perl scripts, 779–780
scheduling jobs

one-time jobs, 419–421
overview, 418
recurring jobs, 421–424

system administrators,
393

tasks in, 393–395
warnings, 397, 416

system configuration files.
See also TCP/IP

.config, 498
/etc directory, defined,

155, 439
/etc/exports, 696–698,

699–700
/etc/fstab, 442–443
/etc/grub.conf,

515–517
/etc/httpd/conf, 621,

623–634
/etc/mail/sendmail.cf
/etc/aliases file, 664
auto-handling mail,

663–664
control operators,

659–660
converting names into

addresses, 664
file syntax, 659–660
.forward file, 662–663
installing, 651–652
invoking procmail in
.forward file, 663–664

m4 macro processor
and, 652–654

overview, 648, 651
searching for /etc/mail

string, 661–662
sendmail.mc macro

files, 652, 654–659

/etc/modprobe.conf,
485–486

/etc/mtools.conf,
456–457

/etc/named.conf,
683–685

/etc/nsswitch.conf,
683

in /etc/pam.d, 538–540
/etc/resolv.conf,

682–683
/etc/services, 602–603
/etc/shadow, 536–537
/etc/syslog.conf, 555
/etc/udev/udev, 14, 482
/etc/X11, 159–162
/etc/xinetd.conf,

559–561, 603–606
for DNS caching servers,

683–685
editing, 406
for FTP server
/etc/vsftpd/vsftpd.
conf, 641–643

/etc/vsftpd.
ftpusers, 643–644

/etc/vsftpd.
user_list, 644

overview, 640–641
for INN news server,

667–671
listed, 406–408
for OpenSSH, 562
password ownership/

permissions, 585
permission settings for,

583–584
for Samba, 701
for TCP/IP, 319–323, 328

System Logs utility, 555–556

T
tape drives, 446, 450–451
tar (tape archiver)

program
backing up/restoring files,

447–449, 451
defined, 19, 27, 145
unpacking source files,

469–470
tasks. See system

administration
Tcl (Tool Command

Language), 23
TCP (Transmission Control

Protocol), 296, 599
TCP wrappers, 560
TCP/IP network

management. See also
Ethernet; wireless

overview, 319
TCP/IP configuration files
/etc/host.allow,

321–322
/etc/host.conf,

320–321
/etc/host.deny, 322
/etc/hosts, 320
/etc/networks, 320
/etc/nsswitch.conf,

323
/etc/resolv.conf, 321
/etc/sysconfig/
network, 328

overview, 319
troubleshooting

host connections with
ping, 325

IP routing tables with
route, 324–325

network interfaces with
ipconfig, 323–324

network startup at boot
time, 328
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TCP/IP network (continued)

network status with
netstat, 325–326

with packet-sniffing
tools, 327–328, 589

TCP/IP protocol suite. See
also Internet 
services; IP

Application layer. See also
FTP; HTTP; TELNET

defined, 295–296
Post Office Protocol, 296
Simple Mail Transfer

Protocol, 299, 601, 662
client/server model, 598,

599–601
configuring on Ethernet

LANs, 302–305
in dial-up networking, 285
the Internet and, 297
Network layer, 295–296
overview, 20–21, 295, 598
Physical layer, 295–296
port numbers, 298–299,

598, 599–603
protocols

connection-oriented
protocols, 598–599,
600–601

connectionless
protocols, 599, 600

listed/defined, 298–299,
601–602

sockets, 598, 599–601
Transport layer

defined, 296
overview, 295
Transmission Control

Protocol, 296, 599, 600
User Datagram Protocol,

296, 599
tcpdump command, 327

tearoff menus, 265
telephony support options,

508
TELNET protocol. See also

Internet services;
TCP/IP

defined, 299, 602
example of HTTP use,

615–618
port number, 602
proxy services, 571
telnet server, 22, 586
viewing on/off status, 

586
xinetd configuration for,

604–606
templates in Writer,

document, 225–227
10BaseT Ethernet, 301–302,

305–306. See also
Ethernet

testing. See also security
audits

dial-up modems, 289–290
DNS caching servers, 692
newsgroup setup, 674
sound cards, 26

Texinfo software, 19
text editors

creating HTML Web pages
in, 364–366

ed
command mode, 201, 203
commands, listed,

203–204
defined, 17
editing files, 201–203
overview, 200–201
saving changes/quitting,

203
text-input mode, 201, 203

emacs, 17, 23

in GNOME GUI, 199–200
in KDE GUI, 200
vi

colon (:) command
mode, 206–207, 208

cursor movement
commands, 206, 208

defined, 204
online help, 206
overview, 200–201
saving changes/quitting,

207
starting, 205
text-editing commands,

207–209
text-input mode, 206, 207
visual command mode,

205, 207
text file processing. See

also shells
counting words/lines, 149
deleting characters, 150
overview, 144, 148–149
sorting, 150
splitting, 150–151
substituting characters,

150
text-mode installation, 58
TFTP (Trivial File Transfer

Protocol), 299, 602
Theme Preferences dialog

box, 88
themes

changing in Mozilla,
361–363

defined, 87
selecting for GNOME,

87–88
thick/thin Ethernet cable,

301
TIFF format, converting

XWD to, 767–768
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Time software, 19
time zones, 51–52
time/date tools, 76, 77, 146,

147–148
TKIP (Temporal Key-

Integrity Protocol), 310
TLS. See SSL
/tmp directory, 156, 439
Tool Command Language

(Tcl), 23
tooltips, 218
top utility, 409–411
torrents, 101
Torvalds, Linus, 10, 77
tr command, 150
trackers, 101
tracking changes in

documents, 221, 223
Transport layer in TCP/IP,

296
Tripwire software, 554
troubleshooting

buffer overflow, 544
using DVD-ROM in book,

810
Fedora Core installation

hung boot process, 59
kernel boot commands,

62–64
linux noprobe

command, 58–59
overview, 57, 61
by reconfiguring X, 59–61
signal 11 error, 61
text-mode installation,

58
undetected hardware, 58
X failure to start, 58, 

59, 77
hung GUIs, 135
shell scripting errors, 772
system hang on reboot,

517

TCP/IP networks
host connections with
ping, 325

IP routing tables with
route, 324–325

network interfaces with
ipconfig, 323–324

network startup at boot
time, 328

network status with
netstat, 325–326

with packet-sniffing
tools, 327–328, 589

TTL (Time To Live) values,
686

typedef keyword in C,
745–746

U
UART (universal

asynchronous
receiver/transmitter)
chips, 288

udev program, 14, 482
UDP (User Datagram

Protocol), 296, 599
umask command, 

542–543
umount command, 167, 442,

454, 455
uname command, 96
unions in C, 743
UNIX-to-UNIX Copy

Protocol (UUCP),
371–372

unless statements, 793
updating

news server configuration,
673–674

operating-systems, 582
security, 533

upstream data, 281

uptime command, 96, 412
URLs (Uniform Resource

Locators), 353–355
USB (Universal Serial Bus)

configuring support for,
510–511

defined, 510
managing USB devices,

486–488
USB Mass Storage,

184–186
Usenet newsgroups,

371–372, 380–381
user ID mapping options in

/etc/exports, 697,
700

user input storage,
scripting, 770–771

User Properties dialog box,
426–427

users, managing. See also
managing; system
administration

changing file ownership,
434–435

Linux commands for, 145
overview, 425
user accounts. See also

root
adding to PostgreSQL,

177–178
adding via commands,

428–429
adding via User Manager,

69–70, 426–428
editing, 71, 428–429
overview, 425
password vulnerabilities,

581
setting up in firstboot,

77–78
viewing in /etc/passwd

file, 429–430
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users, managing (continued)

user environments,
431–433

user groups, 430–431
/usr/ directory, 156–157,

440, 561–562
UTC (Universal

Coordinated Time), 51
UUCP (UNIX-to-UNIX Copy

Protocol), 371–372

V
/var/ directory

defined, 156
DNS caching server files,

689–691
log file permissions, 584
monitoring log files,

555–556
newsgroup files, 667
subdirectories, 157, 408,

440
variables

defined, 713
defining in GNU make

utility, 721–722
defining in shell scripts,

770–771
environment variables

defined, 712
defining in Bash shell,

432–433
in GNU make utility, 721
listed, 433

PATH environment
variable

appending directories to,
433

defined, 770–771
defining, 432
finding files in, 432, 780

variables in C. See also
programming in C

changing value of in
functions, 745

declaring/defining
arrays, 743–744, 745
const type qualifier, 746
data types, 741–742,

745–746
defined, 737
enumerations, 742
expressions, 713,

747–749
overview, 741
pointers, 744–745
structures, 743
type definitions, 

745–746
unions, 743
volatile type qualifier,

746
variables in Perl

array variables, 784,
785–786

associative arrays, 784,
786–787

default arguments, 785
defined, 783
English module for, 806
predefined variables, 787
scalar variables, 784–785

vector graphics, 262
version-control systems, 22,

713
vertical bars (pipes) in

script commands, 138,
798–799

vi text editor. See also text
editors

colon (:) command mode,
206–207, 208

cursor movement
commands, 206, 208

defined, 204
online help, 206
overview, 200–201
saving changes/quitting,

207
starting, 205
text-editing commands,

207–209
text-input mode, 206, 207
visual command mode,

205, 207
video cards, 33
virtual consoles, 58
virtual hosts in Apache,

622, 623, 634–637
VisiCalc, 237
visual command mode in

vi editor, 205, 207
vmstat utility, 413–414
volatile type qualifier,

746
vsftpd server. See FTP

W
Wall, Larry, 18, 779, 781
wallpaper

defined, 85
on GNOME desktops, 87,

125–126
on KDE desktops, 93–94

WAV files, 187, 188
wc command, 149
weather applet, GNOME, 83
Web, the. See also HTML;

Internet
defined, 351–353
HTML document format,

352
HTTP protocol, 352
hypertext links, 353
URLs, 353–355
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Web browsers. See also
Konqueror; Mozilla

defined, 351, 352, 355–356
Epiphany, 357
as graphical FTP clients,

385–387
Konqueror, 132, 357
Mozilla Navigator, 357–363
reading newsgroups on,

380–381
Web pages

changing home pages in
Mozilla, 361

creating in HTML
inserting images,

367–368
with Mozilla Composer,

364, 366–370
overview, 364
using text editors,

364–366
home pages, defined, 357

Web servers, 352, 355–356,
615. See also Apache;
Internet servers

Web services, 21, 271. See
also Internet services;
Web browsers; Web

servers
Web site addresses. See

also help
Adobe Reader, 216, 242,

260
Anywhere Desktop for

Linux, 20
Apache Web server, 619
Applixware Office, 174
Aspell, 170
backup utilities, 447
bandwidth speed test, 281
Cdrecord, 170
computer vulnerabilities,

580

CPAN, 781
CrossOver Office, 20, 175
Dia, 170
DSL availability, 275, 277
DSL distance limits, 273
Epiphany, 357
Ethereal, 328
Fedora Core

applications, 170–171
home page, 5
mailing lists, 32
mirror sites, 494
security updates, 533

free CD database, 186, 191
Gaim, 171
GAO, 357–358
The GIMP, 196
GNOME desktop, 119
GNOME Ghostview, 171
GNU Compiler Collection,

713
GNU Project, 16
Google, 32, 363
Google Groups, 381
gPhoto, 184
GQView, 171
Gtkam, 171
HTTP/1.1 standard, 616
IANA, 603
Internal Revenue Service,

132
iptables commands, 574
ISO, 678
Java 2 SDK, 433
KDE desktop, 89
Kmail, 171
Linux

Conexant driver, 286
IEEE 1394 peripherals,

506
IPv6, 298
kernel versions, 12

Online Web, 28
Winmodem Support, 286

MD5 algorithm, 537
MLA style template, 225
Mozilla, 171
MySQL, 170
Netcraft Web Server

Survey, 619
news servers, 375, 666
newsgroup categories, 374
nmap tool, 589
OpenOffice, 170
OpenSSH, 561
Perl

built-in functions, 800
latest versions, 781
special variables, 806

PostgreSQL, 183
PowerQuest’s

PartitionMagic, 36
Red Hat home page, 359
Red Hat mailing lists, 32
RFCs

1321, 537
2487, 662
2616, 630
on DNS, 676
on HTTP, 616

Rhythmbox, 170
SAINT, 593
SARA, 594
security alerts/updates,

532–533
security tools, 588
SELinux, 15, 513
signal 11 problem, 61
StarOffice, 20, 174
themes, 362
Tripwire, 554
UNIX vulnerabilities, 581
Usenet newsgroups,

380–381
virtual hosts in Apache,

635
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Web site addresses
(continued)

VisiCalc, 237
Web-related standards,

616
Wi-Fi Alliance, 308
Wiley Tech Support, 810
Wine, 175
X-CD-Roast, 171
XFree86 Project, 19
Ximian Desktop 2, 111
Ximian Evolution, 171
XMMS, 171
X.Org Foundation, 19
Xsane, 171
Yahoo, 363
Yum, 476

WEP (Wired Equivalent
Privacy) problems, 309,
310

which command, 780–781
while loops, 756–757, 791,

793–794
Wi-Fi Alliance, 308, 310
Wi-Fi (Wireless Fidelity)

networks, 307
wildmat pattern in INN

configuration, 670
Wiley Product Technical

Support, 810
Windows client/server

setup. See Samba
Windows file system. See

managing file systems
Wine application, 175
winmodems, 286
wireless Ethernet LANs. See

also Ethernet; TCP/IP
access points, 312
ad-hoc mode, 308
configuring, 312–318

encryption, 312, 317
hardware setup, 310–312
IEEE 802.11x standards

for, 307–308, 310
infrastructure (managed)

mode, 308
overview, 307
WEP problems, 309, 310
Wi-Fi Alliance and, 308,

310
Wi-Fi networks and, 307
WPA standard for, 310

Word, Microsoft, 213–214,
215. See also
OpenOffice.org Writer

World Wide Web. See Web
WPA (Wi-Fi Protected

Access) standard, 310
Writer. See OpenOffice.org

Writer

X–Y–Z
X Window System. See also

rebuilding
converting XWD files to

TIFF, 767–768
defined, 19
kernel configuration tool,

498, 499–513
reconfiguring, 59–61
troubleshooting failure to

start, 58, 59, 77
xdm login display

manager, 404
X-CD-Roast. See also

CD-ROMs
burning Fedora Core CDs,

103–104
defined, 171, 188–189
installing, 189

MP3 audio and, 189
recording audio CDs,

191–192
recording data CDs, 193
Setup window, 190–191
starting, 189–190
warning, 189
Web site address, 171

XFree86, 19
Ximian Evolution mail

client. See also e-mail
defined, 340
help, 344
main window, 342–344
setting up, 340–342

xinetd server. See also
Internet servers

/etc/xinetd.conf file,
559–561, 603–606

auditing services started
by, 585–586

configuring to disable
services, 558–561

defined, 603
XMMS (X Multimedia

System)
creating WAV files, 188
defined, 171, 187
installing, 187
MP3 files and, 188
rebuilding from source

files, 469–473
starting, 188
Web site address, 171

X.Org Foundation, 19
X.Org X11, 19
Xsane, 171
Yum (Yellow dog Updater,

Modified), 475–477
Zip disks, 214, 446
zone file formats, 685–686
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