00b_567934 ftoc.gxd 6/29/04 10:01 PM Page vii $

Contents at a Glance

TNEFOAUCEION ......eeeeeeeeeaaaeeeeeeeeeennnnaeeeeeeeeeennnnnseeeeeeeeene ]

Book 1: Fedora Basics ..............ccccccaeeeeeeeeeeeeeeeeeeeeeeeeeeeeee §

Chapter 1: Introducing FEAora COTe ..........coeeieiiiiiiniecieieciecteeee et 9
Chapter 2: Installing FEdora COYe ........ccoviiriiniiniiiieeecececteteeee e 31
Chapter 3: Troubleshooting and Configuring Fedora Core ..........cccccevvrriervvercvennenne. 57
Chapter 4: Trying Out FEAOra COYe ......c.cccieeieiieiieieeieeieeie ettt 75
Chapter 5: Cool Fedora Core Install Projects ........c.coceeeeereniennencnncncnneniccecneenen 99
Book 11: Workstations and Applications ..................... 109
Chapter 1: Exploring the GUI DeSKtOPS .......ccccceeviiiniiiiieniienienierteseeecieeieeieeee s 111
Chapter 2: Learning the Shell .........ccooooiiiiiiiiiiieeeecceeeeseee e 135
Chapter 3: Navigating the Linux File System ........ccccccceceeiiiiiinienieneeseceeeeieeeene 153
Chapter 4: Exploring Fedora Core Applications ..........ccccecueviereeneenieneeseeceeieennne 169
Chapter 5: Using Text EQItOrS .......cccocvvvieeieieriiriesereececeteeee e enens 199
Book I11: OpenOffice.org ...........cccoueccueecreeiceccceeiecneac 211
Chapter 1: Writing with OpenOffice.org Writer ..........ccccevvvvinienieenienieneereeieene 213
Chapter 2: Preparing Spreadsheets with OpenOffice.org Calc ........cccceevvecveerennenn. 237
Chapter 3: Making Presentations with OpenOffice.org Impress ............cccccueeuveneee 249
Chapter 4: Drawing with OpenOffice.org Draw .......ccccoccevvivviiniiniiininnienereeieeene 261
Book 1U: Networking .............ccceceeeecreeceeccreeineeaneeses 269
Chapter 1: Connecting to the Internet ...........ccccoevevieneeieniiniicereeeeeeeeeee e 271
Chapter 2: Setting Up a Local Area NetWork ........ccccoeeeeeieeviiiiiciecieeeeceeeeeee 295
Chapter 3: Adding a Wireless Ethernet LAN ........ccccoooieiiiiiiiiicieceeeeeeeeeee e 307
Chapter 4: Managing the NetWOrK ........ccoceviiniiiiiniiieciecicccteece et 319
Chapter 5: Cool Networking Projects .........cccceveievieeeieieieieceseeeeeeeeeente e 329
Book U: Internet ............cccoueceeeecceeeiireeciecescseccaeceaes 335
Chapter 1: Exchanging E-Mail and Instant MeSSages ........c.cccceveveeeeneenieenieesveevennnens 337
Chapter 2: USING the WED ........cooiiiiiiiceceeeee et ae e 351
Chapter 3: Reading NEWSGIOUDPS ......cccocueriiriinieniieieeieeie ettt esie e seessae s saee s 371
Chapter 4: Transferring Files with FTP ......c.cccocoviiiininiieteeeeeeee 383



00b_567934 ftoc.gxd 6/29/04 10:01 PM Page viii $

Book Ul: Administration ...................ceeeeeeeeeceeeeeeeeeees 391

Chapter 1: Performing Basic System Administration .........c..ccocceeceeverninnernencnennen. 393
Chapter 2: Managing USEIS ........cccccieviirieeienienienieenieenieesteeiesssesssesseesseesseessesssesssesseens 425
Chapter 3: Managing the File SyStem ..........ccccooeiiririiieieeeeceeee e 437
Chapter 4: Managing ApPpPliCatiONs ........cccceviiviiniiniiirienienieseseeeeeee e 461
Chapter 5: Managing Devices and Printers ..........cccocovveeievienenenenieeeiesesiese e 479
Chapter 6: Upgrading and Customizing the Kernel ...........ccccccoevvevienieninneenencnennnen. 493
Book VIl: SECUFItY .....cccceeeieeeeieeeieecieeeineenseeesneeeseeesesD 19
Chapter 1: Understanding Network and Host Security .........ccccoceeevvenenenenencnenne 521
Chapter 2: Securing the HOSt ........cccoecivirieieieeeeeceeee et 535
Chapter 3: Securing the NEtWOTK ........cccccvecieviirieiinieececteiee e 557
Chapter 4: Performing Security AUdits .........cccccevieviiinieeiieeieeieceeceeeeieee e 577
Book VIII: Internet Servers ...........cccccueecceeecicecciceeeeesc595
Chapter 1: Managing the SErVErS .........ccoccociviiririninieieieeee ettt 597
Chapter 2: Running the Apache Web Server .......cccccooevvvrvininiinciiniiineeeeieeene 615
Chapter 3: Setting Up the FTP Server ...t 639
Chapter 4: Serving Up Mail and NEWS ........cccccccveiierieniieiieeieciesreseesie e eseeesaeeae e 647
Chapter 5: Setting Up DNS ..ottt ettt s 675
Chapter 6: Running Samba and NFS ..........ccccooiiiiiiiiteceeeeee e 695

Book IX: Programming .............c..cccecceeieeseeeseecaeennenns 707

Chapter 1: Fedora Core Programming Essentials ........c.cccoccovvierviiniieninninnennieninennen. 709
Chapter 2: Programming in C ........cccociiviieienienieeeneeiecie et se e esieeseeesaeeaeenee s 735
Chapter 3: Writing Shell SCHPES ....cccooiriiieieieieeee et 767
Chapter 4: Programming in Perl .........c.ccooceiiiiiiniiiiietetceceee e 779

Appendix: About the DUD .................cccuueeeeecccccaanne.. 807

JRACK «.eaaaaeeeeneeneeeeeeeeeeeeessaasasaasaaaassasannannneaS 1T



00b_567934 ftoc.gxd 6/29/04 10:01 PM Page ix $

Table of Contents

JOEPOAUCEION «..aeeeeeeeeeaeeeeeeeeeeeennaaaaeeeeeeeeennnnnaseseeeeeennnnnna ]

ADOUL THiS BOOK ...ovviiiiiiiiieiieiceete ettt et eeare e e s 1
Conventions Used in This BOOK ........ccccceeiiiiiiiiiiiiieiee e 2
What You Don’t Have to Read ..........cocoovioeiiioiiieicceeeeeeee e 2
WO ATE YOU? oottt ettt e et e e et e e s saneessennnee s 3
How This Book Is Organized ...........ccocueveerienienieniieeieeieseeseesieesiee e eve e 3
What’s 0n the DVD? ..ottt e 4
Icons Used in ThisS BOOK .......c..cooviiiiiiiiiiciiicee e 5
Where t0 GO from HEYE ........ooovvioeiieeieeeeeeeeeeeeeeeeeeeeee e 5

Book 1: Fedora Basics...............ccceeeeeeeeeeeeeeeeeeeeeeenecnnanncas {

Chapter 1: Introducing FedoraCore .....................ccatts. 9
What IS FEdOra COTe? ......cooiiiiiiiieiieiecieeteteteeee ettt 9
Operating systems and LiNUX .......cccoceeriereriieniieniienieneeneeneeiesiesnenn 9
Linux distributions ........ccccoceeveriiiniiniiiiieneeeseseeeee e 11
Transitioning to the Fedora Project .........ccccovveeiiiiiiiiiiiee. 11
Making sense of version numbers ............ccccceevveveenienieneeneeieeiens 12
Under the hood in Linux kernel 2.6 ..........c.cccoeveevieevienienieneeceeienns 13
What Fedora Core INCIUAES ........ccceeciiviinienieiieieeieciecteseeeee e 16
GINU SOftWATE .....ooiiriiiiiiniiiieetctceee et sttt saesae e ens 16

GUIs and applications .........cccocceeeciieeiieeiieesie e eree e 19
INEIWOTKS ..ottt 20
INTEINETL SEIVET'S ..c.eviviiiieiieiecieete ettt et re e re e aeesaeenae e 21
Software develoPmMENt ..........cccccecieeieriereeneeieeieesieee et seeesaeeae e 22
Online documentation .........ccccecveerieereriieiiienieeeeseee e 23
What Fedora Core Helps You Manage .........ccccocevvieriienienceeneeneenesiiennene 25
Disks, CD-ROMs, and DVD-ROMS .........ccccceverircvrieieieneeeseeeeneenes 25
Peripheral deviCes ........cccivoiiiiieciieeeceeeeees e 26

File systems and sharing ......c.cccccoveeviininiiniinnincnceeeceeeeeeee 27
INEEWOTK ..ottt et aeesaeeae e 27

How Do I Get Started? ......c.cocveiieienienieeeeeieeteeie st 28
INSTAIL .ot 28
CONFIGUIE ..ottt sttt 28
D54 0] (o) ST USRS 29
Y1 g o USSP 29



00b_567934 ftoc.gxd 6/29/04 10:01 PM Page x $

X

Red Hat Fedora Linux 2 All-in-One Desk Reference For Dummies

Chapter 2: Installing FedoraCore ...................cccovvinnnn. 31
Following the Installation StePS ........cccccveevieeiiiniiciieeeeeeeeeeee e 31
Checking Your PC’s HAardware .........ccccoceeeieeiienieniieneeneeneesieesieesee e 33
Setting Aside Space for Fedora Core ........ccocevveviinviinienieenecneeeeieeiee 34

Defragmenting your hard disk .........cccecevirninninniniiniiniincienies 34
Resizing your hard disk partition ...........cccecceeeeiiniiiniiiencieeieeeens 36
Starting the Fedora Core Installation ............cccoceevevieieneneninenceeeeeenee, 39
Selecting Keyboard, Mouse, and Installation Type .......cccccccvevvevieeiennnnnee. 40
Partitioning the Disk for Fedora Core ..........ccccoviveniniiniinencninnceeeeene, 43
Setting Up Key System Parameters ..........occeeevvierviiriienieneeneeneenieeieeeenes 47
Installing the boot loader .........cccooeriiniiniiniiniieeeeeeeiee 47
Configuring the NetWOrk ...........coceviiririnieeeeeee s 48
Configuring the firewall and SELINUX .......ccceceviiierinineninieieeene 50
Selecting languages to SUPPOYt .......ccceviriririeiienieniereeeececeeee e 51
Setting the time ZONe .........ccccoiiiiiiiiiniieeee e 51
Setting the root PasSWOId ........c.ccoecuevieniiriinniienieieeteeeeeeeeee e 52
Selecting and Installing the Package Groups .........cccceceeveivieninnenseennenne. 53

Chapter 3: Troubleshooting and Configuring Fedora Core ......... 57
Using Text Mode Installation ...........cccceeeeeevecienienineneeeeeeeeeee e 58
Using the linux noprobe Command ...........ccccceeeveeciieiieeieseenieneeceeee e 58
TroubleshOoting X ..c..cooiiiiiiiiieeete et 59
Resolving Other Installation Problems .............cccccoevieeienieniiesieeieeieee, 61

The fatal signal 11 €rror ........cccceeviivieriieeierieeeeeseee e se e 61

Using kernel boot commands ..........cocceeceeveenirnienneniienienieneeneeeens 62
Setting Up Printers ......oocooviiiiiiiiiieiitece ettt 64
Turning On SOUNA .......ccceouieiiieiieieeeeeee ettt sre e sreeaeeare e 68
Adding USer ACCOUNLS ......cccovviiieriiririeieieieiesieee ettt 69
Managing DVDs and CD-ROMS ........cccceveeiieiieeiecieseeeeeieeie e 71
Installing RPM PacCKages ........cccuevirriiiniieiiieieeiecieeteseeeeeie e e 72

Chapter 4: Trying Out FedoraCore ..................ccovvnnn.n. 15
Booting FEAOra COTE .......ccovevieeieieieieeeteeeeeee et 75
Exploring GUI DeSKEOPS .....ccccevviirvieriinieniiereeneeieeie st 81

GNOME ..ottt ettt s 81
KDE .ottt ettt e 88
Playing with the Shell .........ccoooiiiiie e 94
Starting the Bash Shell .........ccccooooiiiiieiiiiiiceccceceeeeee 95
Understanding shell commands ..........cccocceeviiiiniiniienniieinicenieeeen, 95
Trying a few Linux commands .........c.ccceceeveenieeniernienieeniienieneenesneenns 96
Shutting DOWIL ...cooiiiiiiiiiiiiteeeetete ettt et 98

Chapter 5: Cool Fedora Core Install Projects .................... 99

Joining the BitTOYrent .........cccoviiviiiiiniiiniinieetccceceteee et 99
Things you need .........cccoocieeiiieiieeeeeeee e 100
StEPS 10 fOLIOW ..ot 100



00b_567934 ftoc.gxd 6/29/04 10:01 PM Page xi $

Table of Contents XI

Burning Fedora Core CDS ........cccocivviiriienienienieniteieeieeieeie et see e 103
Things You NEEd .....cccccoiiiiiiiiiiiieeieeteeeteteee e 103
StEPS t0 FOLIOW ...ooeieiieiicecteceeeeee e 103

Preparing a Fedora Core DVD ........ccccocoiiiiiiininininieeeeeeeeeteeene 104
Things YOU NEEA .....ccceeeveiiiiieiieieeiecie ettt e eee 104
SEEPS 10 FOLIOW .evieeieiieeeeeeceeeeee et 105

Doing an FTP INStall ........cccooviiiiiiiiiniinienieteccceee e 107
Things You NEEd ......cccooiiiiiiiiiiiiieeienteetete ettt 107
StEPS t0 FOLIOW ...ooeieiieieeeteeeeeeeee et 107

Book 1I: Workstations and Applications ..................... 109

Chapter 1: Exploring the GUI Desktops ........................ m
Learning the Common Features of the GUIS ........ccccceevivvirvieniieniieneenen. 111
DesktOp POP-UP IMEMNUS .....cccueeeveieriieeniieenreesreesreesseesseeeseeesesanseens 112

[CON POP-UP MEMUS .....oereiiiieiieeiiieieeciie ettt e ereeeaeeeeeeereeeeeeeeeens 113

THE PANEL ..ottt et sa e e e ene 114

The Main MEeNU ......cccoeiiiiiiiniininieteteeeeeecete et 116
ExXploring GNOME ........ccoooiiiiiiiiiieieeeetesectese ettt ettt s 119
Using the Nautilus shell ... 120
Configuring GNOME ........cccooiiiiiiiiieiteteteeee e 124
EXPIOring KDE .....cooiiiiiiiiiiieeeteneeteetestete ittt sttt 127
USINg KONQUETOY .....ceeiiiiiiiiiiiieieeeeteetetesteeeetee e e 128
Configuring KDE .........cocoiiiiiieeeeeececeeee et 132
Chapter 2: Learningthe Shell .................... ... ... ... 135
Opening Terminal Windows and Virtual Consoles ..........cccceecvevvenurennen. 135
Using the Bash Shell .......cccooviiiiiiiiiiitecee e 136
Learning the syntax of shell commands .........c.ccocceevevrervienveennnnne. 136
Combining shell commands .........cccccecevvierieniienennieneneeeeeeeeee 138
Controlling command input and output .........c.cceceveverenierceneennns 138
Typing less with automatic command completion ....................... 140
Going wild with asterisks and question marks .........c.cccccueevenennee. 140
Repeating previously typed commands .........ccccocceevvervieeviencrennnenne 142
Learning Linux Commands .......c.cccoccevvierienienienieneenieeieniesiesieseeseennees 142
Becoming root (SUPETUSEY) ......cocueeeerienieeniieneenieeieeiesieeeeseeseeennes 146
Managing PrOCESSES ......cceeecuieeriieiieeriieeeteesreeeteeesseesseeeseeesseessseens 147
Working with date and time ..........cccoceeeieciieciinceceeeeeee 147
Processing files .......cccoeieeiiiiieiieiciecececeeeee e 148
Writing Shell SCIIPLS ..ocvivviiieieieeceeeeeeeeee e 151
Chapter 3: Navigating the Linux File System .................... 153
Understanding the Linux File System .........cccccooveeveiiiniiniiniienieneeneeenn 153
Navigating the File System with Linux Commands ........c.cccccocceenceenuennene 157
Commands for directory navigation ..........cccceeceeveevennenvenseenneenne. 158
Commands for directory listings and permissions ....................... 159

.



00b_567934 ftoc.gxd 6/29/04 10:01 PM Page xii $

X Red Hat Fedora Linux 2 All-in-One Desk Reference For Dummies

Commands for changing permissions and ownerships ............... 162
Commands for working with files ...........ccccovevviniiniinininee, 163
Commands for working with directories .........ccccccoevveviereecreenennen. 164
Commands for finding files ...........cccoveevieiiiiniinieeeee 165
Commands for mounting and unmounting ..........ccccceeeeevveeneeuenne. 166
Commands for checking disk-space usage ..........cccceevververeenennen. 167
Chapter 4: Exploring Fedora Core Applications ................. 169
Taking Stock of the Fedora Core Applications ..........cccoeceevvenvenerciennnnn. 169
Office Applications and TOOIS .........cccceeeiieiiiieciiiceeeee e, 171
CalCUIAtOrS ......eouiiiiiiiireeeccee e e 172
Commercially available office applications for Linux ................... 173
aspell spelling checker .........ccccovriiiiiiieiiiieeeeeeeeeee e 175
Databases ....cc.coereruiiieieieieeeeee ettt 176
Adding a database USET .........ccceevirvierieriinienieeeie et eeeseenee 177
Reviewing the steps to build the database .........ccccccovvvvriinennnnnen. 178
Designing the database .........ccccoceriiniiniininiiiieteeee, 179
Creating an empty database .........ccccocevieiierienenineneeeere e 180
Using the PostgreSQL interactive terminal ...........cccceceeverenrnnnnen. 180
Defining @ table .......ccceiieiiiiieicieeeceeee e 181
Inserting records into a table ..........ccceverviiniiinviiniineeee, 182
Querying the database .........cccovievieniriiniinieeeee e 182
Multimedia APPliICAtIONS .......coevieiiieeiieeee e 183
Using a digital cCamera ........c.ccoceevverereririeeeeree e 183
Playing audio CDS .......cccceeieiiiiinieiineeeeteeeeeseeeeee e 186
Playing sound fil€s ........cccceceriiniinienicieeececeeeeeeee e 187
BUrning @ CD ..cocoooiiiiiieeieeteceesteeeeee ettt s 188
Graphics and Imaging ........ccccoeceeveriinniniinecieeeee e 193
The GIMP ..ottt 194
GnOmMeE GhOSEVIEW ....c.couiiriiiciriiniceniiteteerete et 196
Chapter 5: Using Text Editors ....................ccooeviinnn... 199
Using GUI Text EQItOrS .....cccoeivirieieiieeeee e 199
Text Editing with €d and Vi .......ccccoeceeiiiiinieiccce e 200
USING €d ..ottt sttt be e ste e ae et s s reesaeebeenns 201
USIN Vi cvveiiiiieeieeteetest ettt sttt et et sae st saa e sanesaeeseennes 204

Book 111: OpenOffice.orq ..........ccccuecaveeeiceeeiieecaceeeaens 211

Chapter 1: Writing with OpenOffice.org Writer ................. 213
Getting Documents from Others ...........ccocoveiiiiininininineceeeeeee 214
Taking Stock of OpenOffice.org Writer .........ccccceevvvvievcienieenienieeeieeen, 215



00b_567934 ftoc.gxd 6/29/04 10:01 PM Page xiii $

Table of Contents ~ XIII

Getting Started with WIIter .........ccocivviiviiniiieceeee s 216
Examining the Writer main window .......c..cc.ccccoceviiinninnienennns 217
Setting UP WIILEY .....ccveevieiiiiececeeeee ettt 218

Preparing Documents in Writer ..........ccccceeieiieiienieciiececeeeeeeeeeee 221
Editing and reviewing documents ...........c.cceceeveeneenieenieenienseennennes 221
Using styles and templates .........ccoccevverciinieniieniineeneeeeeeeeeee e 224
Performing page layout ........ccccoccevverviiniiiniiniienceeceeeeesee e 228
Creating and inserting graphics .........cccccevevviiniinieinennennenieneene 231
USING fIEldS ..oouveniiiieieeee et e 233
Working with large documents ...........ccccceeeieevieeienienieneereeieeeeee 235

Chapter 2: Preparing Spreadsheets with OpenOffice.org Calc ....237

Taking Stock of OpenOffice.org CalC ........cccocevevinireeniiiienereeeeeeteeeens 237
Getting Started with Calc .......ccovciiiiiiiiiieieeeee e 238
Examining the Calc main window .......c.cccoccevviinienienenneenenieeeee 239
Setting UP CalC ....ovieeiiriiiieiteieceeeeteee e 240
USING CAlC ittt ettt sttt s 241
Entering and formatting data .........cccccceeeviereencieereeeeee e, 241
Calculating and charting data ..........ccccevceveninieneneneneee e 244

Chapter 3: Making Presentations with OpenOffice.org Impress ...249

Taking Stock of OpenOffice.org IMpress .........ccceceveeevievieneneneneeieniens 249
Getting Started with IMPress .......c.cccoeveieviiniiiceeeeeeeeeee e 250
USING IMPIESS ..ocvviiiiieieeiicieieterteseete ettt teeve e s s e ssesvesvesseessesaessans 253
Preparing presentations ...........cccccoccevveniienieniieneeneenieeeeeeee e 254

Adding graphics and special effects ..........ccccovveniininniincnnennnnnne 257

Delivering presentations .........c.ccoccecceeeverenieieeniesenene e 260

Chapter 4: Drawing with OpenOffice.orgDraw ................. 261
Taking Stock of OpenOffice.org Draw ..........cccccveveeceeciiecieecieeieeeeeeeeen 261
Getting Started with DYaw ........cccooeviriiiieiinieeeee e 262
USING DIAW ..ottt ettt ettt et e et st esanessaesseesaeas 264

Book 1U: Networking .............ccceeeeeecceecaeecieecseecaneeass 209

Chapter 1: Connecting to the Internet .......................... 2Nn
Understanding the Internet ...........cccoocveeeiiiiiiniiiicecee e 271
Deciding How to Connect to the Internet .............coccoceiinininninienenne 272
Connecting With DSL ......cooiiiiiiieiecieeeeteeee ettt 274

HOW DSL WOTKS ...ovviiiiiiiieeieeieeectecteee et 274
DSL alphabet soup: ADSL, IDSL, SDSL ......cccoeeeiieiiicieeeeeee e, 275
TyPIiCal DSL SELUD ..coovieiiiiiiiieieeieeteeteste ettt s 276



00b_567934 ftoc.gxd 6/29/04 10:01 PM Page xiv j\%

XiV  Red Hat Fedora Linux 2 All-in-One Desk Reference For Dummies

Connecting with a Cable Modem ........cccceceviiiniiniinienieieieeeeeeieeene 279
How cable modem WOTKS ........c.ccceeirerieiincninininececreeneneeee 280
Typical cable modem SEtup ........ccoccevirierierienerereceeeeeee e 282

Setting Up Dial-Up Networking .........cccccooevieiniiininininineeeeeeeeee 284
Connecting the Modem .........ccoccvevievieriieiiieieeeeeeeeeee e 286
Testing the MOdem ..........cccoveeviiriiinieniieeeeeecee e 289
Setting up and activating a PPP connection .........ccccocoviinennnnnee. 291
Configuring CHAP and PAP authentication ........c.cccocccecenevinennee. 293

Chapter 2: Setting Up a Local Area Network ................... 295

Understanding TCP/IP ........cccoocivieieierereeieeeeeene et 295
TCP/IP and the Internet .........cccocovvvveeieeiecieiieeeeee e 297
IP @ddY@SSES ..c..oouiiiiieiiieeieeteeee ettt 297
Internet services and port NUMDETS ........cccccvevieevieecienienieneeieene 298

Setting Up an Ethernet LAN .......cccocoiiiiiiininiicicececeeeeeeie e 299
How Ethernet Works .......cococeveverininininiccnenenencceceienesenene 300
Ethernet cables ... 301

Configuring TCP/IP Networking .........ccccocevvieieiieninenieeeceeeieeseeeeene 302

Connecting Your LAN to the Internet ..........cccoccovininininiiniiiiineneeee 305

Chapter 3: Adding a Wireless Ethernet LAN .................... 307

Understanding Wireless Ethernet Networks .........c.ccoccevvevinvinncnncnneen. 307
Understanding infrastructure and ad hoc modes ......................... 308
Understanding wired equivalent privacy (WEP) .........cccccoevennnee. 310

Setting Up the Wireless Hardware ..........ccccoecevviiniiniiiniieniienieneeneeieeene 310
Configuring the wireless access point .......cccceccevveeviininnienennennee. 312

Configuring Wireless NetWoOTrKINg .........cccoceeverienieneneninieeeeeseeese e 312

Chapter 4: Managing the Network ............................ 319

Learning the TCP/IP Configuration Files ..........cccccoveviniinvineneninincene 319
JEEC/NOSES ..o 320
JEEC/NEEWOTKS ..o 320
JEEC/NOST.CONE .o 320
[€EC/TESOIV.CONS ... 321
/€tC/NOSES.ALIOW ....oooieiiiiiceieiee e 321
/€tC/NOSES.AENY ....ooeeiiiiicieeeeeeeee e 322
Jete/nSSWItCh.Conf ......cooooiiiiiiiee e 323

Checking Out TCP/IP NEtWOTKS .....c.ccccvvvueeieriieieeieneeseeseeie e e esae e 323
Checking the network interfaces ..........cccccvvevvienciincieneeneeneeniennnn, 323
Checking the IP routing table ..........ccccocerviiriiniiiniiniinieeeeeeee, 324
Checking connectivity to a host ........ccoccovviriiniiiniiniieeee, 325
Checking network Status ........cccceceeirerieiieiiereeecce e 325
Sniffing network packets .........cccoeviviiiinienenine e 327

Configuring Networks at Boot Time .......c.ccccccevviiiienienienieeeeeieeieene 328



00b_567934 ftoc.gxd 6/29/04 10:01 PM Page xv $

Table of Contents xv

Chapter 5: Cool Networking Projects .......................... 329
Building Your Own Home Network .........ccccoocvevienienieiieciecieeieeeeeeeen 329
Things YOU NEEA .....cccooeeiviieiieiiiieeieeie ettt e 329

StEPS t0 FOLIOW ...ooiiiiiiicieceeeeeceeee e 330

Adding Wireless to Your Current Network .........ccoccoevevinvinveniencieneenen. 331
Things you NEed ........cccooceiiiiiieeeeeeeee et 331

StEPS 10 FOLIOW ..ot 331

Turning Your Fedora Core System into a NAT Router ...........ccceevennnee. 332
Things YOU NEEA .....ccceeeiiiiieiiiiieeiieieeie et eae e eee 332

StEPS t0 FOLIOW ...ooiiiiieiieiecteeeecee e 333

BOOk Uz JHEEFNEL ......eeeeeeeeeeeeaaaaaaaeaaaaaannnneneeeeeeeeeeeeees 33D

Chapter 1: Exchanging E-Mail and Instant Messages ............ 337
Understanding Electronic Mail ...........cccoceeiiiiiniinieniceccecieeeeeeeeeen 338
How MUA and MTA WOTK ...c..cocoriiiiiiiiiinieeteeee et 338

Mail message enhancements ...........coccoecvevienieneeneenienneenieneeseeenns 339
Taking Stock of Mail Readers and IM Clients in Fedora Core ................ 340
Using Ximian EVOIUtiON ........ccccccoiiiiiieiiiiireieee e 340
Using Mozilla Mail .......ccoooiiiiniiiiiteeeeeeeeee et 344
Managing your INDOX ........ccccvevieiiiriieeiiieiecieceeeceee e 347
Composing and sending MeSSAZES .........cccevveereerreerierrieesrenruennennns 348
Instant Messaging with Gaim ........c.cccecevvieriiniieniincncceceeeeee e 349
Chapter 2: Usingthe Web ................. ... .. oot 351
Discovering the World Wide Web ..........ccccooeviiiieinieieieneceeeeeeveiens 351
Like a giant spider’'s Web ........ccccoovevivvieneieeieeeeese e 352
Links and URLS ......cccoecierierieriiniececeieiee et 353

Web servers and Web BrOWSEIS ........cccocceevieriinieneenennieenieneeneenes 355

Web Browsing in Fedora Core .........cooevieviieciiniinieceeeeeeieeve e 356
Checking out the Web browsers in Fedora Core ..............cc........... 357
Starting MoZilla .........c.ccoevvevieriieieeeicieese et 357
Learning Mozilla’s user interface ...........cccocevvvveevenenivnceneeceeiens 357
Changing your home Page .........cccecveeiiriieieeeeceeeeieee e 361
Changing Mozilla’s apPearance ...........ccoceeeeeerienieneneneneeeeeeeens 361
Surfing the Net with Mozilla .........cccceevieviieiinieieeeeeeeeee e 363
Creating Web Pages .........covovieiiiiiiiiiciceeecectce ettt 364
Introducing HTML ......cccoiiiiiiiiieieciececeteeee et 364
Composing Web pages with Mozilla Composer ...........ccceevenenne. 366



00b_567934 ftoc.gxd 6/29/04 10:01 PM Page xvi j\%

XVI  Red Hat Fedora Linux 2 All-in-One Desk Reference For Dummies

Chapter 3: Reading Newsgroups .................coovivinnn.. n
Understanding NEWSZIOUPS .....ccccoccveerieiriieeniienieeeieeeseeeieesseessieeeseeenane 371
Newsgroup hierarchy ........cccccocceeeiviinviniiirieecececeee e 372

Top-level newsgroup categories .........ccceveeververcieriienienieneeniennnes 373
Linux-related NEWSZIOUPS .......ccocvevueevieriieriiinienienientenieeseeseeeeeeaees 374

Reading Newsgroups from Your ISP .........c.ccccooiiiiiienieniciceeeee, 375
Reading newsgroups with Mozilla Mail .........cccccecevvininnnnnnnnnee. 376
Newsgroup SUDSCHIPHIONS ......ccccceevieviieciieiicieeeeeeeeeeeee e 378

POSHING NEWS ..ccuviiiiiiieieciectetetee ettt sae e 379

Reading and Searching Newsgroups at Web Sites ...........cccevvvvierennnn. 380
Chapter 4: Transferring Fileswith FTP ......................... 383
Using Graphical FTP CHents .......ccccccoevivieniinienienienieeeeneeieeieeveeve e 383
USING GFTP et 384

Using a Web browser as an FTP client ...........c.cccooeeiiviiiccieniennen. 385

Using the Command-Line FTP Client .........ccccoccooeiininineniineeeeeeee 387

Book Ul: AdttiniStration ...............eeeeuueeeeeeeeeeennnneeeeeeee 391

Chapter 1: Performing Basic System Administration ............ 393
Taking Stock of System-Administration Tasks .......c..cceceeveevvrnvinenvencen. 393
HOw t0 BECOME TOOL .....ooueiiiiiiiiiiiciiccee e 395

Using the su-command .......c.cccoccooierieniiiiniinneneneeneeseeeeeeeee 395
Becoming root for the GUI Utilities .........cccceeervieriencinnienieieeeeieeieeee 395
Recovering from a forgotten root password ...........ccceceevverueenennee. 396
Understanding How Fedora Core Boots ........cccccevviivciiniinieniennenienienen, 397
Understanding the init ProCcess .......c.ccoccevvivviervenienieniienieneeeeee, 397
Examining the /etc/inittab file ..........ccccoovieiiiniineiieee, 399
Trying a new run level with the init command ........c...cccccoccceeeene. 400
Understanding the Fedora Core startup scripts .........ccccoeeeunenee. 401
Manually starting and stopping SErvers ..........cccccecevvvereereesvennne. 402
Automatically starting servers at system startup ........c..cceceeeuene 403
Understanding the GUI startup .......ccccecevvevvinnenienienienieneeeee, 404
Taking Stock of Fedora Core System Configuration Files ...................... 406
Monitoring System Performance ...........cccoccecieievininininienieseneneeeeene 408
Using the top Utility .....ccoccevieeiiiiiiieeeeeeeeeeeeee e 409
Using the GNOME system monitor ............ccccceveevieeveeneenieeneeneenne. 411
Using the uptime command ...........cccoceevcverieninnenienrienieneeeeeeeen 412
Using the vmstat utility .......coccoevinviiniiiniiiiieeceeee, 413
Checking disk performance and disk usage ........c.c.ccceevervvevreennennee. 414
Viewing System Information via the /proc File System ......................... 415
Scheduling Jobs in Fedora COre .........cccocevievieciieciieieceeceeeeseeie e 418
Scheduling one-time jobS .......ccccccovviivvieniiiiieiieeceeceeeeee e, 419
Scheduling recurring jobS ........ccccovivvieniiinieniienieecece e 421

.



00b_567934 ftoc.gxd 6/29/04 10:01 PM Page xvii j\%

Table of Contents xvii

Chapter 22 ManagingUsers ..............ccoiiviineiinnnnnnns 425
Adding UsSer ACCOUNLES ......c.cccueeiieiiciieiiieieetecte et esaeesteeaeeaessae e e seeas 425
Using the User Manager to add user accounts ...........cccecveevennnne. 426
Using commands to manage user accounts .........c.cccoeeevvercverenenne 428
Understanding the /etc/passwd File ..o, 429
ManNAging GIOUPS .....cccccverieerieeireeieeieeiteeeeseeseesseesseesseeseeseesesssesssesseessees 430
Exploring the User Environment ..........ccccoceiiiiiinennennennenienieneeneeens 431
Changing User and Group Ownership of Files .........ccccccecvvviencieneennenen. 434
Chapter 3: Managing the File System .......................... 437
Learning the Linux File System ........ccccccceviiiiieniienienieeecieeieeveceeeeeen 437
Understanding the file-system hierarchy ..........ccccccovvveviiniennnne. 438
Mounting a device on the file system .........ccceceevvieninnennenneneenne. 440
Examining the /etc/fstab file ........ccccociviiniiiniiniinieee 442
Sharing Files with NFS .......ccooiiiiiiieeeeee e 443
Exporting a file system with NFS ..o 444
Mounting an NFS file System ........ccccoceeeiieiencienieneeeeeeieeie e 445
Backing Up and Restoring Files ........c.cccoccovvieiiiniinennieiieieciecieeeeseeen 445
Selecting a backup strategy and media .........cccccevveriirreevienniennnnne. 445
Commercial backup utilities for Linux .........cccccceeeeeecieciieennenen. 447
Using the tape archiver — tar .........ccccceeeeievieeccieeeeceeeeeee e, 447
Accessing DOS/Windows File Systems .........ccccoveeieieiiineneninenceeeeenen. 452
Mounting a DOS disk partition ..........ccccceevieevieneeniienieeeieeeeee 452
Mounting DOS floppy diSKS .......ccccveeveviireiieiieieiesieresie e 453
Mounting an NTFS Partition ..........ccceceveveviecieviesierese e, 455
USING MEOOIS ....ooviiiiieiieieieieere ettt see e enensans 455
Trying MEOOIS ......ocvieeieiietieteeeeeeeee e e e 456
Understanding the /etc/mtools.conf file .........cccccevveviecieeiennnnne. 456
Learning the mtools commands ..........c.ccceeveevieneeneenieenieenieeieeeenes 457
Formatting a DOS flOPPY .veceeveeeeieieiiceseeeeeeteee e 459
Chapter 4: Managing Applications ............................ 461
Working with Red Hat Package Manager ...........ccccoeveeveeveeciencienceennennen. 461
Using the RPM commands .......c.cccecevvieriienieneeneeneenieeieeieseesne s 461
Understanding RPM filenames .........c.cccocuevienieniininnennennenieneene 462
Finding out about RPMS .........ccccooiiiiiieeeeeeeee e, 463
Installing an RPM ..ottt 466
Removing an RPM ..ottt 467
Upgrading an RPM ........cccccoiiiiiiiieieciecieeteseeseeie et e 467
Verifying an RPM ........ccoooviiiiiniiiiceceetce e 468
Building Software Packages from Source Files .........ccccevvnvivniiencienennnen. 469
Downloading and unpacking the software ...........ccccccceeeerieecnnnnnenn. 469
Building the software from source files ..........cccoccovirininniennninn. 471
Installing SRPMS ........ooiiieieeeeeceee ettt 474
Updating Fedora Core Applications with Up2date ..........cccccevvvervenunennen. 474
Using Yellow dog Updater, Modified (Yum) .......cccccevevverienvencieneeneennen. 475

.



00b_567934 ftoc.gxd 6/29/04 10:01 PM Page xviii $

XVIii  Red Hat Fedora Linux 2 All-in-One Desk Reference For Dummies

Chapter 5: Managing Devices and Printers ..................... 479
Understanding LinUxX DEVICES .......ccccccievierieniieiiieiecieeeeseesie et sve e 479
DevViICe fileS ..ot 480
Persistent device naming with udev .........ccccocevviniiininniincnnnnnen, 482
Managing Loadable Driver Modules ...........coccoeviiriiniininnennennienreneenene 482
Loading and unloading modules ...........ccccecvreciieeierecieeieecieeeene 483
Using the /etc/modprobe.conf file ...........cccccoovevinininiinininienen. 485
Managing USB DEVICES .......ccccevevieeriieiiieieeieeieeieeteseesteesteesseesseessesaesnneas 486
Managing Print Queues in Fedora Core ..........cccoevvevienieneeniennieenieeienns 488
Spooling and print JODS ......cccccevciiriiniienieieeeeeee e 488
Printing with the Ip command .........cccoccooviniiniiniiniiiieeee, 490
Checking the print queue using Ipq .........ccceeeevveeiecieneeneeeeeeenne, 490
Canceling the print job using cancel ...........ccccocevviniiiininieninene 490
Checking the printer status using Ipstat .........ccccccoevveviineeneennenee. 491
Controlling the print QUEUE ..........ccceeveeviirciieiieieeeeeeeeeee e 491
Chapter 6: Upgrading and Customizing the Kernel ............... 493
Upgrading with a Kernel RPM ...........ccccooviiiiiiiniiiniiiieceecceceeeieeve e 494
Downloading new kernel RPMSs ..........cccccoviiviiniriieniieniienieneeeene, 494
Installing the kernel RPMS ........cccociviiniiniiniiicieceeneeetceeeee 494
Trying out the new Kernel ..........c.cccooevveeeeiienieieccieeeeceeeeeseeveeae 495
Rebuilding the Kernel ..........coocoiiiiiiiiieteeeeee e 496
Creating a monolithic versus a modular kernel ...............cc.c......... 497
Configuring the Kernel ..........cccoocvevienieiiniieieeceeeeeeeee e 498
Running the kernel configuration tool ...........ccceecvvviininniinennnenen. 499
Building the Kernel and the Modules ............ccoccovevivieircierienieieseeeeene 513
Installing the ModUules .........c.ccvevieeieiiiiieceeece e 514
Creating the Initial RAM DisK File ........cccociriiiiiiiniiieeeeeieneeeeee 514
Installing the New Kernel and Setting Up GRUB .........c.cccoovvvvivevieeiennnn. 515
Rebooting the SyStem ........cccoeievieiiiiiieieciecececeeecee e 517

Book VlI: SECUFILY ......cccuveeienicariaieracreaienccreaseeananeases D 19

Chapter 1: Understanding Network and Host Security ........... 521
Why Worry About SecUrity? .......ccoccooevirininieieieerereeee e 521
Establishing a Security Framework ...........ccccecieviiniieniienieenieneeeeieeee 522

Determine business requirements for security ........c..cccccevvenennee. 523
Perform risk analysis ........ccccoccevvienieneniiinniinieniececeeece e 524
Establish security poliCy .....ccccooceverinieceeieieeseseeeeeeeee e 525
Implement security solutions (mitigation) .......c..cccceeevveenenneennee. 526
Manage SECUTILY ....coceevierieriiiieieeeeetee ettt 526



00b_567934 ftoc.gxd 6/29/04 10:01 PM Page xix j\%

Table of Contents xix

SECUING LINUX ..cvevvieiieeiiieieienieseeeeeetete e see e seeeseessesaessessessessesseessessessans 527
Understanding the host security issues ........cccccoccevververvienrienennne. 527
Understanding network security iSSUES .........ccccecevererereeeeneennnns 528

Learning Computer Security Terminology .........cccceccevevenenincnrencienennne 529

Keeping Up with Security News and Updates ........cccccceevvvviencienceennennen. 532

Chapter 2: Securingthe Host ....................... ... .. ..., 535

Installing Operating System Updates .........ccccceveeeeeecierienieneseeeeeenenns 535

SecUring PaSSWOIAS .......c.ccevverierieniieiieieieiesie sttt sse e sve e saeaesnans 536
ShadOW PASSWOTIAS .....cceeevierieieciieiecee ettt re e e e 536
Pluggable authentication modules (PAMS) .......cccccoeevvievvienvienennne. 537

Protecting Files and Directories ..........cccocoevirininiinienienieneneeceeeeeens 540
Viewing ownerships and permissions ...........cccceeveveeneeneecvennnenne 540
Changing file OWNErships ........cccocevveviiieiieieeeeceee s 541
Changing file permisSSions .........cccceceveveieeieieeriesenese e 541
Setting default permisSSion ...........ccccevevviirvieniienienienieeeeeeeee 542
Checking for set user ID permission ..........ccccoeceeveevernenvienseeneenne 543

Using eXec-Shield .........ccocieiiiiiniiiinieieee et 544

USING SELINMUX ...otitiiiiiiiieietesesteseee ettt ettt st naens 545

Encrypting and Signing Files with GnuPG ..........ccccceevvviivviniinienieeee. 547
Understanding public-key encryption .........cccccevvvevevneevienceennenne. 547
Understanding digital signatures ...........ccccoeveeveevinnennennennieneene 548
USING GPG ..ttt sttt s nens 550

Monitoring System SECUTItY ........cccoeviririieiierirecieee e 554

Chapter 3: Securing the Network ............................. 557

Securing Internet SEIVICES ......cccciveviiecieeieciecieseese ettt 557
Using chkconfig to disable standalone services ........c..ccccecceenee. 558
Configuring the xinetd server to disable services ........................ 558

Using Secure Shell (SSH) for Remote Logins .........cccecevvirviencienceeneennen. 561

Setting Up Simple FireWalls ..........ccoccvveieierienineiieieeeieereee e 563
Screening the router with packet filtering ..........ccccecvvvvrcvecencnnnnnns 565
Dual-homed hOst ......ccoiviiiiiniiiiiccccc e 567
Perimeter network with bastion host ..., 568
Application atEWAY .........cccevevuierieeeiereeceeeeeee e 570

Enabling Packet Filtering on Your Fedora Core System ............cccuc...... 571
Using the security level configuration tool ...........c.cccocevvieriennnnnne. 572
Using the iptables command ..........ccoccooviviiniiiniiniinnineneeeeeee 573

Chapter 4: Performing Security Audits ......................... 577

Understanding Security Audits ........cccoceviiniiiniininiinienieneeeeeeeeeen 577
Nontechnical aspects of security audits ..........ccocceverereriecieceennne 578
Technical aspects of security audits ........ccccceeeevveviieviiecieeiennnnne, 579



00b_567934 ftoc.gxd 6/29/04 10:01 PM Page xx $

XX Red Hat Fedora Linux 2 All-in-One Desk Reference For Dummies

Learning a Security Test Methodology .........cccoccevvieviiniininninneenenienene 579
Some common computer vulnerabilities .........ccccccccoeeiiriieniennnnen. 580
HOSt SECUNILY TEVIEW ..ot 582
NetwOork-SECUTitY TEVIEW .......ccviviiiiieiieieeieeieeeeeee et 585
Exploring Security Testing TOOIS .......cccccevverveeiiieciiriieeieceeeeseerieeve e 588
INITIAD ..eviiieiicieeteeeetete ettt et e et se e e s e sesbeebeeseesaessessansessensnas 589
INESSUS ..ottt ettt sttt ettt ettt sbe et b et be e 590
SAINT ettt ettt ee 593
SARA e sttt et ae s 594

Book VIII: Internet Servers ...........eeeeeeeeeeeeeeeeeeeennena395

Chapter 1: Managing the Servers ....................c.covunt. 597
Understanding Internet Services .........cccoovvvevvirviniieniienieneeneeneeceeene 597
TCP/IP and SOCKELS ......oovveeeeieeeeeeeee ettt e 598

Internet services and port NUMDETS .........cccooevieiriierienieneneneeene 601

Using the xinetd SUPer SEIVET .........cccocoviririiiiiiierieneneeeeetee e 603
Running Standalone SEIVETS ........ccceceevieeiieeiienieeieneesieeseesreesee e ae e 606
Starting and stopping servers manually ...........ccccecevvieriieneennnnnnn. 606

Starting servers automatically at boot time ...........cccecevienennennee. 607

Chapter 2: Running the Apache Web Server .................... 615
EXPlOTINg HTTP ...cueeiiieeeeeeeeee ettt 615
Exploring the Apache Web Server .........ccccovvvinviniinienieneeneeneeieeene 618
Installing the Apache Web server ...........cccoovevenincenenienenenenene 619

Starting the Apache Web server ..........ccccooovevievieciiccienciicieeeeee, 620
Configuring the Apache Web Server ........cccccvvvvienieneenieneeneeseeieene 621
Using Apache configuration tools ..........cccccoevvvvirveniieniiiniieneeniennne, 622

Apache configuration files ..........cccoccoeveriiiniiiniininine 623

The httpd.conf configuration file ...........cccccooirviniiniiniiniiiee, 624

Virtual host SELUD ....c.ooiiieieiiece e 634

Chapter 3: Setting Up the FTP Server .......................... 639
Installing the FTP SErver ...t 639
Configuring the FTP SEIVer ..ot 640
vsftpd configuration files ..........ccccooveeviirviiniiininnieeeeeeeeeeeee 640
Jetc/vsftpd/vsftpd.conf file ........ccoovvievieniiiniinieiece 641
Jetc/vsftpd.ftpusers file ..........ccocovieeiiiiiii e 643
Jetc/vsftpd.user_list file .........ccooviieiiiiiieeieee e 644

Setting Up Secure Anonymous FTP .........cccocoeeiiiviiiiiicieceeeeeeeeeee 644
Trying Anonymous FTP .......cccccieiiiiiniiiiieseeeeieee et 645

Key features of anonymous FTP .........cccccocovvvirviiniincieninnieneeeen, 645



00b_567934 ftoc.gxd 6/29/04 10:01 PM Page xxi j\%

Table of Contents xxi

Chapter 4: Serving Up Mailand News ......................... 647
Installing the Mail SEIVEr ........ccccoveviieiieeiecieeeeeeeece e 647
Using sendmail ........ccceeeeriiiiienieeieeieeie et 648

A mail-delivery test ...t 649

The mail-delivery mechanism ..........cccevevieniiininninninneeienieneee 649

The sendmail configuration file .............cccceevievienieiienieceeeee, 651
sendmail.cf file SyNtax .......ccccocovvirieiinineeee e 659
Other sendmail files ........cccooeviriiiiiiiieeee e 661

The forward file ... 662
Invoking procmail in the .forward file .........c.ccooceeviininninninnennne, 663

The sendmail alias file ..........coceeveriiniiniiniiee 664
Installing the NEWS SEIrVer ........ccooccieciiiieeieceeeeeee e 665
Configuring and Starting the INN Server .........ccccccceceevievenenencneeieiens 665
InterNetNews COMPONENLS ........ccceevveeieriieieeieneeceesie e ee e 666

The incoming.conf file ..........ccocevirviniiniiniieeeeeeee e 670

The readers.conf file .........ccccocriiiiiiiininneeene 671
InterNetNews Startup ......cccccceeeeeeeieeriieeecceee e 671
Setting Up Local NEWSZIOUPS .....c.ccceeveeienieriienieeieereere e eveevesee e v 672
Defining a newsgroup hierarchy .........ccccccevevveiineniniinineeiens 673
Updating configuration files .........cccceccevviieviencienienieciceciececee 673
Adding the NEWSZIOUPS .....ccceviiiiiiieiieieeieeteereee e 674
Testing yoUur NEWSZIOUPS .....cocvevrierierierienieneenieesieenieesieessessesseesnns 674
Chapter 5: Setting UpDNS ...t 675
Understanding Domain Name System (DNS) ......ccccocoevvervirieniieneeneenen. 675
What iS DNS? ..ottt 676
Learning hierarchical domain names .........c.ccccceeveercieecrieeceeennenn. 677
Exploring Berkeley Internet Name Domain (BIND) ....................... 678
Configuring DNS ...ttt et ae e s 682
Configuring the resSOlVEr .........ccocivcieeviiiciieieeeeeeeee e 682
Configuring a caching name Server ...........ccccoeveevieninneevenceennene 683
Configuring a primary Name SEIVEY ........c.cccoceeveereerierruesriensueneenns 692
Chapter 6: Running Sambaand NFS ........................... 695
Sharing Files With NFS ........cccooiiiiieeeeeeeeeee e 695
Exporting a file system with NFS ..........cccoooviiiinieiieeeeeee 696
Mounting an NFS file SyStem .........ccccoceverininieenieneereseececeeene 698
Using the NFS Server Configuration tool ...........cccccecvevievieniennnnnne. 699
Setting Up a Windows Server Using Samba ........cccccceevverviirciencienceeneennen. 700
Checking whether Samba is installed .........c.ccooceevirniinnenviencennnne. 702
Configuring Samba .......ccoceeviiiiiiiire e 703
Trying out SAmMDba .......cccccoiiiiiiiiiiieeee e 705



00b_567934 ftoc.gxd 6/29/04 10:01 PM Page xxii j\%

XXil  Red Hat Fedora Linux 2 All-in-One Desk Reference For Dummies

Book 1X: Programming ..............ccccceeeeieecceeseeseenseeneans 707

Chapter 1: Fedora Core Programming Essentials ................ 709
Learning Programming ..........ccccoeceerieniieneenieeiieeiecieseeseeseesieeseeesseeaeenne s 709
A simplified view of @ computer ...........ccccoecvevienienieiincieieeieeeene 710

Role of the operating system ..........ccccecevviirviinieniiinienieeceeeee, 711
Basics of computer programming ..........c.ccceceeveerveeneeneeneeneeneennes 712
Exploring the Software Development Tools in Fedora Core .................. 713
GNU C and C++ COMPILETS ....c.covveiiiieieieieieiereeeece e 714

The GNU make Utility .....ccoeeeeeieeiiiiiieieeeeseeseeeeeeee et 718

The GNU debUZEZET .......ooviiveeeieiieieiecteeteeeeeete e eeees 725
Understanding the Implications of GNU Licenses ...........cccccevervvercuennnn. 732
The GNU General Public License .........ccccocceevirvervenviiniieniinenenne, 732

The GNU Library General Public License .........cccccecevveneenneennennne. 733
Chapter 2: ProgramminginC .....................cciiiinnt.. 735
The Structure of a C Program ..........ccccoeeverircenniecienenereeeeeeeeese e 735
Preprocessor DIreCtiVes ........ccccoceevirieriennieniententesteseeeee e 737
INCIUAING fIl€S ..ocvvieereiieieeeeeeee e 738
DefiNiNg MACTOS .....cooiiieiiiieiieiieie et se et e e saeeaees 738
Declaration and Definition of Variables ..........cccccoccevviiniinvinninnennenciennen. 741
Basic data tyPEeS ....oocevvieriiriiietetee s 741
ENUmMErations ......ccccocieriiriineiienieniestecceeee ettt 742
Structures, Unions, and Bit Fields ..........ccccoooieeiiieiiiiiieeeeceeceeeeeeee 743
ATTAYS ittt ettt sae et e et e et st e s be e be e beebeenaeenea e 743
POINEEYS ...oouviiiiiieeieeeeeetee ettt te et st sae e beeans 744

Type definitions .......ccccieieieieieeeeeeeee e 745
Type qualifiers: const and volatile .........ccccocevvervienviiniiiniinenenee, 746

| D5:40) (5153 Lo V-SSRt 747
Operator PreCedence ...........cooeeieienierieniieieceeieee ettt 749
STALEIMENTS ...ociiiiiciieieeeeeee ettt ste e te e te e e e s e e beesbeebeeaeenneas 751
The break statement ...........ccccvevievieiieieeeieiee e 751

The case StatemMENt ..........cccccveeeviirierieieeeeee et 752

A compound statement or blocK .........c.coceveeiiiiiiieiieeeeeeee 752

The continue statement ..........coccooveriierieiriiininneeee e 752

The default 1abel .........ccoooieiiieciieiiceceeeeeeee e 753

The do StatemMent .........ccccveeieciieiiieieeeceeeee e 753
Expression statements .........ccccceecvieienienieeneesieeeeee e 753

The for statement ..........ccccceeeeievierecieeceeeeee e 753

The goto StatemMENLt ........cccceeveieriiierieeceeeee e 754

The if StatEMENt ......ccvevvireieieieeee e 754

The if-else statement ............cccoeciieiiiriieerieceeee e 754

The null statement ..........cccoceeeiieiiiiiieiceeeeeeeee e 755

The return statement ...........c.cceeevieeieieeeieeceee e 755



00b_567934 ftoc.gxd 6/29/04 10:01 PM Page xxiii $

Table of Contents xxiii

The switch statement ...........cccoeeeeeeecierineieeeeeee s 755

The while statement ..........ccccecvvvirieeieriereceeeee s 756
FUNCHOMS ..ttt 757
FUNCtion PrototyPes .......ccceceeeiieiiieiieeiicieceeeeese et 757

The VOIA LYPE .oocvieieeeeieeeeeeeeeteete ettt 758
Functions with a variable number of arguments ...........ccc........... 758

The C LIDYATY ..veveieiieeeieieteese ettt ssasse v seesseesseaennans 758
Shared Libraries in Linux Applications ..........ccccceevveiieeniiecieecieeeeeee, 760
Examining shared libraries that a program uses ............ccccc........ 760
Creating a shared liDrary .......cccocoeeievenininineeeeeee e 762
Dynamically loading a shared library .........ccceceevveevieneeviecciennnnne. 764
Chapter 3: Writing Shell Scripts ..................ccivinnt. 767
Trying Out Simple Shell SCripts .......ccccevieviiriieiiieeececee e 767
Learning the Basics of Shell Scripting ........cccccoevvevevvinviniinienienieneee, 770
StOring STULf .....oovviieiiieie e 770
Calling shell functions ...........cocceevervienienienieneeeeee e 771
Controlling the flOW .......cccevieiririeeeeee e 772
Exploring Bash’s built-in commands ........c..ccccecevenenininnienen. 775
Chapter 4: Programming inPerl ............................... 179
Understanding Perl .........cccooiiiimiiiiiniieteeeeeee e 779
Determining Whether You Have Perl ..........cccccoovviviiiiniiniiniiiciecieeee, 780
Writing Your First Perl SCript .......ccooceeviiviiininiiniinieeccceeeeeeeeeen 782
Getting an Overview Of Perl .........ccoccovviiviiniiniiniicceceeeseseee e 783
Basic Perl Syntax .......ccccccoeeiieiiieeeeeeeeee e 783
Variables .......cocoiviininiincecee et 784
Operators and €XPreSSiONS ........ccccceecverveeieeieeneeneesieesieesaeesaeeeeanns 787
Regular €XpreSSions .........ccocveveeiieecieeiiesieeieeeeseese e eseesaeeae e eee 789
Flow-control statements ...........cocceecueevieniiiniieniienecececeeeeeee e 791
Accessing Linux commands .........ccoceveeviervieniieniienieeneeneeniesseesnennns 795

FIle QCCESS ..ouviuiiiiriiiteiccee ettt 797
Filename with pipe prefix ........cocooeviveniiinieee e 798
SUDTOULINES ..ottt 799
Built-in functions in Perl ..., 800
Understanding Perl Packages and Modules ..........ccceeevviriencieneeneennen. 800
Perl packages ......ccccooieviiiiiiiieceeee e 801

Perl modules ..........cccooiiiiiininiieeceeeee e 802
USIiNg @ MOAUIE ......ooveeiiiieieiieieeeeeetee ettt 803
Using Objects in Perl .........cocoiiiiiiiiieeeeeee e 804
Understanding Perl ODJECtS .......cceecvievierierieniereeseeieeie e 804
Creating and accessing Perl objects .........cccocevvvvviininnincicnciennenne, 805
Using the English module .........ccccoceviiiniiniiniiiiiiecieeieeee 806



00b_567934 ftoc.gxd 6/29/04 10:01 PM Page xxiv $

XXIV  Red Hat Fedora Linux 2 All-in-One Desk Reference For Dummies

Appendix: About the DUD ..................cuuueeeeecccacannnnnn 807

DVD Installation INStrUuCtioNS ........cccccooovviiiiiiiiiiiiiieccec e 807
What You Can Find on the DVD ......ccoooiiiiiiiiiiieiiee s 809
TroubleShOOtiNgG ......cccieviiviiiiiiiiieee et 810

JNAEK ....cnnennnnaaaaaaeaeaeeaaaaaeeeeeeeeeeeeennennnennnnnnnnnnnannnncaeeS 11



