


ASN.1 (continued)
encoding

Bouncy Castle environment, 153, 162–163
IV, converting to ASN.1 binary encoding, 165–166
key, private, 171, 174–179
key, public, 171–174, 175
signature, digital, 166–167, 169–170
tag value, default, 144
type annotation, 144

ENUMERATED type, 141, 145, 154
GeneralizedTime type, 141, 145, 154, 195
GeneralString type, 142, 154
GraphicString type, 142
history, 135
IA5String type, 143, 145, 154
INTEGER type, 141, 145, 154
KeyUsage extension definition, 200–201
NULL type, 141, 145, 154
NumericString type, 142, 145, 154
OBJECT IDENTIFIER type, 141, 145, 154, 164, 186
OCTET STRING type, 141, 145, 146, 147, 154
OID, 137, 141, 145, 174
OSI standards, 135
PBE, 177–181
PrintableString type, 142, 145, 154, 186
RDNSequence type, 185
SEQUENCE type, 143, 145, 152, 155, 156
SET type, 143–144, 145, 152–153, 155
standards, 425
syntax, 136–140
tagging, 139, 144–148, 150, 154, 155–156
TeletexString type, 143, 155
type annotation, 144
UniversalString type, 143, 145, 155
UTCTime type, 141, 145, 155, 191
UTF8String type, 143, 145, 155, 186
Utils class, configuring for, 136
VideotexString type, 143
VisibleString type, 143, 145, 155
X509Certificate class based on, 189

ASN.1 Complete (Larmouth), 429
ASN1Dump class, 162–164
ASN1Encodable object, 203
ASN1EncodableVector class, 155, 157
ASN1Set class, 175
asterisk, slash (*/) ASN.1 comment suffix, 137
asymmetric key cryptography

abstraction layer, 88
interface, key, 85

padding, 93–101
translation, key, 88

Attribute structure, 165, 209
AttributeTable object, 326, 338
AuthorityKeyIdentifier extension, 214–215,

218, 239, 243, 301
AuthorityKeyIdentifierStructure class, 218

B
BaseRSAExample class, 87
Basic Encoding Rules (BER), 150–151, 152–153, 301
BasicConstraints extension, 200, 201, 203
BasicDHExample class, 107–108
BasicDSAExample class, 124–125
BasicECDHExample class, 111–112, 114
BasicECDSAExample class, 127–128
BasicOCSPResp class, 256–258
BasicOCSPRespGenerator object, 263
BasicOCSPResponse structure, 256, 263
Bellare, Mihir (“Random Oracles Are Practical: 

A Paradigm for Designing Efficient Protocols”), 97
BER (Basic Encoding Rules), 150–151, 152–153, 301
BIT STRING ASN.1 type, 141, 145, 154
Bleichenbacher, Daniel (Chosen Ciphertext Attacks

against Protocols Based on RSA Encryption 
Standard PKCS #1), 97, 428

Blowfish algorithm, 6, 7
BMPString ASN.1 type, 142, 145, 154
BOOLEAN ASN.1 type, 141, 145, 154
Bouncy Castle provider

API JAR files, 316
ASN.1

encoding, 153, 162–163
object definition, 156–161
package, 153
tagging, 154, 155–156
type creation, 154–155

certificate handling, 191, 193
cipher, asymmetric, 417
CMS implementation, 316
elliptic curve cryptography support, 421–423
engine class, 3
installing, 7–10
java.security file configuration, 8–9
key agreement algorithm support, 417
key pair generation using El Gamal algorithm, 118
keystore object type support, 418
Lightweight API, 3
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MAC algorithm support, 418
message digest support, 418
PKIX validation algorithm support, 417
RSAPrivateCrtKey class in Bouncy Castle 

environment, 93
signature algorithm support, 418
S/MIME implementation, 347, 349
symmetric block cipher support, 418–419
symmetric stream cipher support, 419
Web site, 429

BouncyCastleProvider class, 10
bOut class, 206
Build method, 275, 276
Builder class, 295–296, 297
buildPath method, 318, 331

C
CA (certificate authority)
KeyStore class JVM CA, 307–308
password, 209
requesting certificate from, 208–213
vendor, 208
writing certificate provided by, 214–219

cacerts file, 308, 313
CallbackHandler interface, 191
CallbackHandlerProtection class, 191
carriage-return line-feed character (CRLF), 349, 350
CBC (Cipher Block Chaining) cipher mode, 26–28,

34–35, 56
Ceiling function, 77
CER (Canonical Encoding Rules), 150
certGen1 class, 194–195
CertID structure, 248–249
certificate. See also CRL (certificate revocation list);

OCSP (Online Certificate Status Protocol)
Bouncy Castle environment, 191, 193
encoding

DER, 196, 204, 210
PEM, 204, 205, 210, 220–221

end entity, 230, 240
exception thrown by, 188, 192
expiration, 234, 238
extension

ASN.1 definition, 195–196, 232
AuthorityKeyIdentifier, 214–215, 218, 239,

243, 301
BasicConstraints, 200, 201, 203
CertificateIssuer, 238
critical, 196, 197, 203

CRL, extension handling in, 232–233, 236–240,
246, 258

CRLNumber, 239, 246
DeltaCRLIndicator, 239
DER encoding, 196
ExtendedKeyUsage, 200–201, 203, 204
FreshestCRL, 240
HoldInstructionCode, 237–238
InvalidityDate, 238
IssuerAlternativeName, 239
IssuerAltName, 200
IssuingDistributionPoint, 239–240
KeyUsage, 198–199, 201, 203
NameConstraints, 264–265
nonce, 251
OID, returning, 197
ReasonCode, 237
requesting, 209, 211–213
self-signed certificate, 201–203
SubjectAltName, 199–200, 201, 213, 218
SubjectKeyIdentifier, 214, 215, 301
support information, returning, 197
type, 196
value, returning, 197
version, returning, 190
X.509 certificate, 188, 189, 190, 195–204

identifier, unique, 188
KeyStore class, 283, 288, 290
path

carrier class, 219–220
constraint, specifying when validating, 266, 270
driver, path validation, 273
interface, path validation, 265–266
linkage between certificates in, 219
output, path validation, 267
revocation, working with during path validation, 266,

274–275
scheduling path validation, 266
status of path validation, returning, 270–271
store, 266, 275–278
trust, path validation, 264–265, 269, 278
type, returning, 267

profile, 196
public key, 187–188
reading, 204–208
request

CA, 208–213
client mode, 218
creating certificate from certification request, 215–219
validating, 218
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certificate (continued)
signature

self-signed, 193–195, 201–204
verifying, 214, 233, 234, 235, 251

SSL client certificate chain, 369, 378
store, 219, 246–247, 266, 275–278
streaming, 204, 205–206, 207, 244–245
Sun X.509 certificate factory, 311
trust, 188, 264–265, 269, 278
Utils class, extending for certificate handling,

228–229
validation, 214, 229, 264
writing, 204–208, 214–219

certificate authority. See CA
Certificate class, 187–188
certificate revocation list. See CRL
Certificate structure, 193
CertificateFactory class, 204, 207, 243–245, 269
CertificateFactoryExample class, 205
CertificateID class, 249
CertificateIssuer extension, 238
CertificationRequest structure, 208
CertificationRequestInfo structure, 208–209
CertPath class, 197, 220–221
CertPathBuilder class, 275, 276
CertPathBuilderResult interface, 275
CertPathParameters interface, 275
CertPathValidator class, 266–267, 269
CertPathValidatorExample class, 268–269
CertPathValidatorWithCheckerExample class,

273–274
CertSelector interface, 219, 222
CertStore class
CertPathValidator class, using with, 269
CertSelector interface, using with, 219
CMSSignedData class, using with, 327
getCertificates method, 222
getInstance factory pattern, 221–222
retrieving CRL from, 246–247
X509CertSelector class, using with, 223–224

CertStoreExample class, 223–224
CFB (Cipher Feedback) cipher mode, 38
check method, 271, 273
checksum, 68
checkValidity method, 192
Chinese Remainder Theorem (CRT), 92, 93
CHOICE ASN.1 type, 148–149
Chosen Ciphertext Attacks against Protocols Based on

RSA Encryption Standard PKCS #1 (Bleichen-
bacher), 97, 428

Cipher Block Chaining (CBC) cipher mode, 26–28,
34–35, 56

Cipher class
DECRYPT_MODE constant, 20
doFinal method, 20, 23, 54–55
ENCRYPT_MODE constant, 20
getBlockSize method, 21, 40
getInstance factory pattern, 11, 13, 19–20, 28,

34–35
getIV method, 34
getOutputSize method, 23, 24
getParameters method, 34, 166, 179
init method

initializing Cipher class using, 19, 20, 23
IV, passing to, 28, 34
key, passing to, 19, 40, 47
key wrapping, using in, 52

introduced, 5
Java runtime key size determination by, 6
Key object, initialization by, 42
parameter object, 34
PRIVATE_KEY constant, 50, 101
PUBLIC_KEY constant, 50
SECRET_KEY constant, 50
unwrap method, 50, 52, 102–103
UNWRAP_MODE constant, 50
update method, 19, 20, 23
wrap method, 50, 102, 179
WRAP_MODE constant, 50

Cipher Feedback (CFB) cipher mode, 38
Cipher Text Stealing (CTS) cipher mode, 34–35
CipherInputStream class, 52–55
CipherMacExample class, 72–73
CipherOutputStream class, 52–55, 56
ciphertext pattern, 25–26, 30, 60
CLASS ASN.1 type, 149–150
client.p12 file, 376
clone method, 220, 245
close method, 206
CMS (Cryptographic Message Syntax)

ASN.1 structure, 321–325, 333–335, 345
Bouncy Castle implementation, 316
compression, 345–347, 363
ContentInfo structure, relation to, 318–319, 321
Data content type, 319
described, 318
envelope

algorithm, 333
ASN.1 Structure, 333–335
creating, 338–342
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