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Index

Note to Reader: Bolded page numbers indicate main discussions and definitions. Italicized page numbers indi-

cate illustrations.

A

Access Control Editor, 198
access tokens, 194-196, 195
accessibilty, 323-324
ACEs (access control entries),
196-198
ACLs (Access Control Lists), 195,
195-198
Actions pane, 11-12, 18-19, 19
Active Directory, security setup, 202
Active Server Pages. see ASP (Active
Server Pages)
ActivePerl implementation, 130
Add command
APP object, 183
APPPOOL object, 184
BACKUP object, 189
MODULE object, 188
SITE object, 182
VDIR object, 183
Add Managed Module dialog, 97, 97
Add Native Module dialog,
96-97, 97
Administration. CONFIG file,
289-290, 290
administrators
application settings and, 170
features for, 4-5
Web server settings and, 40
Windows security, 194-195
ADSUL.VBS script
ASP security issues,
103-104, 104
performing configuration with,
294-298, 297
Advanced Encryption Standard
(AES), 270
Advanced Security Settings, HTML,
82,82
AES (Advanced Encryption
Standard), 270
allow rules, in authorization,
232-234, 233
Alt attribute, accessibility, 323
anonymous access, 81, 158
anonymous authentication,
224-225,224-225
Anonymous Authentication
mode, 32

APIs (application programming
interfaces), security, 194
APP object, AppCmd utility,
182-183
AppCmd utility, 180-190
APP object, 182-183
APPPOOL object, 184-185
BACKUP object, 189
CONFIG object, 185-186
configuring state information
using, 176
MODULE object, 188-189
overview of, 180-181
REQUEST object, 187-188
SITE object, 181-182
TRACE object, 189-190
VDIR object, 183-184
WP object, 187
APPDELETE command,
ADSUtil, 295
APPDISABLE command,
ADSUtil, 295
APPENABLE command,
ADSUHil, 295
APPGETSTATUS command,
ADSUtil, 295
application configuration files,
275-298
with ADSULil.VBS script,
294-298, 297
application settings, 288,
288-290, 290
command line switches for
graphical utility, 291-294,
292-294
denying access to file, 283, 283
security policies, 284-287,
284-287
using W3WP utility, 291
using Windows PowerShell,
290-291
Web.CONFIG file, 275-282,
277-282
application isolation, 114

application pools, 150-154, 304-313

accessing using APPPOOL
object, 184-185
advanced configuration, 312

%

anonymous authentication
using, 225, 225
basic configuration, 312
creating, 151, 151, 311, 311
creating for multiple Web
sites, 158
default, overview of, 304,
304-306
default, setting, 306, 306-311,
308, 310
health configuration,
153-154, 154
identity configuration, 154
in IIS 6, 304
overview of, 150, 150
performance configuration, 152,
152-153
purpose of, 304
recycling, changing interval,
312,312
recycling, configuring,
151-152, 152
removing, 151, 151, 313
selecting for new
application, 168
setting for performance, 303
viewing applications associated
with, 312-313, 313
application programming interfaces
(APIs), security, 194
Application Settings icon, 13, 27
application setup, 167-192
controlling settings,
169-171, 171
converting folders /virtual
directories, 169
creating, 167-169, 168
exploring and browsing,
171-172, 172
modifying settings, 178, 178
session state, 172-177,
174-176
using AppCmd. see
AppCmd utility
worker processes, 179-180,
179-180
ApplicationHost. CONFIG file, 65,
290, 290-291
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applications ASP icon, 13, 31, 31-32 binding

accessing using APP object,

ASP.NET

changing for particular Web

182-183 1.1 default pool, 305 site, 43
adding configured, 222 configuring globalization, 324 configuring HTTPS,
with ASP. see ASP (Active defining application behavior 242-243, 243

Server Pages) using Pages and Controls, Biometrics API (BAPI), 194
associated with application 315, 315-317 Browse

pools, 312-313, 313 icons. see icons, ASP.NET application settings,
associating MIME type with, IIS 7 emphasis on, 5-6 171-172, 172

58-61
with CGI, 119-120, 124-127,
125-126
configuration level, 47
configuring SMTP email,
127-128,127-129
creating from folders, 162
creating from virtual
directories, 163

performance monitoring, 314
setting culture for, 325
V2.0 default pool, 305
ASP.NET, icons, 23-31
ASP.NET tab, IIS 6 Web site
settings, 161
assembly evidence, 206
* (asterisk) wildcard character, 61
attributes

directories, 54-55

Web sites, 50-52, 50-52
bubble help (tooltips), 323
buffering, configuring ASP, 107, 109

C

/C command, XCopy, 78
Cache area, tracing rules, 95

hierarchy in, 276 connection string, 264-266 caching properties, services,
with HTML. see HTML securing HTML files, 84 112,113
(HyperText Markup authentication, 224-229 Cascading Style Sheets (CSS), 87
Language) anonymous, 224-225, 224-225 case-sensitivity, FTP switches,

IIS 7 interface focusing on,
4-5,4-5

improving performance. see
performance

with ISAPI extensions, 120-121,
124-127,125-126

managing ISAPI filters,
121-124, 122-123

with non-Microsoft

basic, 226, 226

digest, 226227, 227

Directory Security tab, 158

enabling and disabling types
of, 228

forms, 227, 227-228

impersonation, 225-226, 226

performance needs and, 301

response types and,

145-146
CASPol (Code Access Security
Policy) tool, 213-219
defined, 213
listing permissions/code
groups, 217, 217-218
making group modifications,
218,218-219
using, 214-216

alternatives, 129-134, 130 228-229, 229 certificates. see server certificates
Applications folder, 222 SMTP server, 128 CGI (Common Gateway Interface)
APPPOOL object, AppCmd, SQL Server Express, 8-9 CGlicon, 13, 33
184-185 tracing rules, 94 ISAPI and CGI Restrictions
AppServices area, tracing rules, 94 Windows, 228 icon, 15, 35-36, 40
APPUNLOAD command, Authentication icon, 13, 32 managing restrictions, 124-127,
ADSUtil, 295 authorization rules 125-126
ASP (Active Server Pages), 101-117 allow and deny rules, 232-234 setting restrictions, 15
compiling application, performance and, 300 tracing rules, 95
109-111, 111 security vs., 229-232, 230-232 working with applications,
configuration settings, 106, Authorization Rules icon, 13, 32-33 119-120
106-109, 109 Auto Detecting setting, session CGl-exe handler, 63, 64
configuring application state, 176 chunked transfers, ASP, 107
services, 111-116, 113, CIAC (Computer Incident Advisory
115-116 B Capability) Web site, 200
1IS setup for, 104 classes, page and control, 28
limitations of, 101-102 /B command, XCopy, 80 Classic.NET AppPool, 305
moving application to IIS 7, BACKUP object, AppCmd Clear command, CONFIG
116-117 utility, 189 object, 186
performance monitoring, 314 backups, 78, 189 CLR (Common Language Runtime),
security issues, 102-104, 104 BAPI (Biometrics API), 194 36, 205, 206
working with other languages basic authentication, 158, 226, 226 cmdlets, writing, 291
in, 102 Behavior area settings, ASP, code access security, NET
working with Server Side 105-109, 109 Framework, 205

Includes, 104-105, 105
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Code Access Security Policy. see
CASPol (Code Access Security
Policy) tool

code-based security, .NET, 212-219

defined, 193

overview of, 212

reasons for using, 212-213

using CASPol tool, 213-219,
217-218

using .NET trust levels, 249,
249-251

when to use, 213

code groups

security policy file format,
285-286, 286

working with, 219-221, 220

Code Page (codePage), 105-106

CodeGroup element, security
policies, 285-286

coding rules, with ASP, 103

ColdFusion, 133-134

COM+ applications, 114, 257

COM+ properties, 112-115, 113, 115

COM+ Tracker, 114

command line arguments

ADSUtL.VBS script, 295-298

application pools, 306

Code Access Security Policy
tool, 214-217, 217

configuring state information
from, 176

FTP switches, 145-146

IIS Manager, 291-294, 292-294

Permissions Calculator utility,
208-211

recreating provider
information, 259

SecEdit utility, 203-204

using Windows PowerShell
vs., 290

W3WP utility, 297

XCopy, 78-80

Common Gateway Interface.
see CGI (Common
Gateway Interface)

Common Language Runtime (CLR),
36, 205, 206

compilation section, pages and
controls, 316

compiling application, ASP,
109-111, 111

Component Services console,
113-115

Compression area, tracing rules, 95

compression, HTTP, 161

—
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Computer Incident Advisory
Capability(CIAC) Web site, 200
#config directive, SSI, 105
CONFIG object, AppCmd
configuring state information
using, 176
overview of, 185-186
storing current application
configuration using, 183, 185
configProtectedData,
ApplicationHost. CONFIG,
288-289
configSections,
ApplicationHost. CONFIG, 288
Configuration Console
adding configured
applications, 222
creating and defining
permission sets, 221, 221
defined, 193
defining policy assemblies,
221-222
overview of, 219, 219
working with code groups,
219-221, 220
configuration levels, 41-47
applications, 47
choosing, 41
folders, 47
Web server, 41-45, 42-44
Web site, 45-47
conﬁguration names, 20
Configure command, TRACE
object, 190
Connect to Computer dialog,
149, 149
connection strings
adding new, 267-269, 268-269
attributes, 264-266
editing existing, 269
removing, 269
renaming, 269
Web.CONFIG entries, 263-264
working with, 266-267
Connection Strings icon, 13, 27, 27
Connections pane, 11-12, 16-17
connectionString attribute, 264
connectivity. see also database
connectivity
configuring Web site,
155-156
provider, 28-29, 29, 259, 260
SMTP email, 29-31, 30
content handling, Web sites, 159,
159-160

%

Content View
browsing Web sites in, 50-52
configuring Web site settings
in, 46
Features View vs., 1619, 17-19
securing HTML files, 80
CONTINUE_SERVER command,
ADSUHil utility, 295
controls
configuring application
behavior, 315, 315-317
Pages and Controls icon, 15,
28, 28
Convert to Application action, 17
CONVLOG utility, 156
cookies
controlling use of, 176, 176-177
forms authentication and,
227-228
storing session state with, 173
COPY command, ADSUtil, 296
costs, of too much speed, 303
CP-950 encoding technique, 326
CPU options, application pools, 153,
307-308
CREATE command, ADSUtil, 296
CreateObject( ) method, ASP, 103
CREATE_VDIR, ADSUtil, 296
CREATE_VSERYV, ADSUtil, 296
credentials
anonymous authentication,
224-225
ASP.NET impersonation,
225-226, 226
connection strings and, 269
cryptographic service providers,
237,237-238
cryptography, 205
CSS (Cascading Style Sheets), 87
culture settings, 325, 328-329, 329
currency conversion, 325
custom error pages
configuring for Web site, 160
editing feature settings, 89
overview of, 85
Custom Errors tab, IIS 6 Web site
settings, 160

D

/D command, xCopy, 78

DACL (Discretionary Access
Control List), 194-196

Data Encryption Standard
(DES), 270
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database connectivity, 255-274
connection strings and,
263-269, 268-269
managing providers, 257-263,
258, 260-262
overview of, 255-256
requirements, 256-257
security, 202-203, 203, 270-273
debugging
ASP applications, 32, 110-111
running Windows Symbolic
Debugger, 309
default application pools,
configuring, 304-311
CPU, 307-308
general options, 307
overview of, 304, 304-306
process model, 308, 308-309
process orphaning, 309
rapid failure protection,
309, 310
recycling, 309, 310
default documents
configuring Documents tab
for, 158
defined, 14
setting, 52-54, 55
understanding, 33
Default FTP Site Properties dialog
box, 140, 140-141
DefaultAppPool, 150, 158, 305
delegation. see feature delegation
Delete command
ADSUtil utility, 296
APP object, 183
APPPOOL object, 184-185
BACKUP object, 189
MODULE object, 188
SITE object, 182
VDIR object, 183
deleting. see removing
deny rules, in authorization,
232-234, 233
DES (Data Encryption
Standard), 270
destination command, XCopy, 78
developers
application settings and, 170
SQL Server Express
configuration, 10
working with applications, 4-5
DH (Diffie Hellman) SChannel
Cryptographic Provider, 237-238
digest authentication, 226-227, 227
digital certificates. see certificates
directives, SSI, 105

directories. see virtual directories
directory browsing, 54-55, 56, 157
Directory Browsing icon, 14, 33
Directory Security tab, IIS 6 Web site
settings, 158-159
disabling, authentication types, 228
disabling, handlers, 63-64, 64
Discretionary Access Control List
(DACL), 196
DLL files, adding script maps to,
65, 66
DLL hell, 113-114
Documents tab, IIS 6 Web site
settings, 158
domain certificates
creating, 238-239, 239
renewing, 241
using, 240
domains, separate application,
205-206
drill-down approach, 11-16, 11-16

E

/E command, XCopy, 78
#echo directive, SSI, 105
editing
code groups, 220, 220
default error pages, 87
existing allow or deny rules, 234
existing error pages, 88
existing providers, 263
failed request tracing rules, 95
feature settings on error pages,
89-90, 89-90
handler settings, 67
ISAPI filter settings, 124
MIME types, 61
module settings, 98
properties, 253
restrictions, 126
email
configuring SMTP, 127128,
127-129
SMTP Email icon, 16,
29-31, 30
Enable Content Expiration, HTTP
Headers tab, 159, 159
Enable option, authentication
types, 228
encoding
changing settings, 328-330,
329-331
defined, 323
understanding use of,
326-327, 327
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encryption
configuring SSL Settings,
38-39, 39
database connectivity using,
270-271
ENUM command, ADSUil
utility, 297
Error and Report Usage Settings
dialog, SQL Server Express, 9
error messages
401.2, 229, 229
403.4, 244
500.19, 169, 231
configuring custom Web
site, 160
self-signed certificates, 242
Error Pages icon, 14, 34, 34
error pages, managing
adding, 86, 86-87
applications now including
custom, 85
displaying for Web site, 85-86
editing default, 87
editing existing, 88
editing feature settings, 89-90,
89-90
removing, 88
status codes, 85-86, 86, 88
event logs, 201, 311
evidence-based security, 205, 206
/Exclude command, XCopy, 80
EXE files, adding script maps to,
65, 66
#exec directive, SSI, 105
#execSSI, 103-104, 104
execute permission, handlers, 64
Explore
application settings,
171-172, 172
HTML files, 80-81
Web sites, 50-52, 50-52
Extensible Stylesheet Definition
(XSD) file, 277
extensions
1IS, 294
ISAPI. see ISAPI extensions

F

/F command, XCopy, 79
failed request tracing rules
accessing logs using TRACE,
189-190
creating, 92-93, 92-95
editing, 95
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enabling and disabling,
90-92, 91
removing, 95
Failed Request Tracing Rules icon,
14, 34-35
FastCGI, 129
feature delegation
changing SSL security setting to
Read /Write using, 39
considering, 317-318, 318
Feature Delegation icon, 14,
40, 40
features
configuration levels. see
configuration levels
default providers for, 259
editing error pages, 89-90,
89-90
icons. see icons, ASP.NET;
icons, I1IS
IIS setup for HTML, 84, 84
installing, 34, 4
ISAPI extension and CGI
restrictions, 125, 125-126
SQL Server Express
installation, 8
Features pane, 11-12
Features View, 16-18, 18, 43
file extensions, ASP security, 104
File Transfer Protocol. see FTP (File
Transfer Protocol) sites
files, working with, 49-71
adding virtual directories,
68-71
browsing/exploring Web sites,
50-52, 50-52
controlling directory browsing,
54-55, 56
defining security setup, 202
denying access to, 283, 283
grouping, 49-50
modifying, 164
setting default documents,
52-54, 55
setting MIME type, 55-61
Filter area, tracing rules, 95
filters
configuring ISAP], 15, 36
in Contents pane, 18-19, 19
ISAPI. see ISAPI filters
FIND command, ADSUtil
utility, 297
firewalls, administering IIS
through, 4
500 status code, 88
500.19 error message, 231, 231

—
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flags, security descriptor, 196
#flastmod directive, SSI, 105
folders
assigning application pools
to, 151
configuration level, 47
converting to applications, 169
creating applications from, 162
creating for new applications,
168, 168-169
modifying settings,
161-162, 162
understanding hierarchy, 276
format, security policy, 284-286,
285-286
forms authentication
defined, 32
enabling for .NET users, 245
overview of, 227, 227-228
401.2 error message, 229, 229
401.3 error message, 231-232, 232
403.4 error message, 244
404 status code, 89
friendly messages, turning off, 88
friendly names, 20, 20
FrontPage extensions, fixes for, 276
#fsize directive, SSI, 105
FTP Explorer, 138
FTP (File Transfer Protocol) sites,
138-149
managing with FTP utility,
145-146
managing with graphical
interface, 140, 140-144,
142-144
prerequisites, 138-139, 138-140
security settings, 146-148,
146-148
FTP Publishing Service, 139-140
FTP Search, 141
FTP Service, performance
monitoring, 314
FTP Site tab, 141-142, 142
FTP utility, 145-146
Full trust level, .NET, 25, 250

G

/G command, XCopy, 79
GACUtil, 65
General Access header, ACE, 197
GET command, ADSUtil
utility, 297
GET method, 173
GetObject( ) method, 103
global properties, 252, 252

%

globalization, 321-331
accessibilty, 323-324
changing .NET Globalization

settings, 327-331, 328-330
choosing culture settings, 325
configuring .NET Globalization

icon, 12, 25, 25
considering requirements for

your organization, 321-323
encoding and, 326-327, 327
limitations of IIS for, 324-325
overview of, 321
schemes for providing, 53

group SID, 196

groups
adding/removing with .NET

profile, 252-253
applying allow or deny rules to,

233-234
code, 219-220, 220
in Contents pane, 18-19, 19
file, 49-50
modifying existing policies

with CASPol tool, 218,

218-219
provider, 258-259
removing, 253
restricted, 201

GUID (Globally Unique

Identifier), 114

H

/H command, XCopy, 79
Handler Mappings icon, 14, 35, 35
handlers, 61-68
adding managed, 64-65, 65
adding module mapping, 66, 66
adding script maps, 65, 66
changing restrictions, 67-68, 68
defined, 61
disabling, 63-64, 64
editing settings, 67
enabling, 6364, 64
functionality of, 61-63, 62
for ISAPI extension and CGI
restrictions, 124-127, 125-126
removing, 67
renaming, 67
SSI requiring, 105
headers
ACE, 197
HTTP, 159, 159-160
request, 173, 329-330, 330
response, 330, 330-331
security descriptor, 196
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Health tab, application pool,
153-154, 154
HELP command, ADSUil
utility, 295
help files, SQL Server Express, 6
High trust level, 25, 250
Home Directory tab, FTP site,
143, 144
Home Directory tab, IIS 6 Web site
settings, 157, 157-158
host evidence, 206
Host Header field, 44
.HTM extension, 76
HTML (HyperText Markup
Language), 75-99
IIS setup for, 84-85
managing error pages, 85-90,
86, 89-90
moving files with XCopy, 77-80
overview of, 76-77
security issues, 80-85, 81-83
setting failed request tracing
rules, 90-95, 91-93
working with response
modules, 95-99, 96-97
HTTP compression, 161
HTTP Headers tab, IIS 6 Web site
settings, 159, 159-160
HTTP Keep-Alives Enabled, Web
Site tab, 155-156
HTTP requests, 187-188
HTTP Service, performance
monitoring, 314
HTTP Service Request Queues,
performance monitoring, 314
HTTPS (HyperText Transfer
Protocol Secure) binding, 38-39,
242-243, 243
humor, and globalization, 323
HyperText Markup Language. see
HTML (HyperText Markup
Language)

1

/I command, XCopy, 78
TIANA, 58
icons, ASP.NET, 24-31
Application Settings icon, 13, 27
Connection Strings icon, 13,
27,27
.NET Compilation icon, 12, 24
NET Globalization icon, 12,
25,25
NET Profile icon, 12, 25-26
NET Roles icon, 12, 26

.NET Trust Levels icon, 12, 26
NET users icon, 12, 27
Pages and Controls icon, 15,
28, 28
Providers icon, 15, 28-29, 29
Session State icon, 16, 29
SMTP Email icon, 16, 29-31, 30
icons, IIS, 31-40
ASP icon, 13, 31, 31-32
Authentication icon, 13, 32
Authorization Rules icon, 13,
32-33
CGlicon, 13, 33
Default Document icon, 14, 33
Directory Browsing icon, 14, 33
Error Pages icon, 14, 34, 34
Failed Request Tracing Rules
icon, 14, 34-35
Handler Mappings icon, 14,
35,35
ISAPI and CGI Restrictions
icon, 15, 35-36
ISAPI filters icon, 15, 36
MIME types icon, 15, 36, 37
Modules icon, 15, 36-38, 37
Server Certificates icon, 16, 38
SSL Settings icon, 16, 38-39, 39
Worker Processes icon, 16, 40
icons, Management Area, 14, 40, 40
identity objects, 211
identity tab, application pool, 154
IFormatProvider interface, 324-325
IIS (Internet Information Service) 7,
new interface
Actions pane, 18-19
administrators and
developers, 4-5
drill-down approach, 11-16
emphasis on ASP.NET, 5-6
Features vs. Contents view, 16-18
friendly vs. configuration
names, 20
installing features, 3-4
nonstandard interfaces, 129
obtaining/installing SQL
Server Express, 6-10
IIS (Internet Information Services) 7,
new interface, 137-164
application pools, 150-152,
150-154, 154
connecting to other servers,
149, 149
extending, 294
folders, 161-162, 162
FTP sites. see FTP (File Transfer
Protocol) sites

%

with IIS Manager, 292-294,
292-294
modifying individual file
settings, 164
overview of, 137
virtual directories, 162-163, 163
Web site settings, 154-161,
155-160
IIS Manager
changing application settings,
288, 288-290, 290
command line switches for,
291-294, 292-294
new technology using
ASP.NET, 5
securing HTML files, 80,
80-81, 81
IIS Specific status codes, 85
IIS_IUSRS (IIS Internet Users
account), 81, 147-148, 147-148
[ISStart. HTM, 76
impersonation, ASP.NET
configuring settings,
225-226, 226
configuring Web sites, 158
database security and, 272
defined, 32
maintaining session state
using, 177
importing, existing certificates,
235-236, 236
#include directive, SSI, 105
Infrastructure area, tracing rules, 94
Install command, MODULE object,
188-189
InstallSqlState.sql script, 175
Integrated Windows
Authentication,
configuring, 158
integrity, database, 273
Internal (full) trust level, NET,
25,250
Internet Information Services
Global, performance
monitoring, 314
Internet zone, 212
Intranet zone, 212
IronPython, 134
ISAPI and CGI Restrictions icon, 15,
35-36, 40
ISAPI-dIl handler, 63, 64
ISAPI extensions
configuring Service tab, 160
managing restrictions, 124-127,
125-126
working with, 120-121
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ISAPI filters
adding, 123, 123-124
editing settings, 124
icon, 15, 36
removing, 124
understanding, 121-123, 122
ISAPI Filters tab, IIS 6 Web site
settings, 156-157
Isolation Mode, configuring,
160-161

J

JavaScript, 111
JScript, 111
JSPs (Java Server Pages), 132-133

K

/K command, XCopy, 79
keep-alive processing, 107

L

/L command, XCopy, 79
language
changing culture settings,
328-329
configuring .NET Globalization
icon, 12, 25, 25
schemes for globalization, 53
use of encoding, 326-327, 327
LCIDs (Locale Identifiers), 32,
106-107, 325
Limits Properties subgroup, ASP,
106-107
List command
APP object, 183
APPPOOL object, 184
BACKUP object, 189
CONFIG object, 185
MODULE object, 188
REQUEST object, 187-188
SITE object, 181
TRACE object, 189
VDIR object, 183
WP object, 187
local security policies, 201, 203-204
Locale Identifiers (LCIDs), 32,
106-107, 325
location element
ApplicationHost. CONFIG
file, 289
Web.CONFIG file, 281, 283
Lock command, CONFIG
object, 186

—
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lockAllAttributesExcept attribute,
connection strings, 265
lockAllElementsExcept attribute,
connection strings, 265
lockAttributes, connection
strings, 266
lockElements attribute, connection
strings, 266
lockItem attribute, connection
strings, 266
logon, 178. see also authentication
logs
event, 201, 311
selecting format for, 156
tracing, 92, 92-93, 94, 189-190
Low trust level, 25, 250

M

maintenance, and performance, 303
managed code modules,
adding, 36-38
managed handlers, adding,
64-65, 65
managed modules, adding, 97, 97
Management Area icon, 14, 40, 40
Management Studio Express, SQL
Server Express, 8
mappings, handler, 35, 35, 67-68
Mastering Microsoft Visual Web
Developer 2005 Express Edition
(Mueller), 245
Mastering Web Development with
Microsoft (Mueller), 245
Mastering Windows Vista Business:
Ultimate, Business, and Enterprise
(Minasi), 313-315
MD5, defined, 227
Media Player (MP3),
Silverlight, 132
Medium trust level, 25, 250
membership, defining, 206
Messages tab, FTP site, 142, 143
Microsoft Internet Information Services
(IIS) 6.0 Resource Kit (Microsoft
Press), 137
middleware, and database
security, 272
Migrate command, CONFIG
object, 186
MIME types
associating with applications,
58-61
basic, 55-58, 57-58
configuring HTTP Headers tab
for, 159-160

%

defined, 15
deleting, 61
editing, 61
setting, 55-56
understanding, 36, 37
Minimal trust level, 25, 250
MMC version, IIS Manager,
292-294,292-294
Module area, tracing rules, 94
MODULE object, AppCmd utility,
188-189
modules
accessing using MODULE
object, 188-189
adding mappings, 66, 66
handlers vs., 66
Modules icon, 15, 36-38, 37
monitoring, and performance, 303,
303, 313-315
MOVE command, ADSUtil
utility, 296
MP3 (Media Player), 132
MPEG-2 (Motion Pictures Experts
Group 2), Silverlight, 132
MTA (Multi-Threaded
Apartment), 114
Multi-Threaded Apartment
(MTA), 114

N

/N command, XCopy, 79
name attribute, connection
strings, 264
NamedPermissionSets element,
security policies, 285
namespaces, pages and controls, 316
naming conventions
configuration vs. friendly, 20, 20
handlers, 67
new application pools, 311
renaming connection
strings, 269
renaming ISAPI filter entry, 124
renaming properties, 253
native modules, adding, 37-38,
96-97, 96-97
.NET Compilation icon, 12, 24
NET Framework
moving from ISAPI to, 120
setting culture for, 325
NET Globalization, 327-331,
328-330
NET Globalization icon, 12,
25,25
.NET Passport authentication, 158
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.NET profile
NET Profile icon, 12, 25-26
as provider, 258
storing user settings with,
251-252, 251-253
.NET Roles
configuring at Web site level, 46
icon, 12, 26
as provider, 258
.NET Trust Levels
changing security policies,
284-287, 284-287
icon, 12, 26
setting code-based security
using, 249, 249-251
.NET Users
configuring at Web site level, 46
icon, 12, 27
managing, 245-248, 247-248
new provider settings for, 262,
262-263
as provider, 258
non-Microsoft applications,
129-134, 130
Notepad, 276-279, 277-279
NoZone zone, 212
NTSD.EXE (Windows Symbolic
Debugger), installing, 309

(0

/O command, XCopy, 79
Object Access header, ACE, 197
ODBC (Open Database
Connectivity), 27
1252 format, Windows, 326
online resources
ACE headers, 197
Biometrics APIs, 194
CGlI technology, 120
chunked transfers, 107
ColdFusion, 133
COM+ applications, 112
component limitations for
ASP, 102
configuring Code Page
(codePage), 105
connection string
management, 256
CONVLOG utility, 156
CSS tutorial, 87
culture settings for .NET
applications, 328
currency converters, 325
DH SChannel Cryptographic
Provider, 237

DLL hell, 114

encoding techniques, 326

FrontPage extension fixes, 276

FTP Explorer, 138

FTP Search, 141

GACUtil, 65

HTML coding technique, 80

IFormatProvider interface, 324

1S 6, 137

IIS extensions, 294

IronPython, 134

ISAPI filters events, 121

language for compiling ASP
applications, 111

LCIDs, 32

locating other database
providers, 265

MD5, 227

MIME types, 36, 55, 58

NET Framework, 120

nonstandard IIS 7
interfaces, 129

PERL, 130

PERL.NET, 134

Perlscript, 102

permissions, 207

Permissions Calculator
utility, 207

PHP, 129

PKCS standards, 236

providers, 259

request headers, 173, 329

response headers, 331

RoboCopy, 77

security articles for IIS, 272

security issues of SSI, 103

security templates, 200

Silverlight, 131

SQL Server Express, 6

SSI directives, 105

status codes, 85

threading, 109

turning off friendly
messages, 88

UTF (Unicode Transformation
Format), 25

Web page headers, 57

Web sniffer, 330

Windows PowerShell, 290-291

WMI scripts for setting
application pools, 306

writing cmdlets, 291

writing managed handler, 65

XML Spy, 277

XML tutorial, 210

%

Open Database Connectivity
(ODBQ), 27

operating system security. see
Windows security

out-of-worker processes,
configuring, 161

owner SID, defined, 196

P

/P command, XCopy, 78
Page area, tracing rules, 94
Pages and Controls icon
configuring application
behavior, 315, 315-317
defined, 15
overview of, 28, 28
partitions, COM+ applications, 114
passwords, 201, 246
patches, 271
paths, 61-62
PAUSE_SERVER command,
ADSUHil utility, 297
per user settings, accessing, 25-26
performance
configuring application pool
CPU options, 307-308
installing SQL Server Express
and, 6
limitations of CGI, 120
limitations of encryption, 271
performance, improving, 299-319
with application pools. see
application pools
feature delegation, 317-318, 318
implementing monitoring,
313-315
making server fast, 302-303
reliability, 301-302
security, 300-301
triangle concept, 299-300
using Pages and Controls, 315,
315-317
Performance tab, application pools,
152,152-153
Performance tab, IIS 6 Web site
settings, 156
PERL (Practical Extraction and
Report Language), 102, 130-131
PERL.NET, 134
Perlscript, 102
permissions
creating and defining, 221, 221
defining policy assemblies,
221-222
handler settings, 63-64

+/@



%% é 78935.book Page 361 Sunday, August 12,2007 7:47 AM

HTML file settings, 81-83,
81-83
principal/identity objects and,
211-212
security policy file format and,
285-286, 286
understanding, 207
using Permissions Calculator
utility, 207-211
zone identity, 212
Permissions View utility
(PermView.EXE), 207
PEX (Personal Information
Exchange) file, 236
PHP, 129
pickup directory, SMTP email,
128-129
PKCS (Public Key Cryptographic
System), 236
plug-ins, Silverlight, 131-132
policies
configuring local security,
203-204
defining security setup, 201
security, 284-287, 284-287
policy assemblies, 221-222
ports, standard and secure,
155-156, 156
principal objects, 211
privileges, and access tokens,
195-196
process model options, application
pool configuration, 308, 308-309
process orphaning options,
application pool
configuration, 309
profiles, creating security, 287, 287
properties, modifying, 164, 252,
252-253
Properties pane vs. Actions pane, 19
providers
adding new, 259-262, 259-263
creating tracing rules using, 93
editing existing, 263
locating other database, 265
managing in Providers pane,
258, 258
overview of, 257-258
purpose of, 258-259
removing unneeded, 263
viewing connections associated
with, 259, 260
Providers icon, 15, 28-29, 29
Public Key Cryptographic System
(PKCS), 236
Python, 131-132

—
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Q

/Q command, XCopy, 79
QoS (Quality of Service), 115, 116

R

/R command, XCopy, 79
rapid failure protection options,
application pool configuration,
309-311, 310
read permission, handlers, 63-64
Recycle command, APPPOOL
object, 185
recycling
configuring application pools,
309, 310, 312
worker processes, 151, 151-152
Regenerate Expired Session ID,
session state, 177
registry, 58, 202
reliability, 301, 303
Reliability and Performance
Monitor, 313
removing
allow or deny rules, 234
application pools, 151, 313
application settings, 171
connection strings, 269
error pages, 88, 88
failed request tracing rules, 95
groups or properties, 253
handlers, 67
ISAPI filters, 124
MIME types, 61
modules, 98
restrictions, 127
unneeded providers, 263
virtual directories, 69
reports, SQL Server Express, 8, 9
request headers, 173, 329-330, 330
REQUEST object, AppCmd utility,
187-188
Request pane, worker processes,
179-180, 180
Request Queue Limit, application
pool, 153
RequestNotifications area, tracing
rules, 95
requests, certificate, 236-238,
237-238
Reset command, CONFIG
object, 186
Response Buffering Limit, ASP, 109
response headers, encoding, 330,
330-331

%

response modules, 95-99, 96-97
response types, authentication,
228-229, 229
Restart action, 42, 42
Restore command, BACKUP
object, 189
restricted groups, 201
restrictions
Directory Security tab, 158
handler, 67-68, 68
ISAPI extension and CGI,
124-127, 125-126
Rivest-Shamir-Adelman (RSA)
SChannel Cryptographic
Provider, 237-238
RoboCopy utility, 77
role-based security, .NET, 204-211
defined, 193, 205
displaying roles, 12, 26
enhancements, 205-206
membership and evidence, 206
overview of, 204-205
permissions, 207
principal and identity objects,
211-212
using Permissions Calculator
utility, 207-211, 209-210
viewing roles associated with
application, 248-249
zones, 212
RSA (Rivest-Shamir-Adelman)
SChannel Cryptographic
Provider, 237-238
Ruby, 133

S

/S command, XCopy, 78
SACL (Security Access Control
List), 194-196
saving, FTP site configuration, 144
script maps, adding, 65, 66
Search command, CONFIG
object, 185
SecEdit utility, 203-204
Secure Sockets Layer (SSL), 43,
242-245, 243-245
security
application settings, 288,
288-290, 290
authentication, 13, 32, 224-229
authorization rules, 32-33,
229-233, 230-233
changing policies, 284-287,
284-287
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code-based, 212-219, 217-218,
249-251
denying access to file, 283, 283
directory browsing, 33, 55, 56
Directory Security tab, 158
effects of too much speed, 303
FTP site, 146-148, 146-148
handler restriction settings, 68
ISAPI extensions and, 120
managing .NET users, 245-248
operating system. see
Windows security
overview of, 193, 223
performance needs and,
300-301
role-based, 5-6, 204-211,
209-210, 248-249
with server certificates. see
server certificates
SSL Settings, 38-39, 242-245
storing user settings with NET
profile, 251-253
using Configuration Tool,
219-221,219-222
virtual directory, 163
Security Access Control List
(SACL), 194-196
Security Accounts tab, FTP site,
142, 143
Security area, tracing rules, 94
Security Configuration Editor,
198-203
configuring, 199, 199-200
creating and using security
database, 202-203, 203
creating security setup,
200-201, 200-202
overview of, 198-199
security descriptors, 195, 195, 196
security IDs. see SIDs (security IDs)
security, issues
ASP, 102-104
CGI, 120
CGI and ISAPI handlers, 63
database connectivity, 270-273
default documents, 53-54
direct database connections, 257
HTML, 81-83
SecurityClass element, security
policies, 285, 287
self-signed certificates, 241-242, 242
serialization changes, 253
server certificates, 234-344
completing request, 238, 238
configuring, 159

configuring only at Web site
level, 40
creating domain certificate,
238-241, 239, 241
creating request for,
236-238, 237
creating self-signed,
241-242, 242
importing existing, 235-236, 236
overview of, 234-235, 235
Server Certificates icon, 16, 38
Server Side Includes (SSI),
103-105, 105
server-side scripts, 103
servers, state, 175
services, configuring, 111-116
caching properties, 112, 113
COM+ properties, 112-115,
113,115
IIS 6 Web site settings, 160,
160-161
pages and controls options,
316-317
session properties, 115-116, 116
SQL Server Express options, 10
session identifier, 177
session properties, application
services, 115-116, 116
session state, 172-177
changing mode of, 174-176, 175
configuring Service tab, 161
configuring session properties,
115,116
controlling use of cookies, 176,
176-177
how it works, 173-174, 174
impersonation
requirements, 177
monitoring, 314
Session State icon, 16, 29, 30
Set command
ADSUHil utility, 297298
APP object, 183
APPPOOL object, 184
CONFIG object, 185
MODULE object, 188
SITE object, 182
VDIR object, 183
SF_NOTIFY_AUTH_COMPLETE,
ISAPI filters, 122
SE_NOTIFY_AUTHENTICATION,
ISAPI filters, 122
SF_NOTIFY_END_OF_NET_SESSI
ON, ISAPI filters, 123
SF_NOTIFY_END_OF_REQUEST,
ISAPI filters, 123

%

SF_NOTIFY_LOG, ISAPI filters, 123
SF_NOTIFY_PREPROC_HEADERS,
ISAPI filters, 122
SF_NOTIFY_READ_RAW_DATA,
ISAPI filters, 122-123
SF_NOTIFY_SEND_RAW_DATA,
ISAPI filters, 123
SF_NOTIFY_SEND_RESPONSE,
ISAPI filters, 123
SF_NOTIFY_URL_MAP, ISAPI
filters, 122
Shutdown Worker Processes after
Being Idle for ( ) setting,
application pool, 153
side-by-side components, COM+
applications, 114
SIDs (security IDs)
access tokens and, 195-196
ordering for security, 198
user-level access dependent
upon, 194-195
Silverlight, 131-132
Single-Threaded Apartment
(STA), 114
SITE object, AppCmd utility,
181-182
SMTP Email icon
configuring email, 127-128,
127-129
defined, 16
understanding, 29-31, 30
source command, XCopy, 78
speed, 303
SQL Server
adding new connection string,
267-269, 268-269
configuring Browser, 10
impersonation
requirements, 177
storing state information in, 175
SQL Server Express, 6-10, 7-10
SSI (Server Side Includes),
103-105, 105
SSL (Secure Sockets Layer), 43,
242-245, 243-245
SSL Settings icon, 16, 38-39, 39
STA (Single-Threaded
Apartment), 114
standards
biometrics, 194
error page, 85
HTML, 77
PKCS, 236
Start command, 182, 185
START_SERVER command,
ADSUtil utility, 298
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state servers, 175
StaticFile area, tracing rules, 95
StaticFile handler, permission
levels, 63-64
status codes
adding new error pages for,
86, 86-87
changing, 88
creating tracing rule, 93
defined, 85
editing existing error
page, 88
overview of, 85-86, 86
Stop command, 182, 185
STOP_SERVER command, ADSUtil
utility, 298
System Alarm header, ACE, 197
System Audit header, ACE, 197
system.applicationHost,
ApplicationHost. CONFIG
file, 289
system.net, Web.CONFIG, 281
system.webServer, 281-282,
281-282, 289

T

/T command, XCopy, 79
templates, security
configuring, 200-201,
200-202
implementing, 202-203, 203
security policy file format,
284-286, 285-286
testing, database security,
272-273
threading, 109, 114
timeouts
configuring session properties,
116, 116
controlling use of
cookies, 177
token-based security
access tokens in, 195-196
ACLs in, 196-198
importance of order, 197-198
overview of, 194-195
security descriptors in, 196
tooltips (bubble help), 323
TRACE object, AppCmd utility,
189-190
tracing, 14, 33-34
trust. see NET trust levels
Trusted zone, 212
Turn Windows Features On or Off,
34,4

U

/U command, XCopy, 79
UNC (Universal Naming
Convention) paths
adding new applications
using, 169
adding Web sites using, 43
converting folder/virtual
directories to
applications, 169
error 500.19 and, 169
Unicode Transformation Format
8-bit (UTF 8-bit), 326
Unicode Transformation Format
(UTEF), 25
Uninstall command, MODULE
object, 189
Unlock command, CONFIG
object, 186
Untrusted zone, 212
updates, database security, 271
URLs, and session state, 173
Use Cookies setting, session
state, 177
Use Device Profile setting, session
state, 177
Use URI setting, session state, 177
users
assigning rights of, 195-196
configuring .NET roles, 12, 26
configuring .NET users, 12, 27
database security and, 273
maintaining session state, 173
managing .NET, 245-248,
247-248
storing settings with .NET
profile, 251-252, 251-253
Windows security and, 194-195
UTE-8 (Unicode Transformation
Format 8-bit), 326
UTF (Unicode Transformation
Format), 25

\"

/V command, XCopy, 78
VBScript, 102, 111
VDIR object, AppCmd utility,
183-184
verbosity level, 93-94
verbs
allow or deny rules and,
232-234
changing handler restrictions,
67-68

%
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verification process, NET
Framework, 205
VeriSign, 38
virtual directories, 68-71
accessing using VDIR object,
183-184
adding to Web site, 69, 69
assigning application pools
to, 151
converting to applications, 169
creating, 162-163, 163
creating application from, 163
creating for new application,
168, 168-169
default settings, 70-71
defined, 47
overview of, 68—-69
viewing, 69-70, 70
Virtual Directory Creation Wizard,
162-163, 163

A\

/W command, XCopy, 78
W3C (World Wide Web
Consortium), status codes in
1IS, 85
W3WP utility, 291
Web Document Authoring and
Versioning (WebDAV), 68
Web Garden setting, application
pools, 153
Web pages, 57,173, 173
Web servers
choosing configuration level,
41-45, 42-44
configuring Web site settings,
45-47
disabling default documents, 53
increasing performance of,
299-303
using IS 6.0 to connect
remotely, 149, 149
Web Service Cache, performance
monitoring, 315
Web Service, performance
monitoring, 314-315
Web Site Administration Tool
(WSAT), 129
Web site tab, IIS 6 Web site settings,
155-156
Web sites
accessing using SITE object,
181-182
adding, 43, 43-44
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adding virtual directories to,
68-71, 69-70
assigning application pools
to, 151
browsing and exploring, 50-52
configuring settings for, 45-46
configuring Web server
settings, 41-42
IIS 7 features for hosting, 4
modifying settings, 154-161,
155-156
restarting, 46—47
restarting Web server, 42, 42
setting default configuration,
44, 44-45
setting default documents,
52-54, 55
understanding hierarchy, 276
Web sites, configuring
ASP.NET tab, 161
Custom Errors tab, 160
Directory Security tab, 158-159
Documents tab, 158
Home Directory tab, 157,
157-158
HTTP Headers tab, 159, 159-160
ISAPI Filters tab, 156-157
Performance tab, 156
Service tab, 160, 160-161
Web site tab, 155-156
Web Sites Properties dialog, 157
Web sniffer, 330
Web.CONFIG file, 275-282
changing security policies,
284-287, 284-287
connection strings, 263-264
database connectivity, 256-257
defined, 275
denying access to particular file,
283, 283
elements, 279-282, 279-282

modifying settings, 20, 20
modifying with XML Notepad,
276-279, 277-279
understanding hierarchy, 276
Web.CONFIG.Default file, 276
WebDAV (Web Document
Authoring and Versioning), 68
wildcard (asterisk) character, 61
Windows 1252 format, 326
Windows Administration at the
Command Line for Windows Vista,
Windows 2003, Windows XP, and
Windows 2000 (Sybex), 80, 290
Windows Explorer, 50-52, 164
Windows Features dialog, 34, 4
Windows Management Interface
(WMI) scripts, 306
Windows Media Audio (WMA), 132
Windows Media Video (WMV), 132
Windows PowerShell, 290-291
Windows security, 194-204
access tokens, 195-196
ACLs, 196-197
authentication, 228
defined, 193
detailed view of, 194-195, 195
importance of order for,
197-198
overview of, 194, 195
security descriptors, 196
using Access Control
Editor, 198
using SecEdit utility, 203-204
using Security Configuration
Editor, 198-203, 199-201
Windows Symbolic Debugger
(NTSD.EXE), installing, 309
Windows Vista, 6
WMA (Windows Media Audio), 132
WMI (Windows Management
Interface) scripts, 306

WMV (Windows Media Video), 132

worker processes, 179-180,
179-180, 187

Worker Processes icon, 16, 40, 40

World Wide Web Consortium
(W3C), status codes in IIS, 85

World Wide Web Publishing
Service, configuring, 160, 160-161

WP object, AppCmd utility, 187

wrist problems, and accessibility,
323-324

WSAT (Web Site Administration
Tool), 129

X

/X command, XCopy, 79
XCopy utility
moving ASP application to IIS
7,116-117
moving CGI application, 120
moving files with, 77-80
XML
database connectivity and, 257
modifying Web.CONFIG file
using Notepad, 276-279,
277-279
online tutorial for, 210
XML Spy, 277
XSD (Extensible Stylesheet
Definition) file, 277

Y
/Y and /-Y command, XCopy, 80

z

/Z command, XCopy, 80
zones, 212
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