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Security Threats

In all but the smallest of computing environments, IT secu-
rity has become a full-time job. System administrators
must protect data, devices, and networks from a multitude of
threats and vulnerabilities. And a day seldom passes without
report of newly discovered threats or vulnerabilities. Security
threats come in many forms — from malicious code to defaced
Web sites. The damage inflicted through security breaches
ranges from minimal and localized to widespread and devas-
tating. As quickly as agile minds invent new ways to connect
systems and data, others find dubious means of accessing and
utilizing them.

The security administrator’s job is to identify and patch sys-
tem and network vulnerabilities before the bad guys use them
for malicious purposes. He must also monitor systems and
data for intrusions and improper access attempts. And he
contends with these security needs on several levels: data,
system, network, intranet, extranet, and Internet. The more
users and devices added to the computing environment, the
more work for the security administrator. After Internet con-
nectivity is established, the work, the vulnerabilities, and the
security threats multiply dramatically —when a system or
network is connected to the Internet, it can potentially be
accessed by anyone, from anywhere, at any time.

Fortunately, Windows Server 2003 administrators have a
plethora of technology (NTSF, data encryption, IPSec, PPTP,
and so on) for protecting all levels of the computing environ-
ment. In addition, auditing capabilities and security logs ease
the burden of monitoring and reporting on intrusion attempts.
Later chapters in this book provide specific information on
configuring and using security tools and technologies. In this
chapter, I explain the nature and origin of the security threats
you are most likely to encounter both inside and outside the
firewall.
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Internal versus External Threats

Curiously, 80 percent of corporate security funds are spent on deterring external
threats —access breaches by persons who are not authorized users on a network.
But security experts estimate that 70 to 80 percent of all security incidents involve
corporate insiders. Yet, perhaps because external security breaches are often
highly publicized, companies focus their efforts on fighting external access
attempts.

In this chapter, I introduce some of the means and methods used in internal versus
external attacks. As a system administrator, you must address security threats from
both inside and outside your network. Through reading this book, you will see that
the processes and tools used for defending against both types of attack are often
similar. A good security plan includes several layers of protection and secures
resources and data from most unauthorized access — whether from corporate
insiders or external attackers.

The key to getting a grasp on the security of your systems (although it sounds
cliché) is to think like an attacker. If you can do this, you can better prioritize what
needs to be secured and how much effort is required to do the job. Some systems
may be simple to restore and may not contain any information of value to an
attacker. In that case, it’s better to focus your efforts somewhere else — verifying
your off-site data storage, for example, and securing your Web servers against the
latest worm. System security almost always involves compromises, and a good
security administrator always knows how to prioritize.

Internal threat considerations

Internal threats pose the most serious problem to the security of a system or net-
work. Often, an organization’s servers and workstations reside on the same network
behind a firewall, which gives the users of the workstations free access to attack
the servers. In essence, a “trusted” user who already has some degree of access to
a network initiates an internal attack.

Internal threats range from unskilled users to systems administrators —even the
CTO. Unfortunately, every company employee must be considered a potential
threat, but they cannot be treated with the same paranoia as external users. You
must develop some level of perceived trust and provide convenient access for
internal users, but also develop internal security. The convenience versus security
debate has been raging as long as computers have existed.

Some internal security incidents are unintentional and result from carelessness,
while others are the intentional work of a disgruntled employee. Still others are
intentional attempts to profit from archived records — selling health and financial
information, for example.
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An internal user may attack a system for any number of reasons, including the
following:

4 Data theft
4+ Espionage
4 Sabotage

4 General malice

Curiosity about private information accounts for a very large number of internal
security violations. Accounting records, such as payroll data, and e-mail are tempt-
ing targets. Most companies keep this information secured, and a curious employee
becomes a network attacker when he or she decides to search for an answer to the
question, “I wonder how much Joe makes?” In many cases, the curious insider dis-
covers that he doesn’t have access to the data and gives up. But others who don’t
have authorized access to the desired data will search for other means of access —
cracking the password of a user who does have access, tricking an authorized user
into revealing their password (commonly known as social engineering), or bribing
an authorized user to provide the desired information.

A large number of internal attacks are initiated by disgruntled employees or former
employees who want to get back at the company. This type of attacker takes many
approaches:

4 Deleting valuable corporate data
4 Publishing or distributing private corporate data

4 Changing administrative policy settings or passwords, or similarly disrupting
the corporate network

4+ Sending offensive or inappropriate e-mail messages from the corporate mes-
saging system

The level of damage inflicted by a trusted user largely depends on the user’s com-
puter and network skills. Those who have broader knowledge of the systems and
network can literally halt the workflow of an entire company. While the scope of
damage caused by a relatively unskilled user is not usually so large, the unskilled
user can still cause serious harm.

The unskilled user
Consider the following situation:

One weekend, when the system administrators or tech support users are not in the
office, an HR assistant decides to do some extra work. He attempts to access the
payroll files, only to find that he doesn’t have access. Either he is legitimately
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denied access, or he may not have been added to a security group by accident. The
HR assistant becomes incensed, especially because he commuted all the way to the
office on a Sunday morning. The assistant goes directly to his manager on Monday
and makes a complaint; the manager himself complains up the chain of manage-
ment until eventually an edict comes down to remove the security on all files on the
network: the result of uninformed decision-making.

This relaxing of security is a worst-case scenario for the systems administrators
because when the payroll data is leaked by some user who wants to know Joe’s
take-home pay, it is the administrator’s responsibility to explain how that hap-
pened. Of course, bad decision-making by management is never a valid excuse
when those managers are the ones asking questions.

By planning a proper internal security architecture, you can have a secure internal
network and still maintain a level of convenience for users. It may take some mea-
sure of skill, some trial and error in the lab (trial and error on the production net-
work is a bad idea for numerous reasons), and even some luck to get everything
balanced out. However, after everything is in place, many attacks will either be
impossible to carry out or finding the attacker will be easy.

Unskilled internal users may attempt to find a variety of information. For example,
they may try to access software that they would not normally have access to (to
make copies for home, or for other uses), view other users’ e-mail for malicious
purposes, or steal company secrets. This type of user is typically easy to track and
generally unsuccessful on the majority of attempts. Furthermore, they will be nei-
ther familiar with the network, nor have the expertise to use network discovery
tools. To track the movements of the unskilled internal user and gather evidence,
you can simply add your network monitor (you have a network monitor as part of
your response Kkit, right?) and thereby monitor the user for purposes of discipline
or prosecution.

The skilled user

The second type of user posing a threat to your network security is the skilled user,
of which the best example is a system administrator. Typically, the skilled user
doesn’t attack the network for trivial purposes, but for malicious purposes such as
espionage and selling company secrets, or worse, revenge. Tracking this type of
user presents two major difficulties. A skilled user will likely be competent enough
to cover his tracks. He may be removing or modifying system and security logs, and
attacking from a variety of hosts; he probably knows the layout of the network,
including the existence of any network monitoring and intrusion detection systems.
Also, after you notice a problem and respond, the skilled user may be scared off
before you gather enough information to identify and prosecute him. It is very
important that the attacker is not aware of the monitoring systems.

It is possible, in a number of ways, to make a “blackened” network monitor. A black-
ened network monitor should be able to receive all data sent on the network but

.
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not send any data onto the network. More difficult than creating the system that

is logically blackened is physically hiding that system from the attacker, especially
when the attacker has physical access to the data center. The attacker would
notice something unusual, such as a new system or a strange connection to the
network.

An internal network’s layout should be configured so that users and servers are
separated. The best design is one in which firewalls separate the two groups, but
they should at least be on separate network subnets. More importantly, you should
use an intrusion detection system (IDS) agent to watch traffic between the net-
works. With this layer of security, you can track intrusions from internal users.

Anatomy of an internal attack

The effect of an internal attack (by a skillful attacker) on a company can range
from small inconvenience to irreparable damage. Consider, for example, that the
attacker is someone who is involved with the systems on the network, such as a
system administrator. As mentioned earlier in this chapter, the attacker can mount
his attack for a number of reasons. Data theft is a fairly simple act; it is also unde-
tectable in many cases — until your innovations start appearing on your competi-
tor’s products, or your competitor’s sales force starts targeting your customers

en masse.

Another motive for attacking a system — one where the effects may be less obvious
than that of data theft, but just as damaging —is revenge. A disgruntled employee is
probably the best example of an attacker with vengeful motives. He may be able to
access the systems because he is given notice of his termination ahead of time, or
he may be let go immediately but still have access for a brief period. In any case, he
probably doesn’t feel he has much to lose.

A well-planned attack will involve the theft of such items as backup tapes and sys-
tem software, and possibly even hardware. By taking such items, which he knows
are vital to operations, the attacker can disrupt service and possibly even cause
total data loss. If nothing else drives home the importance of off-site backups, this
situation should. After the attacker has removed all possibility for a quick restora-
tion of service, he then begins the main attack against the network or data. Because
he has already disabled the backup/restore devices, this portion of the attack may
have devastating consequences. The attacker may have full access to many sys-
tems, so the attack could run the gamut from small and malicious to total network
disablement. One of the simplest and most dangerous things that the attacker can
do is format the hard disks. This makes it impossible to load the operating system
or access the data stored on the hard disks.

This simple attack is complete. Data has been lost and the backups, operating sys-
tem media, and application media are missing. The company has now suffered a
potentially deadly attack. It will only be able to recover from it by starting from
scratch.
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A Network Configuration for Highly Important Data

Some government and military installations employ a network configuration that places a
firewall between the user workstations and the servers. This isn't common practice in the
private sector due to the difficulty of correctly configuring and maintaining the firewall to
allow enough access — but not too much access. (One government administrator described
such a firewall as resembling Swiss cheese when improperly configured.) This network con-
figuration is used when the value and protection of the data on the network servers is of
the utmost importance. Government, military, and financial institutions often demand this
level of security.

External threat considerations

Most organizations spend a great deal of effort and money defending against exter-
nal attackers, despite the fact that internal attacks are more common. Perhaps this
is due to the intense publicity that some external attacks have generated. Perhaps
it’s because trusted employees (potential internal attackers) can’t be further
restricted from corporate data. Whatever the reason, more emphasis is placed on
protecting systems and networks from external attackers, and internal security is
often neglected as a result.

An external attack originates from outside a network’s firewall. Depending on the
location of your servers in the network architecture and the configuration of the
firewalls at your network entry points, your servers may be vulnerable to attack
from users who are not located on trusted networks under your control. The fire-
wall separates your internal, private network from the external, public world —the
Internet. In theory, users on the public networks know less about the configuration
of your network and servers, so they would seem to be less of a threat; however,
poor security can allow them to collect system and network information and create
their own map of your systems.

Black hats, white hats, and script kiddies

External attackers’ motives are usually different from those of the internal attacker.
In rare cases, they are also looking for secrets and practicing espionage, but most
of the time they are attempting simple Web page defacements or attacking for the
thrill of it.

The most severe situation you will face involves an attacker looking for specific
data on your network. This person is typically a lone wolf who is highly skilled and
doesn’t leave much of a trace, if any. This attacker doesn’t share his attacks with
anyone, reducing the likelihood of being caught (there’s no “honor among thieves,”
as the saying goes). This type of attacker has mastered each system he intends to
attack— he leaves no evidence of his presence in log files and does not destroy any

.
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data on your systems, only making copies of whatever he is looking for. He spends
much time in preparation before mounting the attack, which you may never even
detect. This type of attacker may also be capable of finding new vulnerabilities and
coding the associated exploits, or coding new exploits for old vulnerabilities. The
best defense against this type of attacker is to keep up-to-date on all vulnerabilities
in your systems and their respective fixes, have a secure firewall layer, and imple-
ment a good blackened intrusion detection system (discussed later in this chapter).

The attacker who attempts Web defacements (the script kiddie) is a much weaker
enemy. His skill set is much smaller than that of the lone wolf, as he is only capable
of using what is provided to him and doesn’t write his own malicious code. He
launches an attack from a previously compromised system on the Internet to com-
promise your systems for either a Web page defacement or a staging area for his
next attack. To defend against the script kiddies, keep your systems patched and
your firewalls locked down as tightly as possible.

Nowadays, with millions of people connected to the Internet, the threats have
changed and multiplied. The expert attackers can be categorized as white hat and
black hat hackers. The white hat hackers discover security problems in systems
and then work with the software vendors to fix these problems. Many of these
experts believe in full disclosure —that is, releasing the information about these
problems both to the software vendors and to the general public through paths
such as the Bugtraq mailing list. Normally, the vendors are contacted first and given
time to address and repair the problems before information about the vulnerabili-
ties is publicly released. The black hat hacker locates problems with systems, but
does not release them to the vendor or to the general public, choosing instead to
exploit them for his own gain.

White hat hackers do not pose a threat to network and system security. On the con-
trary, they work with the software vendors to make the software that is used on a
daily basis more secure, and in situations where the vendor is unresponsive, they
notify the general public so that the software can be avoided. The black hat hacker
is a rare threat. Most black hat hackers (remember, they know the systems thor-
oughly) will use the security holes they find for their own gain, through industrial
espionage or outright theft. Black hat hackers are rare; you are less likely to
encounter one “in the wild” than you would another type of attacker, such as the
script kiddie.

The phrase “in the wild” refers to something you come across on the public
~ Internet rather than in a lab environment. It is commonly used to refer to particu-
lar viruses that are commonly seen on the Internet.

You are almost guaranteed to come across a script kiddie when administrating a
network connected to the Internet. Script kiddies possess no real skills and use the
exploits created by expert hackers to maliciously attack systems. Everyone in the
Information Technology industry looks down upon script kiddies, who simply
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install a copy of the Linux operating system, download a few exploits, and begin to
attack systems. Most of the time, script kiddies use these attacks to facilitate Web
page defacements as a way to flaunt their own skills. In most environments, it is
common to see some form of attack from a script kiddie daily, even if it is only a
port scan.

Human imperfection should also be considered in a discussion about security.
Humans don’t usually function well under stress, can be easily distracted, and may
forget things. Furthermore, they become complacent when they perform the same
procedures over and over again. When considering the individuals who will poten-
tially come into contact with your network, you will probably decide that it’s best
not to trust anyone: internal users as well as anonymous external users. Don’t take
your own actions for granted either. Leaving a security hole in a system that you
configure or maintain is not much different from an attacker installing a backdoor
to give himself access. The process is similar, and the results are the same.
Admittedly, comparing a system administrator to an attacker is an extreme way of
thinking, but it guarantees the highest level of protection for your system.

A backdoor is a program installed without your knowledge that allows an attacker

~  to re-enter a system that he has compromised. However, backdoor programs orig-

inated not with the malicious hackers, but from system developers and testers
who left alternative ways into a system to facilitate their development and testing.

Anatomy of an external attack

The attack of an intruder who does not have knowledge of your network will
progress in one of two ways. If the intrusion is simple, such as the compromise of a
system that is not behind a firewall, he may simply attack that machine and not
bother exploring any further. A more determined attacker, however, is willing to do
more work. Keep in mind that the attack outlined in this section is possible with a
firewall in place, although some firewalls can be configured to stop parts of the
attack.

The determined attacker first attempts to get more information about your network
while avoiding detection. He can obtain this information from a number of places.
Protocols such as Simple Network Management Protocol (SNMP) can be queried
using default passwords to get information about router and firewall configurations.
Some network devices also have other vulnerabilities and will divulge information
when queried the right way. These types of exploits provide the attacker with the
network layout, including the following valuable information:

4 IP addresses
4 MAC addresses

4 Routing information







































