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access logs, litigation service provider, 184

accessibility, Zubulake I, 30–34

accessibility scope, 271–273

accountant-client privilege, 169

accounting personnel, 103

acquisition, 36, 321

active data stage, 32, 34

admissibility

experts, 214–215

Federal Rules of Evidence (FRE), 71–73

Lorraine v. Markel American Ins. Co., 204

rules, 204–208

Adobe Acrobat, redaction editing, 183

Advanced Micro Devices (AMD), 14

adverse infl uence ruling, 252

affi rmative steps, 45

algorithms, hash, 223–224

American Bar Association (ABA)

civil discovery standards, 80

Formal Opinion 06-442, 95

Model Rules of Professional Conduct, 

83, 253

American Bar Association Journal, 305–306

and not operator, Boolean search, 227

and operator, Boolean search, 226

anti-trust, large case litigation, 264

Applied Discovery, online law library, 305

appointing order, Special Master, 261

archive policy, 264

archives, 33, 46–47

Association for Information and Image 

Management (AIIM), 239

Association for Records Managers and 

Administrators (ARMA), 239

attorney-client privilege, 168

attorney-eyes-only agreements, 178

authentication

chain of custody, 206–207

ESI admissibility hurdle, 205–206

hash values, 223–224

Lorraine v. Markel Am. Ins., 287, 298–299

rules of evidence, 72

self-authenticating ESI, 206

United States v. Tank, 287

authenticity, Lorraine v. Markel Am. 
Ins. Co., 46

automatic deletion systems, 123

automatic systems, 205–206

• B •
backup tapes, 33–34, 123

bad faith, inherent power behavior, 89–90

bankruptcy, 35

Bates stamping, identifi cation, 268–269

best evidence, 72, 210

best practices search, keywords, 158

bit-stream copy, 222–223

blogs, 52, 303–306

Boolean operators, 226–227

breach of contract, 258, 278

business records, 206, 238–239

• C •
California, Civil Discovery Act, 36

CAM time/date stamps, 226

carved fi les, searches, 227

case law, 13, 323

case management order, 267

CDs, near-line storage media, 29

certifi cations, 86–87

chain of custody, 192–193, 206–207

chief information offi cer (CIO), 102

circumstantial evidence, 205

clawback agreements, 23, 178, 259, 271

cloud computing, 162, 323

collaboration platforms, Web 2.0, 54

collaborative search, 158

collect to preserve protocol, 124

communications, 22, 171. See also 
privileged communications
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complaint served, deadlines, 18–19

complaints, litigation hold trigger, 121

complete review, rolling production, 185

complex litigation. See also litigation

anti-trust, 264

case management order, 267

clawback agreements, 271

consulting companies, 274–275

cost-shifting, 273

criminal fraud, 264

document depositories, 269–270

document retention plan, 264

educating the judge, 267

experts, 274–275

form of production, 269

good-cause inquiry, 272–273

identifi cation systems, 268–269

judicial resolution, 270–271

meet and confer session, 270–271

project management process, 266

proving the merits of the case, 266–267

quality control issues, 265–266

quick peek agreements, 271

rolling discovery schedule, 271

scope of accessibility, 271–273

securities fraud, 264

service providers, 274

sexual harassment, retaliation, 264

statistical sampling, 271

summary judgement, 268

vendor partnering, 274

computer forensics. See also forensics

assurances, 218

authentication, 223–224

Boolean searches, 226–227

carved fi les, 227

consent to search electronic media, 221

data sampling, 216–218

defensible approach elements, 231

deleted ESI, 213, 224–225

disguised ESI, 213

e-discovery support, 229

encrypted ESI, 213

expert functions, 214

experts admissibility, 214–215

fi shing expeditions, 229–230

hash authentication, 223–224

headerless encrypted fi les, 213

image acquisition/preservation, 222–223

investigation preparation, 220–222

National Institute of Standards and 

Technology, 211

password protected ESI, 213

Peskoff v. Faber, 261

planted ESI, 213

process steps, 218–219

reports, 228

reverse engineering concerns, 218

scientifi c method, 215–216

search-broadening methods, 225

search-limiting methods, 226

small case litigation, 282, 285

tampered ESI, 213

when to hire an expert, 212–213

withheld ESI, 212

Computer Fraud and Abuse Act (CFAA), 

278

computer systems, 36–37, 284

concepts, search method, 158

Conference of Chief Justices, 79

conference scheduling, judge’s role, 259

confi dential information, 170–171

confi dentiality, avoiding waivers, 173

consent to search, electronic media, 221

consultants, data mapping services, 111

consulting companies, 274–275

cooperation

judicial intervention, 73–74

Mancia v. Mayfl ower Textile Services Co., 

315–316

Cooperation Proclamation, Sedona 

Conference, 302

copyrights

Drew Heriot & Drew Pictures Pty LTD v. 
Byrne, 196

Victor Stanley, Inc. v. Creative Pipe, Inc., 
311–312

Cornell Law School, Legal Information 

Institute and Wex, 307

corporate strategic plans, 171

corrupted ESI, 33–34, 161

cost of discovery, Oracle Corporation, et 
al., v. SAP AG, et al, 252, 273

cost-shifting, 273

court orders, ESI agreements, 178–179

criminal case, 313–314, 323
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criminal e-discovery, 313–314

criminal fraud, 264

critical path method (CPM), 57

• D •
dashboard, 162, 323

data carving tools, fi le searches, 227

data compilation, authentication, 205

data custodian, 104–105, 324

data extractions, ESI processing, 154

data librarians, 103

data map, 108–111, 324

data ranges, 105

data repositories, 283

data safeguarding, Kevin Keithley v. The 
Home Store.com, 45

data sampling, 216–218

data sets, 183–193

database administrator, 102

data-driven search, keywords, 158

date range, search-limiting method, 226

Daubert test, 203, 214–215, 324

deduping, duplicate documents, 103

defamation, 279, 324

defendant objects, Johnson v. Kraft Foods 
N.A., 27

defensive strategies, judicial advice, 45–46

delays, 121–122

deleted ESI, 213, 224–225

demands, 13, 40–41

Department of Defense (DoD), 241

deposition, 140–141, 324

destructive changes, 17

destructive process, 123–125

Digital Intelligence, 223

digital release, 183–184

direct evidence, authentication, 205

disaster recovery personnel, 103

Discerning e-Discovery, blog, 303

disclosures, 65, 293–295, 298

discovery abuses, Mancia v. Mayfl ower 
Textile Services Co, 294–295

discovery limits, 272

discovery orders, 87–88

discovery requests, 294–295

Discovery Resources, 303

discovery timetable, 139

disguised ESI, 213

distinctive characteristics, 205

document history, 15–16

documentation, 191–193

documents

bit-stream copy, 222–223

versus business records, 238–239

deduping, 103

depositories, 269–270

descriptions, 85

identifi cation techniques, 149–150

improper redaction examples, 188–189

metadata extractions, 194–195

proper redaction examples, 189–190

redaction editing, 183, 187–190

scheduling order, 259

self-authenticating ESI, 206

downsizing, litigation hold, 122–123

drilldown, 162, 324

due diligence, 84–87

duty to confer, Mikron Industries Inc. v. 
Hurd Windows & Doors Inc., 316–317

duty to preserve

litigation deadlines, 18–19, 21–22

versus preservation, 116

Zubulake VI, 22

DVDs, near-line storage media, 29

• E •
e-discovery

Federal Rules of Civil Procedure (FRCP) 

amendments, 9–13

FRCP boundaries, 75

limiting conditions, 167

e-discovery scope, 104–106

E-Discovery Team, blog, 304

e-discovery teams, 102–103

Electronic Data Discovery (EDD), 306

Electronic Digital Rights Management 

(EDRM), 194–195, 237

Electronic Discovery Case Database, K&L 

Gates, 304

Electronic Discovery Law, blog, 304

Electronic Discovery Reference Model 

(EDRM), 80, 191–192, 325

electronic media, consent to search, 221
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electronic records management (ERM). 
designing by committee, 240

developing/implementing, 20–21

DoD 5015 standards, 241

doing what you say, 248

e-mail policy, 244–246

keeping-it-all, 247

manager commitment, 241–243

policies, 236, 243–244

process steps, 246–247

record identifi cation, 240–241

retention period, 246

retention schedule, 246

risk appetite, 242

electronically stored information (ESI)

accessible versus inaccessible 

categories, 33

acquisitions, 36

active data stage, 32

admissibility rules, 204–208

analyzing for privilege, 22

archives, 33

authentication rules, 207–208

backup tapes, 33

bankruptcy, 35

best evidence rule, 210

chain of custody, 192–193

cherry-picking content concerns, 37

clawback agreements, 23, 178

complexity, 15–16

corrupted fi les, 33

cost reduction methods, 12

court orders, 178–179

data retention, 112–113

data search methods, 12

data sets, 182–190

deduping, 103

demand cost cutting methods, 40–41

destructive changes, 17

digital release method, 183–184

disclosure response, 175

dispute types, 26

document forms, 11–12

documentation production, 190–192

duty to preserve, 21–22

duty to preserve versus preservation, 116

early case assessment tools, 152–154

electronic records management 

(ERM), 20–21

e-mail lifecycles, 29–30

erased fi les, 33

exponential growth, 166

false negatives, 150

false positives, 150

fi ltering, 22, 146–151, 156–157

forensically sound acquisition, 219

fragility, 16–17

fragility/persistence paradox, 17

fragmented fi les, 33

FRCP amendments, 9–13

good cause production, 35

hard costs, 39

hashing method, 207

hearsay rule, 208–210

hidden costs, 39

identifi cation techniques, 149–150

inadvertent disclosure, 23

legal review costs, 38–39

limiting conditions, 167

litigation cost examples, 37–38

litigation holds, 36–37, 48–51

litigation services platform, 183–184

media types/accessibility degree, 27–29

meet-and-confer session topics, 26

mergers, 36

metadata, 15–16

near-line, 29

non-party responsibilities, 47

obstruction of justice matters, 96–97

offl ine, 29

offl ine storage, 33

online media, 28–29

overlooking sources, 111–112

versus paper documents, 14–18

physical delivery method, 183–184

post-production reviews, 12

pre-production reviews, 12

presentation at trial, 24

preservation factors, 36–37

preservation protocols, 124

privilege logs, 173–174

probative value, 167, 210

processing, 22, 146–151, 154–155

production cost shifting, 35

production forms, 23
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proportionality negotiations, 108

proportionality of scale, 107

proprietary systems, 36

reasonable accessibility, 113

reasonably accessible negotiations, 254

replicant data, 17

review platforms, 161–162

reviewing, 146–151, 161

sampling, 159–160

searches, 147–149

self-authenticating, 206

self-replication, 15

small case exclusion conditions, 280

software/hardware dependency, 18

spoliation defense, 50–51

subject matter waivers, 172–177

transaction databases, 36

trial and error search process, 151–152

two-tier test, 34–36

Web 2.0 platforms, 51–54

e-mail, 29–30, 195, 216–217, 244–246

e-mail threads, ESI processing, 155

embedded tables, redaction issues, 190

employee departures, 122–123

Employee Retirement Income Security Act 

(ERISA), 230

employee versus employer, 282

employment discrimination, Zubulake v. 

UBS Warburg LLC, 13, 309–310

EnCase, forensics software, 223

encrypted ESI, 161, 213

erased fi les, 33–34

ESI costs, 38

ESI export, ESI processing, 155

ESI locations, 105–106

ESI retention

Doe v. Norwalk, 124

Gippetti v. United Parcel Service, Inc., 

123–124

ESI withholding, 85

evidence admissibility, rules, 204–208

evidence preservation, 45, 136–137

evidence searches, lawyer’s effort, 85

exception, 72, 325

exclusion, 72, 325

expert appointment, In Re Seroquel 
Products Liability, 261

expert testimony

Daubert v. Merrel Dow Pharms, Inc., 203

Galaxy Computer Services, Inc.
 v. Baker, 203

experts

admissibility issues, 214–215

appointing order, 261

complex litigation, 274–275

computer forensics, 212–215

e-discovery team member, 103

judge’s appointments, 259, 261–262

qualifying, 202–203

eXtensible Markup Language (XML), 228

external counsel, 102, 107–08, 325

• F •
Facebook, social media, 53

failure to appear, 88

failure to disclose, 88

failure to participate, 88

failure to provide ESI, 88

false negative, 150, 325

false positive, 150, 325

Federal Rules Advisory Committee, 81

Federal Rules of Civil Procedure (FRCP). 
See also rules

e-discovery amendments, 9–13

e-discovery boundaries, 74–75

e-discovery comparisons, 62–63

litigation timelines/deadlines, 18–19

judge’s guidance, 251

Rule 1, 63

Rule 16, 63–64, 169, 259

Rule 26, 65, 77–78, 85–87, 119, 169, 171, 

179, 272, 286, 291–295, 315–316

Rule 30, 295–296

Rule 30(b)(6) witness, 140–141

Rule 33, 65

Rule 34, 65, 77–78, 137, 248, 296–297

Rule 34(b)(ii), 23

Rule 37, 64, 76–78, 87–88, 297, 312–313

Rule 45, 76, 169

Rule 53, 172, 259

sanctions, 87–89

Sedona Conference Cooperation 

Proclamation, 74
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Federal Rules of Criminal Procedure 

(continued)
e-discovery comparisons, 62–63

Rule 16, 71

Rule 17, 71

Rule 17.1, 71

Rule 41, 71

Federal Rules of Evidence (FRE). 
See also rules

admissibility, 71–73

e-discovery comparisons, 62–63

irrelevancy, 72–73

relevancy, 72–73

Rule 104, 202

Rule 401, 167

Rule 501, 168

Rule 502, 172, 175–177, 298

Rule 702, 203, 215

Rule 803, 209

Rule 807, 209

Rule 901, 205, 298–299

Rule 902, 206

Rule 1002, 72

federal search and seizure return, 70

federal search and seizure warrant, 69

federal search warrant, 68

fi le formats, ESI processing, 154

fi le size, search-limiting method, 226

fi les

best practices search, 158

carved, 227

collaborative search, 158

concept search, 158

corrupted, 33

custodian fi ltering, 156–157

data range fi ltering, 157

data validity testing, 159–160

data-driven search, 158

deduping, 157

erased, 33

fi le-level chain of custody, 193

forms of production, 193–194

fragmented, 33

keyword search, 157

near-line storage, 29

offl ine storage, 29

phrase search, 157

production history tracking, 184

random versus sequential storage, 28–29

size/type fi ltering, 156

small case litigation, 286–287

fi lter cost, Rowe Entertainment v. Williams 
Morris et al., 166

fi lters, ESI search protocols, 156–157

fi rst-pass reviews, ESI processing, 161

fi rst-tier data, 34–35

fi shing expeditions, 229–230

fl ash drives, near-line storage media, 29

forced cooperation

Gross Construction Associates, Inc. v 
American Mfrs. Mutual Ins. Co., 254

judge’s decision, 253–254

forensic accountants, 286

forensics, 220, 222. See also computer 

forensics

Form 35, Report of Parties Planning 

Meeting, 134–135

form of production

3M Company v. Kanbar, 297

complex litigation, 269

D’Onofrio v. SFX Sports Group, Inc., 137

ESI, 23

Ford Motor Co. v. Edgewood Props., 296

In re Payment Card Interchange Fee & 
Merchant Discount Antitrust 
Litigation, 297

meet-and-confer sessions, 137

native format, 193–194

near-native format, 194

near-paper format, 194

paper (hard copy), 194

Fourth Amendment, 67, 326

fragility, ESI versus paper, 16–17

fragmented fi les, 33–34

frivolous litigation, 282

FTK, forensics software, 223

fuzziness, search-broadening method, 225

• G •
general counsel (GC), 102, 326

good cause, 35, 272–273

good faith, 136, 326

good faith ideal, 116

Google Desktop, search software, 147

Google Docs, collaboration platform, 54
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government agencies, 169

granular level, IT architecture, 108

graphs, redaction issues, 190

• H •
hard copy (paper), fi le production, 194

hard costs, ESI, 39

hard drives, 32, 123–124

hardware

chain of custody, 192–193

ESI versus paper documents, 18

hash values, 223–224

hashing method, ESI numbering, 207

headerless encrypted fi les, 213

hearsay rule, exceptions, 208–210

hidden costs, ESI, 39

history logs, EDRM, 191–192

hold notice, re eBay Seller Antitrust 
Litigation, 126

homonyms, search-broadening method, 225

hosted applications, Software-as-a-Service 

(SaaS), 162

hot ESI, fi rst-pass review, 161

human resource (HR) personnel, 103

husband-wife privilege, 168

HyperText Markup Language (HTML) 

reports, 228

hypotheses, 215–216

• I •
identifi cation, evidence, 298–299

identifi cation systems, 268–269

image acquisition, 222–223

image fi les, 194

improper redaction, Schaefer v. GE, 188

inadvertent disclosure, clawback 

agreements, 23, 178

incompetence defense, Garcia v. Berkshire 
Life Ins. Co. of America, 86

indexes, ESI processing, 155

indexing system, 264

individual versus individual, small case 

litigation, 282

information management, 237

information security (infosec), 103

information technology (IT), 10, 13, 236–237

inherent power, sanctions, 89–90

in-house counsel. See general counsel (GC)

instant onset, small case litigation, 283

insurance, 314–315

Intel, Advanced Micro Devices (AMD) 

lawsuit, 14

Internet defamation, 279

interrogatories, 66

inventory, ESI processing, 154

inventory logs, Web 2.0, 52

investigation threats, 121

Irrelevant ESI, fi rst-pass review, 161 

IT architecture, 108–113

IT personnel, 102

• J •
judges

active participation, 258–259

admissibility determinations, 202

adverse infl uence ruling, 252

appointing order, 261

case management order, 267

complex litigation education, 267

conference scheduling, 259

expert appointments, 259, 261–262

Federal Rules of Civil Procedures (FRCP) 

guidance, 251

forcing cooperation, 253–254

misconduct determinations, 254

orders to produce, 259

overseeing agreements, 259

protection orders, 259

reasonableness standard, 252–253

reasonably accessible ESI, 254

sanctions, 259

scheduling order, 259

scope of cost determinations, 262

Sheila El-Amin, et al. v. George Washington 
University, 260 

summary judgement, 268

tiers of fact, 214–215

unreasonable delay rulings, 258

judicial advice, defensive strategies, 45–46

juries

adverse inference instructions, 115

adverse infl uence ruling, 252

evidence weight determinations, 202

tiers of fact, 214–215

just a bunch of disks (JBOD), 33
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• K •
K&L Gates, Electronic Discovery Case 

Database, 304

Kahn Consulting, Inc, 243

Kazeon, forensics software, 223

key players, 104–105

keyword search

Equity Analytics v. Lundin, 13

Gross Construction Associates, Inc. v. 
American Mfrs. Mutual Ins. Co., 317–318 

U.S. v. O’Keefe, 13, 149

Victor Stanley, Inc. v. Creative Pipe, Inc., 
13, 158

William A. Gross Const. Assoc., Inc. v. Am. 
Mfg.Mutual Ins. Co., 74

keywords, 157

• L •
Law Technology News (LTN), 303

lawyer misconduct, Qualcomm Inc. v. 
Broadcom, Inc., 92

lawyer oversight, Bratka v. 
Anheuser-Busch Co., 94

lawyers

ABA Model Rules of Professional 

Conduct, 253

certifi cations, 86–87

due diligence, 84–87

ESI production, 86

evidence searches, 85

FRCP sanctions, 87–89

frivolous discovery requests, 253

inherent power sanctions, 89–90

IT (information technology), 10, 13

misconduct, 91–93

Model Rules of Professional Conduct, 83, 

93–94

Rules of Professional Responsibility, 83

Special Master, 12, 74

Legal Information Institute (LII), Cornell 

Law School, l307

legal reviews, ESI costs, 38–39

Legal Technology, 306

LegalTech, trade show, 303

Lexis Nexis, 305

libel, small case litigation, 279

limitations on ESI, 291–292

limitless scope of discovery, 87

LinkedIn, social media, 53

litigation. See also complex litigation; small 

case litigation

e-discovery timeline, 10–11, 18–20

ESI cost, 12, 37–38

meet-and-confer meeting, 133–134

litigation holds

Arteria Property Pty Ltd. v. Universal 
Funding V.T.O., Inc., 46

buying in strategies, 49–50

custodial compliance documentation, 

126–127

defensive strategies, 48–51

digital recycling issues, 123–125

downsizing protections, 122–123

employee departures, 122–123

ESI, 36–37

forensics-level preservation, 130–132

implementation steps, 125–126

preservation letters, 127–132

purpose, 119

sanction events, 121–122

self-interest delay, 122

termination sanction concerns, 119

trigger events, 120–121

when to issue, 121

litigation services platform, 183–184

litigation threats, 121

low case value, 282

• M •
magnetic disks, online storage, 32

magnetic tape, 29, 33

Manual for Complex Litigation, Fourth, 267

marital matters, 278–279

Media Law Resource Center, 279

meet-and-confer sessions, 133–134

clawback agreements, 23, 178

complex litigation, 270–271

data maps, 108–111

discovery timetables, 139

ESI accessibility issues, 139

ESI discussions, 26

evidence preservation, 136–137

Form 35, 134–135
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forms of production, 137

good faith sanctions, 88

inaccessible ESI restoration costs, 139

litigation deadlines, 18–19

mutual interest discovery, 141

privileged ESI, 138

production fi le formats, 186

protected ESI, 138

quick peek agreement, 138

reasonably accessible negotiations, 254

search protocols, 139

mergers, ESI accessibility, 36

merits of the case, 266–267

Message Digest 5 (MD5), 223–224

metadata

Autotech Techs Ltd. P’ship v. 
Automationdirect.com, 137

document extractions, 194–195

document history, 15–16

e-mail extractions, 195

ESI processing, 155

fi le production forms, 193–194

native format, 77

rules, 77–78

metadata standards, Williams v. Sprint, 16

Microsoft Offi ce Live Workspace, 54

Microsoft Windows, search utility, 147

misconduct, rules, 91–93

Model Rules of Professional Conduct, ABA, 

83, 93–94

MySpace, social media, 53

• N •
National Conference of Commissioners on 

Uniform State Laws, 80

National Institute of Standards and 

Technology (NIST), 211

National Software Reference Library 

(NSRL), 146

native format

computer forensics reports, 228

fi le production form, 193–194

metadata, 77

native production, 186

native production motions, 185–187

near-line media, 29, 32, 34

near-native format, 194

near-paper format, 194

negligent management, 115

network administrator, 102

newspapers, self-authenticating ESI, 206

non-cooperation, In Re Seroquel Products 
Liability Litigation, 136

non-duplicate review, 185

non-party

ESI responsibilities, 47

United States ex rel. Prikh v. 
Premera Blue Cross, 47

nonpriviliged matter discovery, 65

non-repetitive review, 185

not reasonably accessible (NRA) ESI, 

291–292

Nuix, forensics software, 223

• O •
offl ine media, 29, 33–34

online media, 28–29

oppression, protective order reason, 75

optical character recognition (OCR), 190

optical disks, 32–33

or operator, Boolean search, 227

orders to produce, judge’s decision, 259

Osterman Research, 242

outside counsel, 252–253

• P •
paper (hard copy), 194

paper documents, versus ESI, 14–18

Paraben, forensics software, 223

password protected ESI, 161, 213

patent dispute, Qualcomm v. Broadcom, 

310–311

patents

Kucala Enterprises, Ltd. v. Auto Wax Co., 
Inc., 224

Qualcomm v. Broadcom, 310–311

periodicals, self-authenticating ESI, 206

personal correspondence, 286–287

personally identifi able information (PII), 171

physician-client privilege, 168

pilot tests, rolling productions, 184

planted ESI, 213

pocket-archives, e-mail issues, 245
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podcasts, social networking, 52

policies

data retention, 112–113

electronic records management (ERM), 

20–21, 236, 243–244

e-mail management, 244–246

Portable Document Format (PDF) 

reports, 228

post-production reviews, ESI, 12

pre-investigation, 220–222

prelitigation practices

affi rmative steps, 45

archiving, 46–47

critical path method (CPM), 57

defensive strategies, 44–47

ethical conduct/credibility maintenance, 57

litigation holds, 48–51

project management, 55–57

response teams, 54–55

spoliation defense, 50–51

triple constraints, 56–57

Web 2.0 platforms, 51–54

pre-production reviews, ESI, 12

preservation

versus duty to preserve, 116

ESI factors, 36–37

good faith ideal, 116

WG1’s 2008 guidelines, 117–119

preservation letters, 121, 127–132, 285

preservation order, 64

preservation protocols, ESI, 124

preserve in place protocol, 124

pretiral disclosures/objects, 293

priority order, rolling productions, 185

privacy invasion, ESI exclusion, 280–281

private, ESI fi rst-pass review, 161

privilege, avoiding waiver, 173, 329

privilege logs, ESI, 173–174

privileged communications. See also 
communications

accountant-client, 169

attorney-client, 23, 168

clawback agreements, 23

husband-wife, 168

Mira Inc. v. O’Brien, 95

physician-client, 168

psychotherapist-client, 168

religious leader-follower, 168

self-incrimination, 169

privileged documents, Rico v. Mitsubishi 
Motor Corp., 95

privileged ESI

fi rst-pass review, 161

meet-and-confer sessions, 138

probative value, ESI, 167

procedures, data retention, 112–113

production form, 66

production history logs, 191–192

production logs, 127

project management, 55–57, 266

proportionality of scale, 107

proportionality rule, 286

proportionality test, 119

proprietary data theft, 278

proprietary research, 171

proprietary systems, ESI accessibility, 36

protected ESI, 138

protected materials, 292–293

protective order, 64, 75, 259

psychotherapist-client, 168

Public Access to Court Electronic Records 

(PACER), e-discovery opinions, 13

public documents, 206

public records, 205–206

• Q •
quality controls, 265–266

queries, Boolean operators, 226–227

quick peek agreement, 138, 177–178, 271

• R •
random access, online media, 28–29

Really Simple Syndication (RSS), 53

reasonable accessibility, 113

reasonable inquiry, 252–253

reasonableness ideal, ESI, 116

reasonableness standard, 252–253

reckless conduct, power behavior, 89

records. See electronic records 

management (ERM)

records, documents versus business 

records, 238–239

records managers, 103, 330

recycling, litigation hold issues, 123–125

redact ESI, 161, 330
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redaction

electronic versus standard, 187

human oversight requirements, 190

improper examples, 188–189

Magnatrax Litigation Trust, Plaintiff v. 
Onex Corporation, 191

proper examples, 189–190

redacting without cause, 191

Schaefer v. GE, 188

Redax, document redaction software, 183

Reference Data Set (RDS), 146

relevance, 204, 214–215

relevancy, Federal Rules of Evidence 

(FRE), 72–73

relevant evidence, 167

religious leader-follower privilege, 168

repetitive fi les, 154

replicant data, 17, 330

reports, 205, 228, 285

reproduction, White v. Graceland College 
Center for Professional Development & 
Lifelong Learning, Inc., 195

request for information (RFI), 275

request for proposal (RFP), 275

resources, 302–307

response teams, 54–55

responsive ESI, 105, 161

retention period, 246

retention schedule, 246

reviews

consistent redaction, 163

duplicate fi le links, 163

ESI processing, 161

link/relationship preservation, 163

metadata preservation, 163

rolling production, 185

small case litigation, 285

tag verifi cation, 163

Web-based platforms, 161–162

Rich Text Format (RTF) reports, 228

risk appetite, ERM, 242

robotic storage systems, 32

rolling discovery schedule, 271

rolling production, data sets, 184–185

rules. See also Federal Rules of Civil 

Procedure (FRCP); Federal Rules of 

Criminal Procedure (FRCrimP); Federal 

Rules of Evidence (FRE)

attorney misconduct, 91–93

authentication, 72, 207–208

best evidence, 72, 210

case law interpretations, 13

Conference of Chief Justices, 79

e-discovery comparisons, 62–63

Electronic Discovery Reference Model 

(EDRM) Project, 80

electronic records management (ERM) 

compliance, 248–249

evidence admissibility, 204–208

exceptions, 72

exclusions, 72

Federal Rules Advisory Committee, 81

hearsay, 208–210

litigation timelines/deadlines, 18–19

metadata, 77–78

National Conference of Commissioners 

on Uniform State Laws, 80

not reasonably accessible ESI, 113

proportionality of scale, 107

sanction,  avoiding, 75–77

Sedona Principles, 79

rules of evidence, 331

• S •
safe harbor, Doe v. Norwalk Community 

College, 76, 312–313

sampling, ESI validation, 159–160

sanctions

Ajaxo, Inc. et al. v. Bank of America 
Technology and Operations, Inc., 95

Atlantic Recoding Corp. v. Howell, 90

avoidance methods, 75–77

Bray & Gillespie Mgmt. v. Lexington and 
Lexington Insurance Company, 90

inherent power behaviors, 89–90

judge’s decision, 259

Keithley et al. v. The Home Store.com,
 Inc., 90

Nursing Home Pension Fund v. Oracle 
Corp., 90

Padgett v. City of Monte Sereno, 50

Phoenix Four, Inc. v. Strategic Red.
Corp., 90

scanned images, redaction issues, 190

scheduling conference, 18–19, 259

scheduling order, judge’s decision, 259

scientifi c method, 215–216



344 e-Discovery  For Dummies 

scope of accessibility, 271–273

scope of cost determinations, 262

search protocols, 139

searches

best practices, 158

Boolean operators, 226–227

collaborative, 158

computer forensics, 225–226

concepts, 158

data carving tools, 227

data sampling, 216–217

data validity testing, 159–160

data-driven, 158

ESI, 147–149

false negatives, 150

false positives, 150

fi lters, 156–157

Google Desktop, 147

keyword, 157

phrase, 157

trial and error process, 151–152

second-tier data, 34–35

Secure Hash Algorithm 1 (SHA-1), 223–224

Secure Hash Algorithm 256 (SHA-256), 223

securities fraud, 264

security, 183–184

Sedona Conference, 74, 117–119, 265, 302

Sedona Principles, 79

self-authentication, 206

self-incrimination privilege, 169

sequential access, online media, 28–29

service providers, 274

sexual harassment, 264

simple negligence, power behavior, 89

slander, 279

small case litigation. See also litigation

breach of contract, 278

computer forensics, 282, 285

data repositories, 283

defamation, 279

e-discovery benefi ts, 278–279

emotional decisions, 283

employee versus employer, 282

ESI exclusion conditions, 280–281

fi les, 286–287

forensic accountants, 286

individual versus individual, 282

instant onset, 283

Internet defamation, 279

large case characteristics, 281–282

low case value, 282

low e-discovery cost, 282

management procedures, 283–285

marital matters, 278–279

personal correspondence, 286–287

preservation letters, 285

proportionality rule, 286

proprietary data theft, 278

reports, 285

reviews, 285

smoking gun, Ernst v. Merck & Co., Inc., 85

social media, Web 2.0 platform, 53–54

social networking

Biegel v. Norberg, 52

Web 2.0 platform, 52–53

software

computer forensics, 223

data mapping, 111

ESI processing, 155

ESI versus paper documents, 18

litigation holds, 123

Web-based review platforms, 161–162

Software-as-a-Service (SaaS), 162

Sound Evidence, blog, 303

Special Master

appointing order, 261

e-discovery dispute resolution, 12, 74

e-discovery tasks, 261

ESI dispute resolution, 172

specimen comparisons, 205

spoliation

Coleman (Parent) Holdings, Inc. v. Morgan 
Stanley & Co., 90

Gutman v. Kelin, 318–319

Phillip M. Adams and Associates v. 
Dell, Fujitsu, Sony, ASUS Computer 
International, et al, 50–51

United States v. Philip Morris, 95

statistical sampling, 271

stemming, search-broadening method, 225

subject matter waivers, 172–177

summary judgement, 268

Supreme Court of the United States, 

306–307

synonyms, search-broadening method, 225
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system fi les, ESI processing, 154

system upgrades, litigation holds, 123

• T •
tables, redaction issues, 190

Tagged Image File Format (TIFF) reports, 

228

tampered ESI, 213

termination sanctions

failed litigation holds, 119

Gutman v. Klein, 318–319

The Sedona Conference Institute (TSCI), 

302

third-party vendors, 88–89

tiers of fact, Daubert standard, 214–215

time frames, 105–106

timetables, meet and confer sessions, 139

trade inscriptions, 206

trade secrets

Ameriwood Ind., Inc. v. Liberman, 230

confi dential information, 171

trade shows, LegalTech, 303

trademarks, Koninklijke Philips Electronics 
N.V. v. KXD Technology, 220

transaction databases, 36

trial lawyers. See external counsel

triple constraints, prelitigation, 56–57

Twitter, social media, 53

two-tier test, 34–36, 119

• U •
undue burden, protective order reason, 75

undue cost, Cason-Merenda v. Detroit 
Medical Center, 292

unreasonable delay, Ford Motor Co v. 
Edgewood Props, 258

• V •
validation, ESI sampling, 159–160

vendor errors, In re Seroquel Products 
Liability Litigation, 89

vendors

complex litigation partnering, 274

contract negotiations, 275

data mapping services, 111

document depositories, 270

e-discovery sources, 152

e-discovery team member, 103

request for information (RFI), 275

request for proposal (RFP), 275

selection guidelines, 153–154

third-party protections, 170–171

virtual private network (VPN), 183

volume, ESI versus paper documents, 15

• W •
waivers, subject matter, 172–177

Web 2.0 platforms, prelitigation, 51–54

Web sites

American Bar Association (ABA), 80

American Bar Association Journal, 

305–306

Association for Information and Image 

Management (AIIM), 239

Association for Records Managers and 

Administrators (ARMA), 239

Citizen Media Law, 52

Conference of Chief Justices, 79

Cornell Law School, 307

Craig Ball, 303

current time, 226

Discovery Resources, 303

E-Discovery Team blog, 304

Electronic Data Discovery, 306

Electronic Discovery Law, 304

federal rulemaking process, 10

FRCP (Federal Rules of Civil Procedure), 10

Kahn Consulting, 243

Kenneth Withers, 302

Law Technology News, 303

LexisNexis Applied Discovery, 152, 305

Media Law Resource Center, 279

National Conference of Commissioners 

on Uniform State Laws, 80

National Security Agency (NSA), 190

National Software Reference Library 

(NSRL), 146

PACER (Public Access to Court Electronic 

Records), 13

Sedona Conference, 302
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Web sites (continued)
Sedona Principles, 79, 137

Socha Consulting, 152

Stanford Law School Securities Class 

Action Clearinghouse, 38

Supreme Court of the United States, 

306–307

vdiscovery, 152

WG1, 119

Web-based review platforms, 161–162

Wex, wiki-like legal dictionary, 307

wikis, social networking technology, 53

willful mismanagement of property, 115

wiretap violations, 280

withheld ESI, 212

witness, Ideal Aerosmith, Inc. v. Acutronic 
USA, Inc., 141

witness designation, 295–296

witness testimony, 205

word-frequency lists, 155

work product

ESI fi rst-pass review, 161

Hickman v. Taylor, 169

protections, 169–170

waiver, avoiding, 173

Working Group on Electronic Document 

Retention and Production, 117–119

Working Group Series (WGS), 302

written document retention, Keithley v. 
Homestore.com, Inc., 124

• X •
X-Ways Forensics, 223

X-Ways WinHex, 223

• Y •
Yelp, 53

YouTube, 53


