


 

Welcome to the exciting world of internetworking. This first 
chapter will really help you understand the basics of internet-
working by focusing on how to connect networks using Cisco 

routers and switches. First, you need to know exactly what an internetwork is, right? You 
create an internetwork when you connect two or more LANs or WANs through a router and 
configure a logical network addressing scheme with a protocol, such as IP. I’ll be covering 
these four topics in this chapter:
�

 

Internetworking basics
�

 

Network segmentation
�

 

How bridges, switches, and routers are used to physically segment a network
�

 

How routers are employed to create an internetwork

I’m also going to dissect the Open Systems Interconnection (OSI) model and describe each 
part in detail because you really need a good grasp of OSI for a solid foundation to build your 
networking knowledge upon. The OSI model has seven hierarchical layers that were developed 
to enable networks to communicate reliably

 

 

 

between disparate systems. Since this book centers 
on all things CCENT, it’s crucial for you to understand the OSI model as Cisco sees it, so that’s 
how I’ll be presenting the seven layers to you.

Since there are a bunch of different types of devices specified in the different layers of the 
OSI model, it’s also very important to understand the many types of cables and connectors

 

 

 

used for connecting all those devices to a network. We’ll go over cabling Cisco devices, dis-
cussing how to connect to a router or switch (along with Ethernet LAN technologies) and even 
how to connect a router or switch with a console connection.

We’ll finish the chapter by discussing the three-layer hierarchical model that was developed 
by Cisco to help you design, implement, and troubleshoot internetworks.

After you finish reading this chapter, take the time to answer the review questions and com-
plete the written labs. These are given to you to really lock the information from this chapter 
into your memory. So don’t skip them!

 

To find up-to-the-minute updates for this chapter, please see 

 

www.lammle.com

 

 

 

and/or 

 

www.sybex.com/go/ccent

 

.
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Chapter 1 �

 

Internetworking

 

Now, routers are

 

 

 

used to connect networks and route packets of data from one network to 
another. Cisco became the de facto standard of routers because of its high-quality router prod-
ucts, great selection, and fantastic service. Routers, by default, break up a 

 

broadcast domain

 

—
the set of all devices on a network segment that hear all the broadcasts sent on that segment. 
Figure 1.3 shows a router in our little network that creates an internetwork and breaks up 
broadcast domains.

 

F I G U R E 1 . 3

 

Routers create an internetwork.

 

The network in Figure 1.3 is a pretty cool network. Each host is connected to its own col-
lision domain, and the router has created two broadcast domains. And don’t forget that the 
router provides connections to wide area network (WAN) services as well! The router uses 
something called a serial interface for WAN connections, specifically, a V.35 physical inter-
face on a Cisco router.

Breaking up a broadcast domain is important because when a host or server sends a net-
work broadcast, every device on the network must read and process that broadcast—unless 
you’ve got a router. When the router’s interface receives this broadcast, it can respond by basi-
cally saying, “Thanks, but no thanks,” and discard the broadcast without forwarding it on 
to other networks. Even though routers are known for breaking up broadcast domains by 
default, it’s important to remember that they break up collision domains as well.

There are two advantages of using routers in your network:
�

 

They don’t forward broadcasts by default.
�

 

They can filter the network based on layer 3 (Network layer) information (like the 
IP address).

A router creates an internetwork and 
provides connections to WAN services. 

Switch 

Switch 

Serial 0 
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10 Chapter 1 � Internetworking

Okay, here I’ve placed the LAN switches at the center of the network world so the routers 
are connecting only logical networks together. If I implemented this kind of setup, I’ve created 
virtual LANs (VLANs), something that you don’t have to worry about in the ICND1 objec-
tives. VLANs are covered in depth in the Sybex CCNA Study Guide. But it is really important 
to understand that even in a switched network, you still need a router to provide your inter-
VLAN communication, or internetworking. Don’t forget that!

Obviously, the best network is one that’s correctly configured to meet the business require-
ments of the company it serves. The best network design is one in which LAN switches with 
routers are used, and correctly placed in the network. This book will help you understand the 
basics of routers and switches so you can make tight, informed decisions on a case-by-case basis.

Let’s go back to Figure 1.4 again. Look at the figure. How many collision domains and 
broadcast domains are in this internetwork? Hopefully, you answered nine collision domains 
and three broadcast domains! The broadcast domains are definitely the easiest to see because 
only routers break up broadcast domains by default. And since there are three connections, 
that gives you three broadcast domains. But do you see the nine collision domains? Just in case 
that’s a no, I’ll explain. The all-hub network is one collision domain; the bridge network 
equals three collision domains. Add in the switch network of five collision domains—one for 
each switch port—and you’ve got a total of nine.

Now, in Figure 1.5, each port on the switch is a separate collision domain and each VLAN 
is a separate broadcast domain. But you still need a router for routing between VLANs. How 
many collision domains do you see here? I’m counting 10—remember that connections 
between the switches are considered a collision domain!

So now that you’ve gotten an introduction to internetworking and the various devices that 
live in an internetwork, it’s time to head into internetworking models.

Should I Just Replace All My Hubs with Switches?

You’re a network administrator at a large company in San Jose. The boss comes to you and 
says that he got your requisition to buy a switch and he’s not sure about approving the 
expense; do you really need it?

Well, if you can replace all the hubs with switches, sure—why not? Switches really add a lot 
of functionality to a network that hubs just don’t have. But most of us don’t have an unlimited 
budget. Hubs still can create a nice network—that is, of course, if you design and implement 
the network correctly.

Let’s say that you have 40 users plugged into four hubs, 10 users each. At this point, the hubs 
are all connected together so that you have one large collision domain and one large broad-
cast domain. If you can afford to buy just one switch and plug each hub into a switch port, 
and plug the servers into the switch, you’ll have four collision domains and one broadcast 
domain. Not great, but for the price of one switch, your network is a much better thing. So, 
go ahead! Put that requisition in to buy all new switches. What do you have to lose?
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12 Chapter 1 � Internetworking

Similarly, software developers can use a reference model to understand computer commu-
nication processes and see what types of functions need to be accomplished on any one layer. 
If they are developing a protocol for a certain layer, all they need to concern themselves with 
is that specific layer’s functions, not those of any other layer. Another layer and protocol will 
handle the other functions. The technical term for this idea is binding. The communication 
processes that are related to each other are bound, or grouped together, at a particular layer.

Advantages of Reference Models
One of the greatest functions of the reference model specifications is to assist in data transfer 
between disparate hosts—meaning, for example, that they enable us to transfer data between 
a Unix host and a PC or a Mac. The reference models aren’t physical models, though. Rather, 
they’re sets of guidelines that application developers can use to create and implement appli-
cations that run on a network. They also provide a framework for creating and implementing 
networking standards, devices, and internetworking schemes.

The Open Systems Interconnection (OSI) model is a hierarchical model, and the same 
benefits and advantages you gain from implementing OSI standards can apply to any layered 
model. The primary purpose of all such models, especially the OSI model, is to allow different 
vendors’ networks to interoperate.

Advantages of using the OSI layered model include, but are not limited to, the following:
� It divides the network communication process into smaller and simpler components, thus 

aiding component development, design, and troubleshooting.
� It allows multiple-vendor development through standardization of network components.
� It encourages industry standardization by defining what functions occur at each layer of 

the model.
� It allows various types of network hardware and software to communicate.
� It prevents changes in one layer from affecting other layers, so it does not hamper hard-

ware or software development.

The OSI Reference Model
Basically, the ISO is pretty much the Emily Post of the network protocol world. Just as Ms. 
Post wrote the book setting the standards—or protocols—for human social interaction, the 
ISO developed the OSI reference model as the precedent and guide for an open network pro-
tocol set. Defining the etiquette of communication models, it remains today the most popular 
means of comparison for protocol suites.

The OSI reference model has seven layers:
� Application layer (layer 7)
� Presentation layer (layer 6)
� Session layer (layer 5)
� Transport layer (layer 4)
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The OSI Reference Model 13

� Network layer (layer 3)
� Data Link layer (layer 2)
� Physical layer (layer 1)

The OSI layers are divided into two groups. The top three layers define how the applica-
tions within the end stations communicate with each other and with users. The bottom four 
layers define how data is transmitted end to end. Figure 1.6 shows the three upper layers and 
their functions, and Figure 1.7 shows the four lower layers and their functions.

F I G U R E 1 . 6 The upper layers

When you study Figure 1.6, understand that the user interfaces with the computer at the 
Application layer and also that the upper layers are responsible for applications communicating 
between hosts. Notice that none of the upper layers knows anything about networking or net-
work addresses. That’s the responsibility of the four bottom layers.

In Figure 1.7, you can see that it’s the four bottom layers that define how data is transferred 
through a physical wire or through switches and routers. These bottom layers also determine 
how to rebuild a data stream from a transmitting host to a destination host’s application.

In this chapter I’ve discussed hubs, bridges, switches and routers, but where are these devices 
in relation to the OSI model? Hubs/repeaters are Physical layer devices, Bridges/Switches work 
at the Data Link layer, and Routers work at the Network layer. None of the network devices 
work at all seven of the OSI model’s layer. The following network devices operate on all seven 
layers of the OSI model:
� Network management stations (NMSs)
� Web and application servers
� Gateways (not default gateways)
� Network hosts

• Provides a user interface

• Presents data
• Handles processing such as encryption

• Keeps different applications’
• data separate

Application

Presentation

Session

Transport

Network

Data Link

Physical
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The OSI Reference Model 15

retrieved using Hypertext Transfer Protocol (HTTP) or nab a file with File Transfer Protocol 
(FTP) or Trivial File Transfer Protocol (TFTP). That’s because IE will respond to requests such 
as those by attempting to access the Application layer. And what’s happening is that the Appli-
cation layer is acting as an interface between the actual application program—which isn’t at all 
a part of the layered structure—and the next layer down by providing ways for the application 
to send information down through the protocol stack. In other words, IE doesn’t truly reside 
within the Application layer—it interfaces with Application layer protocols when it needs to deal 
with remote resources.

The Application layer is also responsible for identifying and establishing the availability 
of the intended communication partner and determining whether sufficient resources for the 
intended communication exist.

These tasks are important because computer applications sometimes require more than 
only desktop resources. Often, they’ll unite communicating components from more than one 
network application. Prime examples are file transfers and email, as well as enabling remote 
access, network management activities, client/server processes, and information location. 
Many network applications provide services for communication over enterprise networks, but 
for present and future internetworking, the need is fast developing to reach beyond the limits 
of current physical networking.

It’s important to remember that the Application layer is acting as an interface 
between the actual application programs. This means that Microsoft Word, 
for example, does not reside at the Application layer but instead interfaces 
with the Application layer protocols. Chapter 2 will present some programs 
that actually reside at the Application layer—for example, FTP and TFTP.

The Presentation Layer
The Presentation layer gets its name from its purpose: It presents data to the Application layer 
and is responsible for data translation and code formatting.

This layer is essentially a translator and provides coding and conversion functions. A suc-
cessful data-transfer technique is to adapt the data into a standard format before transmission. 
Computers are configured to receive this generically formatted data and then convert the data 
back into its native format for actual reading—for example, from Extended Binary Coded 
Decimal Interchange Code (EBCDIC) to American Standard Code for Information Inter-
change (ASCII). By providing translation services, the Presentation layer ensures that data 
transferred from the Application layer of one system can be read by the Application layer 
of another one.

The OSI has protocol standards that define how standard data should be formatted. Tasks 
like data compression, decompression, encryption, and decryption are associated with this 
layer. Some Presentation layer standards are involved in multimedia operations too.

47020c01.fm  Page 15  Wednesday, January 23, 2008  1:41 PM





18 Chapter 1 � Internetworking

Let me sum up the steps in the connection-oriented session—the three-way handshake—
pictured in Figure 1.9:
� The first “connection agreement” segment is a request for synchronization.
� The second and third segments acknowledge the request and establish connection 

parameters—the rules—between hosts. These segments request that the receiver’s 
sequencing is synchronized here as well so that a bidirectional connection is formed.

� The final segment also is an acknowledgment. It notifies the destination host that the con-
nection agreement has been accepted and that the actual connection has been established. 
Data transfer can now begin.

Sounds pretty simple, but things don’t always flow so smoothly. Sometimes during a trans-
fer, congestion can occur because a high-speed computer is generating data traffic a lot faster 
than the network can transfer. A bunch of computers simultaneously sending datagrams 
through a single gateway or destination can also botch things up nicely. In the latter case, a 
gateway or destination can become congested even though no single source caused the prob-
lem. In either case, the problem is basically akin to a freeway bottleneck—too much traffic for 
too small a capacity. It’s not usually one car that’s the problem; there are simply too many cars 
on that freeway.

Okay, so what happens when a machine receives a flood of datagrams too quickly for it to 
process? It stores them in a memory section called a buffer. But this buffering action can solve 
the problem only if the datagrams are part of a small burst. If not, and the datagram deluge 
continues, a device’s memory will eventually be exhausted, its flood capacity will be exceeded, 
and it will react by discarding any additional datagrams that arrive.

No huge worries here, though. Because of the transport function, network flood control 
systems really work quite well. Instead of dumping resources and allowing data to be lost, the 
transport can issue a “not ready” indicator to the sender, or source, of the flood (as shown in 
Figure 1.10). This mechanism works kind of like a stoplight, signaling the sending device 
to stop transmitting segment traffic to its overwhelmed peer. After the peer receiver processes 
the segments already in its memory reservoir—its buffer—it sends out a “ready” transport 
indicator. When the machine waiting to transmit the rest of its datagrams receives this “go” 
indictor, it resumes its transmission.

In fundamental, reliable, connection-oriented data transfer, datagrams are delivered to the 
receiving host in exactly the same sequence they’re transmitted—and the transmission fails if 
this order is breached! If any data segments are lost, duplicated, or damaged along the way, 
a failure will transmit. This problem is solved by having the receiving host acknowledge that 
it has received each and every data segment.

A service is considered connection-oriented if it has the following characteristics:
� A virtual circuit is set up (e.g., a three-way handshake).
� It uses sequencing.
� It uses acknowledgments.
� It uses flow control.
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The OSI Reference Model 19

F I G U R E 1 . 1 0 Transmitting segments with flow control

The types of flow control are buffering, windowing, and congestion 
avoidance.

Windowing
Ideally, data throughput happens quickly and efficiently. And as you can imagine, it would be 
slow if the transmitting machine had to wait for an acknowledgment after sending each seg-
ment. But because there’s time available after the sender transmits the data segment and before 
it finishes processing acknowledgments from the receiving machine, the sender uses the break 
as an opportunity to transmit more data. The quantity of data segments (measured in bytes) 
that the transmitting machine is allowed to send without receiving an acknowledgment for 
them is called a window .

Windows are used to control the amount of outstanding, unacknowledged 
data segments.

So the size of the window controls how much information is transferred from one end to 
the other. While some protocols quantify information by observing the number of packets, 
TCP/IP measures it by counting the number of bytes.

As you can see in Figure 1.11, there are two window sizes—one set to 1 and one set to 3.

Transmit

Transmit

Not ready—
STOP!

GO!

Segments
processed

Buffer full

Sender Receiver
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20 Chapter 1 � Internetworking

F I G U R E 1 . 1 1 Windowing

When you’ve configured a window size of 1, the sending machine waits for an acknowledgment 
for each data segment it transmits before transmitting another. If you’ve configured a window size 
of 3, it’s allowed to transmit three data segments before an acknowledgment is received.

In our simplified example, both the sending and receiving machines are workstations. 
In reality this is not done in simple numbers but in the amount of bytes that can be sent.

If a receiving host fails to receive all the segments that it should acknowl-
edge, the host can improve the communication session by decreasing the 
window size.

Acknowledgments
Reliable data delivery ensures the integrity of a stream of data sent from one machine to the other 
through a fully functional data link. It guarantees that the data won’t be duplicated or lost. This 
is achieved through something called positive acknowledgment with retransmission—a tech-
nique that requires a receiving machine to communicate with the transmitting source by sending 
an acknowledgment message back to the sender when it receives data. The sender documents 
each segment it sends and waits for this acknowledgment before sending the next segment. 
When it sends a segment, the transmitting machine starts a timer and retransmits if it expires 
before an acknowledgment is returned from the receiving end.
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The OSI Reference Model 21

In Figure 1.12, the sending machine transmits segments 1, 2, and 3. The receiving node 
acknowledges it has received them by requesting segment 4. When it receives the acknowledg-
ment, the sender then transmits segments 4, 5, and 6. If segment 5 doesn’t make it to the des-
tination, the receiving node acknowledges that event with a request for the segment to be 
resent. The sending machine will then resend the lost segment and wait for an acknowledg-
ment, which it must receive in order to move on to the transmission of segment 7.

F I G U R E 1 . 1 2 Transport layer reliable delivery

The Network Layer
The Network layer  (also called layer 3) manages device addressing, tracks the location of 
devices on the network, and determines the best way to move data, which means that the 
Network layer must transport traffic between devices that aren’t locally attached. Routers 
(layer 3 devices) are specified at the Network layer and provide the routing services within 
an internetwork.

It happens like this: First, when a packet is received on a router interface, the destination 
IP address is checked. If the packet isn’t destined for that particular router, it will look up the 
destination network address in the routing table. Once the router chooses an exit interface, 
the packet will be sent to that interface to be framed and sent out on the local network. If the 
router can’t find an entry for the packet’s destination network in the routing table, the router 
drops the packet.

Sender

Send 1

Receiver

1 2 3 4 5 6 1 2 3 4 5 6

Send 2

Send 3

Ack 4

Send 4

Connection lost!Send 5

Send 6

Ack 5

Send 5

Ack 7
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22 Chapter 1 � Internetworking

Two types of packets are used at the Network layer: data and route updates.

Data packets Data packets are used to transport user data through the internetwork. Proto-
cols used to support data traffic are called routed protocols; examples of routed protocols are 
IP and IPv6. You'll learn about IP addressing in Chapters 2 and 3. (IPv6 is beyond the scope 
of this book. It is explained in CCNA: Cisco Certified Network Associate Study Guide.).

Route update packets Route update packets are used to update neighboring routers about 
the networks connected to all routers within the internetwork. Protocols that send route 
update packets are called routing protocols; examples of some common ones are Routing 
Information Protocol (RIP), RIP version 2 (RIPv2), Enhanced Interior Gateway Routing Pro-
tocol (EIGRP), and Open Shortest Path First (OSPF). Route update packets are used to help 
build and maintain routing tables on each router.

In Figure 1.13, I’ve given you an example of a routing table. The routing table used in a 
router includes the following information:

Network addresses Protocol-specific network addresses. A router must maintain a routing 
table for individual routing protocols because each routing protocol keeps track of a network 
with a different addressing scheme (IP, IPv6, and Internetwork Packet Exchange [IPX], for 
example). Think of it as a street sign in each of the different languages spoken by the residents 
that live on a particular street. So, if there were American, Spanish, and French folks on a street 
named Cat, the sign would read Cat/Gato/Chat.

F I G U R E 1 . 1 3 Routing table used in a router

Interface The exit interface a packet will take when destined for a specific network.

Metric The distance to the remote network. Different routing protocols use different ways 
of computing this distance. I’m going to cover routing protocols in Chapter 6, but for now, 

1.0

1.3 2.1

E0 S0

2.2 3.3

S0 E0

3.0

Routing Table
Metric

0
0
1
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E0
S0
S0
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1
2
3

Routing Table
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1
0
0
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S0
S0
E0
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1
2
3
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1.2

3.1

3.2
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The OSI Reference Model 23

know that some routing protocols (namely RIP) use something called a hop count (the number 
of routers a packet passes through en route to a remote network), while others use bandwidth, 
delay of the line, or even tick count (1⁄18 of a second).

And as I mentioned earlier, routers break up broadcast domains, which means that by 
default, broadcasts aren’t forwarded through a router. Do you remember why this is a good 
thing? Routers also break up collision domains, but you can also do that using layer 2 (Data 
Link layer) switches. Because each interface in a router represents a separate network, it must 
be assigned unique network identification numbers, and each host on the network connected 
to that router must use the same network number. Figure 1.14 shows how a router works in 
an internetwork.

F I G U R E 1 . 1 4 A router in an internetwork

Here are some points about routers that you should really commit to memory:
� Routers, by default, will not forward any broadcast or multicast packets.
� Routers use the logical address in a Network layer header to determine the next hop 

router to forward the packet to.
� Routers can use access lists, created by an administrator, to control security on the types 

of packets that are allowed to enter or exit an interface.
� Routers can provide layer 2 bridging functions, if needed, and can simultaneously route 

through the same interface.
� Layer 3 devices (routers in this case) provide connections between VLANs.
� Routers can provide quality of service (QoS) for specific types of network traffic.

Switching is covered in Chapter 7, “LAN Switching.”

The Data Link Layer
The Data Link layer  provides the physical transmission of the data and handles error notifi-
cation, network topology, and flow control. This means that the Data Link layer will ensure 

FastEthernet0/1

Internet
FastEthernet0/0 Serial0

WAN Services

Each router interface is a broadcast domain. 
Routers break up broadcast domains by 
default and provide WAN services.
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Logical Link Control (LLC) 802.2 Responsible for identifying Network layer protocols and 
then encapsulating them. An LLC header tells the Data Link layer what to do with a packet 
once a frame is received. It works like this: A host will receive a frame and look in the LLC 
header to find out where the packet is destinedÑsay, the IP protocol at the Network layer. The 
LLC can also provide flow control and sequencing of control bits.

The switches and bridges I talked about near the beginning of the chapter both work at the 
Data Link layer and filter the network using hardware (MAC) addresses. We will look at these 
in the following section.

Switches and Bridges at the Data Link Layer
Layer 2 switching is considered hardware-based bridging because it uses specialized hardware 
called an application-specific integrated circuit (ASIC). ASICs can run up to gigabit speeds 
with very low latency rates.

Latency is the time measured from when a frame enters a port to the time it 
exits a port.

Bridges and switches read each frame as it passes through the network. The layer 2 device 
then puts the source hardware address in a filter table and keeps track of which port the frame 
was received on. This information (logged in the bridgeÕs or switchÕs filter table) is what helps 
the machine determine the location of the specific sending device. Figure 1.16 shows a switch 
in an internetwork.

F I G U R E 1 . 1 6 A switch in an internetwork

Each segment has its own collision domain.
All segments are in the same broadcast domain.

1 2 3 4
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What all this means is that if a one digit (1) is placed in a value spot, then the nibble or byte 
takes on that decimal value and adds it to any other value spots that have a 1. And if a zero 
(0) is placed in a bit spot, you don’t count that value.

Let me clarify things. If we have a 1 placed in each spot of our nibble, we would then add 
up 8 + 4 + 2 + 1, to give us a maximum value of 15. Another example for our nibble values 
would be 1010; that means that the 8 bit and the 2 bit are turned on, which equals a decimal 
value of 10. If we have a nibble binary value of 0110, then our decimal value would be 6, 
because the 4 and 2 bits are turned on.

But the byte values can add up to a value that’s significantly higher than 15. This is how: 
If we counted every bit as a one (1), then the byte binary value would look like this (remember, 
8 bits equal a byte):

11111111

We would then count up every bit spot because each is turned on. It would look like this, 
which demonstrates the maximum value of a byte:

128 + 64 + 32 + 16 + 8 + 4 + 2 + 1 = 255

There are plenty of other decimal values that a binary number can equal. Let’s work 
through a few examples:

10010110

Which bits are on? The 128, 16, 4, and 2 bits are on, so we’ll just add them up: 128 + 16 + 4 
+ 2 = 150.

01101100

Which bits are on? The 64, 32, 8, and 4 bits are on, so we just need to add them up: 64 + 32 
+ 8 + 4 = 108.

11101000

Which bits are on? The 128, 64, 32, and 8 bits are on, so just add the values up: 128 + 64 + 
32 + 8 = 232.

Table 1.2 is a table you should memorize before braving the IP sections in Chapters 2 and 3.

T A B L E 1 . 1 Binary Values

Nibble Values Byte Values

8 4 2 1 128 64 32 16 8 4 2 1

T A B L E 1 . 2 Binary to Decimal Memorization Chart 

Binary Value Decimal Value

10000000 128

11000000 192
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Did you notice that the first 10 hexadecimal digits (0–9) are the same value as the decimal 
values? If not, look again. This handy fact makes those values super easy to convert.

So suppose you have something like this: 0x6A. (Sometimes Cisco likes to put 0x in front 
of characters so you know that they are a hex value. It doesn’t have any other special mean-
ing.) What are the binary and decimal values? All you have to remember is that each hex char-
acter is one nibble and two hex characters together make a byte. To figure out the binary 
value, we need to put the hex characters into two nibbles and then put them together into a 
byte. 6 = 0110 and A (which is 10 in hex) = 1010, so the complete byte would be 01101010.

To convert from binary to hex, just take the byte and break it into nibbles. Here’s what I mean.
Say you have the binary number 01010101. First, break it into nibbles—0101 and 0101—with 

the value of each nibble being 5 since the 1 and 4 bits are on. This makes the hex answer 0x55. And 
in decimal format, the binary number is 01010101, which converts to 64 + 16 + 4 + 1 = 85.

Here’s another binary number:

11001100

Your answer would be 1100 = 12 and 1100 = 12 (therefore, it’s converted to CC in hex). The 
decimal conversion answer would be 128 + 64 + 8 + 4 = 204.

One more example, then we need to get working on the Physical layer. Suppose you had the 
following binary number:

10110101

The hex answer would be 0xB5, since 1011 converts to B and 0101 converts to 5 in hex value. The 
decimal equivalent is 128 + 32 + 16 + 4 + 1 = 181.

6 0110 6

7 0111 7

8 1000 8

9 1001 9

A 1010 10

B 1011 11

C 1100 12

D 1101 13

E 1110 14

F 1111 15

T A B L E 1 . 3 Hex to Binary to Decimal Chart (continued)

Hexadecimal Value Binary Value Decimal Value
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In the following sections, I am going to cover Ethernet in detail at both the Data Link layer 
(layer 2) and the Physical layer (layer 1).

Half- and Full-Duplex Ethernet
Half-duplex Ethernet is defined in the original 802.3 Ethernet; Cisco says it uses only one wire 
pair with a digital signal running in both directions on the wire. Certainly, the IEEE specifi-
cations discuss the process of half duplex somewhat differently, but what Cisco is talking 
about is a general sense of what is happening here with Ethernet.

It also uses the CSMA/CD protocol to help prevent collisions and to permit retransmitting 
if a collision does occur. If a hub is attached to a switch, it must operate in half-duplex mode 
because the end stations must be able to detect collisions. Half-duplex EthernetÑtypically 
10BaseTÑis only about 30 to 40 percent efficient as Cisco sees it because a large 10BaseT 
network will usually only give you 3 to 4Mbps, at most.

But full-duplex Ethernet uses two pairs of wires instead of one wire pair like half duplex. 
And full duplex uses a point-to-point connection between the transmitter of the transmitting 
device and the receiver of the receiving device. This means that with full-duplex data transfer, 
you get a faster data transfer compared to half duplex. And because the transmitted data is 
sent on a different set of wires than the received data, no collisions will occur.

The reason you donÕt need to worry about collisions is because now itÕs like a freeway with 
multiple lanes instead of the single-lane road provided by half duplex. Full-duplex Ethernet is 
supposed to offer 100 percent efficiency in both directionsÑfor example, you can get 20Mbps 
with a 10Mbps Ethernet running full duplex or 200Mbps for Fast Ethernet. But this rate is some-
thing known as an aggregate rate, which translates as ÒyouÕre supposed to getÓ 100 percent 
efficiency. No guarantees, in networking as in life.

Full-duplex Ethernet can be used in three situations:

� With a connection from a switch to a host

� With a connection from a switch to a switch

� With a connection from a host to a host using a crossover cable

Full-duplex Ethernet requires a point-to-point connection when only two 
nodes are present. You can run full duplex with just about any device except 
a hub.

Now, if itÕs capable of all that speed, why wouldnÕt it deliver? Well, when a full-duplex 
Ethernet port is powered on, it first connects to the remote end and then negotiates with the 
other end of the Fast Ethernet link. This is called an auto-detect mechanism. This mechanism 
first decides on the exchange capability, which means it checks to see if it can run at 10 or 
100Mbps. It then checks to see if it can run full duplex, and if it canÕt, it will run half duplex.

Remember that half-duplex Ethernet shares a collision domain and provides 
a lower effective throughput than full-duplex Ethernet, which typically has a 
private collision domain and a higher effective throughput.
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Last, remember these important points:
� There are no collisions in full-duplex mode.
� A dedicated switch port is required for each full-duplex node.
� Both the host network card and the switch port must be capable of operating in full-

duplex mode.

Now let’s take a look at how Ethernet works at the Data Link layer.

Ethernet at the Data Link Layer
Ethernet at the Data Link layer is responsible for Ethernet addressing, commonly referred to 
as hardware addressing or MAC addressing. Ethernet is also responsible for framing packets 
received from the Network layer and preparing them for transmission on the local network 
through the Ethernet contention media access method.

Ethernet Addressing
Here’s where we get into how Ethernet addressing works. It uses the MAC address burned into 
each and every Ethernet NIC. The MAC, or hardware, address is a 48-bit (6-byte) address 
written in a hexadecimal format.

Figure 1.19 shows the 48-bit MAC addresses and how the bits are divided.

F I G U R E 1 . 1 9 Ethernet addressing using MAC addresses

The organizationally unique identifier (OUI)  is assigned by the IEEE to an organization. 
It’s composed of 24 bits, or 3 bytes. The organization, in turn, assigns a globally administered 
address (24 bits, or 3 bytes) that is unique (supposedly, again—no guarantees) to each and 
every adapter it manufactures. Look closely at the figure. The high-order bit is the Individual/
Group (I/G) bit. When it has a value of 0, we can assume that the address is the MAC address 
of a device and may well appear in the source portion of the MAC header. When it is a 1, we 
can assume that the address represents either a broadcast or multicast address in Ethernet or 
a broadcast or functional address in Token Ring (TR) and Fiber Distributed Data Interface 
(FDDI). And who really knows about FDDI?

The next bit is the global/local bit, or just G/L bit (also known as U/L, where U means univer-
sal). When set to 0, this bit represents a globally administered address (as in administered by the 
IEEE). When the bit is a 1, it represents a locally governed and administered address (as in what 
DECnet used to do). The low-order 24 bits of an Ethernet address represent a locally administered 
or manufacturer-assigned code. This portion commonly starts with 24 0s for the first card made 

Organizationally
Unique Identifier (OUI)

(Assigned by IEEE)

24 bits 24 bits

Vendor assignedG/LI/G

4647
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and continues in order until there are 24 1s for the last (16,777,216th) card made. You’ll find that 
many manufacturers use these same 6 hex digits as the last 6 characters of their serial number on 
the same card.

Ethernet Frames
The Data Link layer is responsible for combining bits into bytes and bytes into frames. Frames 
are used at the Data Link layer to encapsulate packets handed down from the Network layer 
for transmission on a type of media access.

The function of Ethernet stations is to pass data frames between each other using a group 
of bits known as a MAC frame format. This provides error detection from a cyclic redundancy 
check (CRC). But remember—this is error detection, not error correction. An 802.3 frame and 
Ethernet_II frame are shown in Figure 1.20.

Encapsulating a frame within a different type of frame is called tunneling.

F I G U R E 1 . 2 0 802.3 and Ethernet frame formats

Following are the details of the different fields in the 802.3 and Ethernet frame types:

Preamble An alternating 1,0 pattern provides a 5MHz clock at the start of each packet, which 
allows the receiving devices to lock the incoming bit stream. The preamble is seven octets.

Start Frame Delimiter (SFD)/Synch The SFD is one octet (synch). The SFD is 10101011, 
where the last pair of 1s allows the receiver to come into the alternating 1,0 pattern somewhere 
in the middle and still sync up and detect the beginning of the data.

Destination Address (DA) This transmits a 48-bit value using the least significant bit (LSB) 
first. The DA is used by receiving stations to determine whether an incoming packet is 

Preamble
8 bytes

Preamble
8 bytes

DA
6 bytes

SA
6 bytes

Length
2 bytes Data FCS

DA
6 bytes

SA
6 bytes

Type
2 bytes Data FCS

4 bytes

Ethernet_II

802.3_Ethernet
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addressed to a particular node. The destination address can be an individual address or a 
broadcast or multicast MAC address. Remember that a broadcast is all 1s (or Fs in hex) and 
is sent to all devices but a multicast is sent only to a similar subset of nodes on a network.

Source Address (SA) The SA is a 48-bit MAC address used to identify the transmitting 
device, and it is transmitted LSB first. Broadcast and multicast address formats are illegal 
within the SA field.

Length or Type 802.3 uses a Length field, but the Ethernet frame uses a Type field to iden-
tify the Network layer protocol. 802.3 cannot identify the upper-layer protocol and must be 
used with a proprietary LANÑIPX, for example.

Data This is a packet sent down to the Data Link layer from the Network layer. The size can 
vary from 64 to 1500 bytes.

Frame Check Sequence (FCS)FCS is a field at the end of the frame thatÕs used to store 
the CRC.

LetÕs pause here for a minute and take a look at some frames caught on our trusty OmniPeek 
network analyzer. You can see that the frame below has only three fields: Destination, Source, 
and Type (shown as Protocol Type on this analyzer):

Destination:   00:60:f5:00:1f:27
Source:        00:60:f5:00:1f:2c
Protocol Type: 08-00 IP

This is an Ethernet_II frame. Notice that the type field is IP, or 08-00 (mostly just referred to 
as 0x800) in hexadecimal.

The next frame has the same fields, so it must be an Ethernet_II frame too:

Destination:   ff:ff:ff:ff:ff:ff Ethernet Broadcast
Source:        02:07:01:22:de:a4
Protocol Type: 08-00 IP

Did you notice that this frame was a broadcast? You can tell because the destination hardware 
address is all 1s in binary, or all Fs in hexadecimal.

LetÕs take a look at one more Ethernet_II frame. You can see that the Ethernet frame is the 
same Ethernet_II frame we use with the IPv4 routed protocol but the type field has 0x86dd when 
we are carrying IPv6 data, and when we have IPv4 data, we use 0x0800 in the protocol field:

Destination: IPv6-Neighbor-Discovery_00:01:00:03 (33:33:00:01:00:03)
Source: Aopen_3e:7f:dd (00:01:80:3e:7f:dd)
Type: IPv6 (0x86dd)

This is the beauty of the Ethernet_II frame. Because of the protocol field, we can run any 
Network layer routed protocol and it will carry the data because it can identify the Network 
layer protocol.
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Ethernet at the Physical Layer
Ethernet was first implemented by a group called DIX (Digital, Intel, and Xerox). They created 
and implemented the first Ethernet LAN specification, which the IEEE used to create the IEEE 
802.3 Committee. This was a 10Mbps network that ran on coax and then eventually twisted-
pair and fiber physical media.

The IEEE extended the 802.3 Committee to two new committees known as 802.3u (Fast 
Ethernet) and 802.3ab (Gigabit Ethernet on category 5) and then finally 802.3ae (10Gbps 
over fiber and coax).

Figure 1.21 shows the IEEE 802.3 and original Ethernet Physical layer specifications.
When designing your LAN, it’s really important to understand the different types of Ether-

net media available to you. Sure, it would be great to run Gigabit Ethernet to each desktop and 
10Gbps between switches, and although this might happen one day, justifying the cost of that 
network today would be pretty difficult. But if you mix and match the different types of Ether-
net media methods currently available, you can come up with a cost-effective network solution 
that works great.

F I G U R E 1 . 2 1 Ethernet Physical layer specifications

The Electronic Industries Association and the newer Telecommunications Industry Alli-
ance (EIA/TIA) is the standards body that creates the Physical layer specifications for Ethernet. 
The EIA/TIA specifies that Ethernet use a registered jack (RJ) connector with a 4 5 wiring 
sequence on unshielded twisted-pair (UTP) cabling (RJ45). However, the industry is moving 
toward calling this just an 8-pin modular connector.

Each Ethernet cable type that is specified by the EIA/TIA has inherent attenuation, which is 
defined as the loss of signal strength as it travels the length of a cable and is measured in decibels 
(dB). The cabling used in corporate and home markets is measured in categories. A higher-quality 
cable will have a higher-rated category and lower attenuation. For example, category 5 is better 
than category 3 because category 5 cables have more wire twists per foot and therefore less 
crosstalk. Crosstalk is the unwanted signal interference from adjacent pairs in the cable.

Here are the original IEEE 802.3 standards:

10Base2 10Mbps, baseband technology, up to 185 meters in length. Known as thinnet and 
can support up to 30 workstations on a single segment. Uses a physical and logical bus with 
Attachment Unit Interface (AUI) connectors. The 10 means 10Mbps, Base means baseband 
technology (which is a signaling method for communication on the network), and the 2 means 
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If you want to implement an Ethernet network medium that is not susceptible 
to electromagnetic interference (EMI) and voltage potential differences, fiber-
optic cable provides a more secure, long-distance cable that is not susceptible 
to EMI at high speeds.

Ethernet Cabling
Ethernet cabling is an important discussion, especially if you are planning on taking the Cisco 
exams. Three types of Ethernet cables are available:

� Straight-through cable

� Crossover cable

� Rolled cable

We will look at each in the following sections.

Straight-Through Cable
The straight-through cable is used to connect the following:

� Host to switch or hub

� Router to switch or hub

Four wires are used in straight-through cable to connect Ethernet devices. It is relatively simple 
to create this type; Figure 1.22 shows the four wires used in a straight-through Ethernet cable.

F I G U R E 1 . 2 2 Straight-through Ethernet cable

Notice that only pins 1, 2, 3, and 6 are used. Just connect 1 to 1, 2 to 2, 3 to 3, and 6 to 6 
and youÕll be up and networking in no time. However, remember that this would be an Ether-
net-only cable and wouldnÕt work with voice, Token Ring, Integrated Services Digital Net-
work (ISDN), and so on.

Hub/Switch

1

2

3

6

Host

1

2

3

6
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Understand how to connect a console cable from a PC to a router and start HyperTerminal.
Take a rolled cable and connect it from the COM port of the host to the console port of a 
router. Start HyperTerminal and set the BPS to 9600 and flow control to None.

Remember the three layers in the Cisco three-layer model. The three layers in the Cisco 
hierarchical model are the core, distribution, and access layers.

Written Lab 1
In this section, you’ll complete the following labs to make sure you’ve got the information and 
concepts contained within them fully dialed in:
� Lab 1.1: OSI Questions
� Lab 1.2: Defining the OSI Layers and Devices
� Lab 1.3: Identifying Collision and Broadcast Domains
� Lab 1.4: Binary/Decimal/Hexadecimal Conversion

(The answers to the written labs can be found following the answers to the review questions 
for this chapter.)

Written Lab 1.1: OSI Questions
Answer the following questions about the OSI model:

1. Which layer chooses and determines the availability of communicating partners along 
with the resources necessary to make the connection, coordinates partnering applications, 
and forms a consensus on procedures for controlling data integrity and error recovery?

2. Which layer is responsible for converting data packets from the Data Link layer into elec-
trical signals?

3. At which layer is routing implemented, enabling connections and path selection between 
two end systems?

4. Which layer defines how data is formatted, presented, encoded, and converted for use on 
the network?

5. Which layer is responsible for creating, managing, and terminating sessions between 
applications?

6. Which layer ensures the trustworthy transmission of data across a physical link and is 
primarily concerned with physical addressing, line discipline, network topology, error 
notification, ordered delivery of frames, and flow control?

7. Which layer is used for reliable communication between end nodes over the network 
and provides mechanisms for establishing, maintaining, and terminating virtual circuits; 
transport-fault detection and recovery; and controlling the flow of information?
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8. Which layer provides logical addressing that routers will use for path determination?

9. Which layer specifies voltage, wire speed, and pinout cables and moves bits between devices?

10. Which layer combines bits into bytes and bytes into frames, uses MAC addressing, and 
provides error detection?

11. A Cisco router has received a frame on an interface that is connected to a local network seg-
ment. The router has de-encapsulated the frame. What step is next in processing the packet?

12. Which layer is represented by frames?

13. Which layer is represented by segments?

14. Which layer is represented by packets?

15. Which layer is represented by bits?

16. Put the following in order of encapsulation:
� Packets
� Frames
� Bits
� Segments

17. Which layer segments and reassembles data into a data stream?

18. Which layer provides the physical transmission of the data and handles error notification, 
network topology, and flow control?

19. Which layer manages device addressing, tracks the location of devices on the network, 
and determines the best way to move data?

20. What is the bit length and expression form of a MAC address?

Written Lab 1.2: Defining the OSI Layers and Devices
Fill in the blanks with the appropriate layer of the OSI or hub, switch, or router device.

Description Device or OSI Layer

This device sends and receives information about the 
Network layer.

 

This layer creates a virtual circuit before transmitting 
between two end stations.

 

This layer uses service access points.  

This device uses hardware addresses to filter a network.  

Ethernet is defined at these layers.  

This layer supports flow control and sequencing.  

This device can measure the distance to a remote network.  

Logical addressing is used at this layer.  
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Written Lab 1.3: Identifying Collision 
and Broadcast Domains
Using the information shown in the following illustration, identify the number of collision 
domains and broadcast domains in each specified device. Each device is represented by a letter:

1. Hub

2. Bridge

3. Switch

4. Router

Description Device or OSI Layer

Hardware addresses are defined at this layer.  

This device creates one big collision domain and one large 
broadcast domain.

 

This device creates many smaller collision domains, but the 
network is still one large broadcast domain.

 

This device can never run full duplex.  

This device breaks up collision domains and 
broadcast domains.

 

A

B

D

C

Router

Switch

Bridge

Hub

47020c01.fm  Page 53  Wednesday, January 23, 2008  1:41 PM





Written Lab 1 55

Complete the following table to express 11000110.11010011.00111001.11010001 in 
decimal IP address format.

Complete the following table to express 10000100.11010010.10111000.10100110 in 
decimal IP address format.

3. Convert the following from binary format to hexadecimal.

Complete the following table to express 11011000.00011011.00111101.01110110 in 
hexadecimal.

Complete the following table to express 11001010.11110101.10000011.11101011 in 
hexadecimal.

128 64 32 16 8 4 2 1 Decimal

         

         

         

         

128 64 32 16 8 4 2 1 Decimal

         

         

         

         

128 64 32 16 8 4 2 1 Hexadecimal

         

         

         

         

128 64 32 16 8 4 2 1 Hexadecimal
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Complete the following table to express 10000100.11010010.01000011.10110011 in 
hexadecimal.

128 64 32 16 8 4 2 1 Hexadecimal

         

         

         

         

47020c01.fm  Page 56  Wednesday, January 23, 2008  1:41 PM



Review Questions 57

Review Questions

The following questions are designed to test your understanding of this 
chapter’s material. For more information on how to get additional ques-
tions, please see this book’s Introduction.

1. A receiving host has failed to receive all of the segments that it should acknowledge. What can 
the host do to improve the reliability of this communication session?

A. Send a different source port number.

B. Restart the virtual circuit.

C. Decrease the sequence number.

D. Decrease the window size.

2. Which fields are contained within an IEEE Ethernet frame header? (Choose two.)

A. Source and destination MAC address

B. Source and destination network address

C. Source and destination MAC address and source and destination network address

D. FCS field

3. Which layer 1 devices can be used to enlarge the area covered by a single LAN segment? 
(Choose two.)

A. Switch

B. NIC

C. Hub

D. Repeater

E. RJ45 transceiver

4. Segmentation of a data stream happens at which layer of the OSI model?

A. Physical

B. Data Link

C. Network

D. Transport
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5. Which of the following describe router functions? (Choose four.)

A. Packet switching

B. Collision prevention

C. Packet filtering

D. Broadcast domain enlargement

E. Internetwork communication

F. Broadcast forwarding

G. Path selection

6. Routers operate at layer __. LAN switches operate at layer __. Ethernet hubs operate at 
layer __. Word processing operates at layer __.

A. 3, 3, 1, 7

B. 3, 2, 1, none

C. 3, 2, 1, 7

D. 2, 3, 1, 7

E. 3, 3, 2, none

7. When data is encapsulated, which is the correct order?

A. Data, frame, packet, segment, bit

B. Segment, data, packet, frame, bit

C. Data, segment, packet, frame, bit

D. Data, segment, frame, packet, bit

8. Why does the data communication industry use the layered OSI reference model? (Choose two.)

A. It divides the network communication process into smaller and simpler components, thus 
aiding component development, design, and troubleshooting.

B. It enables equipment from different vendors to use the same electronic components, thus 
saving research and development funds.

C. It supports the evolution of multiple competing standards and thus provides business 
opportunities for equipment manufacturers.

D. It encourages industry standardization by defining what functions occur at each layer of 
the model.

E. It provides a framework by which changes in functionality in one layer require changes in 
other layers.

9. What are two purposes for segmentation with a bridge?

A. To add more broadcast domains

B. To create more collision domains

C. To add more bandwidth for users

D. To allow more broadcasts for users
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16. Which three statements are true about the operation of a full-duplex Ethernet network?

A. There are no collisions in full-duplex mode.

B. A dedicated switch port is required for each full-duplex node.

C. Ethernet hub ports are preconfigured for full-duplex mode.

D. In a full-duplex environment, the host network card must check for the availability of the 
network media before transmitting.

E. The host network card and the switch port must be capable of operating in full-duplex mode.

17. What type of RJ45 UTP cable is used between switches?

A. Straight-through

B. Crossover cable

C. Crossover with a CSU/DSU

D. Crossover with a router in between the two switches

18. How does a host on an Ethernet LAN know when to transmit after a collision has occurred? 
(Choose two.)

A. In a CSMA/CD collision domain, multiple stations can successfully transmit data simulta-
neously.

B. In a CSMA/CD collision domain, stations must wait until the media is not in use before 
transmitting.

C. You can improve the CSMA/CD network by adding more hubs.

D. After a collision, the station that detected the collision has first priority to resend the lost data.

E. After a collision, all stations run a random backoff algorithm. When the backoff delay 
period has expired, all stations have equal priority to transmit data.

F. After a collision, all stations involved run an identical backoff algorithm and then synchro-
nize with each other prior to transmitting data.

19. What type of RJ45 UTP cable do you use to connect a PC’s COM port to a router or switch 
console port?

A. Straight-through

B. Crossover cable

C. Crossover with a CSU/DSU

D. Rolled

20. You have the following binary number:

10110111

What are the decimal and hexadecimal equivalents?

A. 69/0x2102

B. 183/B7

C. 173/A6

D. 83/0xC5
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Answers to Review Questions
1. D. A receiving host can control the transmitter by using flow control (TCP uses Windowing by 

default). By decreasing the window size, the receiving host can slow down the transmitting host 
so the receiving host does not overflow its buffers.

2. A, D. An Ethernet frame has source and destination MAC addresses, an Ether-Type field to iden-
tify the Network layer protocol, the data, and the FCS field that holds the answer to the CRC.

3. C, D. Not that you really want to enlarge a single collision domain, but a hub (multiport 
repeater) will provide this for you.

4. D. The Transport layer receives large data streams from the upper layers and breaks them up 
into smaller pieces called segments.

5. A, C, E, G. Routers provide packet switching, packet filtering, internetwork communication, 
and path selection.

6. B. Routers operate at layer 3. LAN switches operate at layer 2. Ethernet hubs operate at layer 1. 
Word processing applications communicate to the Application layer interface, but do not oper-
ate at layer 7, so the answer would be none.

7. C. The encapsulation method is data, segment, packet, frame, bit.

8. A, D. The main advantage of a layered model is that it can allow application developers to 
change aspects of a program in just one layer of the layer model’s specifications. Advantages of 
using the OSI layered model include, but are not limited to, the following: It divides the network 
communication process into smaller and simpler components, thus aiding component develop-
ment, design, and troubleshooting; it allows multiple-vendor development through standardiza-
tion of network components; it encourages industry standardization by defining what functions 
occur at each layer of the model; it allows various types of network hardware and software to 
communicate; and it prevents changes in one layer from affecting other layers, so it does not 
hamper development.

9. B, C. Bridges break up collision domains, which allow more bandwidth for users.

10. A, D. Unlike full duplex, half-duplex Ethernet operates in a shared collision domain, and it has 
a lower effective throughput than full duplex.

11. D. Fiber-optic cable provides a more secure, long-distance cable that is not susceptible to EMI 
interference at high speeds.

12. C. A reliable Transport layer connection uses acknowledgments to make sure all data is trans-
mitted and received reliably. A reliable connection is defined by a virtual circuit that uses 
acknowledgments, sequencing, and flow control, which are characteristics of the Transport 
layer (layer 4).

13. A, C, D. The common types of flow control are buffering, windowing, and congestion 
avoidance.
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14. B, C, E. Hubs cannot run full-duplex Ethernet. Full duplex must be used on a point-to-point 
connection between two devices capable of running full duplex. Switches and hosts can run full 
duplex between each other, but a hub can never run full duplex.

15. C. Flow control allows the receiving device to control the transmitter so the receiving device’s 
buffer does not overflow.

16. A, B, E. Full-duplex means you are using both wire pairs simultaneously to send and receive 
data. You must have a dedicated switch port for each node, which means you will not have 
collisions. Both the host network card and the switch port must be capable and set to work in 
full-duplex mode.

17. B. To connect two switches together, you would use a RJ45 UTP crossover cable.

18. B, E. Once transmitting stations on an Ethernet segment hear a collision, they send an 
extended jam signal to ensure that all stations recognize the collision. After the jamming is 
complete, each sender waits a predetermined amount of time, plus a random time. After both 
timers expire, the senders are free to transmit, but they must make sure the media is clear 
before transmitting and that they all have equal priority.

19. D. To connect to a router or switch console port, you would use an RJ45 UTP rolled cable.

20. B. You must be able to take a binary number and convert it into both decimal and hexadecimal. 
To convert to decimal, just add up the 1s using their values. The values that are turned on with 
the binary number of 10110111 are 128 + 32 + 16 + 4 + 2 + 1 = 183. To get the hexadecimal 
equivalent, you need to break the eight binary digits into nibbles (4 bits), 1011 and 0111. By add-
ing up these values, you get 11 and 7. In hexadecimal, 11 is B, so the answer is 0xB7.
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Answers to Written Lab 1
1. The Application layer is responsible for finding the network resources broadcast from a 

server and adding flow control and error control (if the application developer chooses).

2. The Physical layer takes frames from the Data Link layer and encodes the 1s and 0s into 
a digital signal for transmission on the network medium.

3. The Network layer provides routing through an internetwork and logical addressing.

4. The Presentation layer makes sure that data is in a readable format for the Application layer.

5. The Session layer sets up, maintains, and terminates sessions between applications.

6. PDUs at the Data Link layer are called frames. As soon as you see frame in a question, you 
know the answer.

7. The Transport layer uses virtual circuits to create a reliable connection between two hosts.

8. The Network layer provides logical addressing, typically IP addressing and routing.

9. The Physical layer is responsible for the electrical and mechanical connections 
between devices.

10. The Data Link layer is responsible for the framing of data packets.

11. The router searches the routing table to determine where to forward the packet.

12. The Data Link layer frames packets received from the Network layer.

13. The Transport layer segments user data.

14. The Network layer creates packets out of segments handed down from the Transport layer.

15. The Physical layer is responsible for transporting 1s and 0s in a digital signal.

16. Segments, packets, frames, bits

17. Transport

18. Data Link

19. Network

20. 48 bits (6 bytes) expressed as a hexadecimal number
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Answers to Written Lab 1.4
1. Convert from decimal IP address to binary format.

Complete the following table to express 192.168.10.15 in binary format.

Complete the following table to express 172.16.20.55 in binary format.

Complete the following table to express 10.11.12.99 in binary format.

2. Convert the following from binary format to decimal IP address.

Complete the following table to express 11001100.00110011.10101010.01010101 in 
decimal IP address format.

Decimal 128 64 32 16 8 4 2 1 Binary

192 1 1 0 0 0 0 0 0 11000000

168 1 0 1 0 1 0 0 0 10101000

10 0 0 0 0 1 0 1 0 00001010

15 0 0 0 0 1 1 1 1 00001111

Decimal 128 64 32 16 8 4 2 1 Binary

172 1 0 1 0 1 1 0 0 10101100

16 0 0 0 1 0 0 0 0 00010000

20 0 0 0 1 0 1 0 0 00010100

55 0 0 1 1 0 1 1 1 00110111

Decimal 128 64 32 16 8 4 2 1 Binary

10 0 0 0 0 1 0 1 0 00001010

11 0 0 0 0 1 0 1 1 00001011

12 0 0 0 0 1 1 0 0 00001100

99 0 1 1 0 0 0 1 1 01100011

Binary 128 64 32 16 8 4 2 1 Decimal

11001100 1 1 0 0 1 1 0 0 204

00110011 0 0 1 1 0 0 1 1 51

10101010 1 0 1 0 1 0 1 0 170

01010101 0 1 0 1 0 1 0 1 85
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Complete the following table to express 11000110.11010011.00111001.11010001 in 
decimal IP address format.

Complete the following table to express 10000100.11010010.10111000.10100110 in 
decimal IP address format.

3. Convert the following from binary format to hexadecimal.

Complete the following table to express 11011000.00011011.00111101.01110110 in 
hexadecimal.

Complete the following table to express 11001010.11110101.10000011.11101011 in 
hexadecimal.

Binary 128 64 32 16 8 4 2 1 Decimal

11000110 1 1 0 0 0 1 1 0 198

11010011 1 1 0 1 0 0 1 1 211

00111001 0 0 1 1 1 0 0 1 57

11010001 1 1 0 1 0 0 0 1 209

Binary 128 64 32 16 8 4 2 1 Decimal

10000100 1 0 0 0 0 1 0 0 132

11010010 1 1 0 1 0 0 1 0 210

10111000 1 0 1 1 1 0 0 0 184

10100110 1 0 1 0 0 1 1 0 166

Binary 128 64 32 16 8 4 2 1 Hexadecimal

11011000 1 1 0 1 1 0 0 0 D8

00011011 0 0 0 1 1 0 1 1 1B

00111101 0 0 1 1 1 1 0 1 3D

01110110 0 1 1 1 0 1 1 0 76

Binary 128 64 32 16 8 4 2 1 Hexadecimal

11001010 1 1 0 0 1 0 1 0 CA

11110101 1 1 1 1 0 1 0 1 F5
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