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Symbols and Numerics
& (bitwise-and operator), 33–35
@ symbol to suppress warning messages, 18
| (bitwise-or operator), 33–35
12-hour vs. 24-hour clocks, 121

A
ACCESS_TIME, 242
accidental deletes, preventing, 330–331
account management (mailing lists), 73–79
ACTION property (VALARM), 131
add_forum.php, 47
add_post.php, 43
addslashes(), 3
administrative interface (search engine), 

91–97
Advanced Bash-Scripting Guide, 295
Ajax, applying with JavaScript 

(shopping cart), 217
Ajax file manager application

client-side functionality. See client-side 
functionality (Ajax file manager)

code, 142
design of, 137–138
Java Script and Ajax, 138–142
main interface, 143–147
overview, 137
public_file/js/ajax.js code, 139–140
public_files/index.html code, 144–147
public_files/process.php code, 168–174
public_files/upload.php, 161–162
server–side functionality. See server–side 

functionality (Ajax file manager)
XMLHttpRequest object, 139–142

alarm component (calendar), 131
Apple QuickTime format (MOV), 177–178
arguments, command-line (shell scripts), 

295–297

asymmetric encryption, 326
Asynchronous JavaScript And XML(AJAX). 

See Ajax
authentication, weak, 325–327
autocomplete=”off” attribute, 326
avatars (community forum), 31, 56–59
AVI video format, 191

B
backtick (`) operator, 324–325
bar charts (web site statistics), 248–252
BASEDIR constant, 174
BBCode (Bullet Board Code) markup tags, 59–62
bitwise operators, 33–35
blog system application

comments, adding, 285–288
database tables, 265–266
overview, 265
posts, adding, 267–277
posts, displaying, 282–284
public_files/admin.php code, 271–273
public_files/fetch_admin.php code, 276
public_files/fetch.php, 287
public_files/js/blog_admin.js code, 273–276
public_files/js/blog.js code, 285–287
public_files/post_admin.php code, 277
public_files/post.php code, 287–288
public_files/rss.php code, 278
public_files/view.php code, 283–284
RSS, generating, 278–281

C
caching thumbnails (online photo album), 

192–193
calendar application

calendar.public_files/month.php code, 
118–119

Index
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calendar application (continued)
code, 115
database design, 114–115
day–view calendar, creating, 120–121
design of, 113–114
events, adding/showing, 121–129
exporting, 130–135
month–view calendar, creating, 115–119
overview, 113
public_files/calendar.php code, 124–129
public_files/export.php code, 131–132
public_files/notify.php code, 129–130
reminders, sending, 129–130
viewed in web browser, 114

calendar component (blog system), 268–269
Calendar, Mozilla Thunderbird, 135
CAPTCHA (Completely Automated Public Turing 

Test to Tell Computers and Humans 
Apart), 9–10

cart.php, 201–217
certificates, SSL, 326
Christensen, Graham, 182
client–side functionality (Ajax file manager)

creating new directories, 151
deleting files/directories, 152–153
downloading files/opening directories, 153–160
helper functions, 149–150
JavaScript events, 147–148
renaming files/directories, 151–152
retrieving file listings, 148
uploading new files, 150

client–side redirects, 25
client–side support (shopping cart), 223–237
Client URL (CURL) library extension, 98
code

calendar application, 115
community forum application, 40
mailing list application, 66
online photo album application, 178
search engine application, 91
shell scripts, 294
shopping cart application, 197
web site statistics, 244
writing shared (user registration), 3–5

CommandLine class (shell scripts)
command–line arguments, 295–297
configuration files, reading, 297–299
prompting for user input, 299–303
properties and methods, 294

commands
command injection, 324–325
email management, 76–77
POP3, 66

comments, adding (blog system), 285–288
community forum application

avatars, 56–59
BBCode markup tags, 59–62
code and explanation, 40
database, designing, 32–33
design of, 31
displaying forums/posts, 47–55
forum, defined, 31
forums, adding, 41–43
overview, 31
pagination, adding, 55–56
permissions and bitwise operators, 33–35
posts, adding, 43–46
user class, updating, 35–40

Conde, John, 237
configuration files

Ajax file manager, 174
mailing list, 73
shell scripts, 297–299

connect() method, 67
content key, 12
Content–Type headers, 19
copy() function (PHP), 306
crawler/indexer (search engine), 98–104
crontab file fields, 84
cross–site scripting (XSS), 315–318

D
data, obtaining web site, 242–244
database design

blog system application, 265–266
calendar application, 114–115
community forum application, 32–33
mailing list application, 65
search engine application, 89–91
shopping cart application, 196–197
user registration application, 2
web site statistics application, 241–242

databases, recording updates to log file, 
327–328

date() function
date format specifiers for, 116

calendar application (continued)
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displaying posts and (blog system), 282
reports and (web site statistics), 253
time format specifiers for, 116–117

day–view calendar, creating, 120–121
deleting

DELETE statements, 330–331
files and directories (Ajax file manager), 

152–153
preventing accidental deletes, 330–331

description key (Page description), 12
DHTML (Dynamic HTML), 139
digest.php code, 83
digests, processing mailing list, 64, 

74–76, 83
dircopy_recurs() function, 306–307
directories

creating new (Ajax file manager), 151
deleting (Ajax file manager), 152–153
directory global variable, 148
directory layout (user registration), 1
directory_row() function, 162–164
opening (Ajax file manager), 153–161
renaming (Ajax file manager), 151–152

displaying forums and posts, 47–55
Django, 291
doDelete() function (JavaScript), 152
doNewFolder() function (JavaScript), 150
downloading files (Ajax file manager), 

153–161
DTSTART/DTEND properties (VEVENT), 130

E
e–commerce, 195
editing form (blog system), 270–271
elements, RSS, 279–281
email. See also mailing list application

emailing validation links (user registration), 
17–20

mixed emails, 20
plain text and HTML, 19–20
processing messages, 79–82
retrieving with PHP, 64–65

encryption, asymmetric, 326–327
enctype attribute (form element), 57
end of record character, 328
escapeshellarg() function, 325
escapeshellcmd() function, 325

eval() function, 167
events

adding to calendar application, 121–129
JavaScript, 147–148

exec() function, 294, 324–325
explode() function, 93–94, 253
explode_items() function, 104
exploit_03.php code, 318, 321, 324
exporting icalendar file, 130–135
extra_head key, 12

F
fetch_info() function, 276
files

deleting (Ajax file manager), 152–153
downloading (Ajax file manager), 153–161
file listings, retrieving (Ajax file manager), 148
file manager application, Ajax. See Ajax file 

manager application
Fileinfo extension, 181–182
filename global variable, 148
$_FILES superglobal array, 57
$_FILES superglobal array (PHP), 153
renaming (Ajax file manager), 151–152
uploading (Ajax file manager), 150, 

161–162
filter_input()/filter_var() functions, 5
flushImage() method, 245, 248–250
for loops, 120
forgotten passwords (forgotpass.php), 28–30
formatting messages (community forum), 

59–62
forum, community. See community forum 

application
front end interface (search engine), 104–110
fsockopen() function, 67
full–text search, 88–89

G
GeoTrust, 326
getElementsByClass() function, 149
get_image_type() function, 182–187
GNU Lesser Public License, 267
graphData() method, 245, 248–250
GROUP BY clauses, 243

GROUP BY clauses
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H
helper files (online photo album), 188–190
helper functions (Ajax file manager), 149–150
HTML (HyperText Markup Language)

converting BBCode markup to, 59–62
email messages, 19, 79–80
form structure (shopping cart), 217–219
htmlentities() function, 317
htmlspecialchars() function, 317–318, 323
htmlspecialchars() method, 59
inventory.html (shopping cart), 218–219
meta elements, 25

HTTP (HyperText Transfer Protocol)
HTTP_USER_AGENT, 240
protocol, 195
requests, 139

I
iCalendar text–based format

defined, 130
properties, 132–134

iframe elements, 144
images

img element, 179
img tags, 143, 256
uploaded (community forum), 57

IMAPv4 (Internet Message Access Protocol v. 4) 
servers, 64–65

indexer/crawler (search engine), 98–104
indexing, full–text, 88–89
individual.php code, 80–82, 84
INET_ATON() function, 242
INET_NTOA() function, 242
ini files, 298
initializing data sets, 261
injection (security)

command, 324–325
defined, 320
SQL, 320–324

InnoDB storage engine, 197, 242
interfaces

administrative (search engine), 91–97
front end (search engine), 104–110
main (Ajax file manager), 143–147

inventory, adding (shopping cart), 217–237
IP addresses, 240, 243
IS_DELETED field, 331

J
JavaScript

Ajax and, 138–142
events, 147–148

JOIN clauses, 104
JpegThumbnails

lib/JpegThumbnail.php code, 57–59
reusing code as, 190

K
keys used in templates, 12
Kotch, Peter–Paul, 139

L
layout, startproject shell script, 313
Lesser Public License, GNU, 267
lib/BBCode.php code, 60–62
lib/config.php code, 73
lib/POP3Client.php code, 70–72
LIMIT clauses, 254–255
LIMIT method, 55
Linux

Documentation Project, 295
kernel configuration file, 295

lists
LIST commands, 67
list() function, 253
_list() method, 68
subscriptions, managing, 77

logging
login() method, 69
in and out (user registration), 21–25
security and, 327–330

M
magic quotes, 3–4
mail() function, 18
mailing list application

account management, 73–79
code and explanation, 66
configuration file, 73
database design, 65
design of, 63–64

helper fi les (online photo album)
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digest, processing, 83
list setup, 83–86
messages, processing, 79–82
overview, 63
POP3 client, 66–72
retrieving email with PHP, 64–65

main interface (Ajax file manager), 143–147
manage.php code (mailing lists), 77–79
messages

formatting (community forum), 59–62
processing email, 79–82

methods
BarChart, 248–249
CommandLine class (shell scripts), 294
JpegThumbnail, 57
MovThumbnail, 190
PieChart, 244–245
ShoppingCart, 198
XMLHttpRequest, 140

Microsoft
Microsoft.XmlHttp ActiveX object, 139
Windows Calendar, 134

military time, 120
MIME headers, 19
mixed emails, 20
month–view calendar, creating, 115–119
move_uploaded_file() method, 57
MovThumbnail properties/methods, 190
Mozilla Thunderbird Calendar, 135
MPEG video format, 191
Multi–Factor Identification (MFI), 327
MyISAM engine, 89
MySQL

database, connecting to, 4
mysql_data_seek() function, 244
mysql_data_seek() method, 55
mysql_num_rows() method, 55
mysql_real_escape_string(), 3, 323

N
news posts (blog system), 285

O
online photo album application

code, 178
design of, 177–178

helper files, 188–190
public_files/album.php code, 182–187
QuickTime thumbnails, 190–192
thumbnail caching, 192–193
view.php code, 188
views, 178–187

onload event, Window object, 147
openSelected() function (JavaScript), 153
OpenSSL, 326

P
page keywords, 12
pagination, adding (community forum), 55–56
parseOptions() method, 295
passthru() function, 294, 324–325
passwords

forgotten (user registration), 28–30
login, 23
password() method, 69

path traversal (security), 318–320
PECL (PHP Extension Code Library), 182
permissions

community forum, 33–35
user (shell scripts), 293

personal calendar application. See calendar 
application

pgsql_escape_string(), 323
photo album application. See online photo album 

application
PHP scripts, retrieving emails with, 64–65
pie charts (web site statistics), 244–248
plain text

emails, 19
messages, 79

POP3 (Post Office Protocol version 3)
client, 66–72
servers, 64–65

POST method, 226, 229
posts (blog system)

adding, 267–277
displaying, 282–284
news, 285
postComment() function, 287

posts (community forum)
adding, 43–46
displaying, 47–55

PPK on JavaScript (New Riders), 139
prefixing table names, 4

prefi xing table names
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private property (POP3), 66–67
privileges, user (shell scripts), 293
process.php script, 162–174
prompt() methods, 299
properties

CommandLine class (shell scripts), 294
iCalendar text–based format, 132–134
JpegThumbnail, 57
MovThumbnail, 190
ShoppingCart, 198
XMLHttpRequest, 141

Pspell extension, 105–106
public property (POP3), 66–67
public_files/add_forum.php code, 

41–46

Q
qtyItem() method (shopping cart), 199
queries, for popular web pages, 243
QuickTime

format (MOV), 177–178, 190
thumbnails (online photo album), 188–192

R
Rails framework, 291
random_text() function, 4
realpath() function, 319
redirects, client–side, 25
refreshFilesList() function, 148
registering new users, 12–17
reminders, sending (calendar), 129–130
REMOTE_ADDR, 240
removeItem() method (shopping cart), 199
reports (web site statistics), 253–263
REQUEST_TIME, 240
REQUEST_URI, 240
resetCategoryForm() function/method, 224
resetItemForm() function, 227
retr() method, 68
retrieveCategorySelect() function, 224
retrieveItemSelect() function, 228
RFC 2445 standard, 130
RSS (Really Simple Syndication) feeds, 

278–281
Ruby programming, 291

S
Scheduled Tasks applet, 84
scripts, shell. See shell scripts
search engine application

administrative interface, 91–97
code files, 91
crawler/indexer, 98–104
database design, 89–91
design of, 87–88
front end interface, 104–110
full–text search, 88–89

Secure Sockets Layer (SSL) protocol, 326
security

accidental deletes, preventing, 330–331
command injection, 324–325
cross–site scripting (XSS), 315–318
injection, defined, 320
logging, 327–330
overview, 315
path traversal, 318–320
SQL injection, 320–324
view_log.php code, 329–330
weak authentication practices, 325–327

select lists (shopping cart), 204
selectTableRow function, 149
serialize() function, 201–202
server–side functionality (Ajax file manager)

configuration file, 174
downloading files or opening directories, 

160–161
process.php script, 162–174
uploading files, 161–162

server–side processing (shopping cart), 
220–223

$_SERVER super global array (PHP), 240
shell scripts

code and explanation, 294
CommandLine class. See CommandLine class 

(shell scripts)
designing, 292
overview, 291
startproject example. See startproject shell 

script example
tips for writing, 293–294

shell_exec() function (PHP), 324–325
shopping cart application

client–side support, 223–237
code and explanation, 197

private property (POP3)
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database design, 196–197
design of, 195–196
HTML form structure, 217–219
inventory, adding, 217–237
lib/ShoppingCart.php code, 200–202
overview, 195
public_files/inventory_process.php code, 

220–223
public_files/js/inventory.js code, 

230–237
public_files/shop.php code, 214–217
server–side processing, 220–223
shop.php, 201–209
ShoppingCart class component, 

197–201
storefront, building, 209–217
working with shopping cart, 201–209

showCategoryForms() function, 225
showItemForm() function, 228
showNewFolder() function, 150
showRenameForm() function, 151
SimpleXML, 99
size_human_read() function, 162
Smarty software, 11
SMTP (Simple Mail Transfer Protocol) 

servers, 64–65
Solve the Payment Processing Problem 

article, 238
spell checking, 105–106
SQL injection, 320–324
sqlite_escape_string(), 323
SSL (Secure Sockets Layer) protocol, 326
startproject shell script example

copying files, 306–307
first actions, 303–306
replacing placeholders, 307–313
sample execution, 291–292
skeleton layout, 313

STAT commands, 67
statistics, web site. See web site statistics 

application
STDERR constant, 293
STDIN constant, 293
STDOUT constant, 293
stop words, 97
storefront, building (shopping cart), 

209–217
stream wrappers, 330
strip_tags() function, 100, 317

submitCategoryForm(), 229
subscribing/unsubscribing to mailing lists, 64, 

73–76
system() function, 294, 324–325

T
tables

database. See database design
names, prefixing, 4
SHOW TABLES query, 331
WROX_BLOG_COMMENT, 266
WROX_BLOG_POST, 266
WROX_CALENDAR, 115
WROX_FORUM, 32
WROX_FORUM_MESSAGE, 32–33
WROX_PENDING, 2
WROX_SEARCH_CRAWL, 89, 93
WROX_SEARCH_DOCUMENT, 90–91
WROX_SEARCH_INDE, 90–93
WROX_SEARCH_STOP_WORD, 89, 93
WROX_SEARCH_TERM, 90–93
WROX_SHOP_CATEGORY, 196–197, 

210–211
WROX_SHOP_INVENTORY, 195–197, 

210–211
WROX_SITE_ACCESS SQL, 242
WROX_USER, 2, 32

templates
overview, 11
user registration application, 11–12

text
BBCode to HTML–formatted, 59–62
full–text search, 88–89

thumbnails. See also avatars 
(community forum)

caching (online photo album), 192–193
JpegThumbnails, 57–59, 190
QuickTime (online photo album), 188–190, 

192–193
thumbnail.php (online photo album), 

188, 192
time() function, 115
timestamps, 115–117
TinyButStrong software, 11
TinyMCE edit box, 267–268
title key (Page title), 12
TRIGGER property (VALARM), 131

TRIGGER property (VALARM)
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U
Unix

file descriptors, 293
timestamp, 123
UNIX_TIMESTAMP() function, 121

unselectTableRow() function, 149
unserialize() function, 201–202
UNSIGNED INTEGER column type, 242
unsubscribing/subscribing to 

mailing lists, 64
updateCalendar() function, 269
updatePostDate() function, 269
uploading files (Ajax file manager), 150, 

161–162
user class

updating (community forum), 35–40
User.php, 5–9

user registration application
CAPTCHA, 9–10
changing user information, 25–28
database, planning, 2
directory layout, planning, 1
logging in/out, 21–25
overview, 1
passwords, forgotten, 28–30
registering new users, 12–17
shared code, writing, 3–5
templates, 11–12
user class (User.php), 5–9
validation links, emailing, 17–20

users
prompting for input from, 299–303
registering new, 12–17
user method, 69
validating input from, 294

V
VALARM component (calendar), 131
validation

links, emailing (user registration), 17–20
of user input, 294

Verisign, 326
VEVENT component (calendar), 130
views

online photo album, 178–187
view.php (community forum), 47, 50–53

W
warnCategoryDelete() function, 226
web–based calendar application. 

See calendar application
web–based file manager application. 

See Ajax file manager application
web browsers, calendar application 

viewed in, 114
web site statistics application

bar chart, 248–252
code and explanation, 244
database design, 241–242
lib/BarChart.php code, 251–252
lib/PieChart.php code, 247–248
obtaining data, 242–244
pie chart, 244–248
planning collection of, 239–241
public_files/img/chart.php code, 

262–263
public_files/report.php code, 256–260
reports, 253–263

web sites, for downloading
OpenSSL, 326
templating products, 11
TinyMCE, 267
Yahoo! User Interface (YUI) library, 268

web sites, for further information
Advanced Bash–Scripting Guide, 295
CAPTCHA, 9
Client URL (CURL) library extension, 98
GeoTrust, 326
POP3 specification, 66
POP3 vs. IMAPv4, 65
QuickTime video format, 190
RFC 2445 standard, 130
Solve the Payment Processing Problem 

article, 237
stream wrappers, 330
Verisign certificates, 326

WHERE clauses, 104, 243–244, 
254–255

while loops, 117, 323
WMV video format, 191
WROX tables

BLOG_COMMENT, 266
BLOG_POST, 266
CALENDAR, 115
FORUM, 32

Unix
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FORUM_MESSAGE, 32–33
PENDING, 2
SEARCH_CRAWL, 89, 93
SEARCH_DOCUMENT, 90–91
SEARCH_INDE, 90–93
SEARCH_STOP_WORD, 89, 93
SEARCH_TERM, 90–93
SHOP_CATEGORY, 196–197, 210–211
SHOP_INVENTORY, 195–197, 210–211
SITE_ACCESS SQL, 242
USER, 2, 32

X
XML (Extensible Markup Language)

SimpleXML, 99
XMLHttpRequest object, 139–142

Y
Yahoo! User Interface (YUI) library, 268

Yahoo! User Interface (YUI) library
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