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The Data Encryption Standard (DES) is the first, and to the present date, only, pub-
licly available cryptographic algorithm that has been endorsed by the U.S. government. This
chapter deals with the past and future of the DES. It discusses the forces leading to the
development of the standard during the early 1970s, the controversy regarding the proposed
standard during the mid-1970s, the growing acceptance and use of the standard in the 1980s,
and some recent developments that could affect the future of the standard.

41 THE BIRTH OF THE DES
1.1 The Development of Security Standards

In 1972, the National Bureau of Standards (NBS), a part of the U.S. Department of
Commerce, initiated a program to develop standards for the protection of computer
data. The Institute for Computer Sciences and Technology (ICST), one of the major
operating units of the National Bureau of Standards, had been recently established in
response to a 1965 federal law known as the Brooks Act (PL89-306) that required new
standards for improving utilization of computers by the federal government. Computer
security had been identified by an ICST study as one of the high-priority areas requiring
standards if computers were to be effectively used. A set of guidelines and standards
were defined by the ICST that were to be developed as resources became available in
computer security. The guidelines were to include areas such as physical security, risk
management, contingency planning, and security auditing. Guidelines were adequate in
areas not requiring interoperability among various computers. Standards were required
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