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The Data Encryption Standard (DES) is the first, and to the present date, only, pub-
licly available cryptographic algorithm that has been endorsed by the U.S. government. This
chapter deals with the past and future of the DES. It discusses the forces leading to the
development of the standard during the early 1970s, the controversy regarding the proposed
standard during the mid-1970s, the growing acceptance and use of the standard in the 1980s,
and some recent developments that could affect the future of the standard.

1 THE BIRTH OF THE DES

1.1 The Development of Security Standards

In 1972, the National Bureau of Standards (NBS), a part of the U.S. Department of
Commerce, initiated a program to develop standards for the protection of computer
data. The Institute for Computer Sciences and Technology (ICST), one of the major
operating units of the National Bureau of Standards, had been recently established in
response to a 1965 federal law known as the Brooks Act (PL89-306) that required new
standards for improving utilization of computers by the federal government. Computer
security had been identified by an ICST study as one of the high-priority areas requiring
standards if computers were to be effectively used. A set of guidelines and standards
were defined by the ICST that were to be developed as resources became available in
computer security. The guidelines were to include areas such as physical security, risk
management, contingency planning, and security auditing. Guidelines were adequate in
areas not requiring interoperability among various computers. Standards were required
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46 Section 1 Cryptography

in areas such as encryption, personal authentication, access control, secure data stor-
age, and transmission because they could affect interoperability.

Standards come in different "flavors": basic, interoperability, interface, and im-
plementation.

1. Basic standards (also called 4'standards of good practice") are used to specify
generic functions (services, methods, results) required to achieve a certain set of
common goals. Examples include standards for purity of chemicals, contents of
food products, and in the computer field, structured programming practices.

2. Interoperability standards specify functions and formats so that data transmitted
from one computer can be properly acted on when received by another computer.
The implementation (hardware, firmware, software) or structure (integrated, iso-
lated, interfaced layers) need not be specified in interoperability standards, since
there is no intent of replacing one implementation or structure within a system
with another.

3. Interface standards specify not only the function and format of data crossing the
interface, but also include physical, electrical, and logical specifications sufficient
to replace one implementation (device, program, component) on either side of the
interface with another.

4. Implementation standards not only specify the interfaces, functions, and formats,
but also the structure and the method of implementation. These may be necessary
to assure that secondary characteristics such as speed, reliability, physical secu-
rity, etc. also meet certain needs. Such standards are often used to permit compo-
nent replacement in an overall system.

Each of the above types of standards was considered for the specification of the
DES. A basic standard did not achieve telecommunications interoperability if different
algorithms were selected by the communicating parties. Although an interface standard
was desirable in some applications (e.g., data encryption on a RS-232C interface de-
vice) it would not be applicable in other applications (e.g., secure mail systems). An
implementation standard was rejected because it would restrict vendors from using new
technologies. Therefore, the DES was developed as an interoperability standard, requir-
ing complete specification of basic function and format yet remaining independent of
physical implementation.

1.2 Public Perception of Cryptography

Cryptography is a word that has been derived from the Greek words for "secret writ-
ing." It generally implies that information that is secret or sensitive may be converted
from an intelligible form to an unintelligible form. The intelligible form of information
or data is called plaintext and the unintelligible form is called ciphertext. The process of
converting from plaintext to ciphertext is called encryption and the reverse process is
called decryption. Most cryptographic algorithms make use of a secret value called the
key. Encryption and decryption are easy when the key is known, but decryption should
be virtually impossible without the use of the correct key. The process of attempting to
find a shortcut method, not envisioned by the designer, for decrypting the ciphertext
when the key is unknown is called cryptanalysis.


