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Index

Note to the reader: Throughout this index boldfaced page numbers indicate primary discussions of

a topic. Italicized page numbers indicate illustrations.

Symbols and Numbers

. (current directory), 280

.. (parent directory), 280

10BaseT/100BaseT networks, twisted-pair
cable for, 166

802.11x standards (IEEE). See IEEE
802.11x wireless protocols

A

abbreviations, 225
absolute path, 280
AC power, for laptop computers, 85, 269
Accelerated Graphics Port (AGP), 12, 12,
247,248

expansion slots, 34, 35

installing components, 243

power consumption estimate, 18
access control, 198
Access Control Lists (ACLs), 184, 357-358
Accessories/System tools submenu, 101
accidents, documenting, 212
Account Lockout Policy, 367-368
account policies, 367
accountability, 226
ACLs (Access Control Lists), 184, 357-358
ACPI (Advanced Configuration Power

Interface), 82, 255

acronyms, 225, 390
Action log, 302
Active Desktop, 99
Active Directory (AD), 354
active heat sink, 20, 37, 246
active listening, 391
active matrix screen, 31, 32, 78, 268
active termination for SCSI, 49
AD (Active Directory), 354

adapter cards (expansion cards), 34
disposal, 217
Properties dialog box, 300-301
removing, 239-240, 240
Add Network Place Wizard, 338
Add Printer Wizard, 139, 315
address bus, 11
admin accounts, 358
Adobe PostScript, 142
Advanced Configuration Power Interface
(ACPI), 82, 255
Advanced Power Management (APM), 82
adware, 182
AFP (Apple File Protocol), 165
AFS (Apple File Sharing), 361-362
AGP. See Accelerated Graphics Port (AGP)
All Programs submenu, of Start menu, 100
allocation unit, 114
AMD K6 processor, 26
American National Standards Institute
(ANSI), 49
ammeter, 257, 322
amps (current), 211, 376
AMR (Audio Modem Riser), 13
answer files, for unattended Windows
install, 105
antistatic bags, for electronic parts, 215
antistatic mat, 215, 215, 257
antistatic spray, 215
antistatic wrist strap, 213, 214, 214, 239,
257
antivirus software, 197, 300
APM (Advanced Power Management), 82
Apple File Protocol (AFP), 165
Apple File Sharing (AFS), 361-362
Apple Macintosh, hardening, 357
Apple Printer Utility, 165
AppleTalk, 165, 361
appliances, firewalls as, 183
Application layer (OSI), 159, 160
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398 applications — black pages

applications
file extension associations, 111
macro virus, 180-181
shut down of nonresponsive, 256
troubleshooting failures, 110, 301
updating, 205
Archive (A) file attribute, 118, 280
archive, vs. backup, 202
The Art of Deception (Mitnick), 371
ASR (Automated System Recovery), 108,
190, 298
asymmetric algorithms, 188
AT attachment (ATA) number, 46-47
AT commands, 62-64
AT connectors, for keyboard, 33
AT IDE, 46
AT motherboard, 9, 10
interrupts, 251-252
power supply for, 241
removing, 241
ATA Packet Interface (ATAPI), 46
Athlon processor, 26
atmospheric hazards, 379-381
attended installation, of operating system,
105
ATTRIB.EXE, 118,279
in Recovery Console, 296
ATX motherboard, 10, 10, 45
power supply for, 241
removing, 241, 242
Audio Modem Riser (AMR), 13
audio, troubleshooting sound cards, 65
audit files, 358-359
authentication issues, 180, 193-197,
363, 364
certificates, 195, 196
Kerberos, 196, 197
multifactor, 197
security tokens, 195, 196
username and password, 194, 194
auto-restart errors, 300
auto-switching power supplies, 79
Automated System Recovery (ASR), 108,
190, 298

baby AT motherboard, 45
backdoor password, for BIOS, 193
backlight, for laptop screen, 86, 269
backups, 189-191
problems with, 204
of Registry, 120-121
tape devices for, 7
types, 190
Balanced Technology Extended (BTX)
motherboard, 10-11
bank of RAM, 29, 248
baseband, 158
.bat file extension, 181
BATCH command, in Recovery
Console, 296
battery
for CMOS, 45
disposal, 79, 217
for laptop computers, 79, 267
replacing, 83
troubleshooting, 269
Bayonet-Neill Connector (BNC), 36
beep code, 59
behavior, appropriate job-related, 225-230
accountability, 226
confidentiality, 227
flexibility, 227
privacy, 228-229
punctuality, 226
respect, 227-228
Bell La-Padula model, 198-199, 199
bias voltage, 134
Biba model, 199, 200
bidirectional printer support, 317
biometric devices, 179-180
problems, 203
BIOS (Basic Input/Output System)
limits on hard drive, 248-249
security, 193
security issues, 203
troubleshooting issues, 66-67
upgrades to, 246
BIOS Central, 59
black pages, from laser printers, 147
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blank pages — CHKDSK (Check Disk) 399

blank pages, from laser printers, cache on a stick (COAST), 14
146-147, 324 cache, on-motherboard, 14

blank screen, troubleshooting, 32 calibrating printers and scanners, 320-321
blue screens, 109, 300 capacitors
Bluetooth, 335 danger from, 210

for laptop computers, 266 in power supplies, 18, 211, 376

for networks, 171 CardBus standard, 80

for printers, 138 carriage motor, in printers, 144
BNC (Bayonet-Neill Connector), 36 Carrier Sense Multiple Access with Collision
body language, 391-392 Avoidance (CSMA/CA), 171
boot sequence, 108-109 Carrier Sense Multiple Access with Collision

in CMOS, 17 Detection (CSMA/CD), 170

problems, 110 case for computer, 46
booting closing, 243

from SCSI drive, 52-53 removing, 239, 239

troubleshooting, 301 troubleshooting issues, 61
BOOT.INI file, 103 case sensitivity, of files/services, 162
bootstrap, 103 cathode ray tube (CRT) technology, 30, 30
Bootstrap Protocol (BOOTP), 163 disposal, 217
bribery, 371 safety practices, 54, 212
broadband, 158, 335 CD (Change Directory) command, 119, 280
browsers, 336-338 in Recovery Console, 296
BTX (Balanced Technology Extended) CD-ROM drives, 6-7

motherboard, 10-11 power consumption estimate, 18

bubble-jet printers, 128 shared IDE interface and, 47
buffer, 253 troubleshooting, 65-66
buses, 11-13 Celeron processor, 24

characteristics, 248 cells, 27

and device upgrades, 247-248 cellular networks, 168, 335

for laptop computers, 267
central processing unit (CPU). See CPU

c (central processing unit)
Centronics style connector, 35, 36
cable access methods, 170 certificate authority (CA), 195
cable network connection, 335 Certificate Practice Statement (CPS), 195
cable tester, 174 Certificate Revocation List (CRL), 195
cables, 34-37 certificates, 195, 196
for hard drives, 245 Challenge Handshake Authentication
labeling, 382 Protocol (CHAP), 194, 195
for network, 157, 165-168 charge corona, 130, 132
preventative maintenance, 345-346 CHDIR command, in Recovery
parallel vs. serial, 35 Console, 296
in problem solving, 56 Check Disk (CHKDSK). See CHKDSK
for SCSI device, 50-51, 51 (Check Disk)
shielded vs. unshielded, 36-37 chip-creep problem, 57, 67, 380
transmission speed, 36 chipsets, 15
troubleshooting, 60 CHKDSK (Check Disk), 113, 284

in Recovery Console, 296

4~ 40
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400 CHS (cylinders, heads, and sectors) — cooling systems

CHS (cylinders, heads, and sectors), 17
circuit boards. See expansion boards
(adapter cards)
Clark-Wilson model, 200, 200
Class A IP address, 163
Class B IP address, 164
Class C IP address, 164
cleaning
keyboard, 64
laptop computers, 87-88
mouse, 65
solutions for, 258, 323
disposal, 218
cleaning pads for toner cartridges, 151
client, 156
client/server network, 157
clock speed, 20
CLS command, in Recovery Console, 297
clusters in FAT, 114
CMD command, 280
Cmdcons folder, 298
CMOS (Complementary Metallic Oxide
Semiconductor) chips, 15-18
accessing setup, 15
battery for, 45
boot sequence, 17
electrostatic discharge (ESD) and, 213
exiting setup, 18
hard drive auto detection, 17
loading defaults, 15
memory speed/parity, 16
passwords, 17
ports and peripherals, 16
Power Management settings, 16
system date and time, 15
virus protection setting, 17
CNR (Communications Network Riser), 13
cold docking, 78
collapsing folder, 117
collision lights, 165
color laser printer, 136
color problems, on monitor,
troubleshooting, 32
color profiles, for scanners, 151
.com file extension, 181
command-line utilities, 279-282
command prompt, displaying, 111, 280

Committed Bytes counter, 292
Common Criteria (CC) standard, 353
communication skills, 222-225, 389-392
Communications Network Riser (CNR), 13
CompactFlash card, 8, 8
complaints, handling, 223
Complementary Metallic Oxide
Semiconductor (CMOS) chips. See
CMOS (Complementary Metallic
Oxide Semiconductor) chips
Component connectors, 31
compressed air, 380
compression of files, and encryption, 284
computer crime, laws on, 228
Computer Fraud and Abuse Act, 228
computer resources, 251-253
conflict, 255
determining available, 254-255
direct memory access (DMA)
channels, 253
input/output (I/O) addresses, 253
interrupt request (IRQ) lines, 250,
251-252
manually specifying assignment,
255-256
memory addresses, 252
Computer Security Act of 1987, 228
Computer Security Incident Response Team
(CSIRT), 191
Comsetup.log file, 301
confidentiality, 227
configuration settings, backup of, 190
constant refresh, 27
consumables, 150-151
continuous feed printers, 127
Control Panel, 97
Administrative Tools, Services console,
294,295
Automatic Updates, 305, 305
Power Options, 81
Scanners and Cameras, 320
controller in hard-disk system, 6
replacement decisions, 245
CONVERT command, 114
cooling systems, 37-38
heat sink for, 20
troubleshooting, 60-61
upgrades to, 246-247
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COPY command, 118, 280
in Recovery Console, 297
corona wire, damaged, 147
cost effectiveness, repair vs. replace, 64
CPS (Certificate Practice Statement), 195
CPU (central processing unit), 20-26
bus, 21
cache, 22
cache memory, 21
chip-creep problem, 57, 67, 380
external speed, 20
heat sink, 20, 38
internal speed, 21
manufacturers
Intel clones, 26
Intel processors, 22-26
power consumption estimate, 18
replacement decisions, 245-246
sockets, 42—-44
speed, 22
troubleshooting, 59-60
upgrades to, 245-246, 249
motherboard compatibility, 249
voltage, 22
CRL (Certificate Revocation List), 195
crossover cable, 173
crosstalk, 165
CRT (cathode ray tube) technology, 30, 30
disposal, 217
safety practices, 54, 212
cryptographic algorithms, 188
CSIRT (Computer Security Incident
Response Team), 191
CSMA/CA (Carrier Sense Multiple Access
with Collision Avoidance), 171
CSMA/CD (Carrier Sense Multiple Access
with Collision Detection), 170
current (amps), 211, 376
current directory (.), 280
Customer Respect Group, 392
customer satisfaction, 223. See also
professionalism and communication
customers
eliciting problem symptoms from, 224
respect for, 392-394
Cyber Security Enhancement Act of 2002, 229
Cyberspace Electronic Security Act, 229
cylinders, heads, and sectors (CHS), 17

COPY command - desktop case 401

D

daisy-chaining, 50
data access, 198-202
Bell La-Padula model, 198-199, 199
Biba model, 199, 200
Clark-Wilson model, 200, 200
Information Flow model, 200-201, 201
Noninterference model, 201, 201-202
problems with, 203
Data Link layer (OSI), 158-159, 160
data migration, 202
problems with, 204
data, protection during troubleshooting, 55
data transmission speed, of cable, 35
database exploitation, 180
daughterboards, 18
DB-15 connector, 31
DB-style connector, 35, 36
DC power, 86, 131
default gateway, 158, 163
DEFRAG utility, 285
Degauss feature, 32-33
degaussing, 179
DEL command, 119
in Recovery Console, 297
deleting
objects in Explorer, 117
temporary files, 294
DELTREE command, in Recovery Console,
297
Depot Technician (220-604) exam
laptop domain, 266
objectives, 264-265
and operating systems domain, 279
personal computers domain, 237
objectives, 235-236
printers and scanners domain, 312
objectives, 311
and professionalism and communication
domain, 389
safety and environmental issues, 376
objectives, 375
security domain, 352
objectives, 351
Desktop, 99
desktop case, 46
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developing roller, 134
device access, operating system and, 97
device drivers, 106
for legacy devices, 247
for network interface card, 170
network problems from, 344
for printers, 137
troubleshooting, 142, 149, 299
troubleshooting, 300-301
Device Manager, 115, 257, 285, 285
Resources tab, 254, 254
yellow exclamation point, 255
DHCP (Dynamic Host Configuration
Protocol), 163
dial-up networks, 168, 335
differential backup, 190
Digital Subscriber Line (DSL), 335
digital video interface (DVI) connector,
31,31
digital voltmeter, 174
digitizer, 80
DIMMs (dual inline memory modules), 28,
29,42
removing, 242
DIN connector, 36
DIP (dual inline package) memory, 28
DIP switches
on motherboard, 45, 45
for SCSI termination, 51
DIR command, 118, 280
in Recovery Console, 297
direct memory access (DMA) channels,
250,253
direct-sequence spread spectrum (DSSS), 184
directories, 283. See also folders
DISABLE command, in Recovery
Console, 297
disassembling
laptop computers, 83
personal computers, 238-242
case removal, 239, 239
disconnecting display device, 238
disconnecting input devices, 238-239
inspection, 242
removing expansion cards,
239-240, 240
removing memory, 242
removing motherboard, 241-242, 242

removing storage devices, 241, 241
work area, 238
Disk Administrator, 113
disk and file management, operating system
and, 95-97
Disk Cleanup utility, 120, 294
Disk Defragmenter, 112, 292-293, 293
disk drives. See also CD-ROM drives; floppy
drives (FDD); hard drives
in laptop computers, removing and
replacing, 84
replacement decisions, 244-245
Disk Management utility, 48, 113-114, 114
disk mirroring, 53
disk striping, 53
disk wiping, 179
DISKPART command, in Recovery
Console, 297
display devices, 30-33
attaching, 244
disconnecting from computer, 238
external monitor for laptop
connecting, 86
troubleshooting, 269
preventative maintenance for, 258
problems, 32-33
properties, 99
safety practices, 54, 212,377, 381
upgrading, 53-54
video adapters for connecting, 247
DMA (direct memory access) channels, 250
DNS (Domain Name Services), 161, 333
problems with, 344
.doc file extension, 181
docking laptop computers, 84
docking station, 78, 84
Document submenu in Start menu, 101
documentation
of accidents, 212
available for troubleshooting, 256-258
during computer disassembly, 240
Domain Name Services (DNS), 161, 333
problems with, 344
domains, 162
dot-matrix printers, 128
troubleshooting, 143-144, 323-324
dot pitch of monitor, 30
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Double data rate (DDR) SDRAM/DDR2 - Essentials exam 403

Double data rate (DDR) SDRAM/DDR2,
27-28
DoubleSpace, and upgrade, 107
downloading device drivers, 106
downtime, estimating, 226
Dr. Watson, 256
DRAM (dynamic RAM), 27-28
drive bays, 46
drive-image tool, 245
drive interfaces, 45
drivers. See device drivers
DriveSpace, and upgrade, 107
drum in laser printer, 129, 129
DSL (Digital Subscriber Line), 335
DSSS (direct-sequence spread spectrum), 184
dual-booting, 103
dual-core processors, 24
dual inline memory modules (DIMMs), 28,
29,42
removing, 242
dual inline package (DIP) memory, 28
dual pipelining, 23
dump files, 111, 302
duplexing, 156
Duron processor, 26
dust, 379-380, 380
DVD drives, 7
troubleshooting, 65-66
DVI (digital video interface) connector, 31, 31
dye sublimation printer, 137
Dynamic Disks, 114
Dynamic Host Configuration Protocol
(DHCP), 163
dynamic processing, 23
dynamic RAM (DRAM), 27-28

e-mail exploitation, 181

ECC (error correction code), 29

ECP (enhanced capabilities port), 16

eDirectory, 357

EDIT command, 118, 281

EDO (Extended data out) RAM, 27

EEPROM (electrically Erasable
Programmable ROM), 246

EISA (enhanced ISA), 11
electrical fires, extinguishing, 210-211
electrical tripping, 378
electrically Erasable Programmable ROM
(EEPROM), 246
electromagnetic interference (EMI)
in network, 165, 344
shielding against, 36
electron gun, 30
electronic parts, antistatic bags for, 215
electrophotographic (EP) printer, 129. See
also laser printers
electrostatic discharge (ESD)
mats for, 215, 215
minimizing risk, 60, 213
Emergency Repair Disk (ERD), 109,
298-299
emptying Recycle Bin, 117
ENABLE command, in Recovery
Console, 297
encryption, 188-189
and compression, 284
Enhanced BIOS Services for Disk
Drives, 249
enhanced capabilities port (ECP), 16
enhanced ISA (EISA), 11
enhanced parallel port (EPP), 16
environment for computers, 67-68
issues, 210-213, 377-382
atmospheric hazards, 379-381
electrical tripping, 378
recent changes, 224
Environmental Protection Agency, 210, 212
EPP (enhanced parallel port), 16
ERD (Emergency Repair Disk), 109,
298-299
error correction code (ECC), 29
error correction, parity bit for, 29
error messages, 110-111, 301-302
errors, log files for, 256
Essentials exam, 312
laptop computers, objectives, 75-76
network domain, 333
objectives, 155
operating systems domain, 279
objectives, 91-93
personal computers, objectives, 1-4
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404 Ethernet — flip chip (FC)

printers and scanners, objectives,
125-126
professionalism and communication, 389
objectives, 221
safety practices, objectives, 209
security domain, 352
objectives, 177
Ethernet, for laptop computers, 267
ethics, 393-394
Evaluation Assurance Levels (EAL), 353
event logging, 363
Event Viewer, 110, 257, 285, 286, 354, 355
.exe file extension, 181
EXPAND command, 299
in Recovery Console, 297
expansion boards (adapter cards), 34
disposal, 217
Properties dialog box, 300-301
removing, 239-240, 240
expansion bus, 11
expansion slots
backplates, 60, 68
on riser card, 46
Explorer
Internet Explorer, 336
security settings, 337
multiple versions, 117
Windows Explorer, 96, 96, 116-117, 291
Extended data out (EDO) RAM, 27
Extended graphics array (XGA), 78
extended memory, 97
external cabling, for SCSI device, 50, 51
external data bus, 11
external hard drives, 9
external speed, 20

F

fan, cleaning, 68

Fast page mode (FPM) RAM, 27

Fast SCSI-2, 50

FAT (File Allocation Table), 95, 114, 184
security, 360

FAT16, 114-115

FAT32 system, 95, 114, 184, 283, 360

FC (flip chip), 24

FDD (floppy drives), 6
Federal Emergency Management Agency, on
communication skills, 390-391
FHSS (frequency-hopping spread
spectrum), 184
fiber-optic cabling, 167, 167, 168
File Allocation Table (FAT), 184
File and Printer Sharing for Microsoft
Networks client, 340
file extensions
associating with applications, 111
and security, 181
file management, operating system
and, 95-97
file Properties dialog box, Sharing tab, 340
File Transfer Protocol (FTP), 334
files, 279-280
attributes of, 118
copying, 280
creating, 284, 284
Recovery Console for working with, 296
filesystem, 95-96, 114
hardening, 360-362
security issues, 184, 203
in Unix, 356
fingerprint scanners, 180
fire extinguishers, 210-211
fire-rated containers, 189
Firefox, 336
security settings, 337
fireproof container, 189
firewalls, 183-184, 363
configuration problems, 344
software-only, 369
FireWire/IEEE 1394, 13, 13
for printers, 138
firmware, 18
for printers, 137, 139, 321
FIXBOOT command, in Recovery
Console, 297
fixed-input power supplies, 79
FIXMBR command, in Recovery
Console, 297
Flash BIOS replacement, 246
flash drives, 7-8
flexibility, 227
flicker, 30
flip chip (FC), 24
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floppy disks
capacities, 7
formatting, 281-282
for system recovery set, 298
floppy drives (FDD), 6
bootable, 17
connectors, 45
installing, 243
power consumption estimate, 18
troubleshooting, 65
folders, 283
CD command for changing, 280
creating, 283
with MD command, 119, 282
displaying contents, 118, 280
expanding in Explorer, 117
NTES permissions, 341
Properties dialog box, 283
Sharing tab, 340, 341
RD for deleting, 119, 282
form factor, for system board, 9
FORMAT utility, 113-115, 281-282
in Recovery Console, 297
formatter board, and printing garbage, 150
formatting drive, 48
fox (tone generator), 173
FPM (Fast page mode) RAM, 27
FQDNs (Fully Qualified Domain Names),
161, 162
frequency-hopping spread spectrum
(FHSS), 184
FTP (File Transfer Protocol), 334
fuel cell, 79
full backup, 190
Full Control NTFS permission, 341
full duplexing, 156
Fully Qualified Domain Names (FQDNs),
161,162
Function (Fn) key, on laptop keyboard,
80-81
fusing assembly, 131, 131
troubleshooting, 149

G

gap in the WAP, 186
garbage, printing, 142, 149-150, 324

floppy disks — HCL.TXT file 405

gateway, 158

configuration problems, 344

in TCP/IP, 158

WAP (Wireless Access Protocol), 186
ghosting, 149
grayware, 183
Ground Fault Circuit Interrupter (GFCI)

receptacle, 378

Group Policy, 364, 365

control limitations for mobile user,

365-366

local policy creation, 366-369
Group Policy Editor, 366
groups, 358

changing permission level for, 319
guest accounts, 358

HAL.DLL (hardware abstraction layer), 103
half duplexing, 156
hand scanners, 180
hard drives
BIOS limitations, 248-249
CMOS auto detection, 17
external, 9
formatting, 281-282
fragmentation, 292-293
installing, 243
partitions, 114
preventative maintenance, 259
recycled, and security, 179
removing, 241, 241
replacement decisions, 244-245
troubleshooting, 61
hardware. See also display devices; personal
computers
disposal, 179, 216-218
moving, 381-382
hardware abstraction layer (HAL.DLL), 103
hardware compatibility list (HCL), 105
hardware loopback, 173
hash total, 188
hashing, 188
Hayes command set, 62
hazards, identifying, 213-216
HCL.TXT file, 105
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406 HDD (hard disk drive) — input devices

HDD (hard disk drive), 6

HDMi (high definition multimedia
interface), 31

heat sink, 20, 38

HELP command, 282

in Windows, 101

Hewlett-Packard Printer Control Language
(PCL), 142

Hibernate, 82, 102

hidden directory, 283

Hidden (H) file attribute, 118, 280

high definition multimedia interface
(HDMi), 31

high-voltage differential (HVD) SCSI, 50

high-voltage power supply (HVPS), 131

high-voltage probe, 212, 377

high voltage, safety practices, 381

.hlp file extension, 181

host adapter, in hard-disk system, 6

host names, 161

host on network, 157

HOSTS files, 161, 162, 333

hot docking, 79

hot-pluggable battery, in laptop computers,
83

hot-pluggable drives, 241

hotfixes, 362

hound (tone locator), 173

HTML (Hypertext Markup Language), 334

HTTP (Hypertext Transfer Protocol), 334

HTTPS (Hypertext Transfer Protocol over
Secure Sockets Layer), 334

hub chipset, 15

hub, link lights on, 165

humidity, 215, 381

and paper jams, 146

HVD (high-voltage differential) SCSI, 50

HVPS (high-voltage power supply), 131

HyperTerminal, 62

Hypertext Markup Language (HTML), 334

Hypertext Transfer Protocol (HTTP), 334

Hypertext Transfer Protocol over Secure
Sockets Layer (HTTPS), 334

hyperthreading, 24

/O ports, troubleshooting, 60
icons, in Explorer, 117
ID number, for SCSI device, 52
IDE (Integrated Drive Electronics) channels,
14, 46-48
connectors, 45
controller replacement, 245
installing drive, 47-48, 243
power consumption estimate, 19
Identification and Authentication, 193
IEEE 802.11a standard, 171
IEEE 802.11b standard, 171
IEEE 802.11x wireless protocols, 185-186
IEEE 1394/FireWire, 13, 13, 168
for printers, 138
IIS (Internet Information Services), 354
IMAP (Internet Message Access
Protocol), 334
impact printers, 127
impersonation, 370
incident reporting, 191
incremental backup, 190
Industry Standard Architecture (ISA), 11,
247,248
expansion slots, 34
installing components, 243
power consumption estimate, 18
Information Flow model, 200-201, 201
infrared interface, 335
for laptop computers, 267
for printers, 138
ink, 151
ink cartridge, 128
cleaning, 211
disposal, 217
and print quality, 144
ink-jet printers, 128
troubleshooting, 144-145, 324
input devices, 33
attaching, 243-244
disconnecting from computer, 238-239
for laptop computers, 80-81
preventative maintenance, 259
upgrading, 54
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input/output (I/0) addresses — job-related behavior 407

input/output (I/O) addresses, 250, 253
input/output (I/O), operating system and,
98, 110
installing
hard drives, 243
IDE drive, 47-48
motherboards, 242-243
operating systems, 104-107
power supplies, 243
Recovery Console, 296
scanners, 320
SCSI device, 50-53
storage devices, 243
instruction set, 249
Integrated Drive Electronics (IDE) drives.
See IDE (Integrated Drive Electronics)
channels
Integrated Services Digital Network (ISDN),
159, 335
integrated system boards, 41
Intel clones, 26
Intel processors, 22-26
summary, 25-26
interfaces, for printers and scanners,
137-138
internal cabling, for SCSI device, 50, 51
internal expansion buses, 11
internal speed, 21
internal wireless card, for laptop
computers, 86
International Standards Organization
(ISO), 158
Internet connections, configuration, 338
Internet Explorer, 336
security settings, 337
Internet Information Services (IIS), 354
Internet Message Access Protocol
(IMAP), 334
Internet printer, adding, 315
Internet Printing Protocol (IPP), 315
Internet Service Provider (ISP), 334
Internetwork Packet Exchange/Sequenced
Packet Exchange (IPX/SPX), 160, 334
interrupt request (IRQ) lines, 250, 251-252
inverter, 86
Iomega Zip and Jaz drives, 7
IP addresses, 163
assignment problems, 345

IPCONFIG.EXE, 282, 343
IPP (Internet Printing Protocol), 315
IPX/SPX (Internetwork Packet
Exchange/Sequenced Packet Exchange),
160, 334
network problems from, 344-345
ISA. See Industry Standard
Architecture (ISA)
ISDN (Integrated Services Digital Network),
159, 335
ISO (International Standards
Organization), 158
isolated ground receptacle, 378
isopropyl alcohol, 379
ISP (Internet Service Provider), 334
IT Technician (220-602) exam
laptop domain, 266
objectives, 263-264
networking domain, 333
objectives, 329-330
operating systems domain, 279
objectives, 273-275
personal computers domain, 237
objectives, 233-234
printers and scanners domain, 312
objectives, 309-310
professionalism and communication, 389
objectives, 387
safety and environmental issues, 376
objectives, 375
security domain, 352
objectives, 349
IT8 scanner target, 321

J

jargon, 225

Jaz drives, 7

JES (journaled file systems), 189

job-related behavior
accountability, 226
confidentiality, 227
flexibility, 227
privacy, 228-229
punctuality, 226
respect, 227-228
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408 journaled file systems (JFS) — LISTSVC command

journaled file systems (JFS), 189
jumpers

master/slave, 47, 48

on motherboard, 45, 45

for SCSI termination, 51

K

Kerberos, 196, 197
Key Distribution Center (KDC), 196
key fobs, 180, 364
keyboard
attaching, 243-244
connectors, 33
disconnecting from computer, 238-239
on laptop computers
Function (Fn) key, 80-81
troubleshooting, 86, 269
troubleshooting, 64-65
keychain drives, 8-9, 9

L

labeling, 117
LAN (local area network), 157, 335
laptop computers, 77-82
battery for, 79
replacing, 83
troubleshooting, 269
communication connections, 266-267
disassembling, 83
disk drives, removing and replacing, 84
docking and undocking, 84
electrical issues, 267
AC power, 85
power management, 81, 82
troubleshooting, 269
LCDs for, 31-32, 77-78, 267-268
memory, adding, 84
PCMCIA cards, 80
adding and removing, 83
peripherals, 78-79
pointing and input devices, 80-81
ports, 80
power supplies, 79

preventative maintenance, 87-88
troubleshooting, 269-270
upgrading, 268
laser printers, 129-136
handling, 211
vs. ink-jet printers, 128
parts, 129-131, 130, 131
toner cartridge, 129
power consumption, 323
printing process, 132-136
cleaning step, 132, 132
conditioning step, 132-133, 133
developing step, 133-134, 134
fusing step, 135, 135
summary, 135-136, 136
transferring step, 134, 135
writing step, 133, 133
troubleshooting, 145-150, 324-325
black pages, 147
blank pages, 146-147
garbage, 149-150
ghosting, 149
image smudging, 149
repetitive marks, 147, 148
vertical black lines, 148
vertical white lines, 148-149
Last Known Good Configuration, 303
LBA (Logical Block Addressing), 249
legacy devices
device drivers for, 247
parallel port, 13, 138
serial port, 13, 138
line printers, 127
link lights on hub, 165
Linux, 94
hardening, 356-357
network connectivity, 338
sharing files and printers, 342, 342
liquid-cooled systems, 37, 246
liquid crystal display (LCD) technology, 30,
31-32
for laptop computers, 77-78, 267-268
liquids, and computers, 379
List Folder Contents NTFS permission, 341
List of files, in Explorer, 117
listening, 223, 225
LISTSVC command, in Recovery
Console, 297

%
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Lithium ion (LIon) batteries, 79
LMHOSTS file, 161
Local Area Connection Properties dialog
box, 339

local area network (LAN), 157, 335
local policy, creating, 366-369
Locate Your Printer dialog box, 315
lockup of system, 110, 300
log files

during boot process, 301-302

for security, 358-359
Log Off option, in Windows, 102
logic bomb, 359
Logical Block Addressing (LBA), 249
Logical Link Control (LLC), 159
LOGON command, in Recovery

Console, 297

logon, username and password for, 194, 194
loopback adapters/boards, 173
loopback plugs, 257
low-voltage differential (LVD) SCSI, 50
LVD (low-voltage differential) SCSI, 50

MAC (Media Access Control), 159
MAC address, 170

filtering on wireless network, 186
Macintosh systems, 95
magnetic field, impact on display device, 32
magnets, 323
main motor, in printers, 144
maintenance kits for printers, 325
manual chip replacement for BIOS, 246
MAP command, in Recovery Console, 297
Master Boot Record, 103
master/slave jumper, 47, 48
Material Safety Data Sheets (MSDS), 210
matrix in LCD, 78, 267-268
mats for electrostatic discharge (ESD), 215,

215,257

MCA (Microchannel Architecture), 11
MCA IDE, 46
MD (Make Directory) command, 119, 282

in Recovery Console, 297
MDA (Message Digest Algorithm), 188

Media Access Control (MAC), 159
media access methods for networks,
170-171
memory, 26-30
banks and bit width, 29
capacity and characteristics, 248
chip-creep problem, 57, 67, 380
chip package types, 28-29
in laptop computers, adding, 84
operating system and, 97
parity and nonparity, 29
and performance, 244
physical, 27-28
power consumption estimate, 19
in printers, 137, 321
troubleshooting, 142
removing, 242
speed/parity in CMOS setup, 16
upgrades to, 248
video RAM (VRAM), 30
for video sharing, 268
virtual, 97, 292
settings, 293
memory addresses, 252
Message Digest Algorithm (MDA), 188
Microchannel Architecture (MCA), 11
MicroDIMM, 29
Microsoft Windows. See Windows
(Microsoft)
mini PCI slot, 80
mini-towers, 46
Mitnick, Kevin, The Art of Deception, 371
MKDIR command, in Recovery Console,
297
MMDET.LOG file, 301
mobile users, 365. See also laptop computers
modems
internal, 247
troubleshooting, 61-64
Modify NTFS permission, 341
monitors. See display devices
MORE command, in Recovery Console, 297
motherboards, 9-18, 40, 40-45, 41. See also
CPU (central processing unit)
battery, 45
buses, 11-13
and case style, 46
CPU sockets, 42-44
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floppy connectors, 45
IDE connectors, 45
installing, 242-243
integrated, 41
jumpers and DIP switches, 45, 45
power connectors, 44, 44
power consumption estimate, 18
processor sockets, 14
RAM slots, 14, 42
removing, 241-242, 242
system board form factors, 9-11, 10, 45
troubleshooting, 59-60
motors, in printers, 144
mouse
attaching, 243-244
connector for, 33
disconnecting from computer, 238-239
troubleshooting, 64-65
moving hardware, 381-382
Mozilla Firefox, 336
security settings, 337
MS-DOS applications, printing from, 319
MS-DOS Editor utility, 281
MS-DOS-style command prompt, 102
MSCONFIG (System Configuration Editor),
116, 286, 286
for startup program configuration, 294
MSDS (Material Safety Data Sheets), 210
multi-meter, 257, 322
multifactor authentication, 197
multimedia devices
log files on, 302
upgrading, 54
multipart forms, printing, 127
multiple files, selecting in Explorer, 117
multitasking, 97
My Computer, 96
My Documents folder, 96
My Network Places, 97, 338

NDS (NetWare Directory Services), 357

near letter quality (NLQ), 128

NetBIOS Enhanced User Interface
(NetBEUI), 160, 334

NETSETUP.LOG file, 301
NetWare Directory Services (NDS), 357
NetWare File System, 360
NetWare (Novell), hardening, 357
NetWare Link (NWLink), 161
NetWare Loadable Modules (NLMs), 357
Network Basic Input Output System
(NetBIOS), 160, 334
Network File System (NFS) in Unix, 361
network interface cards (NIC), 158,
169-170, 338
disabling when on battery, 86
installing, 170
troubleshooting, 66, 345
upgrades, 247
network interface, for printers, 138
Network layer (OSI), 159, 160
Network Neighborhood, 97
network protocols, 160-165
AppleTalk, 165, 361
IPX/SPX, 160, 334
network problems from, 344-345
NetBEUI/NetBIOS, 160, 334
TCP/TP, 161-165, 335
gateway, 158
interfaces on network, 157
Network Setup Wizard, 338, 338
networks, 156-169
adding printer, 315
basics, 156-160
cables, 165-168
connectivity, 335-336, 338
diagnostic tools
IPCONFIG.EXE, 282, 343
NSLOOKUP.EXE, 343
PING.EXE, 173, 344
TRACERT.EXE, 344
hardening operating system, 353-357
media access methods, 170-171
preventative maintenance, 345-346
protocols and technologies, 333-335
sharing resources, 340-342
status indicators, 165
troubleshooting, 172-174, 344-345
common problems and tools,
173-174
systemic approach, 172-173
wireless, 174
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updating, 205
wireless, 171-172
working with browsers, 336-338
New Technology File System (NTFS), 184
NIC. See network interface cards (NIC)
nickel-cadmium (NiCad) batteries, 79
Nickel-metal hydride (NiMH) batteries, 79
NLMs (NetWare Loadable Modules), 357
NLQ (near letter quality), 128
NLX (New, Low profile eXtended)
motherboard, 11
nonimpact printers, 127
Noninterference model, 201, 201-202
nonparity memory, 29
nonverbal communication, 391-392
normative ethics, 393
north/south bridge chipset, 15
Norton Ghost, 245
notebook computers. See laptop computers
Notification Area, 100
Novell NetWare
hardening, 357
Storage Service, 360
NSLOOKUP.EXE, 343
NT File System (NTES), 95
NTBACKUP, 112, 287-288
NTBOOTDD.SYS file, 103
NTDETECT.COM file, 103
NTFS (NT File System), 95, 184, 283
directory permissions, 341
security, 360
NTFS4 filesystem, 114
NTESS filesystem, 114
NTLDR file, 103
NTUSER.DAT file (user profile), 103
backup, 299
nuisance tripping, 378
null modem, 37
NWLink (NetWare Link), 161

(0]

Occupational Safety and Health
Administration, 212

OFDM (orthogonal frequency divisions
multiplexing), 185

off board interfaces, 45
offsite storage, 190
ohmmeter, 257, 322
on-motherboard cache, 14
one-way hash, 188
onsite storage of backups, 189
open-systems approach, 356
Open Systems Interconnection (OSI) model,
158-159
operating system utilities, 94-104,112-118,
279-282,284-291
ATTRIB.EXE, 118, 279
CHKDSK (Check Disk), 113, 284
command prompt for, 111
DEFRAG utility, 285
Device Manager, 115, 257, 285, 285
Resources tab, 254, 254
yellow exclamation point, 255
Disk Defragmenter, 112, 292-293, 293
Event Viewer, 110, 257, 285, 286,
354, 355
FORMAT utility, 113-115, 281-282
MSCONFIG, 286, 286
NTBACKUP, 112, 287-288
in Recovery Console, 198, 296-298
REDEDT32, 288-289
REGEDIT, 111, 121, 288-289
Remote Desktop, 288, 289-290
system-management tools, 115-116
System Restore, 108, 290
Task Manager, 115, 256, 290-291
Performance tab, for memory
statistics, 292
Windows Explorer, 96, 96, 116-117, 291
operating systems, 111-119
device drivers, 106. See also device
drivers
differences, 94-95
hardening, 353-357
installing and configuring, 104-107
common problems, 106
major components, 98-102
Desktop, 99
Start menu, 100-102
Taskbar, 100
major functions, 95-98
device access, 97
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disk and file management, 95-97,
283-284
input/output (I/O), 98
memory management, 97
optimizing, 291-294
hard drives, 292-293
services, 294, 295
startup, 294
temporary files, 294
virtual memory, 292, 293
preventative maintenance, 120-121,
304-305
troubleshooting, 108-119, 295-304
Automated System Recovery
(ASR), 298
blue screens, 109
boot sequence, 108-109
diagnostic procedures for, 109
Emergency Repair Disk (ERD),
298-299
error messages, 110-111, 301-302
Recovery Console, 296-298
with Safe mode, 108, 302-303
System File Checker, 303-304
updating, 204, 362-363
upgrading, 106-107
optical drives, 7
optimizing performance, 244-249
orthogonal frequency divisions multiplexing
(OFDM), 185
OS X (Apple), 362
OSI (Open Systems Interconnection) model,
158-159
overclocking, 23
overheating, 60
ozone filter, in laser printer, 324

P

packet filter, firewall as, 183

page description language (PDL), 142

page printers, 127

Pages/Sec counter, 292

paging file, 97, 292

PAP (Password Authentication Protocol), 194
paper, 150

paper jams in printers, 143-144, 145-146
paper transport assembly, 130, 130
parallel ATA (PATA), 48
parallel cable, 35, 37
parallel port
legacy, 13, 138
settings, 16
parent directory (..), 280
parity memory, 29
partitions, 48
modifying information, 114
passive heat sink, 20, 38, 246
passive matrix screen, 31-32, 78, 268
passive terminator for SCSI, 49
Password Authentication Protocol (PAP), 194
passwords, 194, 194
in CMOS, 17
policy for, 367
PATA (parallel ATA), 48
patches, 363
PATRIOT Act of 2001, 229
PC cards. See PCMCIA cards
PCI. See Peripheral Component
Interconnect (PCI)
PCI Express (PCIE), 13
expansion slots, 34
PCL (Hewlett-Packard Printer Control
Language), 142
PCMCIA cards, 80
for laptop computers, adding and
removing, 83
.pdf file extension, 181
PDL (page description language), 142
peer-to-peer network, 157
Pentium processors, 23-25
physical characteristics, 26
Performance Monitor, 354
performance, optimizing, 244-249
Performance utility, 292
Peripheral Component Interconnect (PCI),
11, 247, 248
bus connectors, 12
expansion slots, 34, 35
installing components, 243
power consumption estimate, 18
Peripheral Component Interconnect (PCI)
Express bus, 80
peripheral ports and connectors, 33
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peripherals

enabling in CMOS, 16

for laptop computers, 78-79
disconnecting unneeded, 87, 269

ports and connectors for, 33, 33-34

permissions

for groups, 319
troubleshooting, 345

Personal Computer Memory Card

International Association, 80

personal computers, 6, 38-39

adapter cards, 34
disposal, 217
Properties dialog box, 300-301
removing, 239-240, 240
antistatic bags for, 215
case, 46
closing, 243
removing, 239, 239
troubleshooting issues, 61
cooling systems, 37-38
heat sink for, 20
troubleshooting, 60-61
upgrades to, 246-247

CPUs/processor, 20-26. See also CPU

(central processing unit)

display devices, 30-33. See also display

devices
disposal, 216-218
input devices, 33
attaching, 243-244
disconnecting from computer,
238-239
for laptop computers, 80-81
preventative maintenance, 259
upgrading, 54
memory, 26-30. See also memory
motherboards, 9-18. See also
motherboards
peripheral ports and connectors, 33,
33-34
ports and cables, 34-37
power supplies, 18-20, 19
connectors, 240
installing, 243
for laptop computers, 79
output capacity, 249

peripherals — ports 43

safety, 211, 376-377, 381
troubleshooting, 67
preventative maintenance for, 258-259
storage devices, 6-9. See also CD-ROM
drives; floppy drives (FDD); hard
drives
hard-disk systems, 6
installing, 243
preventative maintenance, 259
removing, 241, 241
upgrading, 53
upgrades, 237-249
to BIOS, 246
to cooling system, 246-247
to CPU, 245-246, 249
disassembling, 238-242
to memory, 248
optimizing, 244-245
part replacement and reassembly,
242-244
PGA socket, 42, 43
phantom directory listing, 65
phone support, 223
Physical layer (OSI), 158, 160
physical memory, 27-28
physical security, 187-192
piezoelectric ink-jet printers, 128
.pif file extension, 181
pin grid array (PGA) for CPU, 20
PING command, 173, 282, 344
PIO (programmed input/output), 48
Plenum/PVC cable, 168
Plug and Play, 48
laptop support for, 78
pointing devices on laptop computers, 80-81
troubleshooting, 86, 269
policies, for security, 205
polling, 171
port addresses, 253
port replicator, 78, 84
port scan, 182
portable computers. See laptop computers
ports, 34-37
common assignments, 164-165
dust collection, 380, 381
enabling in CMOS, 16
on laptop computers, 80
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for printers, 315, 317
troubleshooting, 60
POST (power-on self-test), 15, 59
POST card, 59
power connectors, on motherboard, 44, 44
power consumption, estimating, 18-19
power cord for laptop, 85
power devices, 258-259
power management
for laptop computers, 81, 82
settings, 16
power-on self-test (POST), 15, 59
Power Options Properties dialog box, 81
power supplies, 18-20, 19
connectors, 240
installing, 243
for laptop computers, 79
output capacity, 249
safety, 211, 376-377, 381
troubleshooting, 67
Presentation layer (OSI), 159, 160
preventative maintenance
for laptop computers, 87-88
for networks, 345-346
for operating systems, 120-121,
304-305
for personal computers, 258-259
for printers, 313, 325-326
laser printers, 324
for scanners, 325-326
primary corona, 130, 132
principal, authentication by Kerberos, 196
print quality, and ink cartridge, 144
Print Server Properties dialog box, 316
printer controller, 129
printer pooling, 317, 319
printer port settings, 16
printer priority, vs. print-job priority, 318
printer Properties dialog box, 312-313, 313,
317-319
printers, 127-138
calibration, 320-321
checking status, 312-313
components, 137
configuration, 139, 140, 316-319
dot-matrix, 128

environmental issues, 151
firmware updates, 139
ink-jet, 128
installing, 314, 315
interfaces, 137-138
laser, 129-136
parts, 129, 129-131, 130, 131
printing process, 132-136
LED printers, 136
from MS-DOS applications, 319
preventative maintenance, 313, 325-326
safety practices, 211
sharing, 340
troubleshooting, 141-151, 299-300,
322-325
device drivers, 142
memory, 142
paper jams, 143-144, 145-146
upgrading, 321
priorities, 55
privacy, 228-229
private key, 188
processor. See CPU (central processing unit)
processor serial number (PSN), 24
processor sockets, on motherboard, 14
professionalism and communication
communication skills, 222-225,
389-392
job-related behavior, 225-230
accountability, 226
confidentiality, 227
flexibility, 227
privacy, 228-229
punctuality, 226
respect, 227-228
programmed input/output (PIO), 48
programs. See applications
Programs submenu of Start menu, 100-101
protocol, 160. See also network protocols
protocol analyzer, 174
proxy firewall, 184
PS/2 connectors, 36
for keyboard, 33
PSN (processor serial number), 24
public key, 188
punctuality, 226
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Q

quad pipelining, 23

radio frequency signal, interception, 186
RAID (Redundant Array of Independent
Disks), 53
RAM slots, on motherboard, 14
RAMBUS, 28
Rambus DRAM stick, 29
Rambus dynamic RAM (RDRAM), 42
Rambus inline memory modules (RIMMs),
28,29, 42
RD (Remove Directory) command, 119, 282
in Recovery Console, 297
Read & Execute NTFS permission, 341
Read NTFS permission, 341
read-only directory, 283
Read Only (R) file attribute, 118, 280
reboot
auto-restart errors, 300
warm, 102
reconditioned toner cartridge, 146
Recovery CD, 257
Recovery Console, 108, 296-298
Recycle Bin, 117
recycled hardware, 216-217
and security, 179
REDEDT32, 288-289
Redundant Array of Independent Disks
(RAID), 53
refilled toner cartridge, 146
refresh rate of monitor, 30
REGEDIT, 111, 121, 288-289
REGEDT32 program, 111
Registry Editor, 111
Registry in Windows 2000/XP, 103,
110-111
backup, 120-121, 298-299
saving, 121
relative humidity, 215, 381
relative path, 280
Remote Desktop, 288, 289-290
Remote Installation Services (RIS), 105

quad pipelining — Run command 45

Remote Support Technician (220-603) exam
and laptop domain, 266
networking domain, 333
objectives, 331-332
operating systems domain, 279
objectives, 275-278
personal computers domain, 237
objectives, 234-235
printers and scanners domain, 312
objectives, 310
professionalism and communication, 389
objectives, 388
security domain, 352
objectives, 350
REN command, in Recovery Console, 297
RENAME command, in Recovery
Console, 297
repair vs. replace, cost effectiveness, 64
repeaters, 174
Resolution Enhancement Technology
(RET), 324
resolution of monitor, 31
resource conflict, 255
resources. See computer resources
respect, 227-228
for customer, 392-394
Restart option, in Windows, 102
restarting computer, during
troubleshooting, 57
Restore points, 108
RET (Resolution Enhancement
Technology), 324
retinal scanners, 180
ribbon connector, 36
ribbon for printer, 151
RIMMs (Rambus inline memory modules),
28,29,42
RIS (Remote Installation Services), 105
riser board, 11, 46
R]J connector, 36
RMDIR command, in Recovery Console, 298
roaming users, 365
root of FAT drive, entry limit, 114
rootkits, 182
router, 158
RS-232 cable, 37
RS-232 port, 13, 138, 168
Run command, in Windows, 101
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S

S-Video connector, 31
Safe mode for boot, 108, 302-303
safety practices, 210-213, 376-382
hazards identification, 213-216
for power supplies, 211, 376-377
SAINT (Security Administrator's Integrated
Network Tool), 359
SAM (Security Accounts Management)
database, 103
Samba, 342
SATA (Serial ATA), 48
satellite network connection, 335
saving, Registry to file, 121
Scanner and Camera Installation Wizard,
140, 320, 320
scanners, 127
calibration, 320-321
checking status, 314
color profiles, 151
configuration, 140-141
firmware updates, 139
fundamentals, 137
installing, 314, 320
interfaces, 137-138
preventative maintenance, 325-326
troubleshooting, 141-151, 325
scope of IP addresses, 163
.scr files, 181
screwdrivers, 323
SCSI (Small Computer System Interface), 14,
49-53
cables, 37
connectors, 49
IDs and termination, 49
installing and configuring, 50-53
power consumption estimate, 19
for printers, 138
types, 49-50
SCSI-2, 50
SCSI-3, 50
SCSI address, 49
SCSI bus, 49
SD (SecureDigital) cards, 7-8, 8
SDRAM (Synchronous DRAM), 27
Seagate Power Quest Drive Image, 245

Search submenu in Start menu, 101
SECC (single edge contact cartridge) for
CPU, 20, 43
Secure Hash Algorithm (SHA), 188
Secure Socket Layer (SSL), 334
security
basics, 178-192, 352-359
general rules, 358, 363-364
problem issues, 203-204
BIOS (Basic Input/Output System), 193
data access, 198-202
Bell La-Padula model, 198-199, 199
Biba model, 199, 200
Clark-Wilson model, 200, 200
Information Flow model,
200-201, 201
Noninterference model, 201, 201-202
data and physical security, 187-192
backups, 189-191, 202
encryption, 188-189
incident reporting, 191
social engineering, 191-192
data migration, 202
hardening operating system, 353-357
hardware and software security,
179-184
authentication issues, 180, 193-197
biometric devices, 179-180
filesystem security, 184
firewalls, 183-184
key fobs, 180
smart cards, 179, 193
software exploitation, 180-183
logs, 358-359
preventative maintenance, 204-205,
370-371
printer settings, 318-319
share-level, 157
in Unix, 356
wireless, 184-187
IEEE 802.11x wireless protocols,
185-186
vulnerabilities, 186-187
Wired Equivalent Privacy (WEP), 186
Wireless Access Protocol (WAP), 186
Wireless Transport Layer Security
(WTLS), 185
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Security Accounts Management (SAM)
database, 103
Security Administrator's Integrated
Network Tool (SAINT), 359
security baseline, 352-353
security tokens, 195
segments of LAN, 157
selecting files, in Explorer, 117
separator pages, for print jobs, 318
Serial ATA (SATA), 48
serial cable, 35
serial port, legacy, 13, 138
server, 156, 157
server-based network, 157
service packs, 107, 304-3035, 363
service-set identifiers (SSIDs), 184
services, 294, 295
in Unix, 356
Session layer (OSI), 159, 160
Settings submenu in Start menu, 101
Setup Manager, 105
Setup Wizard, 107
SETUPACT.LOG file, 301
SETUPAPLLOG file, 301
SETUPERR.LOG file, 302
SFC.EXE (System File Checker), 303-304
SHA (Secure Hash Algorithm), 188
shadow copies, 189
share-level security, 157, 184
sharing
network resources, 340-342
printers, 315
sheet-fed printers, 127
shelling out to DOS, 111
shielded cable, 36-37
shielded twisted-pair (STP) cable, 166, 168
types, 167
shortcuts to programs, 100
shoulder surfing, 371
Shut Down command in Windows, 101-102
shut down of nonresponsive application, 115
SIMMs (single inline memory modules), 28,
42,248
removing, 242
Simple Mail Transfer Protocol (SMTP), 334
single edge contact cartridge (SECC), for
CPU, 20
site survey, 187

slave drive, 47
sleep mode, 102
slim-line case, 46
Small Computer System Interface (SCSI). See
SCSI (Small Computer System
Interface)
small outline DIMM (SoDIMM), 29
smart cards, 179, 193, 364
problems, 203
SMTP (Simple Mail Transfer Protocol), 334
social engineering, 191-192, 370
software. See applications
software exploitation, 180-183
software modems, 62
sound cards, troubleshooting, 65
spam, 183
SPP (standard parallel port), 16
spyware, 181-182
SRAM (static RAM), 27
SSIDs (service-set identifiers), 184
SSL (Secure Socket Layer), 334
Stand By option, in Windows, 102
standard parallel port (SPP), 16
standard SCSI, 50
standby state, 82
standoffs, 241
Start menu, 100-102
startup, 294
stateful inspection, 184
static elminator strip, 146
static RAM (SRAM), 27
status indicators, 165
stepper motor, in printers, 144
storage devices. See also CD-ROM drives;
floppy drives (FDD); hard drives
hard-disk systems, 6. See also hard drives
installing, 243
preventative maintenance, 259
removing, 241, 241
upgrading, 53
stub cables, 51
stylus on tablet computer, troubleshooting,
85,269
subnet mask, 163, 164
troubleshooting, 345
subnetting network, 164
Super extended graphics array (SXGA+), 78
SuperlO chip, 15
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superscalar architecture, 23
surge protectors, 378, 379
power strip, reset button, 378
suspend state, 82
swap file, 97
SXGA+ (Super extended graphics array), 78
symmetric algorithms, 188
system board. See motherboards
system bus, 11
System Configuration Editor (MSCONFIG),
116, 286, 286
for startup program configuration, 294
system date and time, 15
System (S) file attribute, 118, 280
System File Checker (SFC.EXE), 303-304
system files in Windows, 103
System Information utility, 254, 255, 257
system lockup, 110, 300
System log, 110
System Preparation tool, 105
System Properties dialog box, General tab,
for CPU speed, 20
System Restore, 108, 290
system tray, 100
bar-graph icon, 292
SYSTEMROOT command, in Recovery
Console, 298

T

T-8 screwdriver, 83
tablet PC, 80
troubleshooting stylus malfunction, 85
tailgating, 371
tape backup devices, 7
Task Manager, 115, 256, 290-291
Performance tab, for memory statistics, 292
Taskbar, 100
TCP/IP, 161-1635, 335
gateway, 158
interfaces on network, 157
TCP wrappers, 356
TCSEC (Trusted Computer Systems
Evaluation Criteria), 353
TechNet, 305, 354
telephone support, 223
Telnet, 335

temperature control, 259
temporary files, cleanup, 294
terminator, 49, 51, 174
TFT (thin-film transistor), 32
theft of equipment, 187
thermal compound, 38
thermal cutoff switch, on laptop
computers, 269
thermal fuse, in laser printer, 324
thermal ink-jet printers, 128
thermal wax transfer printer, 136
thermally sensitive devices, 259
thin clients, 156
thin-film transistor (TFT), 32
Thinnet Ethernet cable, 37
throttling, 23
thumb drives, 8-9, 9
time domain reflectometer (TDR), 174
time estimates, for computer upgrade, 238
token passing, 171
tone generator (fox), 173
tone locator (hound), 173
toner, 151
cleaning, 324
toner cartridge, 129, 129, 324
disposal, 217
refilled or reconditioned, 146
Toolbox program, 321, 321
for HP Laser]Jet printers, 313, 314
touchpads, 80
tower case, 46
TRACERT.EXE, 344
track points, 80
tractor-feed paper, perforated edges, 144
transfer corona, 131, 131
transformers, in power supplies, 18
Transistor-Transistor Logic (TTL) chips,
and ESD, 213
Transmission Control Protocol/Internet
Protocol. See TCP/IP
transparencies, printing, 150-151
Transport layer (OSI), 159, 160
Trojan horses, 182
troubleshooting
basic aspects, 55
basic techniques, 59-68
BIOS issues, 66-67
case issues, 61
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CD-ROM/DVD drives, 65-66 two-factor authentication system, 197, 198
for cooling systems, 60-61 two-way hash, 188

floppy drives (FDD), 65 .txt file extension, 181

hard drives, 61 TYPE command, in Recovery Console, 298

for I/O ports and cables, 60
keyboard and mouse, 64-65

miscellaneous issues, 67-68 U
modems, 61-64
for motherboard and CPU, 59-60 UDFs (uniqueness database files), 105
network interface cards, 66 UDP (User Datagram Protocol), 164
power supplies, 67 Ultra extended graphics array (UXGA), 78
sound cards, 65 Ultra SCSI, 50
blank screen, 32 UltraDMA, 47
diagnostic procedures for, 55-58 unattended installation of operating
customer reproduction of errors, 224 system, 105
determining hardware- or UNC (Universal Naming Convention), 319
software-related, 57 undocking laptop computers, 84
help from others, 58 uninterruptible power supplies (UPSs), 259
problem definition, 56 uniqueness database files (UDFs), 105
restarting computer, 57 Uniting and Strengthening America by
service manuals, 58 Providing Appropriate Tools Required
simple checks first, 56-57 to Intercept and Obstruct Terrorism
user error, 57 (USA PATRIOT) Act of 2001, 229
information for, 256-258 Universal Naming Convention (UNC), 319
laptop computers, 269-270 Universal Serial Bus (USB), 138, 247.
networks, 172-174, 344-345 See also USB ...
common problems and tools, Unix
173-174 filesystem, 361, 361
systemic approach, 172-173 hardening, 356-357
wireless, 174 unshielded cable, 36-37
operating systems, 108-119, 295-304 unshielded twisted-pair (UTP) cable, 37,
Automated System Recovery (ASR), 165, 168
298 updates
Emergency Repair Disk (ERD), applications, 205
298-299 Automatic Updates, 305, 305
Recovery Console, 296-298 networks, 205
printers, 141-151 operating systems, 204, 362-363
dot-matrix printers, 323-324 of printer and scanner firmware, 139
ink-jet printers, 324 upgrades, 237-249
laser printers, 324-325 to BIOS, 246
recognizing and isolating issues, 59 to cooling system, 246-247
scanners, 325 to CPU, 245-246, 249
social side of, 57, 224-225 disassembling, 238-242
Trusted Computer Systems Evaluation to display devices, 53-54
Criteria (TCSEC), 353 to input devices, 54
TTL (Transistor-Transistor Logic) chips, to memory, 248
and ESD, 213 to multimedia devices, 54

twisted-pair wiring, 165
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to operating systems, 106-107
optimizing, 244-245
part replacement and reassembly,
242-244
to storage devices, 53
USB (Universal Serial Bus), 138, 247
USB connectors, 35, 36
for keyboard, 33
USB flash drives, 8-9, 9
USB port, 13
dust collection, 380, 381
for flash card reader, 8
User Datagram Protocol (UDP), 164
user-level security, 157, 184
user profile (NTUSER.DAT), 103
backup, 299
users
disconnecting or logging off, 116
education on social engineering, 371
logon, 157
mobile, 365
restrictions on operations, 365
roaming, 365
system access, 358
UTP Ethernet cable, 37
UXGA (Ultra extended graphics array), 78

virus, 182
problems from, 203
virus protection, 197-198, 300
in CMOS, 17
Voice-over IP (VoIP), 168, 336
voltage, 211
computer setting, 376-377, 377
of CPU, 249
transfer levels, 214
voltmeter, 257, 322, 382
VPN (Virtual Private Networks), 168
VRAM (video RAM), 30
vulnerability scanner, 359

\"/

V-chip, 365
VER command, 118
vertical hold (V-hold) settings of monitor, 31
VGA connector, 31
VGA extension cable, 37
video. See display devices
video adapters, upgrades, 247
video cameras, for security, 187
Video Electronics Standards Association
Local Bus (VESA local bus), 11
video RAM (VRAM), 30
video sharing, with laptop computers, 268
view types in Explorer, 117
virtual machines, 97
virtual memory, 97, 292
settings, 293
Virtual Private Networks (VPN), 168

)]

WAN (wide area network), 157, 336
WAP (wireless access point), 171
WAP (Wireless Access Protocol), 186
warm docking, 79
warm reboot, 102
wattage, hardware requirements for, 18
web browsers, 336-338
WEP (Wired Equivalent Privacy), 186
wide area network (WAN), 157, 336
Wide SCSI-2, 50
Widescreen ultra extended graphics array
(WUXGA), 78
WiFi (802.11b standard), 185
WIN.COM file, 103
Windows (Microsoft), 94
command-line interface, 102
Professional and Home versions of
XP, 102
Registry in 2000/XP, 103, 110-111
service packs, 107, 304-305
system files, 103
Windows 2000, 98
hardening, 354
minimum requirements, 104-105
Windows Backup and Recovery tool,
109, 298
Windows Explorer, 96, 96, 116-117, 291
Windows Internet Naming Service
(WINS), 161
troubleshooting, 345

%
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Windows Server 2003 - .zip file extension an

Windows Server 2003, hardening, 355-356 working copy backups, 189
Windows Update, 305, 354 workstation, 157
Windows XP, 99 worm, 182-183

hardening, 355 wrap plugs, 257

minimum requirements, 105 wrappers, 356
Winmodems, 62 wrist strap, 213, 214, 214, 239, 257
WinMSD (System Information), 257 write-down, preventing, 199
WINNT32.exe utility, 107 Write NTFS permission, 341
WINPRINT.DLL, 317-318 WTLS (Wireless Transport Layer
WINS (Windows Internet Naming Security), 185

Service), 161 WUXGA (Widescreen ultra extended

troubleshooting, 345 graphics array), 78
Wired Equivalent Privacy (WEP), 186
wireless access point (WAP), 171
Wireless Access Protocol (WAP), 186 X
wireless adapters, 80

for printers, 138 XCOPY command, 119, 282
Wireless Markup Language (WML), 186 XGA (Extended graphics array), 78
wireless networks, 171-172 xls file extension, 181

security, 184-187, 363 XT IDE, 46

IEEE 802.11x wireless protocols,
185-186
vulnerabilities, 186-187
troubleshooting, 174 Y

for laptop computers, 269
Wireless Transport Layer Security
(WTLS), 185
wiring. See cables
WML (Wireless Markup Language), 186

Y/C connectors, 31
YaST (Yet another Setup Tool), 338, 339

WMLScript, 186 Z
workgroups, sharing network resources in, o
340-342 Zip drives, 7

.zip file extension, 181




