INDEX

Absolute, 47, 97, 140, 151, 243, 271
error loss, 232, 233, 235, 236
penalty error, 112, 113
relative error, 79, 94, 99, 100-102
Accelerated, 116
Acceptance, 112
Accumulated, 64, 80, 82, 93, 117, 181
Accuracy, 48, 78, 80, 98, 99, 100, 110, 112,
113, 118, 129, 143, 155, 162, 189, 206,
257, 262, 253. See also Forecast, accuracy
Adaptive maintenance, 131
Aircraft, 45
Algorithm, 18, 92, 170, 177, 215, 241, 244,
275, 284, 303
binary, 259
compression, 257, 258, 260, 264, 267, 269,
270, 258, 306
decoding, 268-271
encryption, 156
enumeration, 281
EBSR, 208, 211
genetic, 303
L-M, 90, 91, 114, 116
MESAT, 187, 189, 205
MLE, 93
NLR, 93
overlap, 282, 283, 307
public key, 158
RBD, 259
reliability, 274, 282, 285, 287, 289, 291, 293,
295, 297-299, 301, 303
SPSS, 82, 93
stack, 269

stopping rule, 171, 173, 174, 175, 184, 187,
215
Alternative, 6, 19, 22, 23, 67, 80, 82, 98, 99,
100, 114, 115, 119-121, 138, 170, 173,
174, 175, 177, 183, 188, 234, 270, 282
Analysis
ANOVA, 17
Army Materials Systems, 64
Bayes(ian), 115, 120, 137, 178, 184, 208,
218
component, 258
cost, 173, 197, 202, 203, 212, 214, 223
cost benefit, 166, 173, 211
cost of quality, 172
coverage, 225
crypto, 156
data, 153
decision, 165, 166, 210
economic, 197, 228
exploratory data, 79, 96, 196
fault tree, 69
goodness-of-fit, 223, 224
likelihood, 152
mathematical-statistical, 63
nonparametric, 38
of error processes, 70, 113
posterior, 55
regression, 79, 80, 114
reliability, 71, 258, 262, 304
risk, 122, 124, 132, 137, 162, 166
security, 159
security meter, 120, 135, 137
sensitivity, 187

Trustworthy Computing: Analytical and Quantitative Engineering Evaluation, By M. Sahinoglu

Copyright © 2007 John Wiley & Sons, Inc.

309



310

Analysis (continued )
sequential, 227
statistical, 62, 67, 163, 174, 215
stopping rule, 223, 224, 229
system, 40
track, 144
tree, 161, 162, 164
vulnerability, 165
Anonymity, 155, 156
Application(s), 7, 8, 17, 46, 106, 125, 130, 131,
138, 156, 167, 174, 183, 204, 205, 215,
216, 221, 229, 233, 243, 245, 253, 258,
260-263, 275, 305
Approach(es)
analytical, 67, 251
Bayes(ian), 18, 47, 55, 99, 100, 118, 115,
135, 184, 188, 189, 221
decision-tree (diagram), 122, 138, 142
enumeration, 266, 270, 276, 278
evolutionary, 304
frequency, 143, 144
informative, 112
integral, 25
inverse-transform, 20
K-S, 94
large sample, 103
MESAT, 193
NBD, 153
noninformative, 111, 118
nonsystematic, 120
numerical, 121
Poisson-geometric, 152
prior distribution, 104
privacy meter, 150
probabilistic, 138
qualitative, 121, 155
quantitative, 66, 155, 228
RBD, 258
security meter, 132, 137, 168
shotgun, 206, 208
statistical, 66, 303
testing to death, 173-175, 206
Approximation(s), 45, 71, 116
Arithmetic, 35, 100-102, 110, 112, 113, 158
Arrival, 14, 20, 58, 59, 61, 63, 79, 80, 82, 93,
176-178
Assumption(s), 33, 40, 47, 48, 51, 57, 58, 62,
63, 80, 138, 142, 147, 174, 184, 187, 190,
193, 194, 196, 233
Attack trees, 120, 137
Attribute(d), 75, 113, 120, 207, 215
Audit, 153, 155, 156, 162
Authentication, 143, 155-157, 163

INDEX

Availability
average, 25
Bayes(ian), 232, 233, 253
calculations, 239, 241
component, 231, 244
expected, 232, 233
long run (term), 25, 75
modeling, 231, 234
network, 231, 233, 234, 239, 244
non, 190
source target, 231
system, 64

Background, 80
Backward, 90, 264
Bathtub curve, 7, 23, 24, 27, 52
Bayes(ian) model(s), 47, 55
Behavior, 47, 48, 53, 79, 99, 174, 187
Bernoulli, 20, 21, 23, 32, 58, 67, 114, 176, 187,
188, 189, 226, 227, 254
Best estimate, 47, 169
Binomial
density, 17
distribution, 20, 46, 60, 71, 177
multi, 21
negative, 22, 23, 57, 58, 78, 116, 152,
177-179, 181, 183, 184, 189, 195, 226
processes, 176
quadri, 21
random variable, 21
sampling, 227
setting, 48
type model, 48, 49, 51, 53, 64
Block(s), 72, 158, 188, 199, 257-260, 265, 268
Boundary, 111
Bug(s), 122, 160, 183, 198, 199

Calendar, 48, 52, 61, 80-86, 87, 92, 188, 206
Capability-based attack trees, 120, 154
Catastrophic, 120
Categories, 159
Categorize, 159
Category, 47
Cause(s), 25, 45, 135, 137, 144, 271
Central, 12, 26, 52, 156

limit theory, 67
Change, 39, 40, 44, 49, 55, 190, 236, 254
Characterization, 78, 82
Checkpoint, 101, 174, 215
Class, 35, 49, 55, 63, 66, 97, 130
Classification(s), 48, 49, 121
Clock, 52
Clumping, 196



INDEX

Cluster(ing), 79, 94, 96, 151-153, 176, 180,
191
Code(s), 51, 82, 123, 137, 151, 156, 170, 173,
177, 206, 210, 235, 242, 272, 308
Coefficient, 178, 183, 184, 187, 189, 237
Cold standby, 15
Combination, 62, 156, 160, 161, 178, 180, 266,
276, 277
Comparative, 131
Comparison, 16, 48, 98, 103, 104, 105, 112,
113, 132, 173, 197, 198, 200
Complex(ity), 100, 172, 174, 175, 233, 245,
257, 259, 260, 267, 272, 280-286, 291,
293, 295, 296, 300
measures, 47
metrics, 69
networks, 231, 245, 259, 271, 281, 282, 284,
285, 291, 293, 295
systems, 257-262, 264, 270-272, 304, 305
topology, 272, 281
Computer systems, 68, 304
Conclusion(s), 96, 98, 110, 121, 129, 137, 142,
149, 154, 188, 213, 221, 230, 281
Conditional, 4, 38, 39, 49, 52, 54, 104, 105,
130, 138, 141, 178, 236, 251
Confidence, 16, 17, 36, 37, 76, 117, 177, 185,
186, 187, 193, 194, 195, 196, 221, 229
Confidentiality, 155
Consensus, 151
Consistency, 81, 98
Consistent, 121, 162
Constant, 9, 17, 20, 23, 51, 65, 71, 79, 97, 99,
100, 106, 110, 111, 122, 123, 130, 147,
168, 178, 180, 181, 184, 188, 190, 208,
220, 230, 244, 255
criticality, 147
deterministic, 130
failure (rate), 24, 37, 43, 69, 72-74, 77,
151
hazard (rate), 7, 34, 49, 52
measures, 99
proportionality, 49
Continuous, 1, 2, 3, 21, 60, 73, 80, 121, 161,
176, 180, 188, 229, 230, 243
Control, 17, 20, 122, 157, 172, 173, 174, 199
Corrective, 131, 252
Correlation, 58, 153, 176, 178, 181, 182, 184,
187, 190, 193
function, 176
Cost
analysis, 173, 197, 212, 223, 225
average, 149
benefits, 166, 173, 197
budget, 132

311

capital (investment), 123-125, 127,
168-171, 183, 223, 225
coefficient, 183
criterion, 198
effective, 132, 172-174, 177, 183, 186, 197,
205, 212, 215, 230
efficient, 173, 184
expected, 124, 127, 132, 135, 137, 150, 207,
217
factors, 198
fixed, 182, 184, 217, 221
improvement, 154
implied, 183
index, 198
maintenance, 131
maximum, 121
model, 183, 195, 196
opportunity, 130
output, 132
parameters, 183, 187—-189
projected, 122
redemption, 120
scenarios, 185
shadow, 127
software, 131
testing, 194, 196, 198, 199
utility, 121, 132
variable, 182, 183, 217
Countermeasure (CM), 119, 121-127, 129,
132, 135, 137, 138, 142, 144, 148, 150,
153, 154, 155, 161, 165, 168, 170
lack of (LCM), 121-124, 143, 170
Counting, 47, 57, 58, 150, 173, 176, 177, 187,
188, 195, 207, 272
Coverage, 51, 223, 225
branch(ing), 174-177, 181-184, 188, 195,
196
cost of, 207
data sets, 178, 228
decision, 175
detection, 174
estimation, 228
failure, 173
fault, 173, 200
imperfect, 304
level, 185
minimal, 185, 190, 210
number, 185, 187
reliability, 173, 177
statement, 175
total, 190
white-box, 172
CPU, 12, 39, 40, 48, 52, 53, 54, 55, 73, 75, 77,
79, 80, 81, 188



312

Criteria, 115, 227, 228
Crypto, 156

Data
bank, 77
censored, 36, 38, 39, 76
clustered, 80, 82
compaction, 305
complete, 33, 35, 36
correlated, 116
cost, 188
countermeasure, 142
coverage, 178
current, 47
domain, 77
effort-based, 173
empirical, 6, 33, 146, 148, 168, 173
error, 113, 115
exploratory, 79, 96, 196
failure, 33, 39, 48, 67, 76—80, 92-96,
98-100, 152, 252
field, 207, 234
grouped, 34, 35, 39, 40, 73, 77, 80, 95, 114
historical, 234
hybrid, 169
incomplete, 36
insufficient, 244
large sample, 238, 244
latent, 183
models, 67, 114
Musa’s sets, 57
nonreplacement, 36
output, 92
qualitative, 127, 169
quantitative, 120, 122, 127
recovery, 253, 304
reliability, 67, 71
repair, 245
repository, 119
resistant, 243
simulated, 79
software, 92
statistical, 143
symmetric, 147
system design, 120
test case based, 174
test, 69
ungrouped, 33-35, 38, 76
VHDL, 198
weekly sets, 82
Death, 36, 39, 46, 173, 174, 175, 206
process, 68
Debugging, 46, 57, 68, 71, 232
Decision, 66, 101, 102, 115, 123, 164, 166,
210, 211, 228

INDEX

Decryption, 156
Defective, 10, 22, 173
Defect(s), 7, 48, 54, 55, 57, 62, 63, 257
Degrees of freedom, 15, 16, 17, 98
Delayed, 62, 63, 187, 189
Density, 1, 2, 3, 4, 6, 8, 12, 13, 15, 17, 23, 25,
34, 36, 49, 51, 53, 54, 56, 58, 78, 80, 125,
137, 147, 151, 188, 218, 219, 231-233,
242, 243, 250, 251, 256
Density function, 2, 3, 4, 6, 8, 25, 34, 51, 80,
147, 218, 219, 232, 243, 256
Dependent, 21, 47, 58, 63, 130, 139, 140, 141,
142, 150, 154, 188, 194
Design, 40, 46, 64, 75, 119, 120, 121, 122,
130, 131, 135, 142, 143, 148, 150, 162,
168, 169, 175, 205, 206, 215, 229, 258
Detection, 68, 69, 113, 166, 305
Determination, 161, 196
Device, 11, 14, 73, 77, 122, 143, 144
Diagnostic(s), 98, 190, 195, 196
Discovery, 83, 84, 85, 86, 87
Discrete, 2, 3, 20, 21, 48, 58, 60, 79, 80, 142,
150, 155, 157, 168, 176, 177, 178, 181,
182, 184, 229, 255, 308
Discrimination ratio, 195
Discriminative, 190, 196
Disjoint, 39, 122, 127, 138, 139, 140, 141, 142
Disjointness, 141, 142
Disk, 74
Distribution(s)
asymptotic, 31
beta, 17, 18, 180, 181, 187, 234, 252
binomial, 20, 46, 58, 181, 184
compound Poisson, 177
compound(ing), 58, 59, 71, 79, 80, 188, 195
conditional, 104, 105, 178, 236, 251
cumulative, 3, 6, 98
discrete, 226
double, 12
empirical, 94, 98
Erlang(ian), 13—15
extreme value, 24,
failure, 4, 5, 24, 33, 35, 49, 55, 62
frequency, 79, 82, 92, 96, 191
function, 6, 18, 176, 180, 195, 233, 234
gamma, 13, 14, 18, 237
geometric, 58, 80, 215
half-normal, 113
hyperexponential, 12
hypergeometric, 70
hyperprior, 104
joint, 56, 59, 218, 249
limiting, 188



INDEX 313

logarithmic-series (LSD), 58, 173 176, 177, discrete, 182
187, 188, 195, 207 domain, 46, 177, 182, 188, 189
log-normal, 27 errors, 208
marginal, 56, 59, 178, 180 testing, 206, 208, 210
mixture, 12 unit, 179
multinomial, 21 Empirical, 120, 142, 184, 187, 188, 195, 205,
negative binomial (NBD), 60, 71, 174-177, 218, 221
179, 184, 195 Bayes(ian), 47, 67, 69, 114, 116, 165, 168,
negative exponential, 11-13, 20, 21, 50, 80, 174-177, 184, 187, 188, 195, 205-208,
115, 168 218, 220, 225, 229, 252
noninformative, 100 data, 33, 146, 148, 173
nonparametric, 33 distribution, 94, 95, 98
normal, 25—28, 30, 104, 105, 243 rule(s) 206, 227
Pareto, 56 software testing, 205
Po%sson, 20, 58, .71, 147, 168, 177, 216 Encryption, 143, 156, 166, 170
Poisson-geometric, 58, 70, 76, 82 Ceasar’s. 157
Poisson-logarithmic, 76 El-Gamz;l 158
posterior, 47, 55, 56, 180, 233, 236, ’

public key, 157, 158
RSA, 157
Error, 11, 93-103, 117, 135, 136, 150, 167,
194, 205-208, 210-213, 223-225, 235,
243, 251

249

power-function, 13

power-law, 12

prior, 47, 55, 56, 102, 104, 113, 178, 180,
227, 247

probability, 52, 66, 67, 98, 150, 151, 176, common mode, 75
180. 193—196. 252 detection, 63, 68, 113, 259, 323

skewed, 187 detection rate, 3

statistical, 1, 26, 32, 48, 120, 150, 233 loss, 232, 233, 235, 236
survival., 116 measurement, 26

three-parameter beta (SL), 233, 235 mode, 75
truncated, 25 post facto, 211
type-1, 30, 31 predictive, 97, 103
type-II, 30, 31 relative, 79, 80, 83-85, 100, 102
type-111, 30, 31 round off, 117
uniform, 53, 105 sampling, 11
univariate, 227, 253 squared, 47, 79, 80, 94, 98, 178, 181, 232,
Weibull, 23, 24, 31 233, 236-239, 243, 251
Down times, 233, 236, 239, 243, 244, 247, 249 standard, 91, 106
Duane (model), 47, 64, 68, 69 type, 1, 103
Duration, 76, 77 vector, 89
Dynamic, 130, 131, 150, 174, 197, 257 Estimation, 3, 4, 38, 47, 55, 63, 94, 113, 149,
150, 154, 193, 232, 233
Economic, 123, 172, 174, 177, 182, 187, 189, Bayes(ian), 17, 47, 177, 195, 235
196, 197, 204, 207, 211, 215, 221 coverage, 195, 228
Effect(ive), 24, 40, 52, 55, 78, 79, 99, 134, density, 71
142, 185, 187, 196 error of, 237
avalanche, 146 interval, 96
cause and, 208 lack of privacy, 150
domino, 207 least-squares, 90, 91
logarithmic, 97 max likelihood, 79, 80, 96
ripple, 123, 127, 130 method(s), 33, 36, 101
saturation, 189 model, 63
side, 123, 131 nonlinear, 91
Effort, 137, 179, 183, 184, 205 of failures, 57, 78

based, 48, 172, 173, 176, 178, 229 of hazard, 34



314

Estimation (continued )
parameter, 47, 67, 79, 80, 82, 92, 93, 96-99,
114, 142, 149, 226, 252
prior, 248
procedures, 33, 100
process, 193
reliability, 33, 56, 67, 79, 113-115, 259
regression, 82
risk, 154
statistical, 17, 143, 174
under, 121
Estimator
asymptotic, 233, 238, 244
availability, 232, 233, 246
Bayes(ian), 178, 181, 219, 231, 234-239,
241, 243, 244, 251, 252
Kaplan—Meier, 39
large sample, 244
maximum likelihood, 50, 81
of an attack, 143
nonparametric, 37
small sample, 238
type I, 37,
type 1I, 37,
unavailability, 232
unbiased, 37
Evaluation, 1, 68, 78, 114, 115, 119, 172, 226,
227, 231, 257, 304
Event(s), 7, 20, 45, 78-80, 93, 122, 123, 127,
132-134, 142, 143, 148-152, 155, 156,
162, 168, 175-178, 215, 244, 255, 262,
308
Expectation, 49, 173, 196, 219, 238
Expected, 46, 47, 51-53, 57, 76, 82, 121, 127,
154, 175, 183, 184, 187, 190, 193, 194,
207, 232-234, 243, 244, 256, 267
availability (un), 232-234
errors (number of), 190
estimator, 183, 207, 217
failures (faults), 50, 63, 73, 79, 81, 179, 182,
217-219
life, 6
load (loss of), 55
loss (cost of), 124, 125, 127, 131, 132, 135,
137, 142, 147, 149, 150, 168, 169
output, 125
repair (cost of), 124
risk (residual), 125, 137
time, 50
value, 20, 22, 59, 77, 81, 125, 178, 181, 182,
216, 220, 236, 256
Experiment(al), 22, 39, 76, 150, 152, 175, 184,
196
Explanatory, 146

INDEX

Exploratory, 79, 96, 196

Exponential, 1, 11-15, 20, 21, 24, 31, 36, 37,
49, 50-52, 55, 60-64, 73, 77, 79-82, 92,
97, 147, 167, 168, 195, 217, 248, 256

Exposure, 151, 162

Extended, 1, 47, 63

Factor(s), 27, 45, 46, 63, 105, 123-126, 127,
130, 137, 158, 159, 176, 184, 190, 195,
198, 207, 208, 215

Failure

application, 131

chance, 120, 135, 137

clumping of, 51, 78

common-mode, 44, 45, 72

component, 18, 33

constant, 24

coverage, 174

count(ing), 93, 100, 116, 226, 47, 50, 59,
62-64, 78, 79

cumulative, 64

data, 100, 114, 115, 226, 245, 251, 252, 33,
39, 67, 76-80, 92, 93, 98, 99

date, 48

density, 49, 53, 54

detection, 63

distribution, 4, 5, 33, 35, 49, 62

epoch, 57

events, 256

finite, 52

grouped, 95

hardware, 170

index, 57

information, 35

injection, 47

instantaneous failure, 6, 45

intensity, 46, 49, 50, 51, 53, 54, 57, 61,
63-65, 69, 73, 76

intentional, 120

malicious, 123, 135, 137

mean time to, 5, 33, 77, 151, 221

model, 30, 49, 50, 63, 64

modes of, 24

number of, 21, 22, 37, 46, 48, 50, 52, 53, 57,
62, 64, 73, 78, 82, 88, 89, 177, 100, 179,
182, 184, 186, 189, 194, 197, 216, 219,
220

power, 170

probability, 20, 43, 74, 151, 259

process, 93, 195

random, 173

rate(s), 5, 6, 24, 37, 42-45, 50, 55, 56, 58,
63, 64, 71-75

remaining, 182



INDEX 315

residual, 98 logarithmic, 53
size, 174 loss, 47, 56, 116, 178, 181, 219, 233-238,
software, 47, 57, 71, 78, 79, 94, 96, 99, 122, 251, 252
165, 176, 177, 182, 184, 193, 221 mathematical-statistical, 1
system, 14, 43, 45 mean value, 46, 49-54, 62-65, 73
time(s), 6, 33, 34, 39, 49, 52, 53, 55-58, 62, moment generating, 232, 235, 249
64, 72, 717, 220 Pareto, 11, 13
time to, 6, 14, 15, 25, 31, 33, 49, 57 penalty, 234, 235, 245
Fatigue, 24, 27 power, 11, 13,
Fault(s) prior, 244
arrival, 176 probability density, 1-3, 6, 8, 25, 34, 51, 80,
content, 80 147, 218, 232, 243, 256, 304
correction, 55 probability distribution, 52, 98, 151, 176,
coverage, 175, 200, 223 180, 195, 233, 252
detection, 51, 52, 55, 73 probability mass, 8
expected number of, 63 reliability, 2,4, 11, 15, 23, 25, 26, 34, 38,
hazard rate, 64 76, 280
injection, 47 security meter, 130
number of faults, 51, 184, 193, 223 statistical, 4
remaining, 185, 193, 216, 223 survival, 38, 77, 151
removal, 70 type-1, 31
seeding, 47 type-IIL, 31
size, 207 weight, 237, 238, 251
simulation, 226
spreading model, 47 G3B, 231, 232, 235
software, 69, 177, 216 Gamma, 1, 17-19, 61, 219, 233-235, 238,
tolerant(ce), 47, 69, 70, 156, 225, 253, 305 249
tree(s), 47, 69 density, 13, 15, 219, 242, 243
Files, 116, 229 distribution, 13, 14, 18, 237
Final, 149, 171, 261 family, 56, 247, 249
Finite, 5, 26, 31, 48, 49, 52, 53, 62, 63, 152, models, 243, 244
235 multiplier, 110
Forecast pdf, 15, 62, 150, 218, 233, 234
accuracy, 67, 99, 115, 227, 252 plots, 244, 245
quality, 79, 91, 94, 98, 113 posterior’ 55
Function(s) prior, 18, 55-57, 221-224, 232, 240, 241,
beta, 18 248
characteristic, 178, 179 variables, 231, 232
correlation, 176 Gauss, 91
criterion, 104 Generalized, 52, 57, 73, 79, 92, 97, 121, 140,
cumulative density, 3, 4, 8 142, 176, 181, 182, 187, 189, 232, 233,
cumulative distribution, 6, 51, 98 234
decreasing, 27, 53, 217, 219 beta, 181, 182, 187, 189, 252, 253
discrete, 155 compound, 57, 79
distribution, 17, 18, 67, 234 exponential, 92, 97
expected value, 220 gamma, 232, 233
exponential, 217 Goel-Okumoto NHPP, 73
failure rate, 64 multivariate beta distribution, 234
hazard (rate), 2, 6, 23, 28, 34, 40, 47, 49, 52, Poisson, 71, 92, 97
54, 64, 73, 76, 77 Geometric, 21-23, 50, 55, 57-60, 76-82, 93,
intensity, 6, 49, 50, 51, 54, 57, 63, 64, 65 152, 188, 189, 215, 216, 218, 219,
joint density, 4 221-224, 226
likelihood, 4, 81 Goodness-of-fit, 46, 71, 80, 94, 98, 99, 174,

linear, 64 187-191, 200, 203, 223, 224



316

Graphical(ly), 161, 230, 258, 259, 262, 270,
281
Graphs, 98, 162

Hardware, 1, 22, 46, 64, 143, 149, 173, 174,
188, 196, 200, 208, 231-233, 243, 247
Hazard, 2, 5, 6, 7, 11, 23, 25, 28, 30, 34, 47,
48, 49, 50, 52, 53, 54, 55, 64, 72, 73,
75-71, 170
rate, 5-7, 11, 23, 30, 49, 50, 52, 54, 55, 64,
72
Histogram, 35, 91
Homogeneous, 48, 62—-64, 65, 151
Hyperexponential, 12, 62—-64, 240, 244
Hypothesis, 16, 99, 103, 110-112, 193, 194

Identical, 14, 21, 31, 40, 42-44, 48, 55, 56, 60,
67, 73, 75, 95, 137, 149, 152, 153, 156,
176, 183, 194, 240-243, 266, 267, 298

1D, 14, 30, 31, 152

N-, 21

non, 26, 176, 188, 240, 242
variables, 26, 67

Improper, 105

Independence, 138

Independent, 4, 11, 14, 15, 16, 21, 26, 28-31,
40, 45, 46, 48, 55, 57-59, 67, 73, 75, 82,
138-140, 150, 152, 175-178, 188-190,
194, 195, 233

exponential, 14, 55, 152

failure, 59

increments, 176, 190, 195

N-, 4, 15, 26, 29-31

non, 67

Poisson process, 175, 176

S, 189

statistically, 40

threats, 40

time, 46, 150, 176, 178, 188, 189

Infeasibility, 187

Inference, 150, 151, 153, 184, 189, 233

Infinite, 25, 50, 53, 54, 64, 76, 111, 235, 238

Informative, 98, 99, 112, 113, 232-236, 243,
244

Initial value, 98, 221, 285, 298

Integration, 236

Integrity, 155

Intensity, 6, 46, 49-51, 53, 54, 57, 61, 63-65,
73, 76, 80

Interfailure, 52, 53, 55, 62, 64

Interruptions, 176, 194, 195, 216, 218, 219, 220

Interval, 2, 3, 6, 8, 35, 36, 37, 39, 46, 58, 59,
63, 76, 80, 81, 82, 93, 96, 152, 174, 182,
183, 207, 217-220

INDEX

confidence, 16, 17, 36, 65, 93, 245
CPU seconds, 73
i(th), 12, 39, 182, 183, 207
k, 35
M-O Poisson, 96
n-, 100
of integration, 3
1000-second, 40
t,2,6,217, 219, 220
testing, 182
time, 35, 39, 42, 46, 48, 58, 59, 81, 100,
183, 217, 218, 227
Inverse, 10, 11, 13, 18, 20, 22, 24, 26, 232,
240, 248, 255
Iterative, 98

Jelinski—Moranda, 46, 47, 49, 68
Job, 121, 126
Joint probability, 218

Key, 46, 156-159, 195
Knowledge, 104, 105, 162
Kolmogorov—Smirnov, 79, 80
K-S, 80, 94, 96-98

Latent, 183
Law, 12, 26, 123, 130, 144, 150
of large numbers, 26, 28
Learning, 63
Least, 42, 57, 75, 77, 82, 90, 91, 96, 98, 118,
119-121, 137, 143, 149, 151, 156, 168,
175, 185, 186, 193, 194, 205, 206, 220,
221, 237, 278, 279
squares, 57, 82, 90, 91, 237
Life cycle, 147, 167, 205
Likelihood, 4, 8, 50, 79, 80, 81, 96, 151, 152,
154, 162, 206, 208, 233, 250
Limitations, 44, 45, 70, 115, 228
Linear, 34, 57, 64, 82, 116
Link(s), 254, 271, 275, 276, 282, 283,
286-288, 290-297, 299, 306, 307, 308
and nodes, 301-303
connecting, 260, 272
imperfect, 262
index, 283, 285-302
perfect, 256
reliability, 254, 256, 257
weakest, 40
List, 1, 160, 190, 244, 260, 276, 277, 284-291,
293, 295-302, 304
Littlewood, 47, 48, 55, 57, 68-70, 115
Load, 55
Logistic, 28, 29, 228, 229
Long-term, 75



INDEX

Loss, 47, 55, 56, 123-127, 131-137, 142,
147-150, 162, 167, 169, 178, 181185,
197, 219, 232-239, 243, 244, 252, 253.
See also Function

Marginal, 4, 56, 57, 59, 178, 180, 218
Markov, 21, 58, 60, 67, 80, 114, 184, 188, 189,
197, 226, 227, 228
Matrix, 91, 188, 259
Maximum likelihood, 81
Mean(s), 2, 5, 9, 14, 17, 20, 25-27, 30, 33, 35,
40, 45-54, 58, 60, 62-65, 73, 75, 77, 79,
80, 90, 94-106, 110-113, 121, 135, 137,
147, 151, 167, 168, 187, 190, 194, 195,
219, 221, 233, 235, 236, 240, 244, 245,
247, 256, 257, 271. See also Arithmetic
squared error, 79, 80, 94, 98, 99
time to crash, 147, 167
time to failure, 5, 33, 46, 57, 221
time to repair, 25, 75
value function, 46, 49-54, 62—-65, 73
Measure, 24, 33, 41, 46, 55, 65, 94, 97, 98,
103, 112, 121-123, 126, 131, 175, 244
Measurement(s), 26, 68, 94, 100, 113, 114,
116, 120, 162, 193, 229
Median, 2, 5, 10, 13, 16, 27, 28, 47, 232-236,
240
Memoryless, 21, 219, 220
Metrics, 68, 116
Minimal, 177, 185-187, 190, 195, 196, 210,
229, 251, 274, 285, 298
Minimal coverage, 177
Minimum, 5, 10, 30, 162, 174, 185, 201-203,
236, 251, 274, 275, 282, 285
Mode, 2, 10, 13, 15, 17, 28, 29, 43, 45, 72, 75,
235
Model(s), 12, 17, 27, 54, 55, 56, 73, 76, 80, 92,
93, 94, 98, 99, 105, 121, 122-124, 128,
129, 131, 138, 146-48, 151, 161, 168,
172-175, 176, 183, 184, 189, 193, 196,
197, 199, 207
AMSAA, 64, 65
Bayesian, 47, 103, 104
Bell-LaPadula, 155
binomial, 48
Biba, 155
Chinese wall, 155
Clark—Wilson, 155
compound Poisson, 78, 79, 195
decision tree, 119
Duane’s, 64
failure, 31, 53
failure-counting, 47
Goel-Okumoto nonhomogenous Poisson, 50,
52

317

Harrison—Ruzzo—Ullman, 155
Howden’s, 194
Jelinski—Moranda de-eutrophication, 49, 80
Littlewood—Verral Bayesian, 55
Modified exponential software reliability, 64
Moranda’s geometric, 50, 80
Musa’s basic execution time, 49, 52
Musa-Okumoto logorithmic Poisson
execution time, 53, 96, 97
Poisson, 48
Poisson geometric, 81, 82
power, 64
quantitative security meter, 142—145, 150,
155
Rayleigh, 52
reliability, 46—48, 62, 100
Sahinoglu’s compound Poisson geometric,
58
Sahinoglu’s compound Poisson logarithmic
series, 57
Sahinoglu-Libby probability, 234
Schick—Wolverton, 64
Schneidewind, 51
static, 47
time between failures, 46
time-domain, 48
TTD, 120, 162, 163
Weibull, 52
Yamada’s delayed and Ohba’s inflection S
and hyperexponential, 62, 63
Moment(s), 5, 29, 60, 184, 216, 232, 235, 236,
243, 249
Mortality, 6, 7
MTBF, 50
MTTEF, 5, 25, 33, 37, 42, 44, 45, 57, 65,
72-717, 221, 223, 224
MTTR, 25, 75
Multiplication rule, 138, 139
Musa, 47, 52, 53, 57, 68, 69, 70, 71, 73, 76,
79, 80, 93, 96, 101, 113-115, 195, 196,
217, 220, 221, 228, 229
Musa—Okumoto, 47, 53, 73, 76, 79, 80, 93, 96,
101
Mutation testing, 165, 208, 226

Network, 67, 165, 166, 240, 253, 255, 258,
259, 268, 271, 287, 288, 290, 297-300,
303-305

Neural networks, 258

Node, 160, 161, 254-256, 258, 259, 260,
262-264, 266-276, 280-296, 298-302,
305-308

follow, 283
ingress, 262, 270, 274



318

Node (continued)
lead, 283
root, 160, 161
Nondisjointness, 120, 169
Nonhomogeneous, 47, 48, 52, 53, 62, 79, 80,
151, 152, 173, 176, 188, 195
Nonparametric, 33, 37, 38, 40, 72, 73, 76, 94,
96
Nonrepudiation, 155
Null hypothesis, 193
Numerical, 51, 94, 105, 120, 128, 155, 233, 235

Occurrence(s), 2, 22, 63, 148, 168, 174, 176,
189 223, 224
One step, 173
Operating, 11, 14, 33, 38, 52, 55, 64, 72, 208,
232, 243, 256, 263, 275, 279
system, 72
Operation(s), 46, 64, 73-75, 121, 127, 156,
157, 161, 170, 215, 259, 261, 269
modulus, 157
Optimal, 51, 170, 177, 185, 211, 215, 216, 230
Optimization, 165, 304
Optimum, 70
Order statistics, 34
Output(s), 41, 98, 122, 125, 132, 205, 243, 256,
280, 281

Package, 116
Parameter estimation, 47, 67, 79, 80, 89, 96,
98, 114, 226, 252
Performance, 40, 96, 97, 98, 131
Phase, 12, 25, 63, 82, 175, 206, 208, 210
Poisson, 20, 21, 32, 47, 48, 49, 50, 52, 53, 54,
55 62-69, 70, 71, 73, 76-82, 92, 93, 96,
97, 101, 114, 115, 147, 148, 151-154,
168, 184, 187-190, 195, 197, 198, 206,
207, 215-229, 252
compound, 47, 57-60, 78, 79, 91, 93, 96,
97, 152, 193, 216, 223
distribution, 20, 59, 168, 177
geometric, 57, 59, 80, 81, 152, 188, 189,
218, 223
Musa—Okumoto logarithmic series, 47, 53,
80
nonhomogeneous process (NHPP), 47-50,
53, 78, 80, 151, 152, 173, 176
random numbers, 20
Sahinoglu’s compound geometric, 57
Population, 29, 151, 245
Prediction(s), 48, 49, 63, 70, 78-80, 94, 98, 99,
103, 113, 115, 118, 147
Predictive, 46, 48, 78, 80, 97, 99, 100, 103,
110, 112, 113, 118

INDEX

Privacy, 143, 150-157, 164, 165, 167
Probability density, 6, 232
Probability mass, 8
Process(es), 10, 12, 14, 25, 27, 48, 49, 50, 52,
53, 55-62, 63-65, 71, 78-82, 164,
172-178, 188, 193-196, 200, 205, 213,
218-221, 239, 243, 258, 262, 270, 275,
282, 296, 297, 302
Bernoulli, 176
homogeneous (HPP), 151
Markovian birth and death, 46
random, 49, 52
verification, 174
Product(s), 10, 12, 27, 40, 51, 59, 71-73, 82,
125, 130, 172-175, 190, 193, 194,
205-207, 214, 218, 219, 229, 233, 241
limit, 38, 39
Program, 48, 53-55, 63, 76, 93, 106, 117, 156,
170, 176, 177, 183, 193, 206, 216, 217,
221, 241, 308

Qualitative, 113, 119-121, 127-129, 138, 155,
168

Quality, 17, 20, 40, 73, 79, 82, 94, 98-100,
113, 172-175, 193, 194, 214

Quantitative, 103, 104, 115, 119-122,
127-129, 132, 138, 142, 150, 154, 155,
162, 169, 173

Random, 8, 10, 18, 24, 28, 49, 57, 58, 59, 60,
77, 99, 101, 105, 120, 122, 125, 129, 130,
137, 147, 148, 150, 151, 158, 159, 167,
168, 173, 178, 179, 180, 194, 195, 206,
215, 216, 217, 218, 243, 245, 246, 247,
249, 253-255

deviate(s), 11, 14, 23

number generation(s), 11, 13, 15, 17, 19, 21,
23, 25, 27, 29, 31, 66

number(s), 8, 10, 11, 13-32

sampling, 4

variable, 4, 10, 14—-17, 19-22, 25-27, 29,
33, 55, 56, 79, 81, 97, 100, 103, 123,
174, 176-181, 187, 188, 194, 216, 217,
232, 234-236, 238, 239, 244, 249, 251

Rank deficient, 91

Rate, 5, 6, 7, 9, 12, 18, 20, 23, 24, 27, 37, 42,
43, 44, 45, 48-59, 63, 64, 65, 71-75, 77,
151, 167, 176, 178, 194, 232, 233, 247,
249, 256

defect, 51, 63

detection, 51, 52, 63, 68, 73, 113

failure, 56, 64, 71-75, 77, 151, 229,
231-233, 247, 255

outage, 18, 55, 232, 249



INDEX

Poisson, 20, 178
recovery, 18, 232
repair, 55, 231, 233, 243, 244, 247, 249, 256
time-dependent error-detection, 68, 113
Rayleigh, 23, 32, 52
Recovery, 18, 232
Recursive, 38, 235, 280, 284
Reduction, 53, 92, 217
Redundancy, 1, 15, 40-42, 72, 75, 76, 156, 263
Regression, 82, 93, 114, 116, 227
Regression testing technique, 176
Relative, 2, 41, 79, 80, 83—-87, 92-94, 98-102,
130, 144, 150
frequency, 2, 144, 150
Reliability, 1, 2, 4, 7, 8, 11, 15, 16, 23, 24, 25,
26, 28, 31, 33, 34, 35, 36, 37, 38, 39, 40,
41, 42, 43, 44, 45, 46, 47, 48, 49, 50, 51,
52, 53, 54, 55, 56, 57, 62, 63, 64, 65, 68,
69, 71, 72, 73, 75, 76, 77, 78, 79, 80, 99,
100, 101, 113, 118, 120, 151, 169, 172,
173, 174, 177, 188, 189, 193, 194, 195,
221, 253, 256-263, 265-275, 277, 280,
281, 283, 284, 296, 297, 298, 302, 303, 308
Bayes(ian), 241, 252
block diagramming, 258, 265
engineering, 2, 8, 47
equation, 7, 44
function, 2, 4, 5, 8, 11, 15, 23, 26, 34, 38,
47, 115
hardware, 45, 46
management, 121, 122, 150, 152, 166
residual, 122, 124-126, 130, 132, 137,
146-150, 170, 171
scenarios, 120
security, 119, 121, 123, 128, 137, 138, 148,
149, 154, 155
series, 40
software, 45, 46, 48, 49, 55, 62, 64, 78-80,
97, 99, 101, 113, 118, 151, 172, 193,
195, 221
Renewal, 152
Residual, 46, 57, 62, 78, 82, 92, 98, 122127,
129, 130, 132, 137, 146-150, 169-171
Response, 151, 188, 226, 251, 304
Reward, 184
Risk, 119-138, 141, 143, 146-150, 153155,
161, 162, 164—171, 195, 205, 236, 240,
251
Run, 25, 72, 76, 121, 130, 186, 187, 194, 208

Safety, 68, 123, 155, 170, 253, 258, 304

Sample, 4, 6, 21, 26, 29-33, 46, 82, 95-97,
100, 101, 103, 110-112, 117, 122, 123,
125, 127, 150, 164, 178, 221, 232-234,
238-240, 244-247, 251, 270, 274

319

Sampling, 4, 70, 79, 80, 102, 103, 148, 165,
189, 195, 196, 197, 227, 228
error, 11, 150
plans, 11, 143
Security, 1, 119-123, 128-132, 135, 137, 138,
142-144, 146-151, 153-155, 160-164,
167-169, 173, 190, 229, 258-259, 281
Semiquantitative, 119
Simulation, 1, 11, 105, 106, 120, 123-125,
127, 129, 130, 132-142, 147-150, 167,
168, 255, 259, 308
defect, 48
discrete event, 147, 148, 150
Monte Carlo, 105, 120, 123-125, 127, 129,
130, 134, 137, 138, 142, 147, 148, 150,
168, 184, 254, 255, 256, 259, 304, 300,
308
program, 310
Software, 1, 10, 40, 45-49, 51-57, 62-64,
68-73, 76, 77-82, 92-96, 99-101, 113,
118, 120-123, 130-137, 143, 149-153,
167, 169-177, 181-184, 188—190,
193-198, 205-207, 213-221, 232, 233,
272, 281, 282
engineering, 68, 114, 165, 166, 172, 176,
193, 213, 215, 225, 228, 229, 304
environment, 52
failure(s), 47, 48, 57, 71, 78, 79, 81, 93, 96,
100, 101, 122, 174, 176, 177, 181, 182,
194, 216, 221
fault(s), 47, 49, 69, 131, 177, 216, 220
maintenance, 120, 121, 131-133, 135, 137,
164, 165, 168, 225, 227
module, 72, 73
reliability, 1, 46, 99, 120, 193
Standard deviation, 95, 96, 97, 103, 163
Standby, 14, 15, 16, 43, 44
Statistical, 1, 2, 4, 6, 17, 25, 26, 32, 33, 43, 46,
48, 49, 62, 63, 66-68, 70, 98—-100,
112-115, 120, 121, 129, 138, 142-145,
150, 151, 154, 162, 172-174, 189, 193,
195, 196, 206, 215, 226228, 234, 253,
254, 306
Statistics, 11, 17, 34, 46, 66, 67, 79, 94-98,
114-116, 122, 132, 162, 165, 168, 215,
227-229, 252-254 305
Stochastic, 48, 67, 70, 78, 98—-103, 105, 111,
113-115, 151, 167, 188, 253
Stochastic processes, 71, 227
Storage, 281 283



320

Sum of squares, 15, 35

System, 1, 2, 4, 6, 8, 10, 12, 14-16, 18, 20, 22,
24-217, 30, 31, 40-45, 55, 56, 64, 67, 68,
72,75, 76, 114, 120, 122, 123, 130-136,
143, 156, 159, 161, 163, 166, 168170,
175, 194, 208, 226, 227, 240 241, 253,
259, 260-262, 265-268, 271-273,
277-279, 280-283, 286, 298, 304, 305

System analysis, 40

System reliability, 2, 4, 6, 40, 41, 43-45,
258-260, 266, 269, 275, 280, 284,
296

Systems, 21, 31, 41, 42, 44, 45, 64, 65, 67-72,
74, 114, 121, 131, 149, 156, 160, 162, 164,
166, 168, 193, 215, 225, 228, 242, 253,
254, 259-264, 266-274, 276, 278, 280,
282, 284, 286, 288, 290, 292, 294, 296,
298, 300, 302, 304, 305

Test, 33, 36, 37, 38, 48, 63, 64, 67-69, 72,
75-717, 83-87, 94, 103, 112-118,
172178, 182-190, 194-198, 202,
205-215, 223, 225-229, 252, 253, 286,
287

goodness-of-fit, 209
Kolmogorov—Smirnov (K-S), 80, 95
white-box, 175

Testing, 1, 10, 16, 33, 35-37, 39, 40, 48, 58,
62-70, 75, 78-80, 82, 97, 102, 110,
113-115, 120, 121, 142, 149, 164, 168,
172-177, 182-190, 193-200, 202,
205-210, 224-230, 233, 252, 257, 258,
305

Theorem, 16, 26, 57, 58, 180

Threat, 121-129, 132, 135-146, 149, 150, 165,
167, 168, 170, 171, 196

INDEX

Time to defeat (model), 120, 154, 162-164

Time to failure, 5, 6, 14, 15, 25, 31, 33, 49, 57,
221

Transform (inverse), 10, 11, 13, 20, 22, 24, 28,
31, 128

Tree diagram, 121, 122, 123-128, 132, 133,
138, 139-143, 146, 147, 167, 168

Trend(s), 50, 51, 98, 100, 111, 112, 151, 152,
172, 176, 282

Unavailability, 233, 236, 239, 243, 245-249

Unavailable, 36

Unbiased, 37, 67

Unpredictable, 7

Unreliability, 75

Uptime, 18, 231

User, 113, 123, 130, 156, 158, 184, 200, 216,
218, 259, 261, 264, 269

Utilization, 1, 173

Validation, 69, 98, 196, 227, 228

Variance, 16, 17, 20, 21, 26, 27, 29, 35, 58, 60,
80, 95-97, 104, 105, 111, 112, 152, 189,
236

Variation(s), 34, 50, 55, 100, 236

Venn diagram, 140, 141

Vulnerability(ies), 121, 124-130, 132,
134-138, 139, 141, 142, 143, 144, 145,
146, 150, 164, 165, 167, 168, 169-171

Web, 12,
Wireless, 259

Yamada, 47, 69, 113



