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1162 Access Control Servers — Add screen

Access Control Servers. See ACS (Access
Control Server)
access-group command
for IP spoofing, 1150
for ISP routers, 1125
for perimeter routers, 87
for PIX Firewall, 308, 310, 312, 1135
for remote site routers, 1157
for SNMP packets, 92
access hours for VPN Concentrators, 561,
561
access-list command
for ACLs, 116-117, 131, 285
for blocking, 822
for IP spoofing, 1150
for ISP routers, 1124
for object groups, 323
for perimeter routers, 87
for PIX Firewall, 308-312, 1135
for remote site routers, 1157
for signatures, 139
for SNMP packets, 92
for VACLs, 771
access lists for IKE, 177
access maps, VLAN, 771-772
access rights, 616-619, 617-620
Access Rules tab, 396
Access Server Configuration screen, 62, 62
Access Settings screen, 619, 620
accessList command, 716, 905
accidental attacks, 14
accounting, 25
on NAS, 44-46
on PIX Firewall, 334
AccountName parameter, 881
ACEs (access control entries)
for IDM, 813
for VACLs, 767-768
ACK Timeouts field, 606
Acknowledged status, event filters for, 913
ACL logging, 833
AclDataSource parameter, 881
AclFilterName parameter, 881
ACLs (access control lists), 308-309
for AAA traffic, 131
applying, 116-117, 310-311
for blocking, 820-821, 821

%

vs. CBAC, 103-105
configuring, 117
converting conduits to, 311-312
creating, 309-310
for IDM, 813-814
for IP spoofing, 16
for IPSec, 415, 416, 423-424, 491
for NAT, 284-286
for packet-filtering FTP, 347
for PIX Firewall, 309-312, 337-338
for VACLs, 771
for VPN Concentrators, 619, 619
ACS (Access Control Server), 52-54, 53-54
administering, 64-71, 64-69
authentication in, 54-55
in Cisco security portfolio, 1106-1107,
1106
installing, 57-64, 58-63, 324-330
new features in, 56-57
reports in, 70
ACS Administration screen, 64, 64
action buttons in IDS Management Center,
965, 965
actions
for audit rules, 139-141
for Event Viewer, 1041
for events, 1048-1049
for signatures, 867-868, 993
for TFTP, 622
activation-key command, 236
Active-mode FTP, 346
active monitoring, 656
active-selection command, 840
Active Service Monitoring screen, 61, 61, 326
active units in PIX Firewall, 380
Active Updates feature, 671
activities for Management Center, 456
activity bars for IDM, 788, 789
Adaptive Security Algorithm (ASA), 239-240
Add Address Transition Rule window, 397,
398
Add Group page, 966, 967
Add Host/Network? screen, 445, 445
Add Rule window, 397, 397
Add screen
for ACLs, 619, 619
for SNMP traps, 612, 612
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for Syslog servers, 614, 614
for VPN Concentrators
access hours, 561, 561
updates, 570, 570
Add User page, 961, 961
Adding page, 850, 851
Address Assignment screen, 546-547, 546
address-pool parameter, 429
Address Pool screen, 448, 449
Address Translation Exemption screen, 450,
450
addressed-key command, 191
addresses
for blocking, 851
event filters for, 909
in failover, 377
IP. See IP addresses
in remote access VPNs, 427-428
translation. See NAT (Network Address
Translation); PAT (Port Address
Translation)
for VPN Concentrators, 546-547, 546
admin account for VPN Concentrators, 617
Admin Accounting reports, 70
Admin page
in Event Viewer, 1042-1044, 1043-1044
in Security Monitor, 1022
Admin password
for CLI, 504-505
for VPN 3002 Hardware Client, 512
for VPN Concentrators, 549, 549
Admin Password screen, 549, 549
Administer Sessions screen, 620
Administration Control screen, 68, 68
administrators
in IDC Management Center, 963, 963
for sensors, 719-720
for VPN Concentrators, 616-618,
617-618
admission tickets in Kerberos, 29
Advanced Options screen, 60, 60, 326
aggressive mode in IKE, 155, 487
aging usernames and passwords, 27
AH (Authentication Header) protocol, 152,
471-473, 472
Alarm Aggregation table, 915, 924,
926-928, 927928

Add User page - anti-spoofing 1163

Alarm Information Dialog table, 916-918,
930, 930
AlarmlInterval parameter, 875-876
alarms
channels
event filters for, 810-813, 810-812
sensor system variables, 797-804, 797,
799-801
database management, 692
in IDS, 136, 669, 669
IEV database for, 926
Alarm Aggregation table, 926-928,
927-928
Alarm Information Dialog table, 930,
930
Drill Down Dialog table, 930-931,
931-932
Expanded Details Dialog table, 929,
929
Realtime Dashboard, 931-935,
933-935
responses to, 676
signature engine parameters for, 874-877
in signatures, 8§67
AlarmSeverity parameter, 874
AlarmThrottle parameter, 876-877
Alert Exclusions property, 904

alerts
in CBAC, 108
in IDM, 857

All Signatures group, 884
Allow Blocking devices To Block The
Sensor's IP Address property, 985
Allow Password Storage on Client property,
556
allow-sensor-shun command, 833
Allowed Hosts page, 791, 792, 830, 973, 974
amplification in DoS attacks, 642, 642
analysis engine statistics, 859, 907
AND operator, 1048
anomaly detection, 658
anonymous access, 651
anti-evasive techniques, 867
anti-replay
ESP for, 153
IPSec for, 415, 471
anti-spoofing. See IP spoofing
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1164 antisniffer tools — AUS (Auto Update Server)

antisniffer tools, 1076
Application Launcher option, 1147
Application layer attacks
in campus module, 1116, 1122
characteristics of, 18, 1072
in corporate Internet module, 1120
application proxies, 225, 227-229
Application Settings window, 923-924, 924
applications
IEV settings for, 923-924, 924
in SAFE, 1088
vulnerabilities in, 640
Applications window, 959
Apply/Cancel field, 512
applying
ACLs, 116-117, 310-311
audit rules, 142-143
crypto maps, 180-182, 181
inspection rules, 116-117
Approve page, 1000, 1000
Approver in Security Monitor, 1021
architectures
for blocking, 814-818, 815-816, 818
IDC Management Center, 963-964, 963
SAFE, 1082-1085, 1083, 1085
sensor, 728-732, 731
archival settings for IEV, 922-923, 922
Archive Events Of The Following Status
setting, 923
Are You There (AYT) feature, 587
ARP
proxy, 94
weaknesses in, 638-640, 638-639
ArpOperation parameter, 877
ASA (Adaptive Security Algorithm), 239-240
Assign Rules to Filter screen, 562, 563
Assigned status, event filters for, 913
Assignments tab, 456, 457
asterisks (*) in regular expressions, 870
asymmetric encryption, 577
ATOMIC engines
parameters for, 877-879
subengines in, 868
atomic signatures in IDS, 135-136
Attack Details window, 934, 934
Attack group for signatures, 885
attack guard command, 1150

attack guards
AAA Flood Guard, 353-354
DNS Guard, 362
for DoS attacks, 1150
IP Fragmentation Guard, 359-362, 360
Mail Guard, 355, 358-359
SYN Flood Guard, 354-355
attack signatures
classes of, 362-363
event filters for, 910
in IDS, 136
for sensors, 675, 992
attacks, 632-633. See also network security
access. See access attacks
application layer, 18, 1072
custom signatures for, 889
DDoS, 224, 645, 645, 1072-1073
DoS. See DoS (denial of service) attacks
eavesdropping, 12-13, 654
HTML, 19
IP spoofing. See IP spoofing
man-in-the-middle, 18, 1074
password, 18, 1076-1077
reconnaissance, 10-11, 633-634
repudiation, 17
rerouting, 17, 88-90
session hijacking, 16-17
Smurf, 17-18, 643
Trojan horses, 19, 1077
viruses, 19, 1078
WareZ, 16
attributes for remote access VPNs, 428-429
Attributes Pushed In Client screen, 448, 449
Audit Log report, 1012, 1054, 1056
audit logs, pruning, 1008
audit rules
applying, 142-143
creating, 141-142
default actions for, 139-141
audit trails
in CBAC, 108
purpose of, 15
audits
external, 656-657
in IDS, 362-368
AUS (Auto Update Server), 456-459, 457,
943
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authentication, 15, 25-26, 1105
in access attacks, 635-636
certificate authorities, 197, 412
CHAP, 31-32
CSNT, 328-329
IDM, 786-787, 787
in IKE, 161-164
in IOS-based firewalls, 1130-1131
for IP spoofing, 1074
MDS3, 89-90
methods of, 26-27
on NAS, 39-41
for packet sniffers, 1076
PAP, 30-31
in PIX Firewall, 331-333, 1136
PPP callback, 32, 34-35
protocol configuring for, 128-129
in SAFE, 1087
in Secure ACS, 54-55
in security policies, 1079
statistics for, 859
strong, 650-651
user databases for, 54-55
in VPN 3002 Hardware Client, 516-517,

516-518
for VPN Concentrators, 547-548, 547,
559-560, 560
for VPN software clients, 521-522, 522
Windows, 28

authentication, authorization, and
accounting (AAA) services. See AAA
security
authentication application for IDS, 730
Authentication attribute for groups, 555
authentication command
for IKE, 171
for remote site routers, 1158
Authentication Data field, 473
Authentication Database Configuration
screen, 58, 58, 325
Authentication Header (AH) protocol, 152,
471-473,472
Authentication Proxy
in Cisco IOS Firewall, 103
configuring, 132-133
for 10S Firewall, 123-124, 124-125
Authentication screen, 547-548, 547

authentication — back doors 1165

Authentication tab
in Remote Access Network Design, 1147,
1148
for VPNs, 521-522, 522
authority in security policies, 1079
authorization, 25
in access control, 651
configuring, 129-130
in identity, 1105
on NAS, 41-44
on PIX Firewall, 333-334
protocols for, 129-130
Authorization Type attribute, 555
Authorized Keys page, 791
Auto-Config service, 93
auto-initiation of VPN software clients,
529-531, 529
auto mode for Catalyst switches, 759
Auto Refresh Parent View On Database
Modifications settings, 924
auto-update device-id command, 456, 459
Auto Update feature, 837-840, 838
Auto Update page, 838, 838
auto-update poll period command, 457
Auto Update Server (AUS), 456-459, 457,
943
auto-update server command, 457, 459
Auto Update Server tab, 457-459
automatic blocking, 831
Automatic IP Logging page, 990, 990
automatic updates
IDM for, 837-840, 838
for sensors, 692
for VPN Concentrator clients, 568-571,
569-570
autoUpgradeParams command, 839
AUX line type, 25
availability in network security, 655
AVVID, 1107-1108
axioms, SAFE, 1085-1089
AYT (Are You There) feature, 587

back-channel connections, 348
back doors, 640-641
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1166 BackOrifice application — CAM tables

BackOrifice application, 641
backslashes (\) in regular expressions, 871
backup files for sensor configuration, 726
backup servers in VPN Hardware Client
configuring, 563-564, 564
IPSec for, 515-516
Bandwidth Management screen, 605-607, 606
bars (l) in regular expressions, 871
base groups for VPN Concentrators, 550
bastion hosts, 34
Before You Begin screen, 58, 58, 325
begin local command, 43
BGP (Border Gateway Protocol), 89
bin directory, 729-730
BIOS
for PIX Firewall, 234
sensor revision requirements, 694-695
Block action for signatures, 868
blocking, 813-814
ACLs for, 820-821, 821
architectures for, 814-818, 815-816, 818
blocking devices for, 826
configuring, 826-829, 828, 835-837,
986-988, 987-988
creating, 827, 828
interfaces for, 828-829, 829
CLI for, 832-837, 852-853
considerations for, 818-819
critical systems in, 824-825, 825
for IDM, 814
in IDS, 670, 671
logical devices, 825-827, 826
manual, 831-832, 832, 850-853, 851
master blocking sensors for, 830-831,
831
networks and hosts, 985-986, 986
process, 821-823, 8§22
properties for, 823, 8§23, 833-835,
984-985, 985
requests for, 817
and sensors, 717, 984-990, 989
Blocking Devices page, 827-828, 828, 986,
987
Blocking Direction parameter, 828
blocking forwarding sensors, 817, 988
Blocking Interface parameter, 828

%

Blocking Length property, 984
Blocking Properties page, 823, 8§23
Boolean operators, 1048
BOOTP service, 93
Border Gateway Protocol (BGP), 89
boundaries

for Event Viewer, 1042

in network security, 647-650, 649
breaches of integrity, firewalls for, 224
bridge tables, 739
Brief Technical report, 1105
broadband access devices, 1143
broadcast frames, 740
browsers

for Cisco Works VMS server, 947

for IDM, 785

for IEV, 923
brute force attacks, 18, 636, 1076
BruteForceCount parameter, 8§81
Brutus tool, 636
buffer overflow, 640
built-in signatures, 867, 992-994, 993-994
business continuity, 9-10
By Dst Address filter function, 909
By Sensor Name filter function, 911, 912
By Severity filter function, 908, 909
By Signature Name filter function, 910, 911
By Src Address filter function, 909, 910
By Status filter function, 913, 913
By UTC Time filter function, 911, 912

C

C (Country) information for certificates, 577
ca authenticate command, 412

ca configure command, 411

ca enroll command, 412

ca generate rsa key command, 261, 411, 429
ca identity command, 411

ca save all command, 261

ca zeroize rsa command, 414

cables in failover, 377

caches for 10S Firewall, 135

callback, PPP, 32, 34-35

CAM tables, 739
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campus access in security policies — certificate revocation lists (CRLs) 1167

audit trails and alerts in, 108

campus access in security policies, 1079

campus module benefits of, 104
medium network design, 1120-1122, configuring, 107-108, 107
1121 global timeouts and thresholds in,
small network design, 1115-1116, 1115 108-110

inspection rules for, 114-117
capturing traffic, 736-737 PAM configuration for, 110-113
for 4200 series sensors, 737-742, 738, protocol support for, 106
741-742 testing and verifying, 117-119
for IDSM, 761-764, 762-763, 765 CDP (Cisco Discovery Protocol), 96
mls ip ids command, 774-776 cells in Event Viewer, 1033, 1041
SPAN for, 765-767, 766 central offices, VPNs for, 1098
trunk traffic in, 776-777, 777 central policy protection (CPP), 587-588
VACLs for, 767-774 centralized protection policy (CPP),
VLANS in, 778-779 571-573, 573
for NM-CIDS, 779-780, 780 centralized protection servers, 573
RSPAN configuration for, 750-761 CEP (Certificate Enrollment Protocol), 163
on CatOS, 758-761, 758 certificate authorities (CAs), 192, 410

capture direction, 750-751

on Cisco 10S, 753-758, 754
configuring, 750-753, 751
trunking for, 755-756, 759-760
sensors for, 690, 722-723
SPAN configuration for, 743-746
on CatOS, 749-750, 749, 765-766,
766

authenticating, 197, 412
communication properties for, 411
declaring, 194-196

deleting items for, 414

enrolling firewalls with, 410-413
identifying, 411

in IKE, 162-163, 198, 410-414

on Cisco 10S, 746-749, 747, 766-767 in IPSec, 480-481
CAR (committed access rate), 1124-1125 configuring, 198-205, 199
carets (*) in regular expressions, 871 verifying, 205
Carrier Sense Multiple Access with Collision NVRAM memory management for, 194
Detection (CSMA/CD) algorithm, 738 in PKI, 574, 574
CA:s. See certificate authorities (CAs) preparing for, 410

Cat6K Blocking Interface parameter, root, 196
828-829 showing information for, 413-414
cat6k-devices command, 836 support for, 193

Catalyst 6000 IDS Module, 674 verifying, 198
accessing, 705-707 viewing, 580, 581
sensors for, 700-702, 701 Certificate dialog box, 585-586, 586
CatOS, 774 Certificate Enrollment Protocol (CEP), 163
mls ip ids command on, 775 Certificate Enrollment screens, 523-525,
RSPAN on, 758-761, 758 524-525
SPAN on, 749-750, 749, 765-766, 766 Certificate Import Wizard, 785
VACLs on, 767-770 Certificate Information window, 905, 905
VLANSs on, 777-779 Certificate Manager window, 580, 581
CatOS switches for FWSM, 244 Certificate option, 792
CBAC (context-based access control), 15, Certificate Request Syntax (CRS), 163
102, 1128, 1157 certificate revocation lists (CRLs)
and ACLs, 103-105, 116-117 downloading, 412

4~ 40
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1168 Certificate window — Cisco Secure ACS 2.3 for Unix (CSU)

obtaining, 194
support for, 163
Certificate window, 785, 786
certificates
in IDM, 785
in IKE, 162-163
PKI for, 574-575, 574
requesting, 197-198
for VPN Concentrators
downloading, 579-580
generating, 578-579, 578-579
installing, 580, 580, 583-586,
584-586
requesting, 575-578, 576-577,
583-586, 584-586
viewing, 580-582, 581
for VPN software clients, 523-526,
524-526
X.509, 651
Certificates tab, 523, 524
Challenge Handshake Authentication
Protocol (CHAP), 15,27, 31-32
Change Admin Password screen, 951
Change Casuser Password screen, 951, 951
change management in SAFE, 1089-1090
channels, alarm
event filters for, 810-813, 810-812
sensor system variables, 797-804, 797,
799-801
CHAP (Challenge Handshake Authenti-
cation Protocol), 15, 27, 31-32
character-mode access
for authentication, 25
in NAS, 35-36
Chargen attacks, 14
chargen service, 93
ChokeThreshold parameter, 876
Choose Completed Report page, 1013, 1013,
1059, 1060
Choose Destination Folder screen, 949, 950
Choose Destination Location screen, 325
Choose The Actions page, 1008, 1009, 1048,
1049
CIC (Cisco Integrated Client), 572
cidcli application, 730
cidDump script, 843, 843
cidwebserver application, 730

CIPS (Cisco Intrusion Prevention System),
814
Cisco 2600/2800/3600/3700/3800 IDS
network modules, 702-704, 703,
707-708
Cisco Discovery Protocol (CDP), 96
Cisco Easy VPNs, 210-211
clients for, 213-216, 213-215
Router and Security Device Manager for,
216-217
servers for, 211-213, 215
Cisco IDS Event Viewer shortcut, 901
Cisco Integrated Client (CIC), 572
Cisco Intrusion Prevention System (CIPS),
814
Cisco IOS
mls ip ids command on, 776
RSPAN on, 753-758, 754
SPAN on, 746-749, 747, 766-767
traffic capture support in, 774
VACLs on, 771-774
VLANSs on, 778-779
Cisco I0OS Firewall, 102, 122-123, 1102
AAA configuration for, 128-132
AAA servers for, 125-128
Authentication Proxy for, 103, 123-124,
124-125,132-133
caches for, 135
CBAC for. See CBAC (context-based
access control)
in corporate Internet module, 1114, 1119
IDS for, 103, 135-136
audit rules for, 139-143
initializing, 137
signatures for, 137-139
stopping, 145-146
verifying, 143-145
implementing, 1127-1134
and PIX sensors, 675-676
testing and verifying, 133-135
Cisco PIX Device Manager 2.1 window, 3935,
396
Cisco PIX Device Manager Information
window, 394, 395
Cisco Secure ACS. See ACS (Access Control
Server)
Cisco Secure ACS 2.3 for Unix (CSU), 70-71
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Cisco Secure ACS Service Initiation window — CLI (command-line interface) 1169

Cisco Secure ACS Service Initiation window,
327
Cisco Secure IDS (CSIDS), 667. See also IDS
(intrusion detection system)
alarm display and logging in, 669, 669
Cisco Works VMS for. See Cisco Works
VMS
components of, 667-668, 668
features of, 668, 671-672
host platforms for, 678-681
intrusion response in, 669-670, 670-671
management platforms for, 676-678, 677
monitoring. See Security Monitor
sensor platforms in, 672-676
sensors in. See sensors
Cisco Secure Policy Manager (CSPM),
452-453,452,1107
Cisco Secure User Database, 328
populating, 329
for RADIUS, 74, 77-78
Cisco Security Agent, 679
Cisco security portfolio, 1094
AVVID, 1107-1108
identity in, 1105-1107
intrusion protection, 1102-1103
secure connectivity, 1094-1095
for central offices, 1098
firewall-based, 1101-1102
for regional offices, 1098
for remote access, 1099-1101
types of, 150-151, 466-467,
1095-1097, 1095-1096
Secure Scanner, 1104-1105
security management in, 1107
Cisco sequences in crypto maps, 178
Cisco View, 943
Cisco Works VMS, 942
client requirements for, 947
Common Services for, 948-952, 949-952
components of, 942-943
IDS Management Center and Security
Monitor Center for, 952-956,
953-955
licensing, 960-961, 961-962
server requirements for, 944-946
starting, 956-959, 957-959
users in, 959-960

CiscoSecure ACS Network Access Server
Details screen, 59, 59
CiscoSecure ACS Server Installation screen,
63,63
Classes screen, 610, 611
clear command, 249
clear crypto isakmp command, 184
clear crypto sa command, 186
clear floodguard command, 354
clear fragment command, 362
clear igmp command, 305
clear ip audit configuration command, 145
clear ip auth-proxy command, 135
clear shun command, 369
clear text, 1081
clear trunk command, 777-778
clearing IOS Firewall caches, 135
CLI (command-line interface)
access methods in, 246-247
Admin password for, 504-505
for alarm channels
event filters, 812-813
system variables, 802-804
for Auto Update, 839-840
for blocking, 832-837, 852-853
common commands
clear, 249
clock set, 249
copy, 250
debug, 250-251
enable, 251
enable password, 251
passwd, 251
perfmon, 252
reload, 252
show checksum, 253
show interface, 253-254
show tech-support, 254
shun, 254
who, 254
write, 255
editing in, 248
for events, 858-859
IP address configuration for, 503-504
IPSec group configuration for, 504
modes in, 247-248
for sensors
IP logs, 856-857

%
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1170 Client Config tab — configuration modes

statistics, 860-861
updates, 847-848
for signatures, 893-898
system information configuration for, 502
tunneling protocol configuration for,
502-503
for virtual sensor system variables,
802-804
for VPN 3002 Hardware Client, 501-505
for VPN Concentrators, 536-543
Client Config tab, 555
Client Configuration Parameters page, 553,
556
Client IP Address option, 614
Client Type property, 570
Client Update screen, 569, 569
clients
in AVVID, 1108
for Cisco Easy VPNs, 216
for Cisco Works VMS, 947
VPN. See VPN clients
clock command, 261-262
clock set command, 249, 410
clocks
for PIX Firewall, 261-262, 410
setting, 249, 410
synchronizing, 1081-1082
Clone Entry option, 1146
closed networks, 1068, 1069
Closed status, event filters for, 913
clusters
configuring, 566
in load balancing, 565-566
CNs (Common Names) information for
certificates, 576
Code Red worm, 872-873
collapsing events, 1035
Column Set parameter, 1030
columns and column sets in IEV, 916-920,
1036-1037
command and control
for IDS, 673
for sensors, 636
command-and-control ports
in IDSM, 762-764, 762
in VLANs, 778-779

%

command-line interface. See CLI
(command-line interface)
command modes for sensors, 713-715
commands command, 42
commit security acl command, 769-770
committed access rate (CAR), 1124-1125
Common Names (CNs) information for
certificates, 576
Common Services
in Cisco Works VMS, 942-943, 948-952,
949-952
in IDC Management Center, 963
communication command, 837
communication protocols for sensors, 904
communications settings
for blocking devices, 827
for certificate authorities, 411
for sensors, 690-691, 691, 973-975,
974-975
community strings, 1080-1081
comparison operators, 1048
compound signatures, 135-136
Concentrator File option, 622
Concentrator screen, 623, 623
Concentrators, VPN. See VPN Concentrators
conduit command, 311
conduits
converting to ACLs, 311-312
for security, 8
confidentiality
in ESP, 152-153
IPSec for, 415, 471
in network security, 654-655, 654
config-acc prompt, 802
config account, 617
CONFIG file, 620
CONFIG.BAK file, 620-621
config users, 512
config-vsc prompt, 809
configurable thresholds, 867
configuration files
reviewing, 657
swapping, 621, 621-622
configuration manager, 667
configuration modes
in CLI, 248
for sensors, 713-715
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Configuration page - crypto dynamic-map command 1N

Configuration page
for IDC Management Center, 965
for IDM, 789
for Management Center, 454, 455
for sensors, 971, 971
for system variables, 804, 805
configuration weaknesses, 7-9
Configure Communication Properties screen,
955, 955
confirm-action transmit command, 1126
Conformed Rate/Volume field, 607
Connection/Login Status screen, 517,
517-518
Connection Setting screen, 521
Connection Shun parameter, 852
connection slots in PIX Firewall, 238
connection status of sensors, 906, 1029, 1029
connectionless integrity, 153
connections
for Cisco Easy VPNs, 213, 214
to FWSM, 244-245
to untrusted networks, sensors for, 688
for VPN clients, 521, 522
profiles for, 437-439
properties for, 523, 523
Connections page
in Remote Access Network Design, 1147,
1148
for sensors, 1029, 1029
for VPN clients, 523, 523
connectivity
in Cisco security portfolio, 1094-1102,
1095-1096
in SAFE, 1082
Console line type, 25
Console Notification report, 1012
console notifications events, 1010
console ports, 704
content-based signature implementation, 933
context-based access control. See CBAC
(context-based access control)
context-based signature implementation, 933
Context Data Buffer dialog box, 1037-1038,
1038
context information in Event Viewer, 1037
continuity, business, 9-10
Control/Data field, 605

control information for VPN Concentrators,
604
converting conduits to ACLs, 311-312
cookies for IDM, 785
copy command, 250
copy current-config backup-config
command, 726-727
copy iplog command, 856
copy system command, 198
copy tftp flash command, 392
corporate Internet module
medium network design, 1118-1120,
1118
small network design, 1112-1115, 1113
corporate networks, configuring, 33-34, 33
corporate security policies, 19-20
correlation, event, 1019
Country (C) information for certificates, 577
CPP (central policy protection), 587-588
CPP (centralized protection policy),
571-573, 573
CPU Utilization graph, 401-402, 401-402
CPUs for PIX Firewall, 232
Crack by Alec Muffet tool, 636
Create Host/Network screen, 445, 445
Create New VPN Connection Entry screen,
213-214, 214, 521-522, 522
Create Shortcut option, 1146
critical resources, sensors for, 689
critical systems in blocking
excluding, 824-825, 825
identifying, 819
crl optional command, 195, 201-202
crl query command, 196
CRLs (certificate revocation lists)
downloading, 412
obtaining, 194
support for, 163
CRS (Certificate Request Syntax), 163
crypto ACLs for IPSec, 415, 416
crypto ca authentication command, 197
crypto ca certificate query command, 194
crypto ca enroll command, 197
crypto ca identity command, 194, 201-202
crypto ca isakmp enable command, 203-204
crypto ca trusted-root command, 196
crypto dynamic-map command, 430
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1172 crypto ipsec security-association lifetime command - databases

crypto ipsec security-association lifetime
command, 176-177, 418
crypto ipsec transform-set command
for IPSec, 176, 204-205, 1133, 1151
for PIX Firewall, 416, 418, 430, 1137
for remote site routers, 1158
crypto isakmp enable command, 170
crypto isakmp identity command, 171
crypto isakmp key command, 172, 1133
crypto isakmp policy command
for IKE, 170
for IPSec, 1132
for remote site routers, 1158
crypto key generate rsa command, 189, 200
crypto key pubkey-chain command, 190
crypto map command
for IKE, 179-180
for IPSec, 186, 419, 1133, 1151
for remote site routers, 1158
for Xauth, 426-427
crypto maps
applying, 180-182, 181
for IKE, 177-180
for IPSec, 419
cryptographic images for sensor updates, 845
cryptography for packet sniffers, 1076
cryptosystems, 164
CSAccupdate service, 56
CSACS for Windows server, 126
CSIDS (Cisco Secure IDS). See Cisco Secure
IDS (CSIDS)
CSMA/CD (Carrier Sense Multiple Access
with Collision Detection) algorithm, 738
CSNT
administration for, 327-328
authenticating, 328-329
features of, 329-330
installing, 324-330
system requirements for, 327
CSPM (Cisco Secure Policy Manager),
452-453,452,1107
CSU (Cisco Secure ACS 2.3 for Unix), 70-71
CSUtil.exe utility, 55, 329
current-config.cfg file, 727
current version for sensor software, 724
Custom Installation option
for Common Services, 949

%

for IDS Management Center and Security
Monitor Center, 954
Custom report in Secure Scanner, 1105
custom signatures, 671
creating, 889-893, 889-892, 994-996,
995-996
purpose of, 867
cut-through proxies, 324

D

Data Archival tab, 921-922, 922
data collection in Secure Scanner, 1104
data confidentiality
in ESP, 152-153
IPSec for, 415, 471
in network security, 654-655, 654
Data Encryption Standard (DES), 152-153
data in Secure Scanner
analysis of, 1104
presentation and navigation of,
1104-1105
data information for VPN Concentrators,
604
data manipulation
in access attacks, 634
preventing, 86-88
data origin authentication, 153
Data Source Information dialog box,
925-926, 925
data sources
for IEV database, 925-926, 925
for IEV views, 916, 920
data transfer in IPSec, 156
database rules in IDS MC, 1007-1011, 1007,
1009
Database Rules page, 1007-1008, 1007
Database section for Event Viewer, 1042
databases
Cisco Secure User Database, 328
populating, 329
for RADIUS, 74, 77-78
IEV
administering, 924-925
Alarm Aggregation table, 926-928,
927-928
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Alarm Information Dialog table, 930,
930
data source information for, 925-926,
925
Drill Down Dialog table, 930-931,
931-932
Expanded Details Dialog table, 929,
929
graphs for, 935-937, 936-937
Realtime Dashboard, 931-935,
933-935
Security Monitor, 1056
daytime service, 93
DDoS (distributed DoS) attacks
characteristics of, 1072-1073
firewalls for, 224
operation of, 645, 645
debug aaa accounting command, 49
debug aaa authentication command, 47-48,
79-80
debug aaa authorization command, 48-49
debug crypto ipsec command, 426
debug crypto isakmp command, 426
debug igmp command, 305
debug ip audit command, 144-145
debug ip auth-proxy command, 134
debug mfwd command, 305
debug packet command, 250-251
debug rip command, 250, 300
debug tacacs command, 78-80
debugging IPSec, 426
declaring certificate authorities, 194-196
default actions for audit rules, 139-141
Default Audit Log Pruning rule, 1008
default-domain parameter, 429
default forwarded UDP protocols, 97-98
Default Preferences page, 1044
Default Pruning rule, 1008
default routes for PIX Firewall, 299-300
default settings, unsecured, 8
Default Syslog Pruning rule, 1008
defense in depth protection, 229, 666
Delete Entry option, 1146
Delete Row From Database option, 928
Deleted status, event filters for, 913
deleting
CA-related items, 414
Event Viewer events, 1040

daytime service — Devices page 1173

demilitarized zones (DMZs)
dirty, 34
for firewalls, 227-229, 228-229
with NAT, 290-298
outbound connections from, 295
as security zones, 648
system variables for, 798, 799
denial of service attacks. See DoS (denial of
service) attacks
deny ip any command, 116
Deobfuscate parameter, 880
deploying
sensor configurations, 1001-1003
VPN clients, 433-434
Deployment tab
in IDC Management Center, 965
for sensors, 998, 999
DES (Data Encryption Standard), 152-154
description command
for crypto maps, 179
for object groups, 320
Description parameter, 966
design in SAFE. See SAFE
desirable mode for Catalyst switches, 755
DestAddrs values, 811
destination addresses
for blocking, 851
event filters for, 909
destination ports
for blocking, 852
for RSPAN, 751
for SPAN, 743
destination sessions in RSPAN, 757-758,
761
Details tab, 586, 586
device drivers as points of failure, 373
Device Manager, IDS, 676-677, 677
Device Manager drawer, 958
Device Properties dialog box, 903-904, 903
Device Status dialog box, 906-907, 907
Device Type parameter, 827
devices
blocking, 825-827, 986-988, 987-988
for IDM, 814
Security Monitor for, 1023-1028
sensor status of, 906-907, 907
Devices page
in Auto Update Server, 456
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1174 DH (Diffie-Hellman) Key Agreement — Dynamic Trunking Protocol (DTP)

in IDC Management Center, 965
in Management Center, 454
in Security Monitor, 1022, 1024, 1025
DH (Diffie-Hellman) Key Agreement
in IKE, 155, 160-161
in IPSec, 477-478, 477-478
dhcpd command, 264-265
Diagnostics page, 841, 842
dial-in servers, 1118
dictionary attacks, 636
Diffie, Whitfield, 477
Diffie-Hellman (DH) Key Agreement
in IKE, 155, 160-161
in IPSec, 477-478, 477-478
digital certificates. See certificates
Direction parameter
for custom signatures, 891
for filterable event logs, 615
for signature engines, 881
Directors in IDS systems, 667
dirty DMZs, 34
Disabled Accounts reports, 70
disaster recovery plans, 10
discard service, 93
Discards field, 606
Discover Settings option, 970
distributed denial-of-service (DDoS) attacks
characteristics of, 1072-1073
firewalls for, 224
operation of, 645, 645
DMZ system variables, 798, 799
DMZs (demilitarized zones)
dirty, 34
for firewalls, 227-229, 228-229
with NAT, 290-298
outbound connections from, 295
as security zones, 648
system variables for, 798, 799
DN Field attribute, 555
DNS (Domain Name Services) queries, 1075
DNS Guard, 362
DNS screen, 511-512, 511
dns-server parameter, 429
DNS servers, 1114, 1118
DN settings
for Security Monitor, 1056

for VPN 3002 Hardware Client, 511-512,
511-512
dollar signs ($) in regular expressions, 871
Domain field, 511
domain-name command
for certificate authorities, 410
for PIX Firewall, 261, 263
Domain Name Services (DNS) queries, 1075
domain names
for certificate authorities, 194
for RSA-encrypted nonces, 188-189
DoS (denial of service) attacks, 11, 14-135,
641
in corporate Internet module, 1114, 1119
DDoS attacks
characteristics of, 1072-1073
firewalls for, 224
operation of, 645, 645
detecting and monitoring, 15
fighting, 90-91
firewalls for, 224
host resource starvation in, 643-644, 644
network resource overload in, 641-643,
642
out-of-bounds attacks, 644
preventing, 652-653, 1127
in Remote Access Network Design, 1150
dots (.) in regular expressions, 870
down interfaces, failover for, 381-383
downloadable ACLs, 337-338
downloading
concentrator certificates, 579-580
CRLs, 412
sensor updates, 1003
Drill Down Dialog table, 924, 930-931,
931-932
drops with IDS, 136
DstPort parameter, 878-880
DTP (Dynamic Trunking Protocol), 755
dual-homed gateways, 225
Duration parameter, 848
dynamic addressing, 427-428
dynamic NAT, 274-275
dynamic routing for PIX Firewall, 299-300
dynamic sequences in crypto maps, 178
Dynamic Trunking Protocol (DTP), 755




i% 4422Indx.fm Page 1175 Monday, January 31, 2005 4:06 PM

e-mail bonds, 15
e-mail servers, 1053, 1053
eavesdropping, 12-13
encryption for, 654
preventing, 85-86, 85
echo service, 92-93
edge routers, 1119
Edit Parameter page, 996, 997
Edit Signature(s) page, 993, 994
editing in CLI, 248
egress interfaces, 180
egress ports, 743
EIGRP (Enhanced Internet Gateway Routing
Protocol), 89
Empty circle icon for signatures, 887
enable-acl-logging command, 833
Enable ACL Logging property, 984
Enable Client Update screen, 569, 569
enable command, 48, 251
enable default command, 41
enable password command, 251
enable password globalnet command, 36
Enable Password option, 825
enable password routersim command, 36
Enable screen, 510, 510
enable secret command, 77
enable secret globalnet command, 36
Enable Secret Password screen, 62, 62
Enable Time Schedule For Archiving Events
setting, 923
Enabled option
for built-in signatures, 993
for custom signatures, 891
for DNS configuration, 511
for signature engines, 874
Encapsulating Security Payload (ESP)
protocol
components of, 152-153
for IPSec, 473-474, 474
encapsulation dot1q keywords, 748
encapsulation in IPSec, 157-159, 157-159
encapsulation isl keywords, 748
encapsulation ppp command, 30-31

e-mail bonds — error messages for IPSec 1175

encapsulation replicate keywords, 748
encrypted nonces in IKE, 162
encryption
for certificates, 577
for clusters, 566
for eavesdropping and session replay, 86
for IDS evasion, 664
in IPSec, 153-154, 476-477
for passwords, 37-38
for PIX Firewall, 236
encryption command
for IKE, 171
for remote site routers, 1158
endpoints in VPNs, 654, 654
Engine option, 993
engines for signatures
listing, 993
parameters for, 873-883
types of, 868-871
Engines group, 884
Enhanced Internet Gateway Routing
Protocol (EIGRP), 89
enrolling firewalls, 410-413
enrollment mode command, 195
enrollment retry count command, 195
enrollment retry period command, 195
enrollment url command, 195, 201-202
Enter Blocking Device page, 986, 987
Enter Blocking Device Interfaces page, 986,
988
Enter Device Information page, 1024, 1026
Enter Filter page, 980, 981, 983, 984
Enter Filter Address page, 983, 983
Enter IDS MC Server Information page,
1026, 1027
Enter Job Properties page, 1001, 1002
Enter Master Blocking Sensor page, 989,
989
Enter Network Password window, 394, 395
Enter Sensor Information page, 968, 969
Enter Signatures page, 980, 982
Entries screen, 570, 570
entry points for blocking, 819
equipment weaknesses, 7
Erase User Password option, 1146
error messages for IPSec, 426
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1176 ESP (Encapsulating Security Payload) protocol - exploits

ESP (Encapsulating Security Payload)
protocol

components of, 152-153

for IPSec, 473-474, 474
established keyword, 347
etc directory, 730
letc/password file, 15
Ethereal utility

for IEV, 923-924

for IP logs, 854-856, 855
Ethernet link status LED, 602
Ettercap tool, 637
evasive techniques, 664-665
Event Class option, 614
Event Filters page, 810-812, 810
event horizons, 659
event manager, 667
Event retrieval option, 936

Event Rules page, 1045, 1046, 1052, 1052

event server statistics, 907
Event Start Time property
for Event Viewer, 1030
for sensors, 904
Event Statistics dialog box, 1039, 1039
Event Stop Time parameter, 1031
Event Type parameter, 1030
Event Viewer
columns in, 1036-1037
events in
collapsing, 1035
deleting, 1040
expanding, 1034-1035
graphing, 1039-1040, 1040-1041
viewing, 1037-1039, 1038-1039
expansion boundaries in, 1035-1036
IDS. See IEV (IDS Event Viewer)
preferences for, 1041-1044
realtime, 1018
refreshing data, 1037
starting, 1030-1033, 1031-1032
suspending and resuming, 1037
EventAction parameter, 874
EventFilter command, 812
events
filters for, 810-813, 8§10-812
monitoring, 857-859, 857-858

in Security Monitor
actions for, 1048-1049
correlation of, 1019
filters for, 1047-1048, 1047
notification of, 1019
reporting, 1019
rules for, 1045, 1046
thresholds and intervals for,
1050-1052, 1051-1052
viewing. See Event Viewer
for VPN Concentrators, 609-610, 610
classes for, 610-611, 611
logging, 96
Events page, 857, 857
Events/Page option, 615
Events screen, 609-611
EventServer statistics, 859
EventStore statistics, 859
Exception values, 811
exceptions for blocking, 819
Exclude alarms based on sensor option, 936
Exclude alerts based on severity option, 936
ExcludeDstl parameter, 879
exec mode access in NAS, 35-38
exec-timeout command, 97
Executive report, 1105
Expanded Details Dialog table, 924, 929,
929
expanding events, 1034-1035
expansion boundaries, 1035-1036
Expansion module insertion status LED, 602
Expansion module run status LED, 602
expertise of hackers, 631
Explanation Of Advanced Options
Configuration screen, 60, 60
Explanation Of CiscoSecure ACS Network
Access Server Details screen, 59, 59
Explanation Of Network Access Server
Configuration screen, 62, 62
explicitly deny access model, 649
explicitly permit access model, 649
exploitation
in campus module, 1116, 1122
in corporate Internet module, 1115, 1120
trust, 1077, 1078
exploits, 632-633
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EXPN command - firewall vlan-group command 177

EXPN command, 358
Express Installation for Common Services,
949
expression metacharacters, 869-873
extended authentication (Xauth)
in IKE, 164
in remote access VPNs, 426-427
Extended Client Authentication screen, 448,
448
external audits, 656-657
external communication for IDS, 731
external networks, 799
external threats, 5, 632, 1071
External User Databases screen, 68-69, 68
extranets
as security zones, 648
VPN for, 151, 467, 1095, 1095

F

Failed Attempts reports, 70
failover

configuring, 386-387, 387

features of, 377

licenses for, 236

monitoring, 381-384

nonstateful, 388

operation of, 378-381, 379

for replication, 384-385

requirements for, 378

stateful, 385, 386, 388
failover command, 386-387
failover active command, 390
failover ip address command, 388
failover lan command, 381, 388-389
failover link command, 388
failover poll command, 390
failover replication command, 388
false negatives in IDSs, 659, 1089
false positives in IDSs, 659, 1089
Fan status LED, 602
fastEthernet router, 747
fault-tolerance, 372

points of failure in, 372-375

strategies for, 376-377

file management for VPN Concentrators,
620-622, 621-622
File Management screen, 620
file servers in campus module, 1116, 1121
File Transfer Protocol (FTP)
for Auto Update, 837
in corporate Internet module, 1114, 1118
on PIX Firewall, 335, 345-348
for sensor updates, 847
file types for sensor updates, 846
FileName parameter, 881
Files screen, 620, 621
filter activex command, 314
Filter Properties dialog box, 908, 909
Filter Source Addresses page, 980, 982, 983
filter url command, 313-314
Filterable Event Log, 614-615, 615
filters
for alarm channels, 810-813, 810-812
for events, 810-813, 810-812,
1047-1048, 1047
for IEV, 908-914, 909-914, 918, 920
in IOS-based firewalls, 1128-1130
for IP spoofing, 819
in IPSec, 490
in PIX Firewall, 312-315, 1135
for sensors, 911, 980-983, 981-984
URL, 312-315
for VPN Concentrators, 561-563,
562-563
Filters command, 8§12-813
Filters page, 980, 981
finger command, 93
Finger utility, 634
fingerprints for sensors, 717
FireAll parameter, 876-877
FireOnce parameter, 8§76-877
firewall-based VPNs, 1101-1102
firewall module command, 242
Firewall Services Module (FWSM), 241
CatOS switches for, 244
configuring, 241-242, 245-246
connecting to, 244-245
10S switches for, 242-244
Firewall tab, 588, 588
firewall vlan-group command, 242

%
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1178 firewalls — General tab

firewalls, 222
Cisco 10S. See Cisco 10S Firewall
in corporate Internet module, 1114, 1119
dual-homed gateways for, 225
for IPSec, 586-590, 588-590
location of, 223
packet-filtering, 225-226
PIX. See PIX Firewall
policies for, 590, 590
for policy enforcement, 223
in Remote Access Network Design, 1143,
1149-1151, 1149
sensors with, 691, 691, 1103
stateful, 226-229
for IPSec, 587
in Remote Access Network Design,
1147
setting up, 571-573, 573
systems for, 223
technology combinations for, 227-229,
228-229
for threats, 224
trusted networks in, 223
fixup protocol command, 344-345
fixup protocol ftp command, 346-348
fixup protocol h323 command, 352
fixup protocol rsh command, 348
fixup protocol rtsp command, 350-351
fixup protocol smtp command, 359
fixup protocol sqlnet command, 349
flash file system, 232-234
FLOOD engines
parameters for, 879
subengines in, 868
floodguard command, 354
flooding
for IDS evasion, 664
SYN flood attacks, 14, 90, 643-644, 644
Flow field, 606
forced logins for IDM, 788
format flash string, 890, 898, 996
forwarded UDP protocols, 97-98
forwarding sensors, 830-831, 831
4200 series sensors, 673-674, 695-696
accessing, 705
capturing traffic for, 737-742, 738,
741-742

%

4215 sensors, 696-697, 697
4235,4250, and 4250-XL sensors, 698-700,
698-699
FQDN (Fully Qualified Domain Name)
information for certificates, 577
fraggle attacks, 17-18, 643
fragment command, 361
fragment forwarding, disabling, 653
fragment reassembly, 978-979
fragmentation
for IDS evasion, 664
IP, 807-808, 807
IP Fragmentation Guard for, 359-362,
360
FTP (File Transfer Protocol)
for Auto Update, 837
in corporate Internet module, 1114, 1118
on PIX Firewall, 335, 345-348
for sensor updates, 847
ftpd daemon, 345
Full circle icon for signatures, 887
full-duplex operation, 739
Full Technical report, 1105
Fully Qualified Domain Name (FQDN)
information for certificates, 577
functions, one-way, 650
FWSM (Firewall Services Module), 241
CatOS switches for, 244
configuring, 241-242, 245-246
connecting to, 244-245
10S switches for, 242-244

G

Gap parameter, 879
general packet sniffers, 1075
General screen, 609-610, 610
general statistics for VPN Concentrators,
603-607, 604-606
General tab
for certificates, 585
for Remote Access Network Design,
1147, 1147
for tunnels, 583
for VPN Concentrators, 552-553, 553
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general-usage keys, 189
Generate page, 998, 999
Generate Host Certificate page, 792-793,
793
Generate Key page, 792
Generic Routing Encapsulation (GRE)
protocol
tunnels in, 180
for VPNs, 151
Get/Save/Clear Log option, 615
global addresses in NAT, 237, 273-274
global command
in NAT, 278-281, 279
in PAT, 286-287, 289-290
Global Configuration mode for sensors, 714
global profiles, 433-437
global timeouts in CBAC, 108-110
GlobalSummarize parameter, 876
graphs
for databases, 935-937, 936-937
in Event Viewer, 1039-1040, 1040-1041
GRE (Generic Routing Encapsulation)
protocol
tunnels in, 180
for VPNs, 151
grid pane for Event Viewer, 1032
group command
for IKE, 171
for remote site routers, 1158
Group field, 607
group interfaces for sensors, 722
Group Lock attribute, 555
Group Name parameter, 966
group names
in IDC Management Center, 966
for VPN Concentrators, 548, 548
Group option for filterable event logs,
615
Group Setup screen
for ACS, 65, 65
for TACACS+, 126-127, 127
grouping styles
for IEV views, 914-915, 918
for sensors, 991
groups
in ACS, 65, 65

for Cisco Easy VPNs, 214, 214
object, 319
configuring, 320-323
working with, 323-324
signature, 884
in TACACS+, 126-127, 127
for VPN clients, 447
for VPN Concentrators
client properties for, 555-557, 556
creating, 551, 552
IPSec and Remote Access properties
for, 553-555, 554
names of, 548, 548
properties for, 552-553, 553
setting up, 550-551
Groups screen, 551, 552
GRUB boot loader, 708, 709

H

H.323 protocol, 352
hackers
characteristics of, 631-632
threats from, 1069, 1070

half-duplex operation, 739

Half-full circle icon for signatures, 887

hard disk requirements for Cisco Works
VMS, 945-947

hardware as points of failure, 373-374

Hardware Client. See VPN 3002 Hardware
Client

hardware requirements for Cisco Works
VMS, 944-947

HasBadOption parameter, 878

hasBadPort parameter, 880

hashed command, 171

Hashed Message Authentication Code
(HMAC), 153-154

hashing algorithms in IPSec, 153-154,
476

Hellman, Martin, 477

hello packets, 383-384

HELP command, 356, 358

Help Desk in Security Monitor, 1021

Help On IDS Event Viewer shortcut, 901
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1180 helper applications for Cisco Works VMS server — icmp-object command

helper applications for Cisco Works VMS
server, 945-946
heuristics in signature-based intrusion
detection, 660
HIDS (host-intrusion detection system)
advantages and disadvantages, 661-663,
662
in corporate Internet module, 1114, 1119
implementing, 1123
platforms for, 678-681
sensors in, 1103
High severity level, event filters for, 908
highly reliable systems, 373
hijacked sessions, 16-17
HijackMaxOIldAck parameter, 882
History page, 998, 999
HMAC (Hashed Message Authentication
Code), 153-154
Home drawer for Cisco Works VMS, 958
honey pots, 798
host-based intrusion protection, 1102
host.conf file, 731
host DoS mitigation
in IOS-based firewalls, 1130
in PIX Firewall, 1134-1135
host IDs, 956
host-intrusion detection system (HIDS)
advantages and disadvantages, 661-663,
662
in corporate Internet module, 1114, 1119
implementing, 1123
platforms for, 678-681
sensors in, 1103
Host Manual Blocks page, 831, 832, 850,
851
host resource starvation, 643-644, 644
hostname command
for certificate authorities, 410
for PIX Firewall, 261, 263
for RSA, 188
for sensors, 714
Hostname Resolution dialog box, 1038,
1039
hostnames and hostname resolution
for certificate authorities, 194

for Event Viewer, 1038
for PIX Firewall, 261, 263
for pre-shared keys, 409
for RSA, 188
for sensors, 714
hosts
bastion, 34
blocking, 985-986, 986
in campus module, 1116, 1121
in corporate networks, 34
for IDS Management Center and Security
Monitor Center, 956
for PIX Firewall, 397, 399, 399
in SAFE, 1087
for sensors, 666, 714-716, 973
signature exclusions by, 139
SSH, 717-719
statistics on, 859
Hosts/Networks tab, 397, 399
hot spares, 564
hourFreqUpgrade command, 840
htdocs directory, 730
HTML attacks, 19
HTTP and HTTP servers
in corporate Internet module, 1114, 1118
disabling, 93
enabling, 131-132
on PIX Firewall, 335-337
for sensor updates, 847
http server enable command, 394
HTTPS, 847
hubs for 4200 series sensors, 737-739, 738
hw-module module command, 244

ICMP (Internet Control Message Protocol)
for DoS attacks, 1150
rate-limiting for, 652-653
for reconnaissance attacks, 633, 1150
types, 321-322
unreachable messages in, 94

icmp command, 1150

icmp-object command, 321
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icmp permit command - IDS (intrusion detection system) 1181

icmp permit command, 1135
IcmpCode parameter, 878
IempID parameter, 878
IcmpSeq parameter, 878
IempType parameter, 878-879, 882
ID option for built-in signatures, 992
IDC Management Center, 962
architecture of, 963-964, 963
sensors in. See sensors
starting, 964-965
identification
certificate authorities, 411
critical systems for blocking, 819
event rules, 1045, 1046
networks, 647, 976-977, 977
ports, 977-978, 978
in security policies, 1079
sensor settings for, 973, 974
Identify The Rule page, 1045, 1046
identity
in Cisco security portfolio, 1094,
1105-1107
in IKE, 171-174, 172
in SAFE, 1082
identity certificates
purpose of, 575
viewing, 580, 581
identity NAT, 282-284
Identity tab, 583
idle-time parameter, 429
IDM (IDS Device Manager), 676-677, 677,
784
accessing, 785-788, 786-787
alarm channel event filters for, 810-813,
810-812
for Auto Update, 837-840, 838
for blocking. See blocking
components and system requirements,
784-785
for IP logging, 848-850, 849
monitoring, 854
events, 857-859, 857-858
IP logs, 854-857, 855
statistics, 859-861, 860
navigating, 788-789, 788

for sensors
access, 704
configuration for, 790-796, 790,
792-796
system variables, 797-810, 797,
799-801, 805-806
updates, 845-848, 847
for signatures, 796
configuring, 884-886, 884-887
custom, 889-893, 8§89-892
enabling and disabling, 887
tuning, 888-889, 8§89
support information for, 841-844,
842-844
for system control, 853, 854
IDS (intrusion detection system), 135-136,
630, 658, 1102-1103
and attack types. See attacks
in Cisco IOS Firewall, 103, 135-136
audit rules for, 139-143
initializing, 137
signatures for, 137-139
stopping, 145-146
verifying, 143-145
Cisco Secure IDS
alarm display and logging in, 669, 669
Cisco Works VMS for. See Cisco
Works VMS
components of, 667-668, 668
features of, 668, 671-672
host platforms for, 678-681
intrusion response in, 669-670,
670-671
management platforms for, 676-678,
677
monitoring. See Security Monitor
sensor platforms in, 672-676
sensors in. See sensors
evasive techniques, 664-665
Event Viewer. See IEV (IDS Event Viewer)
and hacker characteristics, 631-632
IP audits in, 362-368
location of, 661-663, 662-663
and network security. See network
security
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1182 IDS Device Manager - in keyword for ACLs

in SAFE, 1088-1089
shunning in, 369
signatures. See signatures

traffic capturing in. See capturing traffic

triggers, 658-661

IDS Device Manager. See IDM (IDS Device

Manager)

IDS Event Viewer. See IEV (IDS Event
Viewer)

IDS Management Center, 677-678, 679

for Cisco Works VMS, 952-956, 953-955

database rules for, 1007-1011, 1007,
1009
reports in, 1011-1013, 1012-1013
system configuration settings for,
1006-1007, 1006
ids-sensor interfaces, 707
IDS Sensor Versions report, 1012
ids-service-module monitoring command,
780
IDS Top Alarms report, 1059, 1061
IDSM, 700-702, 701
in Cisco security portfolio, 1103
traffic capture for, 737-738, 761-764,
762-763,765
mls ip ids command, 774-776
SPAN for, 765-767, 766
trunk traffic in, 776-777, 777
VACLs for, 767-774
VLANS in, 778-779
IEV (IDS Event Viewer), 676-677, 677,
898-899, 899
accessing, 901, 902
application settings for, 923-924, 924

data archival settings for, 922-923, 922

database for
administering, 924-925
Alarm Aggregation table, 926-928,
927-928

Alarm Information Dialog table, 930,

930

data source information for, 925-926,

925
Drill Down Dialog table, 930-931,
931-932

Expanded Details Dialog table, 929,

929

%

graphs for, 935-937, 936-937
Realtime Dashboard, 931-935,
933-935
filters for, 908-913, 909-914
installing, 900-901, 900-901
refresh cycle settings for, 921-922
sensors for, 903-907, 903, 906-907
views for, 914-920, 919-920
igmp access-group command, 305
igmp forward interface command, 305
igmp join-group command, 305
igmp max-groups command, 305
igmp query-level command, 305
IKE (Internet Key Exchange), 159-160
access lists for, 177
authentication in, 161-164
certificate authorities for, 162-163, 198,
410-414
configuring, 169-175, 172
crypto maps for
applying, 180-182, 181
creating, 177-180
Diffie-Hellman Key Agreement with,
160-161
enabling, 170, 407
identity in, 171-174, 172
in IPSec, 478-479
mode configuration for, 163-164
phase 1, 155, 482, 486-487
phase 2, 156, 156, 483, 487-488
policies for
configuring, 407-408, 408
creating, 170-171
verifying, 174-175, 422-423
pre-shared keys for, 162, 409
preparing for, 169
for VPNs, 173-174, 407-414, 408
IKE Mode Config, 427-428
IKE Peer Identity Validation attribute, 554
IKE Policy screen, 443, 443
Images tab, 456
Import Entry option, 1146
importing sensor information, 1026-1028,
1027-1028
Improve phase in Security Wheel, 1090, 1091
in-band management, 1089
in keyword for ACLs, 310
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IN system variable, 798, 800-801, 801
inbound packets in PIX Firewall, 239
Incident handling procedures, 1079
incomplete sessions, 110
info signatures in IDS, 136
Informational severity level, event filters for,
908
informational signature class, 362-363
ingress ports for SPAN, 743
ingress vlan keywords, 748
initial contacts for Cisco Easy VPNs, 212
initializing sensors, 710-713
initiation
IPSec, 155
of VPN software clients, 529-531, 529
inline IDSs, 666
innovation in AVVID, 1108
input access-group command, 1126
inside global addresses, 274
inside interface for PIX Firewall, 235, 237
inside local addresses, 274
inside routers, 1119
inspection rules
applying, 116-117
for CBAC, 114-117
instructions boxes
in IDC Management Center, 965
in IDM, 788, 789
int command, 41
integration in AVVID, 1108
Integration Utility, 943
integrity
connectionless, 153
firewalls for, 224
IPSec for, 415, 471
in network security, 655
intelligence in AVVID, 1108
intelligent network services, 1108
interactive authentication, 516-517,
516-518
interesting traffic in IPSec, 485-486, 485
interface command
for access, 87
for Global Configuration mode, 714
for PIX Firewall, 269-270
for SNMP packets, 92

Interface Configuration Mode for sensors,
714
Interface Configuration screen
for ACS, 67, 67
for TACACS+, 126, 126
Interface field, 607
interface group 0 command, 723
interface keyword for PAT, 289
interface sensing command, 723
Interface Statistics screen, 600, 601
interface vlan command, 242
interfaces
for ACS, 67, 67
for blocking devices, 828-829, 8§29
for PIX Firewall
configuring, 267-272
IP addresses for, 271-272
MTUs for, 272
support for, 234-235
statistics for, 600, 601
for TACACS+, 126, 126
for VPN Concentrators, 545, 545
Interfaces pages, 976, 976
internal communication for IDS, 731
internal networks
defined, 799
for sensors, 976-977, 977
internal threats, 5, 632, 1071
Internet access in security policies, 1079
Internet business integrators, 1108
Internet business solutions, 1108
internet connections, sensors for, 689
Internet Control Message Protocol (ICMP)
for DoS attacks, 1150
rate-limiting for, 652-653
for reconnaissance attacks, 633, 1150
types, 321-322
unreachable messages in, 94
Internet Key Exchange. See IKE (Internet Key
Exchange)
Internet middleware, 1108
Internet Security Association and Key
Management Protocol (ISAKMP), 159,
409
Internet services, mismanaged, 8
internets as security zones, 648
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1184 interoperability — IP/TV, RTSP with,

interoperability, 1108
intervals, event, 1050-1052, 1051-1052
intranets
as security zones, 648
sensors for, 689
VPN, 151, 466, 469, 1095, 1096
intrusion detection and protection, 630
in Cisco security portfolio, 1094
intrusion detection systems. See IDS
(intrusion detection system)
in IOS-based firewalls, 1130
sensor settings for, 975-983, 976-979,
981-984
intrusion-detection module command,
773774, 779
intrusion-detection-module keyword, 766
I0OS. See Cisco 10S
I0S Firewall. See Cisco 10S Firewall
10S switches for FWSM, 242-244
ip access-group command
for ACLs, 131
for inspection rules, 116-117
for ISP routers, 1124
ip access list command, 117, 771
ip address command, 271-272
ip address pppoe command, 317
IP addresses
for blocking devices, 827-829
for CLI, 503-504
for clusters, 566
for IDS Management Center and Security
Monitor Center, 956
for IP logging, 848
lack of, 88
for master blocking sensors, 830
for PIX Firewall interface, 271-272
for sensors, 710, 904, 968
translating. See NAT (Network Address
Translation); PAT (Port Address
Translation)
ip audit command, 139-140, 142-143
ip audit attack command, 140
ip audit attack action command, 140-141,
362-363
ip audit info command, 140, 362
ip audit interface command, 363-364
ip audit name command, 141-142, 363
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ip audit notify command, 137
ip audit signature command, 138-139, 364
IP audits in IDS, 362-368
ip auth-proxy command, 132-133
ip authentication key-chain command, 90
ip authentication mode command, 90
IP blocking. See blocking
ip domain-name command, 189
ip forward-protocol udp command, 97
IP fragment forwarding, 653
IP fragment reassembly, 978-979
IP fragmentation, 807-808, 807
IP Fragmentation Guard, 359-362, 360
ip helper-address command, 97
ip host-name command, 189
ip http authentication command, 131-132
ip http server command, 93, 131
ip inspect command, 1157
ip inspect alert-off command, 108
ip inspect IOSFW command, 116
ip inspect max-incomplete command, 110
ip inspect name command, 114-115,
1128-1130
ip inspect one-minute command, 109-110
ip inspect tcp command, 109-110
ip inspect udp command, 109
ip local pool command, 427
IP logging
IDM for, 848-850, 849
in IDS, 670
monitoring, 854-857, 855
IP Logging page, 849-850, 849
IP Logs page, 854, 855
ip port-map command, 110-113
IP protocols
in access attacks, 637
weaknesses in, 1073-1074
IP source routing, 94
IP spoofing, 16, 1073
in campus module, 1121
in corporate Internet module, 1115, 1120
countermeasures for, 653
filtering for, 819
10S-based firewalls for, 1130
PIX Firewall for, 1135
in Remote Access Network Design, 1150
IP/TV, RTSP with, 351
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ip verify reverse-path command - isakmp peer command 1185

ip verify reverse-path command, 1135, 1150
iplog command, 850
iplog-status command, 856
[POption parameter, 8§78
IPReassembleMaxFrags system variable,
805, 810
IPSec, 150-152, 168-169, 415, 470, 470
ACLs for, 415, 416, 423-424, 491
Authentication Header protocol for, 152,
471-473, 472
certificate authorities in. See certificate
authorities (CAs)
certificates in. See certificates
configuring, 175-184, 181, 186-192
crypto maps for, 419
data transfer in, 156
debugging, 426
Diffie-Hellman key exchange in, 477-478,
477-478
encapsulation in, 157-159, 157-159
encryption in, 153-154, 476-477
error and status messages for, 426
ESP for, 473-474, 474
filtering problems in, 490
firewall feature set for, 586-590, 588-590
group configuration, 504
hashing in, 153-154, 476
IKE in. See IKE (Internet Key Exchange)
interesting traffic in, 485-486, 485
in IOS-based firewalls, 1131-1134
LAN-to-LAN, 566-568, 567
NAT problems in, 491
operation of, 154, 484-485
in PIX Firewall, 1136
pre-shared keys in, 479
preparing for, 169
process initiation in, 155
RSA-encrypted nonces in, 187-192, 480
RSA signatures in, 479-480
on sample corporate network, 182-184
SAs for, 176-177, 424-425, 483-484,
484
security protocols, 152-153
services of, 471
support for, 152
task flow in, 488-489, 489
testing and verifying, 184-186

traffic delay problems in, 490
transforms, 152-154,176,416-418,417,
423-424, 481-483, 482
troubleshooting, 490-491
Tunnel mode and Transport mode in,
474-476, 475
tunnels in, 470, 470
lifetime of, 418, 423-424
in Remote Access Network Design,
1145, 1151
termination of, 157
verifying, 422-426
for VPN 3002 Hardware Client, 508, 509
for VPN Concentrator groups, 553-5535,
554
IPSec and Remote Access Parameters page,
553-555, 554
IPSec Group Configuration screen, 548,
548
IPSec-isakmp sequences, 178
IPSec-manual sequences, 178
IPSec over TCP, 515-516, 515, 594, 595
IPSec over UDP, 592-594, 593
IPSec over UDP attribute, 556
IPSec over UDP Port attribute, 556
IPSec SA attribute, 554, 583
IPSec screen, 515, 515
IPSec tab, 583
IPSec Traffic Selector screen, 443-446, 444,
446
ipsec transform-set command, 430
IPSecdlr.ini file, 526
ISAKMP (Internet Security Association and
Key Management Protocol), 159, 409
isakmp client configuration address-pool
local name command, 427
isakmp enable command
for IKE, 407
for IPSec tunnels, 1151
isakmp identity command, 409
isakmp key command
for dynamic addressing, 427-428
for IKE, 409
for IPSec tunnels, 1151
in PIX Firewall, 1137
for remote access VPN clients, 430
isakmp peer command, 427-428

%




&
B

i% 4422Indx.fm Page 1186 Monday, January 31, 2005 4:06 PM

1186 isakmp policy command - lifetime command

isakmp policy command, 429

for IKE, 408

for IPSec tunnels, 1151

in PIX Firewall, 1136
IsBruteForce parameter, 8§81
isInvalidDataPacket parameter, 880
isLoki parameter, 882
isModLoki parameter, 882
isp account, 617
ISP routers, 1123-1127
IsPASV parameter, 880
isRFCI918 parameter, 878
Issue Action(s) After threshold, 1050
IsSweep parameter, 881
IsValidPacket parameter, 881

keyword substitutions

for event actions, 1049

for mail notification, 1008, 1010-1011
kiddie-scripts, 1069
Known Host Keys page, 792

J

Java blocking, 15
jobs for Management Center, 456

K

Kerberos authentication, 29
key assets in networks and required access,
647
key-chain command, 90
key devices, 1123
10S-based firewalls, 1127-1134
ISP routers, 1123-1127
NIDS and HIDS, 1123
PIX Firewall, 1134-1138
in Remote Access Network Design,
1143-1144
Key Size value for certificates, 577
keyboards for sensor access, 704
KeyLength parameter, 881
keys
for certificate authorities, 194, 411
pre-shared
configuring, 171-174, 172
in IKE, 162, 409
in IPSec, 479
for RSA-encrypted nonces, 188-192
for TACACS+, 130

%

L

L (Locality) information for certificates, 576
LOphtcrack tool, 636
L2/1.3/L4 protocol signatures, 885
event filters for, 910
for sensors, 992
L2F (Layer 2 Forwarding) protocol, 151
L2TP (Layer 2 Tunneling Protocol), 151
LAN-based failover configuration,
388-389
LAN Extension mode, 509-510, 509-510
LAN-to-LAN IPSec, 566-568, 567
LAN-to-LAN sessions, 607
land.c attacks, 15
Launch Event Viewer page, 1030-1031,
1031
Layer 2 Forwarding (L2F) protocol, 151
layer 2 switches
in campus module, 1116, 1121
in corporate Internet module, 1114, 1119
Layer 2 Tunneling Protocol (L2TP), 151
layer 3 switches, 1121
Layer 7 filtering, 1128-1130
LC3 tool, 636
LEAP (Lightweight and Efficient Application
Protocol), 530
LED Status screen, 600, 601
LEDs
for IDSM-2 line cards, 701-702, 701
for NM-CIDS module, 703-704, 703
for VPN Concentrator status, 600-602,
601
lib directory, 730
License Information page, 961, 962
licensing
Cisco Works VMS, 960-961, 961-962
for failover, 378
for PIX Firewall, 236
lifetime command, 171
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lifetimes
SA, 176-177
tunnel, 418, 423-424
Lightweight and Efficient Application
Protocol (LEAP), 530
line authentication, 25
line command
in NAS, 41
in TACACS+, 72
line con command, 26, 77
List Files access right, 618
Live Event Log, 614
load balancing
for fault tolerance, 376
in VPN 3002 Hardware Client, 518-519,
520
for VPN Concentrators, 564-566
Load Balancing screen, 519, 520
local addresses in NAT, 237, 273-274
local engines, parameters for, 873, 877-883
local file systems for sensor updates, 847
local logs, 614-615, 615
Locality (L) information for certificates, 576
location
of hackers, 632
of IDS, 661-663, 662-663
Lock-and Key feature, 15
Log action for signatures, 867
log directory, 730
logApp application, 730
Logged-in User reports, 70
Logger statistics, 859
logging. See logs and logging
logging command, 266
logging authentication command, 1158
logging on
to IDM, 788
to sensors, 708-710, 709
to Syslog servers, 612, 612, 614, 614
logging on command, 1150
logging trap debugging command, 96
logging traps, 609-611, 609-611
Logical Device, parameter, 827
logical devices
blocking, 825-827, 826
for IDM, 835
Logical Devices page, 825-826, 826

login command, 26, 39-41, 72
login authentication command, 77
logs and logging
ACL, 833
events, 96
IDM for, 848-850, 849
in IDS, 669-670, 669
local, 614-615, 615
monitoring, 854-857, 855
in SAFE, 1086
for sensors, 990-991, 990
setting up, 613
Syslog servers, 612, 612, 614, 614
viewing, 613
Loki application, 641
longurl-deny command, 314
longurl-truncate command, 314
Low severity level, event filters for, 908

MAC addresses, 739-740
Mail Guard, 355, 358-359
mail notifications, 1008, 1010-1011
main mode in IKE, 155, 487
mainApp application, 730
Maintenance Operation Protocol (MOP),
95
malicious activity
detecting, 659
preventing, 86-88
man-in-the-middle attacks, 18
in corporate Internet module, 1120
damage from, 1074
managed devices for IDM, 814
Management Center, PIX, 453-456,
454-455
Management Center for Cisco Security
Agents, 678, 943
Management Center for Firewalls, 943
Management Center for IDS Sensors, 943
Management Center for Security, 943
Management Center for VPN Routers, 943
Management Connection drawer, 958
management hosts in campus module, 1116,
1121
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1188 Management Information Bases (SNMP MIBs) — monitor users

Management Information Bases (SNMP
MIBs), 609
management platforms for IDS, 676-678,
677
management-ports for VLANs, 779
management protocols for network security,
1079-1082
management sessions for VPN
Concentrators, 607
Management Sessions screen, 620, 620
manual blocking, 850-853, 851
manual IP logging, 848-850, 849
mapping
PAM, 110-113
in Secure Scanner, 1104
VACLs to VLANSs, 769
maps
access, 771-772
crypto
applying, 180-182, 181
for IKE, 177-180
for IPSec, 419
topology, 647
Mask parameter, 879, 882
masquerade attacks, 16
Master Blocking Sensor page, 831, 831, 988,
989
master blocking sensors
configuring, 830-831, 831, 988-990, 989
purpose of, 817
master-blocking-sensors command, 833
master engines, parameters for, 873-877
match address command, 179
match-address command, 1158
match ip address command, 772
MaxBytes parameter, 880
Maximum ACL Entries setting, 984
maximum events setting, 936
Maximum Number Of Archived Files setting,
923
Maximum Number Of Compressed Archived
Files setting, 923
Maximum Number Of Events In setting, 923
maximum transfer units (MTUs)
in IP fragmentation, 807-808
for PIX Firewall interface, 272
MaxProto parameter, 878

MaxTTL parameter, 874
MC (Management Center), PIX, 453-456,
454-455
MD35 authentication, §9-90
medium network design, 1117-1118, 1117
campus module, 1120-1122, 1121
corporate Internet module, 1118-1120,
1118
WAN module, 1122-1123, 1122
Medium severity level, event filters for, 908
memory
for certificate authorities, 194
for Cisco Works VMS, 945-947
for IDS, 136
for PIX Firewall, 232
for sensors, 694
for VACLs, 769
Memory Utilization graph, 401-402,
401-402
menu bars in Event Viewer, 1032
messages
in Cisco Works VMS, 959
in IPSec, 426
metacharacters, 869-873
MinHits parameter, 875-876
MinProto parameter, 878
MinUDPLength parameter, 879
mis account, 617
missing hello packets, 383-384
misuse detection, 659
mls ip ids command, 774-776
mode command, 176
modes
in CLI, 247-248
in IKE, 163-164
for signature engines, 880
Modify Config access right, 618
Modify screen for firewalls, 591, 591
Monitor Center for Security, 943
Monitor mode in CLI, 247
Monitor phase in Security Wheel, 1090, 1091
monitor session command
for RSPAN, 756-757
for SPAN, 747-748
monitor session source command, 766-767
Monitor tab, 1022
monitor users, 512
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monitoring
failover, 381-384
IDM, 854
events, 857-859, 857-858
IP logs, 854-857, 855
statistics, 859-861, 8§60
IDS. See Security Monitor
in ISDM, 764
network security, 655-656
security news, 657
VPN Concentrators. See VPN
Concentrators
monitoring interface
in IDS, 673
for sensors, 686
Monitoring tab, 399, 400
monitors for sensor access, 704
MOP (Maintenance Operation Protocol), 95
more current-config command, 725-726,
843
mroute command, 305
MS-CHAP authentication, 32
MSFCs (multilayer switching feature cards),
774
mtu command, 272
MTUs (maximum transfer units)
in IP fragmentation, 807-808
for PIX Firewall interface, 272
multicast frames, 740
multicast interface command, 304
multicast route caching, 95
multicast routing, 304-305
multilayer switching feature cards (MSFCs),
774
multimedia support for PIX Firewall,
350-352
multiple interfaces, NAT on, 290-298, 292,
295
multiple sensors and multiple perimeter
devices architecture, 817-818, 818

Nagle TCP congestion algorithm, 95
name command
for object groups, 321

monitoring — native mode software 1189

for PIX Firewall, 264
for pre-shared keys, 409
named-key command, 191
nameif command, 244, 267-269
names
domain
for certificate authorities, 194
for RSA-encrypted nonces, 188-189
for logical devices, 825
for PIX Firewall interface, 267-269
for sensors, 710, 904, 970
for views, 918
names command, 264
NAS (Network Access Server)
AAA on
accounting, 44-46
authentication, 39-41
authorization, 41-44
enabling, 38-39
troubleshooting, 47-49
exec mode access in, 35-38
verifying, 46-47
NAS Configuration screen, 63, 63
NAT (Network Address Translation)
ACLs for, 284-286
for blocking devices, 827
configuring, 277-278
consequences of, 276
global and local addresses in, 273-274
identity, 282-284
in IPSec, 491
on multiple interfaces, 290-298, 292, 295
nat and global commands, 278-281,
279
for PIX Firewall, 237-239
RTSP with, 351
in security, 276-277
for sensors, 968
static and dynamic, 274-275
static command, 282
nat command
in NAT, 278-281, 279
in PAT, 289-290
for SYN Flood Guard, 354
NAT Transparency screen, 594, 595
NAT-Transversal, 594, 595
native mode software, 706
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1190 Navigation tree for Cisco Works VMS - no access-list compiled command

Navigation tree for Cisco Works VMS, 958,
958
nesting object groups, 321-322
Network Access Server. See NAS (Network
Access Server)
Network Access Server Configuration screen,
61, 61, 326
Network Administrator, 1021
network-based intrusion detection, 662-663,
663
network-based intrusion protection, 1102
network command, 44-45, 89
Network Configuration screen, 66, 66
network equipment
misconfigured, 8-9
weaknesses in, 7
network ingress filtering, 819
network-intrusion detection system (NIDS)
in campus module, 1121
in corporate Internet module, 1119
implementing, 1123
sensors in, 1103
network media considerations for sensors,
686
network module for IDS, 675
network-object command, 321
network-object host command, 320
Network Operator role, 1021
Network page for IDM sensors, 791, 792
network platforms in AVVID, 1108
network protocols for custom signatures, 889
network reconnaissance, 1074-1075, 1115,
1120
network resource overload, 641-643, 642
network security, 646-647, 646
access control, 650-652
attacks in. See attacks
boundaries in, 647-650, 649
categories of, 1071-1072
for confidential data, 654-655, 654
configuration management, 1080
improving, 657-658
IP weaknesses in, 1073-1074
management protocols for, 1079-1082
monitoring, 655-656
need for, 1068-1071, 1069-1070
network identification in, 647
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packet sniffers, 1075-1076
policies for, 1079
port redirection, 1077
SAFE. See SAFE
testing, 656-657
trust exploitation in, 1077, 1078
vulnerabilities in, 653
network security database (NSDB), 927-928,
928,1038
network sensors in IDS systems, 665
network snooping, 12-13
network taps, 740-741, 742
Network Time Protocol (NTP)
for IDM, 794-795
for PIX Firewall, 262-263
for synchronization, 1081-1082
network topology maps, 647
NetworkAccess statistics, 859
networkParams command, 715-716
networks
blocking, 985-986, 986
closed and open, 1068, 1069
identification of, 647, 976-977, 977
mapping, 1104
in SAFE, 1088
signature exclusions by, 139
VPNs. See VPN (virtual private
networks)
Never Block Addresses page, 825, 825, 985,
986
never-shun-hosts command, 833
never-shun-networks command, 833
new-model command, 76
New status, event filters for, 913
Next Header field
in Authentication Header, 472
in Encapsulating Security Payload, 474
NIDS (network-intrusion detection system)
in campus module, 1121
in corporate Internet module, 1119
implementing, 1123
sensors in, 1103
NM-CIDS module
support for, 702-704, 703
for traffic capture, 737, 779-780, 780
Nmap tool, 634
no access-list compiled command, 310
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no ca identity command - organization IDs and names for IDS Management Center

no ca identity command, 414
no ca save all command, 414
no cdp enable command, 96
no cdp run command, 96
no crypto isakmp enable command, 170
no failover command, 387-388
no fixup protocol command, 345
no ip audit signature command, 138, 364
no ip boot server command, 93
no ip http server command, 93
no ip inspect command, 119
no ip inspect audit-trail command, 108
no ip mroute-cache command, 95
no ip proxy-arp command, 94
no ip redirects command, 94
no ip source-route command, 94
no ip unreachables command, 94
no isakmp enable command, 407
no mop enabled command, 95
no rsalKeys command, 719
no sensing-interface command, 723
no service config command, 93
no service finger command, 92
no service pad command, 95
no service password-encryption command,
38
no service tcp-small-servers command, 92
no service tcp-udp-servers command, 92
no shun command, 369
no snmp-server command, 96
no switchport command, 776
no tacacs-server host command, 130
noise for IDS evasion, 664
nonces, RSA-encrypted
in IKE, 162
in IPSec, 187-192, 480
keys for, 188-192
None access right, 618
nonrepudiation, 17
nonstateful failover, 388
NOOP command, 356-358
NOT operator, 1048
notifications
in IDS MC, 1008, 1010-1011
in Security Monitor, 1019

NSDB (network security database), 927-928,

928, 1038

NSDB folder, 924
NSDB Link option, 934
Nslookup, 633
NTP (Network Time Protocol)

for IDM, 794-795

for PIX Firewall, 262-263

for synchronization, 1081-1082
ntp command, 262-263
ntp trusted-key command, 263
Number of Bytes parameter, 848
Number of Packets parameter, 848
NVRAM memory management, 194

1191

(o)

O (Organizations) information for
certificates, 576

OAKLEY protocol, 159
obfuscation for IDS evasion, 665
object bar in IDM, 788, 789
object-group command, 320-321, 323
object groups, 319

configuring, 320-323

working with, 323-324
Object Selector bar, 971
Octets/Packets field, 605
oem.ini file, 216, 528
one-time passwords (OTPs), 27, 650
one-way functions, 650
open networks, 1068, 1069

Open Shortest Path First (OSPF) protocol, 89

operating systems
CatOS. See CatOS
for Cisco Works VMS, 944, 946-947
I0S. See Cisco 10S
weaknesses in, 6
operator accounts for sensors, 719

optional parameters for signature engines, 874

optionalAutoUpgrade command, 839
options bar
in IDC Management Center, 964
in IDM, 788, 789
OR operator, 1048
organization IDs and names for IDS
Management Center and Security
Monitor Center, 956
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1192 organization politics — PAT (Port Address Translation)

organization politics, 9
Organizational Unit (OU) information for
certificates, 576
Organizations (O) information for
certificates, 576
origin authentication, 415, 471
OS signatures, 885
event filters for, 910
for sensors, 992
OSPF (Open Shortest Path First) protocol,
89
Other events criteria, 857
OTPs (one-time passwords), 27, 650
OU (Organizational Unit) information for
certificates, 576
out-of-band management, 1089
out-of-bounds attacks, 644
OUT system variable, 798, 800
outbound connections from DMZs, 295
outbound packets in PIX Firewall, 238-239
outside global addresses, 274
outside interface for PIX Firewall, 235, 237
outside local addresses, 274
overengineering, 376-377
overflow, buffer, 640
oversubscription with SPAN, 743

P

packet assembler/disassembler (PAD) service,
95
packet-filtering firewalls, 225-226,
1128-1130
packet-filtering FTP, ACLs for, 347
packet fragmentation and reassembly, 14
packet-mode access in NAS, 35-36
packet sniffers, 12-13, 1075-1076
in campus module, 1116, 1122
in corporate Internet module, 1115, 1120
packets, in PIX Firewall, 238-239, 298-299
dynamic, 299-300
multicast, 304-305
static, 301-304, 301
PAD (packet assembler/disassembler) service,
95
Pad Length field, 474

%

Padding field, 474
page area for IDM, 788, 789
PAKSs (Product Authorization Keys),
960-961
PAM (Port-to-Application Mapping),
110-113
PAP (Password Authentication Protocol), 27,
30-31
paralyzing process, 681
parentheses () in regular expressions, 871
passive IDSs, 666
Passive-mode FTP, 347
passive monitoring, 656
passwd command, 251
Password Authentication Protocol (PAP), 27,
30-31
password keyword for sensors, 720
passwordPresent parameter, 880
passwords
attacks on, 18, 636-637, 1076-1077
in campus module, 1121
in corporate Internet module, 1115,
1119
in authentication. See authentication
in CHAP, 31
easily guessed, 7-8
encrypting, 37-38
for IDS Management Center and Security
Monitor Center, 954
for logical devices, 825-826
in NAS, 36
one-time, 27, 650
in PAP, 30
for PDM, 394, 395
for PIX Firewall, 335
for PPPoE, 316
in Remote Access Network Design,
1146-1147
for sensors, 830, 904, 970
for system accounts, 7-8
in TACACS+, 73
for VPN clients, 447, 512, 517
for VPN groups, 559
PAT (Port Address Translation), 275-276,
592
configuring, 286-290, 288
in security, 276-277
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verifying, 290
for VPN 3002 Hardware Client, 509-510,
509-510
PAT screen, 509, 510
path bar
in IDC Management Center, 964, 965
in IDM, 788, 789
pattern matching, 660
Pause function for Realtime Dashboard, 932
payload inspection types, 889
Payload Length field, 472
.pcf files, 216, 433, 526-527
PDM (PIX Device Manager), 390-391
operating requirements for, 391-392
for PIX Firewalls, 394-402, 395-398
preparing for, 392-394
for VPNs, 439-440, 440-441
remote access, 446-450, 447-451
site-to-site VPNs, 441-446, 441-446
pdm history enable command, 394
PDM VPN tab, 439-440, 440-441
Peaks parameter, 879
Peer IP field, 605
peers
IPSec, 155
for pre-shared keys, 409
Pending page, 997, 998
penetration in Cisco Security Agent, 680
Perfect Forward Secrecy (PFS), 488
perfmon command, 252
performance
with IDS, 136
with sensors, 685-686, 689
in split tunneling, 558
perimeter problems, 84
DoS attacks, 90-91
eavesdropping and session replay, 85-86,
85
IP addresses, lack of, 88
network services, 92-98
rerouting attacks, 88-90
unauthorized access, data manipulation,
and malicious destruction, 86-88
perimeter security
in Cisco security portfolio, 1094
firewalls for, 1101-1102
in SAFE, 1082

PAT screen — PIX Firewall 1193

periods (.) in regular expressions, 870
permit command, 337
permit ip any command, 127, 822-823
permit ip host command, 823
permit tcp any command, 116, 127
permit udp command, 116
persistence in Cisco Security Agent, 680
personal firewalls, 222
Personal tab, 585
pessimistic security models, 230
PFC memory for VACLs, 769
PFCs (policy feature cards), 764
PFS (Perfect Forward Secrecy), 488
physical access in access attacks, 635
physical interfaces for VPN Concentrators,
545, 545
Ping of Death attacks, 14
Ping screen, 624, 624
Ping sweeps, 1075
Ping tool, 633
pinging devices, 624, 624
pivoting in Secure Scanner, 1104
PIX (Private Internet Exchange), 34
PIX Device Manager (PDM), 390-391
operating requirements for, 391-392
for PIX Firewalls, 394-402, 395-398
preparing for, 392-394
for VPNs, 439-440, 440
remote access, 446-450, 447-451
site-to-site VPNs, 441-446, 441-446
pix-devices command, 836
PIX Firewall, 222, 1134-1138
AAA services for
accounting, 334
authentication, 331-333
authorization, 333-334
implementing, 330-331
Secure ACS for, 324-330
ACLs for
applying, 310-311
converting conduits to, 311-312, 312
creating, 309-310
downloadable, 337-338
Adaptive Security Algorithm and security
levels in, 239-240
attack guards for
AAA Flood Guard, 353-354

%
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DNS Guard, 362
IP Fragmentation Guard, 359-362,
360
Mail Guard, 355, 358-359
SYN Flood Guard, 354-355
BIOS for, 234
CLI for, 246-255
access methods, 246-447
commands in, 249-255
editing in, 248
modes, 247-248
components of, 231-232
configuration preparation for, 258-259
CPUs for, 232
failover in. See failover
features of, 230
Firewall Services Module. See Firewall
Services Module (FWSM)
flash file system for, 232-234
FTP with, 335, 345-348
interfaces for
configuring, 267-272
IP addresses for, 271-272
MTUs for, 272
support for, 234-235
licensed features for, 236
multimedia support for, 350-352
NAT and PAT for. See NAT (Network
Address Translation); PAT (Port
Address Translation)
object groups for, 319-324
packet processing in, 238-239

PDM for. See PDM (PIX Device Manager)

points of failure in, 374
PPPoE for, 315-319
product line of, 235-236
protocol handling by, 342-345
RAM for, 232
remote access commands for, 259-266
Remote Shell with, 348
routing for, 239, 298-299
dynamic, 299-300
multicast, 304-305
static, 301-304, 301
SQL*NET with, 349
system images for, 233
URL filtering for, 312-315

PIX Management Center — port-object command

virtual HTTP and telnet on, 335-337
VPNs with. See VPN (virtual private
networks)
PIX Management Center, 453-456,
454-455
PKCS (Public-Key Cryptography Standards),
163
PKI (Public Key Infrastructure), 163,
574-575, 574
playback hacking, CHAP for, 31
plus signs (+) in regular expressions, 871
Point-to-Point Protocol over Ethernet
(PPPoE), 315-316
enabling, 317-318
usernames and passwords for, 316
verifying, 318-319
Point-to-Point Tunneling Protocol (PPTP),
151, 604-605, 605
points of failure, 372-375
policies, 19-20, 648
for firewalls, 590, 590
for IKE
configuring, 407-408, 408
creating, 170-171
verifying, 174-175, 422-423
for network security, 1079
in split tunneling, 558
weaknesses in, 9-10
policy enforcement, firewalls for, 223
policy feature cards (PFCs), 764
Policy Management screen, 509, 509
politics, 9
poll-interval failover, 389-390
poor configuration, access attacks from, 640
POP3 servers, 1116, 1120
populating
Cisco Secure User Database, 329
user databases, 55-56
Port Address Translation (PAT), 275-276,
592
configuring, 286-290, 288
in security, 276-277
verifying, 290
for VPN 3002 Hardware Client, 509-510,
509-510
Port Mapping page, 977, 978
port-object command, 321
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port redirection, 1077
in campus module, 1116, 1122
in corporate Internet module, 1115, 1120
in PAT, 288
port scans, 1075
Port-to-Application Mapping (PAM),
110-113
PortRange parameter, 882-883
ports
for blocking, 851-852
for clusters, 566
for custom signatures, 889
for master blocking sensors, 830
for RSPAN, 750-751
for sensor access, 704
for sensors, 710, 904, 977-978, 978
for SPAN, 743-744, 744
for VLANSs, 778-779
Ports system variables, 804
PortsInclude parameter, 882
post-acl-name command, 837
Post-block ACL Name parameter, 828
post-block ACLs, 820
Post-block VACL Name parameter, 829
PostOffice protocol, 668
PostOffice settings, 1054
power loss, failover for, 384
Power screen, 600, 601
Power supplies LED for VPN Concentrator,
602
ppp authentication command, 30-31
ppp authentication chap command, 41, 77
PPP callback, 32, 34-35
ppp callback accept command, 35
ppp encapsulation command, 41
PPPoE (Point-to-Point Protocol over
Ethernet), 315-316
enabling, 317-318
usernames and passwords for, 316
verifying, 318-319
PPTP (Point-to-Point Tunneling Protocol),
151, 604-605, 605
pre-acl-name command, 837
Pre-block ACL Name parameter, 828
pre-block ACLs, 820
Pre-block VACL Name parameter, 829

port redirection — protocols 1195

pre-shared keys
configuring, 171-174, 172
in IKE, 162, 409
in IPSec, 479
Preferences dialog box, 1041-1044, 1042
prevention in IDS systems, 665
Primary DNS Server field, 511
primary units in PIX Firewall, 380
print servers, 1116, 1121
priority for clusters, 566
privacy violations, firewalls for, 224
private interface for VPN 3002 Hardware
Client, 507, 508
Private Interface screen, 507, 508
Private Internet Exchange (PIX), 34
private IP addresses, 8
private keys
for certificate authorities, 194
for certificates, 577
for RSA-encrypted nonces, 188-190
private strings, 96
privilege escalation, 634-635
privilege service keywords, 720
Privileged EXEC mode for sensors, 713
Privileged mode in CLI, 247-248
probing in Cisco Security Agent, 680
Product Authorization Keys (PAKs),
960-961
production licenses, 960-961
products, unsecured default settings in, 8
profile-based intrusion detection, 658-659
profiles for VPN clients
connection, 437-439
global, 433-437
promiscuous mode, 739
propagation, 680
Properties option, 1146
protected parameters for signature engines,
873
protection suites, 407
protocol analysis, 660
Protocol parameter
for blocking, 852
for custom signatures, 891
protocols
for CBAC, 106
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1196 Protocols screen — reload command

IPSec, 152-153
PIX Firewall support for, 342-345
as points of failure, 374
weaknesses in, 637-640, 638-639
Protocols screen, 608
proxy ARP, 94
proxy servers, 225, 227-229
pruning, 1008
public interface for VPN 3002 Hardware
Client, 507, 508
Public Interface screen, 507, 508
Public-Key Cryptography Standards (PKCS),
163
Public Key Infrastructure (PKI), 163,
574-575, 574
public keys
for certificate authorities, 194
for certificates, 577
for RSA-encrypted nonces, 188-190
public strings, 96

Q

query url command, 195

QuerySrcPortS3 parameter, 880

QueryValue parameter, 880

questions marks (?) in regular expressions,
871

Quick Configuration Interfaces screen, 5435,
545

Quick Configuration mode for VPN
Concentrators, 543-549, 544-549

Quick Configuration utility, 505-513,
506-514, 536-543

r commands in Remote Shell, 348
RADIUS (Remote Authentication Dial-In
User Service), 28-29
corporate network example, 75-77, 75
database configuration for, 74, 77-78
vs. TACACS+, 71
RADIUS Accounting reports, 70

%

radius command, 41
radius-server key command, 77
RAM for PIX Firewall, 232
RAs (registration authorities), 194,
574-575
rate-limit command, 1125-1126
rate-limiting
ICMP, 652-653
for ISP routers, 1125-1126
Rate parameter for signature engines, 879
RDEP (Remote Desktop Exchange Protocol),
668
RDEP properties, 975, 975
RDEP Properties page, 975, 975
RDT (Real Data Transport), 350
reaction in IDS systems, 665
Read Files access right, 618
Read/Write Files access right, 618
Ready To Install The Program screen, 953
Real Data Transport (RDT), 350
real-time alerts logs, 15
Real-Time Streaming Protocol (RTSP),
350-351
RealPlayer, RTSP with, 351
Realtime Dashboard, 931-935, 933-935
Realtime Event Viewer, 1018
Realtime Graph window, 937, 937
realtime graphs for IEV, 935, 937, 937
reassembly options for sensors, 978-980,
979
Reassembly Options page, 978-979, 979
rebooting sensors, 727-728
reconnaissance, 10-11, 633-634,
1074-1075, 1115, 1120
Reconnect function, 932
redirect messages, 94
redirection, 1077
in campus module, 1116, 1122
in corporate Internet module, 1115, 1120
in PAT, 288
redundancy for fault tolerance, 376
refresh cycle settings for IEV, 921-922, 921
RegexString parameter, 881, 8§91, 8§98
regional offices, 1098
registration authorities (RAs), 194, 574-575
regular expression metacharacters, 869-873
reload command, 252
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remote access
in NAS, 36
in PIX Firewall, 259-266
in security policies, 1079
as security zones, 648
sensors for, 689
VPN for, 1099-1101
Remote Access Client screen, 446, 447
Remote Access Network Design, 1142-1143,
1143
firewall option for, 1149-1151, 1149
key devices in, 1143-1144
routers in, 1156-1158, 1156
software access option in, 1144-1147,
1145-1148
VPN hardware client in, 1152-1155,
1152-1155
Remote Access page, 791
Remote Access properties, 553-555, 554
remote-access sessions, 607
remote access VPNs, 150, 426, 466, 469,
1096, 1096
attributes for, 428-429
commands for, 429-431
dynamic addressing in, 427-428
extended authentication in, 426-427
setting up, 446-450, 446—450
Remote Authentication Dial-In User Service
(RADIUS), 28-29
corporate network example, 75-77, 75
database configuration for, 74, 77-78
vs. TACACS+, 71
Remote Desktop Exchange Protocol (RDEP),
668
remote offices, 1099
remote sensors, 671
Remote Shell (RSH), 348
remote site firewalls, 1142
Remote Site Peer screen, 441, 442
remote site routers, 1142
remote SPAN (RSPAN), 742
on CatOS, 758-761, 758
on Cisco 10S, 753-758, 754
configuring, 750-753, 751
trunking for, 755-756, 759-760
remote-span command, 755

remote access — Revision property 1197

Rename Entry option, 1146
Repeat Action(s) After threshold, 1050
replaying, 16-17
replication failover, 384-385
Report Filtering page, 1057-1059, 1058
Report tab, Center, 454
reports
in ACS, 70
in IDS MC, 1011-1013, 1012-1013
in PIX MC, 454
in SAFE, 1089
in Secure Scanner, 1105
in Security Monitor, 1019, 1057-1059,
1057-1058, 1060-1061
Reports and Activity screen, 69, 69
Reports tab
for Auto Update Server, 456
in Security Monitor, 1022
repudiation, 17
RequestInBalance parameter, 877
requesting certificates, 197-198, 575-578,
576-577,583-586, 584-586
RequestRegex parameter, 8§80
required access in networks, 647
required parameters for signature engines,
874
rerouting attacks, 17, 88-90
Reset action, 868
reset command, 727-728
Reset Count Every threshold, 1050
resets
with IDS, 136
for sensors, 727-728, 853
for signatures, 868
Resource Manager Essentials (RME), 943
response, intrusion, 669-670, 670-671
response actions in signatures, 867-868
restoring sensor backup configuration files,
727
Restricted licenses, 236
restrictions, network access, 715-717
Resume function for Realtime Dashboard,
932
Retries parameter, 1003
Reverse Route Injection (RRI), 514-515
Revision property, 571
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1198 RFC filtering — SAFE

RFC filtering
for IP spoofing, 1074
in PIX Firewall, 1135
rip command, 299
RIPv2 (Routing Information Protocol
version 2), 89
risk assessment for networks, 647
RME (Resource Manager Essentials), 943
role configuration for failover, 390
root CAs
configuring, 196
in PKI, 574, 574
root CEP command, 196
root PROXY command, 196
root TFTP command, 196
Rootkits, 641
Route command, 301
routed interfaces, 774
router-devices command, 836
router eigrp command, 89
Router sensor, 1103
routers
blocking interface for, 828-829
in IDS systems, 666
ISP, 1123-1127
network modules for, 675
in Remote Access Network Design, 1142,
1156-1158, 1156
in SAFE, 1086
for VPNs, 467-468
Routes Details tab, 589, 589
routes in failover, 377
Routing Blocking Device Interface page, 829,
829
routing in PIX Firewall, 239, 298-299
dynamic, 299-300
multicast, 304-305
static, 301-304, 301
Routing Information Protocol version 2
(RIPv2), 89
routing protocols as points of failure, 374
Routing Table screen, 602, 603
routing tables for VPN Concentrators, 602,
603
routing updates in SAFE, 1087
RpcProgram parameter, 880
RRI (Reverse Route Injection), 514-515

%

RSA-encrypted nonces
in IKE, 162
in IPSec, 187-192, 480
keys for, 188-192
RSA keys, 194
RSA signatures and certificates
in IKE, 162-163
in IPSec, 479-480
rsalKeys command, 718
RSH (Remote Shell), 348
RSPAN (remote SPAN), 742
on CatOS, 758-761, 758
on Cisco 10S, 753-758, 754
configuring, 750-753, 751
trunking for, 755-756, 759-760
RTCP (RTP Control Protocol), 350
RTSP (Real-Time Streaming Protocol),
350-351
Rule page, 1045, 1046
rules
audit
applying, 142-143
creating, 141-142
default actions for, 139-141
event, 1045, 1046
for firewall policies, 590, 590
Rules screen, 590, 590

S

sacrificial hosts, 34
SADs (security association databases), 156
SAFE
architecture of, 1082-1085, 1083, 1085
axioms of, 1085-1089
design fundamentals in, 1084
IDS in, 1088-1089
medium network design, 1117-1118,
1117
campus module, 1120-1122, 1121
corporate Internet module,
1118-1120, 1118
WAN module, 1122-1123, 1122
Remote Access Network Design,
1142-1143, 1143
firewall option for, 1149-1151, 1149
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key devices in, 1143-1144
routers in, 1156-1158, 1156
software access option in, 1144-1147,
1145-1148
VPN hardware client in, 1152-1155,
1152-1155
secure management and reporting in,
1089
small network design, 1112, 1113
campus module, 1115-1116, 1115
corporate Internet module,
1112-1115,1113
SafeNet client, 468469
SAs (security associations)
in IKE, 155
in IPSec, 424-425, 483-484, 484
lifetimes of, 176-177
SATAN (Security Administrator Tool for
Analyzing Networks), 634
saving sensor configurations, 997, 998
Scalable Encryption Processing (SEP)
modules, 498
scanning tools for reconnaissance attacks,
634
SCEP (Simple Certificate Enrollment
Protocol), 194
schedule command, 840
Schedule Report page, 1059, 1060
Scheduling parameter, 1003
scope in security policies, 1079
SCP (secure copy)
for Auto Update, 837-838
for sensor updates, 847
screened subnets for firewalls, 227-229,
228-229
script kiddies, 631
scripts
for event actions, 1049
for IDS MC, 1010-1011
SDN (Security Device Manager), 216-217
Secondary DNS Server field, 511
Secondary sort order columns for IEV views,
915
secondary units in PIX Firewall, 380
Secure ACS. See ACS (Access Control Server)
secure connectivity
in Cisco security portfolio, 1094-1102,
1095-1096

SafeNet client — Security Monitor 1199

in SAFE, 1082
secure copy (SCP)
for Auto Update, 837-838
for sensor updates, 847
Secure phase in Security Wheel, 1090, 1091
Secure Scanner, 1104-1105
Secure Shell (SSH)
for blocking devices, 827
hosts for, 717-719
for sensors, 704, 830-831, 970
Secure Sockets Layer (SSL)
certificates in, 580, 581, 785
for Cisco Works VMS, 957
in IDM, 785
secure VLAN interfaces (SVIs), 241
security. See network security
Security Administrator Tool for Analyzing
Networks (SATAN), 634
security agents, 679
Security Alert window, 785, 786
security association databases (SADs), 156
security associations (SAs)
in IKE, 155
in [PSec, 424-425, 483-484, 484
lifetimes of, 176-177
Security Device Manager (SDN), 216-217
security levels
in Cisco Works VMS, 959
in PIX Firewall, 239-240, 267-269, 1135
security management and administration
in Cisco security portfolio, 1094
in IDS systems, 666
in SAFE, 1082
weaknesses in, 10
Security Monitor, 1018, 1052
accessing, 1020-1022, 1022-1023
in Cisco Works VMS, 943
configuring, 1023
database rules for, 1056
defining devices to monitor in, 1023-1028
DN settings for, 1056
e-mail servers for, 1053, 1053
events in. See events
features of, 1018-1019
PostOffice settings for, 1054
reports for, 1019, 1057-1059,
1057-1058, 1060-1061
sensors with, 1023-1028
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1200 Security Monitoring Center - sensors

supported devices in, 1019-1020
Syslog settings for, 1054
updating signatures for, 1054, 1054
Security Monitoring Center, 677-678, 679,
952-956, 953-955
security monitoring in SAFE, 1082
security news, monitoring, 657
Security Parameter Index (SPI) field, 472
Security Parameter Indexes (SPIs)
in Authentication Header, 472
for SAs, 156
security policies. See policies
security-scanner tools, 656
security servers, authentication by, 28
Security Wheel, 646, 646, 1089-1091, 1091
security zones, 647-649, 649
Select CiscoWorks Syslog Port screen, 954,
955
Select Components screen, 950, 951
Select Configurations page, 1001, 1002
Select Database Location screen, 954
Select Database Password screen, 954
Select Destination Location screen, 900, 900
Select Device Type page, 1024, 1025
Select Devices page, 1026, 1027
Select Program Manager Group screen,
900-901, 901
Select Report page, 1011, 1012, 1057, 1057
Select Sensor Group page, 968, 969
Select Sensors To Update page, 1004, 1005
self-signed certificates, 785
sensing for sensors, 686
sensing-interface command, 723
sensing interfaces
in IDSM, 762, 762
for sensors, 976, 976
Sensor Configuration Deployment report,
1012
Sensor Configuration Import report, 1012
Sensor page, 968, 968
Sensor Group page, 966, 967
Sensor Information page, 970
Sensor Setup page, 790-791, 790
sensor-to-management platform ratio,
692
Sensor Version Import reports, 1011
sensorApp application, 730

sensors, 684, 1103
access to, 704-708, 715-717
adding, 1023-1025, 1025-1026
administering, 724-728
architecture for, 728-732, 731
for capturing traffic, 722-723
communications considerations for,
690-691, 691
configurations
approving, 1000-1001, 1000
deploying, 1001-1003
generating, 998-1000, 999
modes for, 713-715
saving, 997, 998
connection status of, 906, 1029, 1029
filters for, 911, 980-983, 981-984
in IDC Management Center, 963, 963
adding, 968-971, 968-970
blocking, 984-990
communications settings for, 973-975,
974-975
configuring, 966-968, 967, 971-972,
971-972
internal network identification for,
976-977,977
intrusion detection settings for,
975-983, 976-979, 981-984
logging for, 990-991, 990
master blocking, 988-990, 989
port identification for, 977-978, 978
reassembly options for, 978-980, 979
sensing interfaces for, 976, 976
for signatures, 991-996, 991, 993-996
IDS Device Manager for. See IDM (IDS
Device Manager)
in IDS systems, 665-667, 671-676
for IEV, 903-907, 903, 906-907
importing information for, 1026-1028,
1027-1028
initializing, 710-713
installing, 693
physical, 695-704, 697-699, 701, 703
planning, 694-695
logging in to, 708-710, 709
management considerations, 692
network access restrictions for, 715-717
network media considerations in, 686
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SEP (Scalable Encryption Processing) modules — Set Status To setting 1201

performance with, 685-686, 689
placement considerations, 688-690, 690
rebooting, 727-728
with Security Monitor, 1023-1028
selecting, 684-688
service accounts for, 720-721
SSH for, 704, 717-719, 830-831, 970
system variables for
alarm channel, 797-804, 797,
799-801
virtual sensor, 804-806, 805-806,
809-810
for trunk traffic, 776-777
trunking for, 687
updating, 692, 845-848, 847,
1003-1004, 1004-1005
user accounts for, 719-720
SEP (Scalable Encryption Processing)
modules, 498
Sequence Number field, 473
sequences in crypto maps, 178
Server Certificate page, 793
Server Configuration drawer for Cisco
Works VMS, 958
server farms, 689
servers
ACS. See ACS (Access Control Server)
backup, 515-516, 563-564, 564
for Cisco Easy VPNs, 211-213
configuring, 215
requirements, 944-946
dial-in, 1118
DNS, 1114, 1118
e-mail, 1053, 1053
file, 1116, 1121
HTTP. See HTTP and HTTP servers
print, 1116, 1121
SMTP
in campus module, 1116, 1120
in corporate Internet module, 1114,
1118
gather information from, 356-358
Syslog, 598, 612, 612, 614, 614
for TACACS+. See TACACS+ (Terminal
Access Controller Access Control
System) servers
TFTP, 234, 1081

service command, 715
service alarm-channel-configuration
command, 802, 812
Service Configuration mode for sensors, 715
SERVICE engines
parameters for, 880-881
subengines in, 869
Service group, 885
service-module IDS-Sensor command, 708
service nagle command, 95
service networkAccess command, 832
service packs, 846
service password-encryption command,
37-38
service signatures, event filters for, 910, 992
service SshKnownHosts command, 718
service virtual-sensor-configuration
command, 806, 893
ServicePorts parameter
for custom signatures, 892
for signature engines, 880
services, mismanaged, 8
session hijacking, 16-17
Session information for VPN Concentrators,
604, 607-608, 608
session replay, 85-86, 85
session slot command, 244
session slot-number command, 706
Sessions field, 605
Sessions screen, 607-608, 608
set peer command
for crypto maps, 179
for remote site routers, 1158
set pfs command, 179
set rspan destination command, 761
set rspan source command, 760
set security acl capture-ports command,
769-770
set security acl ip command, 768, 770
set security acl map command, 769-770
set security-association level command, 179
set security-association lifetime command,
179
set session-key inbound command, 187
set session-key outbound command, 187
set span command, 749-750, 766
Set Status To setting, 928
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1202 set summer-time command - show settings command

set summer-time command, 262
set transform-set command
for crypto maps, 179
for remote site routers, 1158
set trunk command, 759-760, 777-778
set vlan command, 244, 759, 779
setroute keyword, 272
Settings page, 971-972, 972
Settings parameter, 966
Setup Complete screen, 63-64, 63
Setup Type screen
for Common Services, 949, 950
for IDS Management Center and Security
Monitor Center, 953, 953
setup utility
for IDM, 790
for PDM, 393-394
for sensors, 710-712
Severities option, 614
severity
for event filters, 614, 908, 909
in Event Viewer, 1042-1043, 1043
for signature filters, 993
Severity option, 993
shared directory, 731
Shared Profile Components screen, 66, 66
shared secrets
for clusters, 566
in Diffie-Hellman key exchange, 477
shortcuts in Remote Access Network Design,
1146
show access-list command, 423
Show Attack Details option, 933
show auto-update command, 459
show ca certificate command, 413
show ca configure command, 414
show ca identity command, 414
show ca mypubkey rsa command, 413
show checksum command, 253
show clock command, 262
Show Context option, 933
show cpu usage command, 232
show crypto ca certificates command, 198
show crypto ca roots command, 198
show crypto ipsec sa command, 185, 424

%

show crypto ipsec security-association
lifetime command, 424

show crypto ipsec transform-set command,
184-185, 423

show crypto isakmp policy command,
174-175

show crypto isakmp sa command, 184

show crypto key command, 190-191

show crypto map command, 423

show events command, 858-859

show events error command, 859

show firewall module command, 242-243

show firewall vlan-group command, 242

show fixup command, 344

show flashfs command, 233

show floodguard command, 354

show fragment command, 362

show global command, 290

show igmp command, 305

show interface command, 253-254,270, 382

show interface ethernetl command, 234

show interface vlan command, 243

show ip command, 280

show ip address outside pppoe command,
318

show ip audit command, 143-146

show ip audit count command, 364-368

show ip auth-proxy command, 133

show ip inspect config command, 117-118

show ip inspect interfaces command, 118-119

show ip inspect name command, 118

show ip port-map command, 113

show isakmp policy command, 422-423

show memory command, 232

show module command, 706

show monitor command, 758

show mroute command, 305

show nameif command, 267-268, 280

show nat command, 283-284, 290

show ntp associations command, 263

show ntp status command, 263

show route command, 302-303

show run command, 46

show settings command

for sensors, 716, 718-719
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for signatures, 896-897 signature groups, 884
for system variables, 804 signature IDs for sensors, 991
show span command, 750 signatures

show static command, 290
show statistics command, 860-861
show tech-support command, 254, 844
show tls fingerprint command, 794, 905
show users command, 93
show version command

for IDM, 843

for PIX Firewall, 231-232

for Privileged EXEC mode, 713

for sensor software, 724
show vlan firewall-vlan command, 244
show vlan remote-span command, 755
show vpdn group command, 319
show vpdn pppinterface command, 319
show vpdn tunnel pppoe command, 318
show vpdn tunnel session command, 318
show xlate command, 238, 290
shun command, 254, 369
shun-device-cfg command, 835, 837
shun-enable command, 833
shun-hosts command, 833, 852
shun-interfaces command, 837
shun-max-entries command, 833
shun-networks command, 833, 852
shun rules for IDM, 813-814
shunning, 814

in IDS, 369

by sensors, 717

attack, 632
classes of, 362-363
filters for, 910
in IDS, 136
for sensors, 675, 992
built-in, 867, 992-994, 993-994
configuring, 137-138
custom, 671
creating, 889-893, 889-892,994-996,
995-996
purpose of, 867
disabling, 138-139
event filters for, 910-911
excluding, 139
in IDS, 103, 135-139, 671, 866, 1102
CLI for, 893-898
configuring, 884-886, 884-887
custom, 889-893, 8§89-892
enabling and disabling, 887-888
engines for, 868-871, 873-883
features of, 867-868
tuning, 888-889, 888
types of, 866-867
in IKE, 162-163
in IPSec, 479-480
and sensors for, 675, 846, 991-996, 991,
993-996
updating, 1054, 1054

shutdown keyword, 270 signatures command, 895-896
shutting down Signatures page, 991, 991
PIX Firewall interface, 269-271 Signatures Configuration Mode page,
sensors, 853, 854 884-886, 884-887
SIG system variables, 798, 800 Signature(s) In Group page, 992, 993,

SIGID parameter 994-995, 995

for custom signatures, 891 Simple Certificate Enrollment Protocol

for event filters, 811 (SCEP), 194

for signature engines, 874 Simple Mail Transfer Protocol (SMTP) and
SigName parameter, 874 SMTP servers
signature-based intrusion detection, in campus module, 1116, 1120

659-661 in corporate Internet module, 1114,

Signature Configuration Mode page, 789, 1118

890-892, 890-892
signature filters, 810-813, 810-812

gather information from, 356-358
weaknesses in, 6

4~ 40
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1204 Simple Network Management Protocol (SNMP) - split-tunnel parameter

Simple Network Management Protocol
(SNMP), 598
blocking packets in, 92
community strings in, 1080-1081
configuring, 96-97
locking down, 1086
for VPN Concentrators, 611-612,
611-612
weaknesses in, 6
single destination ports for SPAN, 743
single points of failure, 373
single sensor and multiple perimeter devices
architecture, 816-817, 816
single sensor and single perimeter device
architecture, 815-816, 815
SinglePacketRegex parameter, 878
site-to-site VPN, 151, 441-446, 441-446,
1097
six interfaces, NAT on, 294-298, 295
SKEME protocol, 159
small network design, 1112, 1113
campus module, 1115-1116, 1115
corporate Internet module, 1112-11135,
1113
small services, 92
SMR (Stub Multicast Routing), 304
SMTP (Simple Mail Transfer Protocol) and
SMTP severs
in campus module, 1116, 1120
in corporate Internet module, 1114, 1118
gather information from, 356-358
weaknesses in, 6
SMTP rules in I0S-based firewalls, 1129
Smurf attacks, 17-18, 643
sniffers, 12-13, 1075-1076
in campus module, 1116, 1122
in corporate Internet module, 11135,
1120
SNMP (Simple Network Management
Protocol), 598
blocking packets in, 92
community strings in, 1080-1081
configuring, 96-97
locking down, 1086
for VPN Concentrators, 611-612,
611-612
weaknesses in, 6

snmp-server community command, 97
social engineering, 1075-1076
soft tokens, 27
software, unauthorized distribution of, 16
software access in Remote Access Network
Design, 1142, 1144-1147, 1145-1148
software client for Cisco Easy VPNs,
213-215, 213-215
Software License Agreement screen
for CSNT, 325
for IDS Management Center and Security
Monitor Center, 953
software updates for sensors, 692
software versions for sensors, 846
SOHO, VPN for, 1099
Sort By section in Event Viewer, 1042
sort order for IEV views, 918, 920
Source Address parameter, 850
source addresses
for blocking, 850
event filters for, 909, 910
source ports
for blocking, 851
for RSPAN, 750-751
for SPAN, 743
source sessions in RSPAN, 760-761
SP (State/Province) information for
certificates, 577
SPAN (switch port analyzer), 740-741
on CatOS, 749-750, 749, 765-766, 766
on Cisco 10S, 746-749, 747, 766-767
configuring, 743-746, 744
for IDSM, 764-767, 766
oversubscription with, 743
special-usage keys, 189
Specify The Event Filter page, 1047, 1047
Specify The Filter page, 1048
Specify The Thresholds And Intervals page,
1050, 1051
Specify The Trigger Conditions page, 1008,
1009
SPI (Security Parameter Index) field, 472
SPIs (Security Parameter Indexes)
in Authentication Header, 472
for SAs, 156
Split DNS Names attribute, 556
split-tunnel parameter, 429
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split tunneling
in Cisco Easy VPNs, 212
configuring, 557-558
in Remote Access Network Design, 1145
Split Tunneling Network List attribute, 556
Split Tunneling Policy attribute, 556
spoofing, 16, 1073
in campus module, 1121
in corporate Internet module, 1115, 1120
countermeasures for, 653
filtering for, 819
10S-based firewalls for, 1130
PIX Firewall for, 1135
in Remote Access Network Design, 1150
SQL*NET, 349
sqlUsername parameter, 880
square brackets ([]) in regular expressions,
870-871
SrcAddrs values, 811
SrcPort parameter, 878, 880
SSH (Secure Shell)
for blocking devices, 827
hosts for, 717-719
for sensors, 704, 830-831, 970
ssh command, 260-261
ssh host-key command, 718
SSH known hosts table, 718
SSH option, 791
SSL (Secure Sockets Layer)
certificates in, 580, 581, 785
for Cisco Works VMS, 957
in IDM, 785
Stacheldraht attacks, 645
standby units in PIX Firewall, 380-381
state dependence in CBAC, 105
State/Province (SP) information for
certificates, 577
STATE.STRING engine, 869
state tables, 104
stateful failover, 385, 386, 388
stateful firewalls, 226-229
for IPSec software client, 587
in Remote Access Network Design, 1147
setting up, 571-573, 573
stateful packet filtering, 1128-1130
stateful pattern matching, 660

static command
for ACLs, 311
in NAT, 282
in PAT, 288-289
for SYN Flood Guard, 354
static NAT, 274-275
static/nat command, 1150
static routing
for PIX Firewall, 301-304, 301
for VPN 3002 Hardware Client, 512
Statistic Graph window, 936, 936
statistics
for device sensors, 907
for events, 1039, 1039
IDM, 859-861, 860
IEV graphs for, 935-936, 936
for IPSec software client firewalls,
588-589, 588-589
for VPN Concentrators, 603-607,
604-606
Statistics page, 859, 860
Statistics screen, 603-604, 604
Stats Only access right, 618
status
event filters for, 913, 913
IPSec messages for, 426
sensor connection, 906, 1029, 1029
VPN Concentrator, 600-602, 601-602
stderr traffic, 348
stdin traffic, 348
stdout traffic, 348
stealth features in reconnaissance attacks,
634
stop-stop keyword, 77
StorageKey parameter
for custom signatures, 892
for signature engines, 874-875
stream reassembly for sensors, 979-980
STRING engines
parameters for, 881
subengines in, 869
strong authentication, 650-651
structured threats, 5, 631, 1071
Stub Multicast Routing (SMR), 304
Subject Alternative Names for certificates,
577

%
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1206 Submit page - system status information

Submit page, 1001, 1001
subnet failures, 375
subordinate CAs, 574, 574
subscriptions for sensors, 1029
Subsig ID option, 992
SubSig values
for custom signatures, 891
for event filters, 811
subsignatures, 811
Subsystem reports, 1011
Summarize parameter, 876-877
Summary screen
for Common Services, 952, 952
for IDS Management Center and Security
Monitor Center, 954, 954
SummaryKey parameter
for custom signatures, 892
for signature engines, 875
support protocols as points of failure, 374
SVIs (secure VLAN interfaces), 241
Swap Configuration Files screen, 621,
621-622
swapping configuration files, 621, 621-622
SWEEP engines
parameters for, 882-883
subengines in, 869-870
switch port analyzers (SPAN), 740-741
on CatOS, 749-750, 749, 765-766, 766
on Cisco 10S, 746-749, 747, 766-767
configuring, 743-746, 744
for IDSM, 764-767, 766
oversubscription with, 743
switch sensors, 665
switched infrastructure for packet sniffers,
1076
switches
in 4200 series sensors, 739-742,
741-742
in campus module, 1116, 1121
in corporate Internet module, 1114, 1119
in FWSM, 242-244
in RSPAN, 751
in SAFE, 1087
switchport mode trunk command, 756
switchport trunk allowed vlans command,
244,778

%

switchport trunk encapsulation command,
756
symmetric key algorithms, 153
symmetric key encryption, 478
SYN flood attacks, 14, 90, 643-644, 644
SYN Flood Guard, 354-355
synchronizing clocks, 1081-1082
SynFloodMaxEmbryonic parameter, 882
SYSLOG engine, 870
syslog pruning, 1008
Syslog servers, 598,612,612, 614, 614, 1081
Syslog settings, 1054
sysopt connection ipsec-permit command,
1151
sysopt connection permit-ipsec command,
408
sysopt security fragguard command, 361,
1135
system accounts, passwords for, 7-8
System Administrator in Security Monitor,
1021
System Configuration page
for IDS MC, 1006, 1006
for Security Monitor, 1053, 1053
System Configuration screen, ACS, 67, 67
system configuration settings
for ACS, 67, 67
for IDS MC, 1006-1007, 1006
for Security Monitor, 1053, 1053
system control, IDM for, 853, 854
System Control page, 853, 853
system images for PIX Firewall, 233
System Info screen, 545, 546
system information
for CLI, 502
for IDM, 841, 844
for VPN Concentrators, 545, 546
System Information page, 844, 844
System LED for VPN Concentrator, 602
System Properties tab, 399, 400
System Reboot screen, 621, 622
system status information
for VPN 3002 Hardware Client, 1154,
1155
for VPN Concentrators, 600-602,
600-601
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System Status screen
for VPN 3002 Hardware Client, 1154,
1155
for VPN Concentrators, 600, 601
system time, 507, 507
system variables
alarm channel, 797-804, 797, 799-801
virtual sensor, 804-806, 805-806,
809-810
System Variables page, 800, 800-801
systemVariables command, 802, 804,
809-810

T

tables of contents (TOC)
in IDC Management Center, 964, 965,
971-972, 972
in IDM, 788, 789
tabs
in IDC Management Center, 965, 965
in IDM, 788, 789
TACACS+ (Terminal Access Controller
Access Control System) servers, 15, 29,
71-72
configuring, 72-74
interfaces for, 126, 126
in SAFE, 1086
servers and keys for, 130
verifying, 78-80
TACACS+ Accounting reports, 70
tacacs+ command, 41
tacacs-server command, 1157
tacacs-server host command, 77, 130, 1131
tacacs-server key command, 77, 130
targets
for custom signatures, 889
in SAFE, 1086-1088
task flow in IPSec, 488-489, 489
TCP
congestion algorithm for, 95
fragment reassembly in, 979-980
incomplete sessions in, 110
TCP Intercept, 90-91, 354
tcp intercept command, 1157

TCP/IP
as point of failure, 374
subnet failures in, 375
weaknesses in, 6
TCP reset, 669, 670
TCP SYN flood attacks, 14, 90, 643-644,
644
TCP SYN traffic, rate-limiting, 652
tecpdump format command, 854
TCPFlags parameter, 878, 882
TCPFlags1 parameter, 882
TCPFlags2 parameter, 882
Tcplnterest parameter, 882
technology weaknesses, 6-7
telnet command, 93, 259-260
telnet protocol
locking down, 1086
for network configuration, 1080
on PIX Firewall, 335-337
for reconnaissance attacks, 634
for sensors, 704, 710
Terminal Access Controller Access Control
System (TACACS+) servers, 15, 29
configuring, 72-74
interfaces for, 126, 126
in SAFE, 1086
servers and keys for, 130
verifying, 78-80
Tertiary DNS Server field, 512
Test phase in Security Wheel, 1090, 1091
TFN (Tribe Flood Network), 645
TFN2K attacks, 645
TFTP (Trivial File Transfer Protocol) servers
for file transfer, 621-622, 622
problems with, 234, 1081
TFTP Server option, 622
TFTP Server File option, 622
TFTP Transfer screen, 622, 622
threats, 630
attack types. See attacks
firewalls for, 224
hacker characteristics in, 631-632
three interfaces, NAT on, 291-294, 292
thresholds and intervals
in CBAC, 108-110
for events, 1050-1052, 1051-1052
Throttled Rate/Volume field, 607

%
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1208 Throttlelnterval parameter — troubleshooting

Throttlelnterval parameter, 876-877
tickets in Kerberos, 29
time
event filters for, 911, 912
in IDM, 857
for sensors, 794, 794
synchronizing clocks, 1081-1082
for VPN 3002 Hardware Client, 507, 507
Time And Date screen, 507, 507
Time criteria, 857
Time page, 794, 794
Timeout parameter, 852
Timeout Period field, 512
Timeout Retries field, 512
timeouts
in blocking, 852
in CBAC, 108-110
in DNS configuration, 512
tls trusted-host ip-address command, 831
tmp directory, 732
TNS (Transparent Network Substrate), 349
TOC (tables of contents)
in IDC Management Center, 964, 965,
971-972, 972
in IDM, 788, 789
token-card servers, 55
token cards, 27
tokens in strong authentication, 650
toolbars
in Event Viewer, 1032
in VPN Concentrator Manager window,
550
tools
in IDC Management Center, 965, 965
in IDM, 788, 789
top-10 sessions for VPN Concentrators, 608
topology maps, 647
traffic
capturing. See capturing traffic
delay, in IPSec, 490
in ESP, 153
TRAFFIC engine, 870
Traffic Management screen, 509, 510
TrafficFlowTimeout parameter, 882
TransactionServer statistics, 859
TransactionSource statistics, 859

transferring files with TFTP, 621-622, 622
Transform Set screen, 443, 444
transforms and transform sets, 481-483, 482
configuring, 416-418, 417
creating, 176
encryption and hashing for, 153-154
security protocols for, 152-153
viewing, 423-424
transit switches, 751
Transition Rules tab, 397, 398
translation, address. See NAT (Network
Address Translation); PAT (Port
Address Translation)
translation slots in PIX Firewall, 238-239
transparency, failover, 377
transparent bridging process, 739
Transparent Network Substrate (TNS), 349
Transport mode in IPSec
encapsulation in, 157, 157-158
vs. Tunnel mode, 417, 417,474-476,475
transports in access attacks, 641
transversal, NAT, 594, 595
Trap Destinations screen, 611-612
trends, CBAC for, 105
Tribe Flood Network (TFN), 645
triggers
for blocking, 823
for profile-based intrusion detection,
658-659
for signature-based intrusion detection,
659-661
Triple DES (3DES), 152, 154
Trivial File Transport Protocol (TFTP)
for file transfer, 621-622, 622
problems with, 234, 1081
TROJAN engine, 870
Trojan horses, 19, 641
in Application layer attacks, 1072,
1077
in campus module, 1116, 1121
in corporate Internet module, 1114,
1119
troubleshooting
AAA on NAS, 47-49
IPSec, 490-491
LAN-to-LAN connections, 568
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trunking and trunk traffic
for RSPAN, 755756, 759-760
and sensors, 687, 776-777
trust exploitation, 1077, 1078
in campus module, 1116, 1122
in corporate Internet module, 1115,
1120
trust relationships
in access attacks, 636-637, 637
eliminating, 652
trusted computers in IP spoofing, 16
trusted hosts, 715-716, 792
Trusted Hosts page, 792
trusted networks, 223
trusted roots, 196
TTY line type, 25
tune-alarm-channel command, 802, 812
tune-micro-engines command, 809, 893
Tune Signature page, 995, 996
tuned signatures, 867
Tunnel Details tab, 588-589, 589
Tunnel mode in IPSec
encapsulation, 158, 158-159
vs. Transport mode, 417, 417, 474-476,
475
Tunnel Type attribute, 555
tunneling protocol configuration,
502-503
tunnels, 467
GRE, 180
in IPSec, 470, 470
lifetime of, 418, 423-424
in Remote Access Network Design,
1145, 1151
termination of, 157
split
in Cisco Easy VPNs, 212
configuring, 557-558
in Remote Access Network Design,
1145
for VPN Concentrators
creating, 546
managing, 582-583, 582-583
statistics for, 604-606
2600/3600/3700 IDS network modules,
702-704, 703, 707-708

trunking and trunk traffic — updates 1209

Typical Installation option
for Common Services, 949
for IDS Management Center and Security
Monitor Center, 954

U

UDP NAT Transparent IPSEC, 592
UDP protocols
clusters ports, 566
forwarded, 97-98
incomplete sessions in, 110
Udplnterest parameter, 882
umbrella protocols, 352
unauthorized access attacks, 15-16, 1078
in campus module, 1116, 1121
in corporate Internet module, 1115, 1120
preventing, 86-88
unauthorized data manipulation, 634
unauthorized distribution of software, 16
undebug all command, 78-79
unicast frames, 740
Unified client, 469
Uninstall Cisco IDS Event Viewer shortcut,
901
Unique parameter, §81-883
UniqueTcpPorts parameter, 882
UniqueUdpPorts parameter, 882
unneeded services in SAFE, 1086
unplugged cables, failover for, 384
Unprivileged mode in CLI, 247
unreachable messages, 94
Unrestricted licenses, 236
unsecured default settings, 8
unsecured user accounts, 7
unstructured threats, 5, 631, 1071
untrusted network connections, 688
Update page, 846-847, 847
Update NAT Addresses page, 1028, 1028
Update Network IDS Signatures page, 1004,
1005, 1054, 1055
Update Summary page, 1054, 1055
updates
IDM for, 837-840, 838

%
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1210 Updates page — virtual private dial-up networks (VPDNs)

for sensors, 692, 845-848, 847,
1003-1004, 1004-1005
signatures, 1054, 1054
VPN Concentrator
automatic, 568-571, 569-570
software, 623, 623

Updates page, 1003-1004, 1004
upgrade command, 847
upgrading for sensors, 694-695
UriRegex parameter, 880
url-block command, 314-315
url-cache command, 315
URL filtering, 312

operation of, 312-313

PIX Firewall configuration for, 313-315
url-server command, 313
URLs in VPN Concentrator updates, 571
usage-keys keyword, 189
Use Existing SSH Keys option, 970
user accounts. See users and user accounts
USER-ADDRS system variables, 798
User Authentication screen, 124, 124
User Datagram Protocol Network Address

Translation Transparent IPSec, 592

user IDs, 970
user setup

for ACS, 65, 65

for VPN Concentrators, 559, 5§59
User Setup screen, 65, 65
user tunnels, 582-583, 582-583
user workstations, 1116, 1121
UserLength parameter, 881
username command

in NAS, 36

in PAP, 31

for sensors, 720

in TACACS+, 72
Username field, 607
usernames

in authentication, 27

in CHAP, 31

for logical devices, 826

in NAS, 31, 36

in PAP, 30-31

in PPPoE, 316

for sensors, 720, 830, 904

social engineering of, 1076
for tunnel statistics, 605
for VPN 3002 Hardware Client, 517
for VPN groups, 559
users and user accounts
in ACS, 65, 65
in Cisco Works VMS, 959-960
databases for
for authentication, 54-55
populating, 55-56
for sensors, 719-720, 970
unsecured, 7
for VPN 3002 Hardware Client,
512-513
for VPN Concentrators, 559, 559, 561,
561,617
Users page
for Event Viewer, 1044
for IDM, 795, 795-796

\"/

VACLs (VLAN access control lists), 740,
763-764, 765

for blocking devices, 829

on CatOS, 767-770

on Cisco 10S, 771-774
var directory, 732
VCA (Virtual Cluster Agent) protocol, 566
VCMs (virtual cluster masters), 518
versions

of device sensors, 906

for sensor updates, 846
vertical bars (l) in regular expressions, 871
View Config access right, 618
View Wizard dialog box, 918-921, 919
viewer accounts for sensors, 719
views for IEV, 914-920, 919-920
virtual alarm channels, 802
Virtual Cluster Agent (VCA) protocol, 566
virtual cluster masters (VCMs), 518
virtual HTTP, 335-337
virtual http command, 335
virtual private dial-up networks (VPDNs),

316
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virtual private networks. See VPNs (virtual
private networks)
Virtual Router Redundancy Protocol
(VRRP), 375, 518, 564
virtual sensors
creating, 722
system variables for, 804-806, 8§05-806,
809-810
virtual telnet command, 336
virtualAlarm command, 812
viruses, 19, 1078
in campus module, 1116, 1121
in corporate Internet module, 1114, 1119
VLAN access control lists (VACLs), 740,
763-764, 765
for blocking devices, 829
on CatOS, 767-770
on Cisco 10S, 771-774
vlan command, 242, 754
vlan access-map command, 771
vlan filter command, 772
VLAN Number parameter, 829
VLANSs
for blocking devices, 829
on CatOS, 777-779
on Cisco 10S, 778-779
command-and-control ports for, 778-779
mapping VACLs to, 769
RSPAN, 754-755, 759-760
VMS. See Cisco Works VMS
vpdn command, 316
vpdn group command, 316
vpdn username command, 316
VPDN:s (virtual private dial-up networks),
316
VPN 3000 Concentrators, 1100
IPSec over TCP for, 594, 595
IPSec over UDP for, 592-594, 593
VPN 3002 Hardware Client, 500-501, 500
Admin password for, 512
CLI for, 501-505
configuring, 505-513, 506-514
DNS configuration for, 511-512,
511-512
interactive authentication in, 516-517,
516-518

IPSec configuration for, 508, 509
IPSec over TCP and backup servers in,
515-516, 515
load balancing in, 518-519, 520
managing, 513, §13-514
PAT and LAN Extension mode for,
509-510, 509-510
private interface for, 507, 508
public interface for, 507, 508
RRI in, 514-515
static routing for, 512
system time for, 507, 507
user enabling for, 512-513
VPN 3002 Interactive Authentication screen,
517,517
VPN 3005 Concentrators, 495-496, 496
VPN 3015-VPN 3080 Concentrators,
497-499, 498-499
VPN Client Group screen, 447, 447
VPN Client Statistics screen, 588-589,
588-589
VPN clients, 432-433, 468-469, 520-521,
521
authentication properties for, 521-522,
522
auto-initiation of, 529-531, 529
certificates for, 523-526, 524-526
connections for, 521, 522
profiles for, 437-439
properties for, 523, 523
deploying, 433-434
pre-configuring, 526-527, 529
profiles for
connection, 437-439
global, 433-437
in Remote Access Network Design, 1142,
1152-1155, 1152-1155
VPN Concentrator Manager window, 550,
580
VPN Concentrators, 468, 494-495,
535-536
access hours for, 561, 561
access rights for, 616-619, 617-620
address assignments for, 546-547, 546
admin password for, 549, 549
administering, 616-624, 616

%
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authentication for, 547-548, 547,
559-560, 560
backups for, 563-564, 564
certificates for
downloading, 579-580
generating, 578-579, 578-579
installing, 580, 580, 583-586,
584-586
requesting, 575-578, 576-577,
583-586, 584-586
viewing, 580-582, 581
CLI for, 536-543
client support for, 499, 499
in corporate Internet module, 1119
file management for, 620-622, 621-622
filters for, 561-563, 562-563
firewall features for, 586-590, 588-590
groups in
client properties for, 555-557, 556
creating, 551, 552
IPSec and Remote Access properties
for, 553-555, 554
names of, 548, 548
properties for, 552-553, 553
setting up, 550-551
installing, 528
LAN-to-LAN IPSec in, 566-568, 567
load balancing for, 564-566
monitoring, 598-599
general statistics for, 603-607,
604-606
local logs for, 614-615, 615
logging traps for, 609-611, 609-611

routing table information for, 602, 603

session monitoring information in,
607-608, 608
SNMP for, 611-612, 611-612

Syslog servers for, 612, 612, 614, 614

system status information for,
600-602, 600-601

physical interface configurations for, 545,

545
pinging devices for, 624, 624
stateful firewalls for, 571-573, 573
system information for, 545, 546
tunnels for
creating, 546

VPN Monitor — VPNSs (virtual private networks)

managing, 582-583, 582-583
statistics for, 604-606
updating
automatic, 568-571, 569-570
software, 623, 623
VPN 3000, 1100
IPSec over TCP for, 594, 595
IPSec over UDP for, 592-594, 593
VPN 3002. See VPN 3002 Hardware
Client
VPN 3005, 495-496, 496
VPN 3015-VPN 3080, 497-499,
498-499
web Quick Configuration mode for,
543-549, 544-549
VPN Monitor, 943
VPN/Security Management Solutions
drawer, 958
VPN tab, 450, 451
VPN Wizard, 440-450, 441-450
vpnclient.ini file, 216, 433-437, 526527,
530-531
vpngroup command, 429
VPN (virtual private networks), 406, 466,
468
AUS for, 456-459, 457
benefits of, 469
for central offices, 1098
Cisco Easy. See Cisco Easy VPNs
clients. See VPN clients
Concentrators. See VPN Concentrators
CSPM for, 452-453, 452
endpoints in, 654, 654
firewall-based, 1101-1102
Hardware Client for. See VPN 3002
Hardware Client
IKE for, 173-174, 407-414, 408
IPSec for. See IPSec
MC for, 453-456, 454-455
PDM for, 439-450, 440-441
remote access, 446-450, 447-451
site-to-site, 441-446, 441-446
preparing for, 406-407
for regional offices, 1098
remote access. See remote access VPNs
in Remote Access Network Design,
1143-1144
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for remote offices, 1099
routers for, 467-468
selecting, 1096
site-to-site, 151, 441-446, 441-446, 1097
for SOHO, 1099
types of, 150-151, 466-467, 1095-1097,
1095-1096
as WAN link replacements, 420-422
VRFY command, 358
VRRP (Virtual Router Redundancy
Protocol), 375, 518, 564
VSPAN, 744
VTY line type, 25
vulnerabilities and weaknesses, 6
configuration, 7-9
defined, 632
eliminating, 653
1P, 1073-1074
policies, 9-10
protocols, 637-640, 638-639
Secure Scanner for, 1104
technology, 6-7

)]

wait-start keyword, 77
WAN link replacements, VPNs as, 420-422
WAN module, 1122-1123, 1122
WareZ, 16
weaknesses. See vulnerabilities and
weaknesses
Web browsers
for Cisco Works VMS server, 947
for IDM, 785
for IEV, 923
web configuration for VPN Concentrators,
543-549, 544-549
Web servers
for IDM, 784
as points of failure, 373
for sensors, 710, 904, 907
statistics for, 859

VRFY command - zones, security 1213

WEBSPORTS system variable, 804, 806, 810

WEP (Wired Equivalent Privacy) protocol,
530

Whack-A-Mole application, 641

who command, 254

Windows, authentication in, 28

Windows Logon Properties option, 1147

WinNuke attacks, 14

wins-server parameter, 429

Wired Equivalent Privacy (WEP) protocol,
530

workstations, 1116, 1121

worms, 19

wrappers, TCP, 652

write command, 255

write memory command, 385

write standby command, 385

write term command, 293

X

X.25 packet assembler/disassembler service,
95
X.509 certificates, 163
in IKE, 164
in PKI, 651
in remote access VPNs, 426-427
Xauth (extended authentication)
in IKE, 164
in remote access VPNs, 426-427
xlate tables, 238

Y

Your Preferences page, 1044, 1044

y 4

ZLB (Zero Length Body) field, 605
zones, security, 647-649, 649

%




