A

ABO. See Admin Base Objects
ABOMapper, 612
access control entries (ACEs), 453
access control lists (ACLs), 19, 246-247, 427,
453, 494
delegation, 484
metabase, 535
NTFS, 535
ACEs. See access control entries
ACLs. See access control lists
AcquireRequestState, 379, 397
Active Directory, 5
Client Certificate authentication, 479, 480
DC, 108
delegation, 487
isolation, 293
.NET Users, 205
passwords, 576
protocol transition, 461
Active Directory Certificate Services (ADCS),
504, 508, 510
CRLs, 518
PKI, 518
Active Directory Federation Services (ADFS),
432-433
Active Directory Service Interface (ADSI), 16,
23,612-613
application pools, 110
compatibility, 124
web server, 110
Active Directory Users and Computers (ADUC),
262
active server pages (ASP), 4, 5, 30
applications, 216
COM, 196
Failed Request Tracing, 713
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FPSE, 321
GET, 196
HTML, 196
ISAPI, 30
performance, 671
testing, 84
version 6.0, 34
web pages, 196
web sites, 158
ADCS. See Active Directory Certificate Services
add, 137, 144,183
Add a Script Map, 443
Add Application, 232
Add or delete accounts, 325
Add Rolls, 85, 97
Add Virtual Directory, 232-233
ADFS. See Active Directory Federation Services
Admin Base Objects (ABO), 124, 612-613
AHAdmin, 619-620
administration. See also Application Host
Administration;
Microsoft.Web.Administration
remote, 19
connecting, 266
delegation, 253-289
enabling, 256-259
installation, 265-266
WMSVC, 156
web-site, 157-193
administration tools, 17, 123-156
extensibility, 414-423
administration.config, 38, 40, 529, 581, 586
adminpak.msi, 508
ADO, 30
ADSI. See Active Directory Service Interface
ADUC. See Active Directory Users and
Computers
AES encryption, 203
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AHAdmIn
AHAdmin. See Application Host Administration CaGl, 442
AJAX, 27 command-line, 137
All but 1 trick, 724 compression, 186-187
allow delegation, 284-285, 460
ACEs, 453 GUI, 162
IP address, 436 Help, 138-141
overrideMode, 591 host headers, 176
overrideModeDefault, 273 ISAPI, 442
request filtering, 19 list, 149-151
URL authorization, 493 MIME, 189, 190
allowDefinition, 135, 218, 272 module, 137
allowDuplicates, 585 requests, 148
[AllowExtensions], 445 restore, 148-155
allowLocation, 273 session state, 208
AlphaStor, 647 trust levels, 200
AMD-V, 43 virtual directories, 183
anonymous access mode, 523 W3C, 170-171, 173
Anonymous authentication, 454 WAS, 137
application pool sandboxing, 495 web sites, 162-165, 192
configuration, 457-459 worker processes, 147, 242-243
delegation, 484 XML, 155-156
Digest authentication, 464 App_Code, 216
FBA, 483 App_Data, 216
Kerberos authentication, 477 AppDomains, 704-705
Anonymous Public Download, 297 App_GlobalResources, 216
anonymous user identity, 247-248 apphost, 154
anonymous users, 313 AppHostOnly, 135, 272
AnonymousAuthenticationModule, 358 Application, 605
Anonymousldentification, 362 “application,” 588
Apache, 27 application(s), 159
APls, 8 adding, 178-180
FastCGl, 210 administration, 178-181, 195-213
legacy, 612-613 AppCmd.exe, 179, 180
modules, 381 application pools, 230-234
run-time status, 23 ASR 216
app, 137, 154 ASPNET, 216
App_Browsers, 216 authorization, 263-264
AppCmd.exe, 19, 21, 37,157, 363, 702 browsers, 210
application pools, 146-147, 226, 228, 233-234 CPU-intensive, 223
applications, 179, 180 databases, 202
attributes, 144-148 definition, 216
back-ups, 137, 148-155 deleting, 180-181
Basic authentication, 461 domains, 704-705
binary logging, 173 IIS Manager, 178-179, 180
centralized logging, 173 isolating, 192-193
782
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ASPNET

layer, 563 stopping, 243-245

security, 449-450 user accounts, 111

location tags, 275-277 users, 249-252

MWA, 180, 181 version 6.0, 6, 33-34, 216

partitions, 677 w3wp.exe, 221-222

protection, 30 WAS, 246

security, 64 web gardens, 222-224

server, 4 web server, 110

virtual directories, 218-220 web sites, 161-162, 230-234
Application Center 2000, 554 WMI, 229-230
Application Failures, 665, 730 Application Pool Identity, 462
Application Host Administration (AHAdmin), 604 Application Pool Manager, 32

ABO, 619-620 Application Services Library (ASL), 627

MWA, 620 Application settings, 201-202

MWM, 620 Application X, 425
Application Performance, 679-680 applicationHost.config, 11-12, 16, 39-40, 124,
application pool(s) 442,529, 581, 586, 596

administration, 215-252 changes, 166-167

ADSI, 110 environment variables, 536

anonymous user identity, 247-248 file hierarchy, 130

AppCmd.exe, 146-147, 226, 228, 233-234 MWA, 165

applications, 230-234 sections, 136

ASENET, 99-102, 226 URL authorization, 492

authentication, 102 WAS, 212

configuration, 99 application-level nodes, 128

creation, 112-113, 225-226 ApplicationPool, 605

ISAPI, 227 <applicationPools>, 166

isolation, 246 Applications and Services Logs, 727-728

MWA, 234 App_LocalResources, 216

.NET Framework, 162, 225 apppoll.name, 144

optimization, 684-688 AppPool, 137, 244

passwords, 113 APPPOOLBASENUMBER, 113

recycling, 221-222, 227, 243-245 App-Themes, 216

sandboxing App_WebReferences, 216

Anonymous authentication, 495 ARCServe, 647

configuration, 494-495 AS. See Authorization Service

IUSR, 495 ASCII, 169

NTFS, 495 ASL. See Application Services Library

security, 245-249 ASP. See active server pages

Server 2003, 93 ASPClassic, 192

settings, 226-230 ASP.NET, 4, 5, 8, 9-10, 192, 196-208

SID, 246-247 application pools, 99-102, 226

sites, 230-234 applications, 216

space limits, 694 authentication, 17-18, 24, 313

starting, 243-245 capacity planning, 75
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ASENET (continued)
CAS, 546 cookies, 450
compilation directory, 116 cross-site scripting, 450
compression, 197 detection tools, 429
configuration, 11, 97, 99, 569-571 Digest authentication, 463
counters, 674 DoS, 427-428
delegation, 487-488 eavesdropping, 499
direct configuration, 580 passive, 429
Jdll, 197 privilege escalation, 428-429
enabling, 99 security, 427-429
execution mode, 372-375 session replay, 450
Failed Request Tracing, 713 social engineering, 428
FBA, 481-484 SQL injection, 449-450
IIS Manager, 124 attributes
installation, 15, 96 AppCmd.exe, 144-148
integrated pipeline mode, 94 delegation, 285-286
ISAPI, 35, 208, 372-376 editing, 608-610
legacy, 375-376 locking, 286-287
logging, 197 auditing, 427
managed modules, 38 network, 63
ManagedEngine, 38 Authenticate HTTP, 459, 465
metabase compatibility mode, 97 AuthenticateRequest, 379, 397
modules, 198-208 delegation, 460
namespace, 19, 22, 115 authentication, 17-18, 184-185, 358, 427, 430,
native modules, 38 453-497. See also individual authentication
testing, 84 types
tracing, 716-721 application pool, 102
URL authorization, 492 ASPNET, 17-18, 24, 313
version 6.0, 34, 197 Client Server, 455
Vista, 119 cookies, 207, 432
web.config, 124 definition, 453
ASP.NET Development Server, 598-600 FTR 523
ASP.NET Forms authentication, 195 IIS Manager, 260-261, 313
ASP.NET Framework, 99 installation, 96
ASP.NET State Service, 573 Passport, 455-456
ASPNET_ISAPI, 445 passwords, 184
aspnet_isapi.dil, 197 SMTR 336
ASPNET_schema.xml, 133, 594 TLS, 523
Aspnet_state.exe, 206 UNC, 455
ASPX, 197 username, 184
web sites, 158 Windows Users or Groups, 261-262
.ASPX extension, 9 Authentication handler, 197
asymmetric key cryptography, 500, 503 authentication with integrity (auth-int), 462
AsyncCompletion, 380 auth-int. See authentication with integrity
attacks authorization, 17-18, 358, 427, 453-497
CA, 518 applications, 263-264
784
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configuration, 462-467 Berners-Lee, Tim, 158
definition, 453 Bin, 216
servers, 263 BIN folder, 18
sites, 263-264 Binary Halves Isolation trick, 723-724
Authorization Service (AS), 473 binary logging, 167
AuthorizeRequest, 379, 397 AppCmd.exe, 173
Auto Detect, 207 centralized, 674-676
automation W3C logging, 676
configuration, 102 IIS Manager, 172
deployment, 72 bindings, 158
FTR 301-302 host header, 174
installation, 102 HTTR 160, 174, 177
-autoStart, 228 HTTPS, 174, 176
Availability Management, 629 IP address, 174
Aziz, Atif, 747 protocol, 158
SSL, 174
B TCP/IR 176
type, 174

Backup Advisor, 647

Backup Exec, 647

back-ups, 643-650
AppCmd.exe, 137, 148-155
approaches, 646-647
CA, 519
media, 644-645
methods, 644-645

WCF, 159

web farms, 539-541
BitLocker drive encryption, 44
Bitness, 248
blind FTP, 295
BlockLinks, 405-406, 409, 411
BlockLinksConfForm, 418-420
Bocada Enterprise, 647

scope, 644 b
Server 2008, 65-66 rowsers
badmail 331' applications, 210
admatl, Internet Explorer, 69, 81, 302, 395, 465
bandwidth, 73-74, 345, 398, 428
. 185 Netscape, 4
compression, SSL, 499

performance, 672

) NTLM authentication, 465
throttling, 32, 689-690

Building Secure ASPNET Applications, 450

Base64, 459
Basic authentication, 313, 454

AppCMD.exe, 461 c

configuration, 459-461 CA. See certificate authority

delegation, 485 CAB. See change approval board

installation, 96 caching

IPsec, 459 modules, 359-360

SSL/TLS, 459 persistent, 6

VPN, 459 CALS. See Client Access Licenses
BasicAuthenticationModule, 358 Capability Maturity Model (CMM), 627
Batch, 199 Capacity Management, 629
BeginRequest, 379, 397 capacity planning, 73-75
Behavior, 199, 204 ASENET, 75
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CAS

CAS. See code access security
Cassini. See ASP.NET Development Server
centralBinaryLogFile, 168
centralized binary logging, 674-676
W3C logging, 676
centralized logging, 172-173
AppCmd.exe, 173
binary, 674-676
W3C logging, 676
IIS Manager, 173
W3C, 173
centralW3LogFiles, 168
certificate(s)
ADCS, 504, 508, 510
CRLs, 518
PKI, 518
Client Certificate authentication, 454-455
Active Directory, 479, 480
configuration, 479-481
GUI, 481
SSL/TLS, 480
Domain Certificate Request, 512-513
importing, 510-511
requests
HTTPS, 503-511
submission, 508-510
secured web site, 515-516
self-signed, 513-514
templates, 519
wildcard, 517
X.509, 500
certificate authority (CA), 501
attacks, 518
MMC, 508
recovery, 519
Resource Kit, 504
subordinate, 518
Certificate Enroliment Request, 506
certificate revocation list (CRL), 502-503
ADCS, 518
Certificate Signing Request (CSR), 565
certreq.exe, 507-508
command-line utility, 509
/certsrv, 509
CGl. See Common Gateway Interface

786

CGIModule, 361
XML, 444
Change anonymous access settings, 324
change approval board (CAB), 634, 635-642
RFCs, 635
change management, 629, 633-635
emergency updates, 635-642
hotfixes, 642-643
risk, 638
change manager (CM), 635
changing quadrant, 629
Check server health, 326
childConfig, 592
childSource, 542-543
CHttpModule, 377
CIM Studio, 613-615
Classic ASP. See active server pages
Classic mode
Integrated mode, 238-240
pipelines, 236-237
version 6.0, 35
classic pipeline mode, vs. integrated pipeline
mode, 94
clean installation, 78-89
clear, 137
Client Access Licenses (CALs), 18, 51-52
Client Certificate authentication, 454-455
Active Directory, 479, 480
configuration, 479-481
GUI, 481
SSL/TLS, 480
Client Server authentication, SSL/TLS, 455
clip, 659
clustering, 58
failover, 43
role clusters, 628, 632-633
MOF, 634
CM. See change manager
cmdkey, 659
CMM. See Capability Maturity Model
CN. See Common Name
COBIT. See Control Objectives for Information
and related Technology
code access security (CAS), 200, 576-577
ASPENET, 546
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collection items, 583-585
collections
delegation, 285-286
locking, 287
COM, 196
COM+, 30, 568-569
command-line, 21, 136-156, 462, 659-660
AppCmd.exe, 137
certreq.exe, 509
FTR 302-303
installation, 102-107
LogParser, 343-344
Server Core, 102-107

Common Gateway Interface (CGl), 15, 210, 354.

See also FastCGl
AppCMD.exe, 442
configuration, 440-445
FPSE, 321
Home Page, 125
installation, 104
ISAPI, 027, 29-30
Perl, 30
UNIX, 30
Common Name (CN), 178, 504
compatibility, 23-25, 124

ADSI, 124

metabase, 24, 41

WMI, 124
Compilation, 204
compilation directory, 116
CompMgmtLauncher.exe, 167
components

extensibility, 14

static HTML, 15
compression

AppCmd.exe, 186-187

ASRENET, 197

bandwidth, 185

configuration, 185-187

dynamic, 185

IIS Manager, 185-186

installation, 80

modules, 359

RDC, 550

static, 185

config, 137
<config Sections>, 596
configEncKey.key, 529, 530

passwords, 532
<configProtectedData>, 531
configSections, 134-136
<configSections>, 13-14, 99
configSource, 541-542
configuration, 11-14. See also direct configura-

tion; programmatic configuration; shared
configuration

Anonymous authentication, 457-459

application pools, 99

sandboxing, 494-495

ASRENET, 11, 97, 99, 569-571

authorization, 462-467

automated, 102

Basic authentication, 459-461

CGl, 440-445

classes, 606-607

Client Certificate authentication, 479-481

compression, 185-187

consolidation, 131

custom modules, 409-411

default documents, 187

default options, 190

delegation, 484-488

Digest authentication, 461-464

direct, 579, 580-587

DNS, 160

dynamic runtime classes, 607-608

editing, 151-154

export, 118, 529-531

extensibility, 13-14, 124

FBA, 481-484

file hierarchy, 130-131

file structure, 132-133

file-specific, 131

FPSE, 324-326

FTR 292-303

host name support, 314-315

security, 308-310

user isolation, 312-314

host headers, 174-178

host name support, 319-320
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HTTP Host headers, 517 hardware, 108
installation, 96-102 modules, 359
ISAPI extensions, 440-445 replication, 71
Kerberos authentication, 472-477 web farms, 548-554
levels, 131 <content root>, 108
list, 143-144 Content View, 81, 124, 129
location, 154 web sites, 161
locking, 155 ContentShare, 110
logging, 167-173, 450-451 Context.Trace, 720
machine-neutral machines, 535-543 Control Objectives for Information and related
metabase, 124 Technology (COBIT), 627
MIME, 188-190, 438-440 control.exe cscui.dll, 553
.NET, 124, 569-571 Controls module, 204
NTLM authentication, 465-477 Convert to Application, 230-232
programmatic, 579-621 Cookie, 676
protocol transition, 461-462 Cookie Mode, 483
request filtering, 445 Cookie Name, 483
schema, 133-136 Cookie Time-out, 483
security, 131 cookies, 57
session state, 208 attacks, 450
shared, 117-118, 131 authentication, 207, 432
Shared Configuration, 70 Auto Detect, 207
shared hosting, 110-117 Forms authentication, 202
SMTR 331-335 HTTR 207
SSL, 517 Use Device Profile, 207
system administrator, 123 Copy Delegation, 282-284
UNC, 477-479 core server, 351-377
unlocking, 155 events, 379-380
URL, 12 extensibility, 377-424
web farms, 117-118, 527-577 modules, 355-362
web-site bindings, 511-512 CountOperations, 682
XML, 11, 39-40, 123, 149 CPU, 241
configuration files, 273-275 limits, 248
FTR 315-320 TCP/IR 680
relocating, 531-535 usage, 223, 658, 670, 699
Configuration Management, 629 WSRM, 249
Configuration Manager, 32 Create a subweb, 326
Configuration Read Only, 269, 281 Create Site, 603-604
Configuration Read/Write, 269, 281 CRL. See certificate revocation list
ConfigurationValidationModule, 361 cross-site scripting attacks, 450
configure, 137 cs-bytes, 342
Configure version control, 326 CScript, 618
connection strings, 202 cs-method, 342
content Custom Views, 728
configuration, web farms, 543-548 CustomErrorModule, 361
expiration, 688-689 <customHeaders>, 133
788
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CustomLoggingModule, 167, 360 integrated pipeline mode, 487-488
CustomRequestNotification, 380 Kerberos authentication, 485-486
CUSTOM_Schema.xml, 410 NTLM authentication, 485

remote administration, 253-289
D sections, 267-285

settings, 267-288
unconstrained, 487
URL authorization, 485
DelegConfig, 745
delete, 137, 144
denial-of-service attack (DoS), 427-428
deny
ACEs, 453
IP address, 436
overrideMode, 591
overrideModeDefault, 273
request filtering, 19
URL authorization, 493
[DenyExtensions], 445
denyURLSequences, 447-448
deployment, 47-76
automation, 72
Server 2008, 47-66
DES. See Data Encryption Standard
detection tools, 429
Determine handler, 197
DFS. See Distributed File System
DFSN. See Distributed File System Namespaces
DHCP, 431432
diagnostics, 23, 697-749
modules, 360-361
dialog pages, 127
Digest authentication, 38, 454
Anonymous authentication, 464
attacks, 463
configuration, 461-464
delegation, 485
hashing, 461-462
HTTR 463
URI, 463
DigestAuthenticationModule, 358
direct configuration, 579, 580-587
ASRENET, 580
collection items, 583-585
file hierarchy, 580-582
inheritance, 590-591

Data Collector Sets, 665-666, 731-733
templates, 665
data encryption, 430
Data Encryption Standard (DES), 203
databases
applications, 202
.NET Framework, 205
session state, 206
SQL Server, 206-207
DC. See domain controller
Debug Diagnostics Tool (DebugDiag), 747
DebugDiag. See Debug Diagnostics Tool
debugging, 603
declarative schema, 133
decryptionKey, 570
Default Document, 321
default documents, 187
default options, 190
Default Web Site, 81
DefaultAppPool, 144, 160, 219-220
Default.asp, 187
Default.aspx, 187
DefaultAuthentication, 362
defaultDocument, 274
DefaultDocumentModule, 359
Default.htm, 187
delegation
ACL, 484
Active Directory, 487
Anonymous authentication, 484
AppCmd.exe, 284-285, 460
ASRENET, 487-488
attributes, 285-286
AuthenticateRequest, 460
Basic authentication, 485
collections, 285-286
configuration, 484-488
custom vs. default, 269-272
Digest authentication, 485
elements, 285-286
Home Page, 125
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locking, 591-592
order of operation, 582-583
paths, 592-593
schema extensibility, 593-597
sections, 586-590
directory permissions, 111-112
Directory Security, 300-301
Directory Services Administration, 629
directory structure, 108-110
directoryBrowse, 274, 583
DirectoryListingModule, 359
Disable Overlapped Recycle, 687
Disable Recycling for Configuration Changes, 687
disaster recovery, 43
Disk 1/0, 544-547, 654, 683
performance, 671
dispdiag, 659
Distributed File System (DFS), 549-551
Distributed File System Namespaces (DFSN),
549, 550
Distributed File System Replication (DSFR), 528,
549-551
diversified web.config, 541-543
.dil, ASP.NET, 197
dilhost.exe, 30
DLLs, 9
ISAPI, 27-28
request filtering, 18
signing key, 420-422
DMz, 56-57, 59, 432
DNS, 174
configuration, 160
hijacking attacks, 500
IP address, 434-437, 737
load-balancing, 563
poisoning, 500
SMTR 330
wildcards, 539
Do Not Isolate Users, 293, 298
structure, 294-295
documented baseline, 428
Domain Certificate Request, 512-513
domain controller (DC), 472
Active Directory, 108
domain-based namespaces, 550

790

DomainName, 110
“DomainPath,” 539
domains
NTLM authentication, 465
restrictions, 434-438
SMTR 338-339
web server, 108
DontVerifyRandomDrivers, 682
DoS. See denial-of-service attack
DotNetNuke, 90
Server 2003, 93
Double Fail trick, 722
download.axd, 255
Drop, 339
DSDM. See Dynamic Systems Development
Method
DSFR. See Distributed File System Replication
dynamic content, 192
compression, 96, 185, 694
w3wp.exe, 220
dynamic runtime classes, 607-608
Dynamic Systems Development Method (DSDM),
627
DynamicCompressionModule, 359

E

/E property, 552
eavesdropping attacks, 499
echo %errorlevel%, 104
EFS. See Encryptable File System
EHLO, 334
802.1x, 432
elements

delegation, 285-286

editing, 608-610

locking, 287
ELMAMH. See Error Logging Modules and Handlers
emergency updates, 635-642
-enable32BitAppOnWin64, 228
Enabled, 718
<enabledProtocols>, 159
EnableErrorLogging, 683
EnableRemoteManagement.vbs, 259
Encryptable File System (EFS), 517
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encryption, 203, 430, 530 extranet, 59
AES, 203 extranet.websitel.com, 174
MD5, 203
128 bit key, 514-515 F
passwords, 528 o
Reversible, 462 Fa!| trick, 722 -
SHA1, 203 Fa!Ied Request Even_t Buffering (FREB), 710
TLS, 336 Failed Request Tracing, 169, 710-715
TripleDES, 203 ASR 713
EndRequest, 379 ASPENET, 713
ISAPI, 713

Engineering Web Server, 297

environment variables, 535-539

error(s), 698-699

Error Logging Modules and Handlers (ELMAH),
747

error pages, 705-708

ErrorLogFileTruncateSize, 683

ErrorLoggingDir, 683

EV. See Extended Validation

Event Viewer, 726-728

providers, 713-714

rules, 711-713

WWW Server, 713

XML, 714-715
FailedRequestsTracingModule, 167, 360
failover clustering, 43
FastCGl, 210-211, 440

APIs, 210

installation, 211

PHR 210, 211-212

events FastCgiModule, 361
core server, 379-380 astCgiModule,
tracing FBA. See Forms-based authentication

managed modules, 404 Feature Delega?ion, 129
modules, 403-409 FeatureDelegation, 124
Features View, 124, 126-127
Fiber Channel SCSI, 548
file(s)
hierarchy
applicationHost.config, 130
configuration, 130-131
direct configuration, 580-582
machine.config, 130
web.config, 130
leaching, 346
structure, 132-133
File Transfer Protocol (FTP), 24
anonymous access mode, 523
authentication, 523
automation, 301-302
blind, 295
command-line, 302-303
configuration, 292-303
configuration files, 315-320
Directory Security, 300-301
Home Directory, 300

namespace, 404-405
Everywhere, 135, 218, 272
ExecuteRequestHandler, 379, 397
execution mode, 372-375
export

configuration, 118, 529-531

RegisterModule, 388-389
Extended Validation (EV), 507
extensibility, 37-38

Administration tool, 414-423

components, 14

configuration, 13-14, 124

core server, 377-424

IIS Manager, 130, 266-267

.NET, 15

schema, 593-597

support modules, 361

XML, 124
EXTRACT_FILENAME, 346
EXTRACT_TOKEN, 346
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installation, 295, 304-305

IP address, 524

isolation, 293, 312-314

logging, 299

messages, 299

metabase, 148

Read-Only, 523

security, 299, 308-310, 522-525

SFTR 292, 523

Site Properties, 299

SSH, 292-293

SSL, 311-312

SSL/TLS, 523

status codes, 709-710

TCP/IR 292, 524

Telnet, 320

testing, 320

TFTR 107

TLS, 522-525

version 6.0, 6-7
FileAuthorization, 362
FileCacheModule, 360
“file.ext,” 589
fileExtensions, 445-446
<fileExtensions>, 446
FilelOPermission, 165
Financial Management, 629
Firewall Friendly, 292
firewalls, 62
503 status code, 153
5xx — Permanent Negative Completion Reply,

710

5xx — Server Error, 709
Forms authentication, 38, 51, 126, 202
FormsAuthentication, 237, 360, 484
Forms-based authentication (FBA)

Anonymous authentication, 483

ASRENET, 481-484

configuration, 481-484

delegation, 485

HTML, 455

module, 483

.NET, 483

NTFS, 482

SSL, 483

URL authorization, 482

792

401 status code, 153
4xx — Client Error, 709

4xx — Transient Negative Completion Reply, 710

FPSE. See FrontPage Server Extensions
FQDN. See fully qualified domain name
FREB. See Failed Request Event Buffering
FrontPage Server Extensions (FPSE), 90, 320
ASR 321
CGl, 321
configuration, 324-326
Indexing Service, 321
installation, 321-322
security, 326-328
sites, 322-324
uninstalling, 328-329
FTP. See File Transfer Protocol
FTP over SSL (FTPS), 311-312, 523
sites, 317-319
FTP Publishing Service, 306
sites, 315-317
starting, 192
FTPS. See FTP over SSL
full trust, 200
fully qualified domain name (FQDN), 476, 500,
533
FX_schema.xml, 133, 593

G

GAC. See Global Assembly Cache
Galaxy Backup & Recovery, 648
GET, 196

GetResponse, 391
GetServerVariable, 391

Glass, Eric, 465

GlbalRSCAQuery, 380

Global Assembly Cache (GAC), 566
global modules, 378
GlobalApplicationResolveModules, 380
GlobalApplicationStart, 380
GlobalApplicationStop, 380
global.asax, 216
GlobalCacheCleanup, 380
GlobalCacheOperation, 380
GlobalConfigurationChange, 380
GlobalCustomNotification, 380

o
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HTTP
GlobalFileChange, 380 Home Page, 125
GlobalHealthCheck, 380 HomeBase, 647
globalization, 199 Host, 676
<globalModules>, 13 host headers, 160
GlobalPreBeginRequest, 380 AppCmd.exe, 176
GlobalStopListening, 380 bindings, 174
GlobalThreadCleanup, 380 configuration, 174-178
GlobalTraceEvent, 380 IIS Manager, 175-176
GMT. See Greenwich Mean Time MWA, 177-178
Google Analytics, 715 SSL, 178
Gopher, 3, 4 host name support
GPO. See Group Policy Object configuration, 319-320
granularity, 3 FTR 314-314
Greenwich Mean Time (GMT), 172-173, 341 host worker process, version 6.0, 33
Group Policy Object (GPO), 472, 633 hostable web core (HWC), 255
GUI, 15,17 HostHeaderTextbox, 602
AppCmd.exe, 162 hosting services, 107-117
Client Certificate authentication, 481 shared, 110-117
module, 414 hotfixes, 642-643
HTML, 5
H ASR 196
X FBA, 455
Hailstorm, 45&_‘» management, 19
Handler Mappings, 443 static content, 86
hand-shake process, 499 web sites, 158
SSL/TLS, 500-503 Htp.sys, requests, 221
hang error, 698-699 HTT requests, 9-10
Hardware Compatibility List (HCL), 54 HTTP, 4
Hardware Failures, 665, 730 bindings, 160, 174, 177
hardware, Server 2008, 53-55 .
i caching, 38
has.hmg, 681 o compression, 15, 692-694
Digest authentication, 461-462 .
version 6.0, 6
passwords, 461-462 o cookies, 207
HCL. See Hardware Compatibility List Digest authentication, 463
Health Information Portability and Accountability
errors, 15
Act (HIPAA), 44 listeners, 41, 355
Hello World!, 84, 96 logging, 86, 168
hello.aspx, 96 MIME, 188
hello.htm, 84 modules, 356-362
Help, 88 NLB, 562
_AppCmd.exe, 138-141 TLS, 499-500
h!ddens?gments: 448 verbs, request filtering, 446
hierarchical naming structure, 133 WAS, 212
HIPAA. See HeaTI_th Information Portability and WCF, 212
Accountability Act web servers, 158
Home Directory, 300
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HTTP Error
HTTP Error, 698 1IS Admin service, 32
HTTP Host headers, 4 1IS Diagnostics Toolkit, 747

configuration, 517 1IS Manager, 20-21, 124-129, 157
HTTP keep-alives, 465, 470, 688 appearance, 124-125
HTTP Logging, 38 applications, 178-179, 180
HTTP page headers, 688 ASENET, 124
HTTP status codes, 709 authentication, 260-261, 313
HttpApplication, 396 binary logging, 172
HTTPCacheModule, 360 centralized logging, 173
httpCompression, 274 compression, 185-186
httpErrors, 585 customization, 370-372
httpLogging, 132, 133 default options, 190
HttpLoggingModule, 167, 360 extensibility, 130, 266-267
HttpModule API, 376 feature scopes, 125-126
HttpModule class, 386-388 host headers, 175-176
httpRedirect, 274 MIME, 188, 189
HttpRedirectionModule, 357 session state, 208
HTTP_REFERER, 392, 410 virtual directories, 181-182
HttpRuntime, 234 W3C, 170
HTTPS, 19 logging, 173

bindings, 174, 176 web sites, 159-161

certificate requests, 503-511 1IS Manager Permissions, 126

NLB, 562 1IS properties, 115-116

SSL, 174,176 lISCertificateMappingAuthenticationModule, 358
Http.sys, 41, 682-684 1ISCmd, 137

TCP/IR 32 1ISCnfg.vbs, 527
Http.sys listener, 5, 31-32 1ISFtp.vbs, 301-302
Http.sys pipeline, 9 IISReset, 304-305
httpTracing, 274 1IS_schema.xml, 133, 134, 593
HWC. See hostable web core iisstart.htm, 81, 187

lISState, 740-742
I IMAP, 7
impact, 640

i3 for Web Applications, 655

IMSAdminBase. See Admin Base Objects
IAS. See Internet Authentication Server

inAddr.arpa reverse lookup domain, 436

ICMP, 737 Incident Management, 629
ID 3168, 221 .

independent worker processes, 355
ID 3920, 221

Index.htm, 187

Index.html, 187

Indexing Service, 321

Inetinfo.exe, 28-29

INF conventions, 507-508

Information Services Procurement Library (ISPL),
627

Infrastructure, 634

Identity Credentials, 258

Idle Time-out, 686
IdleConnectionsHighMark, 684
IdleConnectionsLowMark, 684
IdleListTrimmerPeriod, 684

IGMP multicast, 560

IHttpModule, 399

IIS. See Internet Information Services
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IPv4 Address and Domain Restrictions module

Infrastructure Engineering, 629
inheritance, 590-591
inheritInChildApplication, 591
InProc, 572
inspect, 138
install, 138
installation, 15, 77-120
adding features, 95-102
ASPNET, 15, 96
ASPENET Framework, 99
authentication, 96
automated, 102
Basic authentication, 96
CGl, 104
clean, 78-89
command-line utility, 102-107
compression, 80
configuration, 96-102
existing server, 85-89
FastCGl, 211
FPSE, 321-322
FTR 295, 304-305
logging, 80
LogParser, 343
migration upgrade, 94
PHR 211
QDig, 211

remote administration, 265-266

request filtering, 80, 86

request monitoring, 80

Server 2008, 52-53, 78-84

Server Core, 102-107

service packs, 99

SMTR 330-331

testing, 81-84, 96-102

upgrades, 90-94

Vista, 119-120

WDS, 107

Windows XR 119
Integrated mode

Classic mode, 238-240

pipelines, 237-238

integrated pipeline mode, 35-37, 580

ASRENET, 94
vs. classic pipeline mode, 94

delegation, 487-488
Server 2003, 93

Integrated Windows Authentication (IWA), 454,

465
Intel VT, 43
IntelliSense, 165
Internet Assigned Numbers Authority, 62
Internet Authentication Server (1AS), 431
Internet Explorer, 69, 81, 302, 395, 465
Internet Information Services (lIS), 3, 90
Internet Service Application Programming
Interface (ISAPI), 9-10, 23, 208-210

AppCMD.exe, 442

application pools, 227

ASR 30

ASRENET, 35, 208, 372-376

CGl, 027, 29-30

DLLs, 27-28

Failed Request Tracing, 713

Home Page, 125

legacy, 376-377

Perl, 208

PHR 208
interoperability, 3
intranet, 59
Intrusion Detection System, 429
IP address, 258

allow, 436

bindings, 174

deny, 436

DNS, 434-437, 737

FTR 524

restrictions, 434-438

secured web site, 517

SMTR 332

SSL/TLS, 517

web farms, 539-543
IP Domain Restrictions, 258
IP Security (IPsec), 429, 430, 432

Basic authentication, 459
IpRestrictionModule, 358
IPsec. See IP Security
IPTextBox, 601

IPv4 Address and Domain Restrictions module,
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IPv6, 62
ISAPIL. See Internet Service Application
Programming Interface
ISAPI extensions, 99, 321
configuration, 440-445
ISAPI filters, 321
modules, 37
IsapiFilterModule, 361
isapiFilters, 274
ISAPIModule, 361
XML, 444
iSCSI, 548
Isolate Users, 293, 298
isolating applications, 192-193
isolation
Active Directory, 293
application pools, 246
FTR 293, 312-314
troubleshooting, 722-724
users, 293
Isoluate Users Using Active Directory, 293
ISPL. See Information Services Procurement
Library
IT Infrastructure Library (ITIL), 626-627
Itanium-Based Systems, 51
ITIL. See IT Infrastructure Library
IUSR, 457, 462
application pool sandboxing, 495
IWA. See Integrated Windows Authentication
IWAM_<machinename>, 495

J

Job Scheduling, 629

K

KDC. See Key Distribution Center

Keep-Alive, 465, 470

Kerberos authentication, 5, 454
Anonymous authentication, 477
configuration, 472-477
delegation, 485-486
SPN, 460

kernel mode, 31, 682-683
authentication, 476

796

version 6.0, 6

Kernel-Mode Behavior, 692

Key Distribution Center (KDC), 472, 473-474
passwords, 475

KillWw3wp, 248-249

krbtgt, 474

L

LAN Diagnostics, 667, 733
Layer 7, 563
LDAP, 335
Least-Privilege User Account (LUA), 632
legacy, 612-613
ASRENET, 375-376
ISAPI, 376-377
licensing
CALs, 18, 51-52
Server 2008, 51-52
volume, 73
likelihood, 640
Limit, 686
Limit Action, 248
Limit Interval, 686
list, 138, 141-142
AppCmd.exe, 149-151
configuration, 143-144
list pages, 126-127
<listenerAdapters>, 159
Load User Profile, 686
load-balancing, 677. See also Network Load-
Balancing
DNS, 563
Layer 7, 563
NLB, 556-562
response time, 564
round-robin DNS, 562
sticky sessions, 563
third-party, 563-564
web farms, 527-577
weight-based, 563
local content, 544-545
Local Service, 249, 251
Local System, 249, 251, 531
Local Windows user, 313
localOnly, 718
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MaxWorkerThreads

LocalSystem, security, 496

LocalUser, 295

location tags, 131-132, 587-590, 610-611
applications, 275-277
overrideMode, 589

lock, 138

locking
attributes, 286-287
collections, 287
direct configuration, 591-592
elements, 287

Log Parser, 743-745

Log requests to, 258

logging, 715-716. See also binary logging; cen-

tralized logging
ASPNET, 197
configuration, 167-173, 450-451
enabling, 167-168
FTR 299
historical data, 731-735
HTTR 86, 168
installation, 80
modules, 167, 360-361
network, 63
NTFS failures, 736-737
ODBC, 340
request filtering, 448-449
SMTPR 340-342
viewing, 734-735
W3C, 167, 169-172
Login URL, 483
login.axd, 255
LogParser, 343-346
installation, 343
MIME, 345
URI, 345
LogRequest, 379
Longhorn, 24
Loopback Adapter, 564
LUA. See Least-Privilege User Account

MAC. See Message Authentication Code
machine keys, 202-204
machine.config, 99, 581, 587

file hierarchy, 130
machineKey, 569-571
<machinename>, 495
machine-neutral machines, 535-543
MachineOnly, 135, 218, 272
MachineToApplication, 135, 218, 272
MachineToRootWeb, 135
MachineToWebRoot, 218
Manage roles, 325
Manage users, 325
managed mode, 110-117
managed modules, 356, 361-362, 395-403

ASENET, 38

event tracing, 404

installation, 402

notifications, 397

testing, 402-403

URL authorization, 492
managed pipeline mode, 236-240
ManagedEngine, 361

ASENET, 38
-managedRuntimeVersion, 228
management, 16-17

command-line utility, 21

HTML, 19

IIS Manager, 20-21

operations, 625-651

remote, 19
Management Service, 255
-mangedPipelineMode, 229
many-to-one client mapping, 479
MapPath, 380
MapRequestCache, 379, 397
MapRequestHandler, 379
masterpage.master, 217
maxAllowedContentLength, 447
MaxConcurrentRequestsPerCpu, 75
MaxConnections, 684
MaxHashTableSize, 681
Maximum Worker Processes, 687
MaxloThreads, 75
maxQueryString, 447
maxURL, 447
MaxUserPort, 681
MaxWorkerThreads, 75
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MD4 algorithm

MD4 algorithm, 470 host headers, 177-178
MD5 encryption, 203 namespace, 114-115, 116
memory, 677. See also RAM W3C, 171-172
caching, 669 web sites, 165-166
monitoring, 669-670 Microsoft.Web.Administration.dll, 600
physical, 669 Microsoft.Web.Management (MWM), 611-612
virtual, 669 ADAdmin, 620
memory overhead, 224 Microsoft.Web.Management.dil, 130
Mercury SiteScope, 655 migrate., 138
Mercury SiteSeer, 655 migration upgrade, installation, 94
Message Authentication Code (MAC), 203 MIME. See Multipurpose Internet Mail
NLB, 560 Extensions
message integrity, 430 /MIR, 552
messages, 299 Miscellaneous Failures, 665, 730
metabase, 28, 123 Mitchell, Scott, 747
ACL, 535 MMC, 20, 255, 434-436
compatibility, 24, 41, 93-94 CA, 508
ASPENET, 97 protocol transition, 461
version 6.0, 612 modularity, 3, 37-38
configuration, 124 moduleProviders, 38
elimination of, 38-40 modules. See also managed modules; native mod-
FTR 148 ules
Server 2003, 93 APIs, 381
SMTR 148 AppCmd.exe, 137
synchronization, 528 ASPNET, 198-208
version 6.0, 6 caching, 359-360
Metabase Explorer, 331 compression, 359
metabase.xml, 613 content, 359
Microsoft Certificate Services. See Active core server, 355-362
Directory Certificate Services diagnostics, 360-361
Microsoft Operations Framework (MOF), 626, event tracing, 403-409
627-643 FBA, 483
role clusters, 634 global, 378
Microsoft Operations Manager (MOM), 44 GUI, 414
Microsoft transaction server (MTS), 28-29 HTTR 356-362
Microsoft Web Development Tool, 554-555 IPv4 Address and Domain Restrictions, 91
Microsoft Windows Server 2003 PKI and ISAPI Filters, 37
Certificate Security, 517 logging, 167, 360-361
MicrosoftNLB namespace, 561 MSDN, 37
Microsoft.Web.Administration (MWA), 19, 22, notifications, 381-382
604-606 request, 378
AHAdmin, 620 security, 358
application pools, 234 SSL Settings, 91
applicationHost.config, 165 URL Mapping, 37
applications, 180, 181 utility, 38
798
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Network Load-Balancing (NLB)

MOF. See Microsoft Operations Framework NCSA. See National Center for SuperComputing
MOM. See Microsoft Operations Manager Applications
monitoring, 653-696 NDIS, 561
memory, 669-670 NDR. See non-delivery report
processor, 670-671 .NET
mostRecent, 718 configuration, 124, 569-571
MP3 files, 69 extensibility, 15
MSDN, modules, 37 FBA, 483
MSMQ, 41 management classes, 157
MTS. See Microsoft transaction server .NET Compilation, 198-199
Multicast, 560 .NET Framework, 234-236
multiple language support, 709 application pools, 162, 225
multiple servers, 735-736 databases, 205
Multipurpose Internet Mail Extensions (MIME), 5 .NET Globalization, 199
adding, 188-189 .NET Profile, 126
AppCmd.exe, 189, 190 .NET Roles, 126
configuration, 188-190, 438-440 net start WMSvc, 257
editing, 189 .NET trust levels, 200-201
HTTR 188 .NET Users, 126
IIS Manager, 188, 189 Active Directory, 205
LogParser, 345 Netscape, 4
removing, 189-190 SSL, 499
security, 19 network
MWA. See Microsoft.Web.Administration auditing, 63
MWM. See Microsoft.Web.Management clustering, 58
MyCustomSection.xml, 596 extranet, 59
intranet, 59
N logging, 63
SAN, 54, 108

namespaces, 411, 415. See also Distributed File
System Namespaces
ASRENET, 115
event tracing, 404-405
MWA, 114-115, 116
NLB, 561
NameTextBox, 601
NAP. See Network Access Protection
NAS. See Network Attached Storage
National Center for SuperComputing Applications
(NCSA), 4,170, 341
native modules, 356-361, 384-395

web farms, 547-548
security, 60-64
Server 2008, 55-60
user accounts, 62
virtualization, 58
web farm, 59
Network Access Protection (NAP), 44, 62,
431-432
Network Administration, 630
Network Attached Storage (NAS), 54, 108, 545
Network Load-Balancing (NLB), 5, 57-58,

556-562
ASI?N ET,'38 HTTR 561
mstgllatlon, 394 HTTPS, 561
testing, 394 MAC, 560

URL authorization, 493-494 web farm, 476
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Network Policy Server (NPS)

Network Policy Server (NPS), 431
Network Service, 249, 250, 496
security, 575-576
Networker, 647
NetworkService, 160
[NewRequest], 508
NIMDA worm, 390
NLB. See Network Load-Balancing
NNTP.FTP, 94, 613
No Managed Code, 225, 235
Nonce value, 462
non-delivery report (NDR), 334
Not Delegated, 269, 279-280
notifications
implementation, 390-392, 400-401
managed modules, 397
modules, 381-382
priority, 382-384
registration, 400
NPS. See Network Policy Server
NT Challenge/Response Authentication. See
NTLM authentication
NT Option Pack, 4
NTFS, 6, 60, 462
ACL, 535
application pool sandboxing, 495
failures, 736-737
FBA, 482
Server 2003, 93
NTLM authentication, 454
browsers, 465
configuration, 465-477
delegation, 485
domain, 465
proxy servers, 465
SMTR 336
<NULL>, 468
NumberOfRequests, 682

0

Object Identifiers (OIDs), 518
ODBC, 340

offline folders, 552-554
OIDs. See Object Identifiers
OLEDB, 30

800

(omitted), 154
OnBeginRequest, 390
128 bit key encryption, secured web site,
514-515
1024 bits, 505
1xx — Informational, 709
1xx — Positive Preliminary Reply, 710
one-to-one client mapping, 479, 480
Only 1 trick, 723
Open View Storage Data Protector, 648
Open Web Application Security Project (OWASP),
450
operating quadrant, 629
operating system, 677
Operations, 634
operations management, 625-651
optimizing quadrant, 629
“’or” ) 131
O’Reilly’s Website, 4
output caching, 690-692
OutputCache, 362
overrideMode, 16
allow, 591
deny, 591
location tags, 589
sections, 136
overrideModeDefault, 135
allow, 273
deny, 273
OWASP. See Open Web Application Security
Project
Ownerinfo, 596

P

page requests, 702-703
pageOutput, 718

Pages module, 204
page-view state data, 202
partial trust, 200

Partner, 634
-passAnonymousToken, 229
passive attacks, 429
Passive FTP, 292
Passport, 455-456
passwords, 62, 123
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-processModel.manualGroupMembership

Active Directory, 576

application pools, 113

ASRENET tracing, 718

authentication, 184

configEncKey.key, 532

encryption, 528

hashing, 461-462

KDC, 474, 475

shared configuration, 528
PASV, 292
<PATH>, 154
PathPing, 738
PathTextBox, 602
PATROL, 655
PDF, 17-18
perfmon. See Reliability and Performance Monitor
Perfmon.exe, 662, 664
performance

ASR 671

ASENET counters, 674

bandwidth, 672

Disk I/0, 671

web service counters, 672-673
Performance Monitor, 661-663, 702, 730

templates, 733
Performance tab, 658-659
performance tuning, 653-696
Perl, 4, 14

Cal, 30

ISAPI, 208
permit_bookmarks, 392
persistent caching, 6
PHP, 14, 197

FastCGl, 210, 211-212

installation, 211

ISAPI, 208

web sites, 158
physical directory, 132
physical security, 64
“physicaldir,” 589
physicalPath, 536, 537

Ping Enabled, 687
Ping Maximum Response Time, 687
Ping Period, 687
ping.axd, 255
pipelines. See also integrated pipeline mode
classic mode, 236-237
vs. integrated mode, 94
managed mode, 236-240
unified event, 9-10
pipes, 41
XML, 155-156
pkgmgr.exe, 103-104
XML, 104-106
PKI. See Public Key Infrastructure
PM. See project manager
PMBOK. See Project Management Body of
Knowledge
policyfile.inf, 507
POP3, 330-342
version 6.0, 7
-porcessModel.password, 229
Port, 258
PortTextBox, 601
PostBeginRequest, 396
PowerShell, 107, 165
pre-authentication, 473
pre-boot execution environment (PXE), 107
PreExecuteRequestHandler, 379, 397
PRIORITY_ALIAS_FIRST, 383
PRIORITY_ALIAS_HIGH, 383
PRIORITY_ALIAS_LAST, 383
PRIORITY_ALIAS_LOW, 383
PRIORITY_ALIAS_MEDIUM, 383
Private Bytes, 241
Private Memory Limit, 687
privilege escalation attack, 428-429
Problem Management, 630
Process Explorer, 745-747
Process ID (PID), 147, 241, 657-658, 702
process isolation mode, 33
processing logic, 412-413

Pickup, 330 -processModel.identityType, 229
SMTR 339 -processModel.idleTimeout, 229
PID. See Process ID -processModel.loadUserProfile, 229
Ping, 737-738 -processModel.manualGroupMembership, 229

801




97823bindex.gxd:WroxPro 2/4/08 9:35 AM Page 802 $

-processModel.maxProcesses

-processModel.maxProcesses, 229 Quality Assurance (QA), 254
-processModel.userName, 229 Quality of Protection (QOP), 462
processor, 677 queue

processor affinity, 249 SMTR 340

Processor Affinity Enabled, 686 thread queuing, 670

Processor Affinity Mask, 686 -queuelLength, 228

Product Support Services (PSS), 747 quser, 659

production environments, 70

Profile, 362 R

programmatic configuration, 579-621
code, 602-603
system requirements, 598
Visual Web Developer, 598-600
web forms, 600-602
Project Management Body of Knowledge
(PMBOK), 627
project manager (PM), 640
property grid pages, 127
protection mode, 30-31

RADIUS, 431

RAID, 680

RAM, 31, 48-49, 52-54, 221, 658

rapid fail protection, 33

RDC. See remote differential compression
Read Only, 268, 278

ReadEntity, 380

Read-Only, 523

Read/Write, 268, 279

Realm value, 462

protocol
bindings, 158 Recalculate the Web, 326
transitiory1 receive-side scaling (RSS), 680
Active Directory, 461 'e::Vgl:'LY9
configuration, 461-462 A
MMC, 461 disaster, 43
SPN. 461 Server 2008, 65-66
; recycle, 138

ProtocolSupportModule, 357
providers, 205
proxy servers, 62
NTLM authentication, 465
PSS. See Product Support Services
Public folders, 295
Public Key Infrastructure (PKI), 480, 517-520

<redirectHeaders>, 133
redirection.config, 534, 581, 587
redundancy, 555
Referrer, 676
RegisterModule, 387

export, 388-389
registry settings, 565

ADCS, 518 X

PublicKeyToken, 422 Regular Time Interval, 688
/PURGE, 552 ’ relaying, 336-337
ox 531' Release, 634

Release Management, 630

PXE. See pre-boot execution environment
ReleaseRequestState, 379

Reliability and Performance Monitor, 660-661,
Q 728-729
QA. See Quality Assurance reports, 667-669
QDig, 210 Reliability Monitor, 664-665, 730-731
installation, 211 remote administration, 19
QOP. See Quality of Protection connecting, 266
quadrants, 629 delegation, 253-289
802
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RQ_NOTIFICATION_FINISH_REQUEST

enabling, 256-259 Request Limit, 688
installation, 265-266 RequestFilteringModule, 358
WMSVC, 156 requestLimits, 447, 718
remote differential compression (RDC), 550 RequestMonitorModule, 167, 360
remote installation services (RIS), 72, 107 requests for change (RFCs), 439, 454, 638-642
remote management, 19 CAB, 635
Remote Procedure Call (RPC), 19, 659 reset, 138
remote servers, 608 Reset All Delegation, 281-282
replay protection mechanisms, 430 Reset to Inherited, 269, 281
reproduction, troubleshooting, 721-722 ResolveRequestCache, 379, 397
request(s), 137 Resource Kit, 475, 739-745
AppCmd.exe, 148 CA, 504
filtering, 18-19 Resource Overview, 729
allow, 19 resource-intensive issues, 699
configuration, 445 response time, load-balancing, 564
deny, 19 Response.Write, 720
DLLs, 18 Restart/Start/Stop, 258
fileExtensions, 445-446 restore, 138, 643-650
HTTP verbs, 446 AppCmd.exe, 148-155
installation, 80, 86 Retrospect, 647
logging, 448-449 return codes, 382
segments, 448 Reversible Encryption, 462
URL sequence, 447-448 RFC 822, 339
Htp.sys, 221 RFC 2822, 339
modules, 378 RFCs. See requests for change
monitoring, 86 RIS. See remote installation services
installation, 80 risk
processing, version 6.0, 5-6 change management, 638
tracing, 23, 74 security, 426-427
viewing, 243 Robocopy. See Robust File Copy for Windows
Request Filtering: Denied because of high bit Robust File Copy for Windows (Robocopy), 71,
characters, 449 551-552
Request Filtering: Denied because query string role clusters, 628, 632-633
too long, 449 MOF, 634
Request Filtering: Denied because request RoleManger, 362
header is too long, 449 root application, 158, 159
Request Filtering: Denied because URL doubled root objects, 158
escaping, 449 root virtual directory, 158
Request Filtering: Denied because URL too long, round-robin DNS load balancing, 562
449 Routing and Remote Access Service (RRAS),
Request Filtering: Denied by hidden segment, 432
449 RPC. See Remote Procedure Call
Request Filtering: File extension denied, 449 rpcping, 659
Request Filtering: URL Sequence denied, 449 RQ_NOTIFICATION_CONTINUE, 382, 391
Request Filtering: Verb denied, 449 RQ_NOTIFICATION_FINISH_REQUEST, 382, 392
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RQ_NOTIFICATION_PENDING

RQ_NOTIFICATION_PENDING, 382 configuration, 517
RRAS. See Routing and Remote Access Service diagnostics, 747
RSA, 505, 530 FBA, 483
RSCA. See Runtime Status and Control API FTR 311-312
rscaext.xml, 594 host headers, 178
RSS. See receive-side scaling HTTPS, 174, 176
run-time status, 23 Netscape, 499
Runtime Status and Control APl (RSCA), 534, secured web site, 514
700-705 secured web sites
Russinovich, Mark, 745 128 bit key encryption, 514-515
certificates, 515-516
s IP address, 517
. SSL, 514
SAM. See Security Accounts Manager SSL/TLS, 514-517
SAMBA, 465 TCP/IP 517

SAN. See Storage Area Network; Subject
Alternate Name
Sarbanes-Oxley Act (SBA), 44
SAs. See Solution Accelerators
SATA. See Serial Advanced Technology
Attachment
SBA. See Sarbanes-Oxley Act
scalability, 75, 131
sc-bytes, 342
schema extensibility, direct configuration,
593-597
SCSI. See Small Computer System Interface
sc-status, 342
SDK files, 386
search., 138
secpol.msc, 661
<section>, 272-273
sections, 132
applicationHost.config, 136
delegation, 267-285
direct configuration, 586-590
locking, 136
overrideMode, 136
unlocking, 136
sectionSchema, 134
Secure FTP (SFTP), 292, 523
Secure Shell (SSH), 523
FTR 292-293
Secure Sockets Layer (SSL), 499-525, 565. See
also SSL/TLS
bindings, 174

Security, 634
security, 8, 14, 67-69, 123, 425-451. See also
authentication; authorization
application layer, 449-450
application pools, 245-249
applications, 64
attacks, 427-429
components, 427
configuration, 131
FPSE, 326-328
FTR 299, 308-310, 522-525
LocalSystem, 496
Longhorn, 24
MIME, 19
modules, 358
network, 60-64
Network Service, 575-576
physical, 64
risk, 426-427
Server 2008, 63-64
SMTR 335-338
SMTP virtual servers, 520-522
SQL Server, 14
version 6.0, 5
Vista, 24
Security Accounts Manager (SAM), 462
Security Administration, 630
security identifier (SID), 494, 660
application pools, 246-247
Security Management, 630
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session state

Security Support Provider (SSP), 469 upgrades, 52-53
SecurityPermission, 165 virtualization, 42-43, 50-51
Select Role Services, 80 server administrator, 254
self-signed certificates, 513-514 Server and Domain Isolation, 430
SelfSSL.exe, 504 Server Certificates, 504
Send an invitation, 326 Server Core, 79
SendResponse, 380 command-line utility, 102-107
Serial Advanced Technology Attachment (SATA), installation, 102-107
681 Server 2008, 42, 50
server(s) Server Manager, 103
core, 351-377 testing, 104
proxy, 62 Server Manager, 85
NTLM authentication, 465 Server Core, 103
virtual, 43, 322 Server Message Block (SMB), 546
SMTR 330 server virtualization. See virtualization
web ServerManager, 166
ADSI, 110 ServerManager.GetAdministrationConfiguration,
application pools, 110 608
domains, 108 ServerManager.GetApplicationHostConfiguration,
HTTR 158 608
Server 2003 ServerManager.GetRedirectionConfiguration, 608
application pool, 93 ServerManager.GetWebConfiguration, 608
DotNetNuke, 93 ServerManager.OpenRemote, 608
integrated pipeline mode, 93 Server.reg, 547
metabase, 93 ServerSidelncludeModule, 359
NTFS, 93 Service, 634
Server 2008, 90-93 Service Continuity Management, 630
SMTR 94 Service Desk, 630
XML, 93 Service Improvement Programs (SIPs), 627
Server 2008, 8 Service Level Management, 630
32-bit, 49 Service Management Functions (SMFs), 627,
64-bit, 49 633
architecture, 41-44 Service Monitoring and Control, 630
back-ups, 65-66 service packs, 4,178
deployment, 47-66 installation, 99
hardware, 53-55 service principal name (SPN), 472, 475, 745
installation, 52-53, 78-84 Kerberos authentication, 460
ltanium-Based Systems, 51 protocol transition, 461
licensing, 51-52 service.axd, 255
network, 55-60 Services tab, 657-658
recovery, 65-66 Session, 362
requirements, 48-49 session replay attacks, 450
security, 63-64 session state, 205-207, 571
Server 2003, 90-93 AppCmd.exe, 208
Server Core, 42, 50 configuration, 208
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session state (continued)

databases, 206 NTLM authentication, 336
IIS Manager, 208 Pickup, 339
SQL Server, 573-575 queue, 340
third party, 575-577 relaying, 336-337
WMI, 208 security, 335-338
<sessionState> /<providers>, 206 Server 2003, 94
Set, 138, 144, 537 Telnet, 340
SetEnvironmentVariable.vbs, 538 testing, 340
SetMetadata, 113 version 6.0, 7
SetPriorityForRequestNotification, 383 virtual servers, 330
SetSPN.exe, 475-476 security, 520-522
SFTP. See Secure FTP TLS, 520-522
SHA1 encryption, 203 Single Sign On (SS0), 432-433, 465
shared configuration, 70, 117-118, 131 SIPs. See Service Improvement Programs
offline folders, 552-554 Site, 605
passwords, 528 site, 137, 154
UNC, 552-554 site administrator, 254
web farms, 528-543 Site Properties, FTP, 299
shared hosting, 116-117 <siteDefaults>, 168
configuration, 110-117 sitename, 131
managed mode, 110-117 “sitename,” 588
shared network content, 545-547 sitename/application, 131
SharePoint, 322 sitename/application/vdir, 131
version 6.0, 34 sitename/application/vdir/file.ext, 132
SharePoint Administration Site, 90 sitename/application/vdir/physicaldir, 132
.SHTM extension, 9 sites. See web sites
Shutdown Time Limit, 687 <sites>, 166
SID. See security identifier 665 bits, 505
signing key, 420-422 64-bit, 43
SilverLight, 27 Server 2008, 49
Simple Mail Transport Protocol (SMTP), 24, 208, sliding cookie renewal, 483
613 slowness issues, 699
authentication, 336 Small Computer System Interface (SCSI), 681
configuration, 331-335 SmarterStats, 715
connection control, 336 SmarterTools, 715
DNS, 330 SMB. See Server Message Block
domains, 338-339 SMFs. See Service Management Functions
Drop, 339 SMSsvchost.exe, 41
folders, 339 SMTP. See Simple Mail Transport Protocol
installation, 330-331 SMTP Server, 329
IP address, 332 SMTP Service, 192
LDAR 335 social engineering attacks, 428
limits, 333-334 Software (Un)Installs, 665, 730
logging, 340-342 Solution Accelerators (SAs), 627
metabase, 148 sourceConfig, 592
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Telnet
Specific Times, 688 Subscriptions, 728
SPN. See service principal name Support, 634
SQL injection attacks, 449-450 supporting quadrant, 629
SQL Server, 5 support.websitel.com, 174
databases, 206-207 svchost.exe, 32, 355
security, 14 symmetric key cryptography, 503
session state, 573-575 synchronization, metabase, 528
SSH. See Secure Shell synchronous high latency, 223
SSL. See Secure Sockets Layer Sysdm.cpl, 679
SSL Certificate, 258 Sysinternals, 745
SSL Settings module, 91, 126 System Administration, 631
SSLDiag, 747 system administrator, 123
SSL/TLS, 426, 429 System Center, 554
Basic authentication, 459 System Center Operations Manager 2007, 655
Client Certificate authentication, 480 System Clock Changes, 665
Client Server authentication, 455 System Diagnostics, 667, 733
FTR 523 system environment variables, 535-539
hand-shake process, 500-503 System Performance, 667, 733
IP address, 517 <system.applicationHost>, 166
secured web site, 514-517 System.Configuration, 124
TCP/IR 517 SystemDrive, 537
SSO0. See Single Sign On system.net.mail, 339
SSP. See Security Support Provider <system.web>, 445, 483
start, 138 System.Web.Configuration, 124
Startup Time Limit, 687 <system.WebServer>, 133
State, 241 system.webServer, 12
State Server, 206
StateServer, 573 T
static compression, 185
static content, 321 Task Manager, 657, 701, 725-726
HTML, 86 worker processes, 241-242
w3wp.exe, 220 TCO, 124
static HTML, 14 Tcp13230pts, 681
components, 15 TC?/!P
StaticCompressionModule, 359 bindings, 176
StaticFileModule, 359 CPU, 680
sticky sessions, 563 FTR 292,524
stop, 138 Http.sys, 32 '
storage, 677, 681-682 secured web site, 517
Storage Area Network (SAN), 54, 108 SSL/ TLS'_517
web farms, 547-548 staclf tumng_, 680-681
Storage Management, 631 TCPWmdowS|z.e, 681
StorageConsole, 648 TechNet Security, 430
Subject Alternate Name (SAN), 517 Telnet, 739
subordinate CA, 518 FTR 320
SMTR 340
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tempDirectory

tempDirectory, 116 tracing, 137. See also Failed Request Tracing
templates ASENET, 716-721
certificates, 519 TracingModule, 167, 361
Data Collector Sets, 665 tracking.log, 65
Performance Monitor, 733 traffic, 73-74
XML, 665 Transport Layer Security (TLS), 499-525. See
Terminal Services (TS), 432 also SSL/TLS
testing authentication, 523
ASE 84 eavesdropping attacks, 499
ASPENET, 84 encryption, 336
installation, 81-84, 96-102 FTR 522-525
Server Core, 104 HTTR 499-500
SMTR 340 SMTP virtual servers, 520-522
troubleshooting, 725 TripleDES encryption, 203
TFTP. See trivial file transfer trivial file transfer (TFTP), 107
TGS, 474 troubleshooting, 697-749
TGT. See Ticket Granting Ticket isolation, 722-724
32-bit, Server 2008, 49 reproduction, 721-722
thread queuing, 670 testing, 725
3xx — Positive Intermediate Reply, 710 trust levels, 200-201
3xx — Redirection, 709 AppCmd.exe, 200
Ticket Granting Ticket (TGT), 473-474 Trusted Sites, 472, 714
Time Stamp/Authenticator, 474 TS. See Terminal Services
time to live (TTL), 562 TTL. See time to live
Timeout, 660 2048 bhits, 505
time-out error, 698-699 2xx — Positive Completion Reply, 710
Tivoli Monitoring for Web, 656 2xx — Success, 709
Tivoli Storage Manager, 647 type, 135
TLS. See Transport Layer Security bindings, 174
TokenCacheModule, 360
Tracecontext.Enabled, 720 U

TraceDiag, 747
TraceEventType.Resume, 407
TraceEventType.Start, 407
TraceEventType.Stop, 407
TraceEventType.Suspend, 407
TraceEventType.Transfer, 407
TraceEventType.Verbose, 407
TraceEventType.Warning, 407

UAC. See User Access Control
UNC. See Universal Naming Convention
unconstrained delegation, 487
unified event pipeline, 9-10
Uniform Resource Identifier (URI), 207-208
Digest authentication, 463
LogParser, 345

traceMode, 718 :m-nstall; ;38 ing C ion (UNC henti
TraceRpt, 660 niversal Naming Convention ( ) authentica-
tion, 108, 455

Tracert, 737, 738
TraceSource, 405
Trace.Warn, 720
Trace.Write, 720

configuration, 477-479

shared configuration, 552-554
UNIX, 4, 27

CGl, 30
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virtual server

unlock., 138 v
UpdateRequestCache, 379 . . .
upgrades validatelntegratedModeConfiguration, 460
installation, 90-94 validationKey, 570
migration, 94 VBScript, 4, 481, 702
Server 2008, 52-53 Xdil': 1”-37, 183
URI. See Uniform Resource Identifier "d“:’ 589
UriCacheModule, 360 vers!on 1.0,4
UriEnableCache, 683 version 4.0, 4
UriMaxCacheMegabyteCount, 684 version 5_-0’ 4, 30-3.1
UriMaxUriBytes, 684 application protection, 30
UriScavengerPeriod, 684 pro.tectlon mode, 30-31
URL version 5.1, 4
authorization, 455, 492-494 version 6_-0, 5,31-32
allow, 493 application pools, 6, 33-34, 216
applicationHost.config, 492 ASR 34
ASRENET, 492 ASPNET, 34, 197
delegation, 485 Classic Mode, 35
deny, 493 FTR 6-7
FBA, 482 host worker process, 33

HTTP compression, 6
Http.sys listener, 31-32
IIS Admin service, 32
IMAR 7

managed modules, 492
native modules, 493-494
configuration, 12

url, 154
URL Mapping modules, 37 kernel mode, 6
URL sequence, 447-448 metabase, 6

compatibility, 612

UrlAuthorization, 358, 362
persistent caching, 6

urlCompression, 274

UrlMappingModule, 362 POP3, 7 .
URLScan, 18-19, 445 request processing, 5-6
Use Device Profile, 207 secunty,.5
User Access Control (UAC), 119, 259, 539, 599 SharePoint, 34
user accounts, 495-496 SMTR 7

WAS, 32

application pools, 111

custom, 251-252

network, 62
User Agent, 676
user mode, 31, 682
User-Mode Behavior, 692
username, authentication, 184
users

anonymous, 313

application pools, 249-252

web gardens, 34, 222

Virtual Bytes, 241

virtual directories, 159, 464, 509
administration, 181-184
AppCmd.exe, 183
applications, 218-220
IIS Manager, 181-182
removing, 184

Virtual Memory Limit, 688

isolation, 293 Virtual PC, 43
utility modules, 38 virtual server, 43, 322
, SMTR 330
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VirtualDirectory

VirtualDirectory, 605 redundancy, 555
virtualization, 42-43 shared configuration, 528-543
network, 58 Storage Area Network, 547-548
Server 2008, 42-43, 50-51 web.config, 541-543
Visual Studio, 69, 414 web forms, 600-602
IHttpModule, 399 web gardens, 222-224
IntelliSense, 165 application pools, 222-224
Visual Web Developer, 598-600 version 6.0, 34, 222
VLAN, 432 Web Management Service (WMSVC), 124, 255
VMWare, 42 remote administration, 156
volume licensing, 73 web pages, ASP, 196
Volume Shadow Copy service, 65 web server
VPN, 19, 50, 431-432, 459 ADSI, 110
Basic authentication, 459 application pools, 110
vulnerability exploitation, 428 domains, 108
HTTR 158
w web service counters, 672-673

Web Service Extensions, 5

web sites, 158-159. See also secured web sites
administration, 157-193
AppCmd.exe, 162-165, 192
application pools, 161-162, 230-234
ASR 158
ASPX, 158
authorization, 263-264
bindings, 511-512
Content View, 161
creation, 114-115, 159-167
FPSE, 322-324
FTP Publishing Service, 315-317
FTPS, 317-319
HTML, 158
IIS Manager, 159-161
multiples, 164-165

W3C. See World Wide Web Consortium
w3svc. See World Wide Web Publishing Service
w3wp.exe, 220-245, 355

application pools, 221-222

dynamic content, 220

static content, 220

worker processes, 220, 234
WAIS, 3, 4
Waitfor, 660
WAM. See Web Application Manager
WAS. See Windows Process Activation Service
WCAT. See Web Capacity Analysis Tool
WCF. See Windows Communication Foundation
WDS. See Windows Deployment Services
Weakhost, 564
Web Application Manager (WAM), 28-29
Web Capacity Analysis Tool (WCAT), 74, 743

o . s MWA, 165-166
Web Distributed Authoring and Versioning nodes, 128
(WebDAV), 320-329, 446, 490 optimization, 688-695
web farms PHP 158

bindings, 539-541

configuration, 117-118, 527-577
content configuration, 543-548
content replication, 548-554

IP address, 539-543
load-balancing, 527-577

network, 59

NLB, 476

starting, 190-192
stopping, 190-192
web.config, 124
web.config, 39-40, 99, 216, 581, 587
ASPENET, 124
diversified, 541-543
file hierarchy, 130
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WSRM

web farms, 541-543
web sites, 124
WebDAV. See Web Distributed Authoring and
Versioning
WebSitel, 144-145, 160, 166, 174
web.sitemap, 217
WebTrends Analytics, 656, 715
weight-based load-balancing, 564
WFetch, 104, 742
WHERE, 346
Whoami, 660
wildcards, 539
certificates, 517
Windows 2000, 4
Windows Communication Foundation (WCF), 40,
41, 43-44
bindings, 159
HTTR 212
Windows Deployment Services (WDS), 72, 107
Windows domain accounts, 313
Windows event logs, 63
Windows Failures, 665, 730
Windows Features, 120
Windows Management Instrumentation (WMI),
16, 19, 22-23, 107,157, 539, 613-618
application pools, 229-230
compatibility, 124
session state, 208
VBScript, 702
Windows NT 3.51, 3, 4
Windows NT 4.0, 4
Windows Presentation Foundation (WPF), 43
Windows Process Activation Service (WAS), 40,
41,81
AppCmd.exe, 137
application pools, 246
applicationHost.config, 212
HTTR 212
Local System, 531
version 6.0, 32
Windows Remote Management, 660
Windows Scripting Host (WSH), 613
Windows Server 2008. See Server 2008
Windows System Resource Manager (WSRM),
249

Windows Users or Groups, authentication,
261-262
Windows Vista, 8, 67
ASPNET, 119
installation, 119-120
security, 24
Windows XP, 4
installation, 119
WindowsAuthentication, 274, 358, 362
WinRM, 660
WireShark, 465
WMI. See Windows Management Instrumentation
WMI Query Language (WQL), 613
WMSVC. See Web Management Service
WMSvc-<servername>, 504
worker processes, 355, 687
AppCmd.exe, 147, 242-243
Home Page, 125
independent, 355
Task Manager, 241-242
viewing, 240-241, 700-703
w3wp.exe, 220, 234
WorkerProcess, 605
Workforce Management, 631
World Wide Web Consortium (W3C), 341
AppCmd.exe, 170-171, 173
ASCII, 169
centralized logging, 173
IIS Manager, 170
logging, 167, 169-172
centralized binary logging, 676
IIS Manager, 173
MWA, 171-172
World Wide Web Publishing Service (w3svc), 86
starting, 192
wp, 137
WPF. See Windows Presentation Foundation
WQL. See WMI Query Language
WriteableAdminManager, 620
writeToDiagnosticsTrace, 718
Writing Secure Code, 450
WScript, 618
WScript.Arguments.ltem (), 539
WSH. See Windows Scripting Host
WSRM. See Windows System Resource Manager
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WWW Publishing Service

WWW Publishing Service, 355 configuration, 11, 39-40, 123, 149
WWW Server, 713 extensibility, 124
WWW-Authenticate HTTP, 459, 465 Failed Request Tracing, 714-715
www.websitel.com, 174, 177 ISAPIModule, 444
WysDM for Backups, 647 pipes, 155-156

pkgmgr.exe, 104-106
X Server 2003, 93

templates, 665
XML Web Services, 5
X-Powered-By, 584-585

X.509 certificates, 500
xcacls.exe, 109-110
XCopy, 13, 71, 594
XML, 8
AppCmd.exe, 155-156
CGIModule, 444
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