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Symbols

| (pipe), 92
~ (tilde character), as line continuation
character, 105

A

Actions pane, in DPM Management console, 64
active/active clusters, 171, 202, 240
Active Directory, 23
for DPM server, 39
extending from command line, 148-149
extending with GUI, 145-147
preparing, for DPM end-user recovery,
144-149
protecting data in, 274
upgrading schema, 144-145
active node in failover cluster, 171, 202, 240
active/passive clusters, 171, 202, 240
Add (DMS cmdlet verb), 95
Add-BackupNetworkAddress cmdlet,
105, 368
Add-ChildDatasource cmdlet (DMS), 102,
105-106
Add-DPMDisk cmdlet (DMS), 106
Add-Tape cmdlet (DMS), 100, 106
administrative group (AG), 23
Agent Coordinator, 31
aging, and tape failure, 8
alerts
in DPM Management console, 69
options for, 66, 67
aliases in PowerShell, 90
AMD Opteron/Intel EMT64 architecture,
238-239
application-level backup, of virtual
machine, 312
Archive, marking tape as, 132
archive tape, displaying dataset state, 110
asynchronous replicas, 18, 18, 377
Automated System Restore backup sets, 7
availability, of disk-based backups, 10

B

backup administrators, design questions and
compromises of, 4
backup network, 368
displaying, 109
for DPM, 105
backup procedures, 3-7
benefits in data protection, 20
centralized on mainframes, 3
design issues, 5-7
for Exchange servers, 204-215
protection agent install, 204-215, 205, 206
for file servers, 173-186
clustered configurations, 182-186
standalone configurations, 174-182
for SharePoint server, 275-284
database protection, 279-284, 280-285
protection agent install, 276, 278
for SQL Server, 243-256
database protection, 246-252
database protection on cluster nodes,
254-256
protection agent install for clustered
configuration, 253
protection agent install for standalone
application, 244, 244-246, 245
third-party software, 31-32
bandwidth
for backup, 5
for copying SQL database to tape, 267
for database restore, 258
for Exchange restore, 220, 228
for file server restore process, 189, 191
for server protection over WAN, 369-370
for SharePoint data restore, 288, 292, 298,
299, 301
for SQL Server recovery, 262
to network folder, 263
for virtual machine recovery, 324
baseline virtual machine, creating, 404-406
best practices
end-user recovery, 455-456
Exchange Server, 457
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file servers, 456457
generic, 459-460
installation and architecture, 453-454
SharePoint server, 458
SQL server, 458
virtual server, 459
Bitlocker, 337
.bkf file format, 7
block-level replicas, 19, 19, 377
blocks, for data storage, 19
brick-level backups, for Exchange data, 196
budgetary constraints, in network
deployment, 355
byte-level replicas, 18, 18, 377

C

capacity, for backup, 5
case sensitivity, in PowerShell, 89
CCR (Continuous Clustered Replication), for
Exchange 2007, 199
CCR (Local Clustered Replication), for Exchange
2007, 199
certificates for data encryption, 372
importing in Windows, 373-374
checklists
DPM configuration, 462-463
DPM deployment and installation, 462
DPM planning, 461-462
DPM protection group, 463-464
end-user recovery, 463
wrap up, 464
Choose Replica Creation Method screen, 58, 59
Choose Restart Method screen, 206, 245, 277,
314, 339
Cisco, 90
Clean (DMS cmdlet verb), 95
Clean-TapeDrive cmmdlet (DMS), 100
Cleaner, marking tape as, 132
CLI XML, 94
clickstream software, assumptions, 35
client, for end-user recovery, deploying, 149-153
Client Submission Port, 67
cluster nodes, with installed protection agent,
listing, 115
cluster resources, 170, 201, 239
types, 240
clustered configurations
of Exchange servers, 200-201
of file servers, 170
resource protection, 184-186

of SharePoint server, 273
of SQL Server, 239-240
clusters, 167
for Exchange data, 196
for Exchange mailbox servers, 423-427,
427430
installing protection agent, 183-184
listing with DPM agent installed, 114
for SQL databases, 436-445, 438-447
types, 170-171, 201-202
cmdlets in PowerShell, 90-91
data as objects, 87
file formats to convert data between, 94
formatting output with page breaks, 99, 100
objects, 96-98
pipeline for, 92
verbs, 95-96
collections, in PowerShell, 93-94
colors, for PowerShell, customizing, 91
columns in SQL tables, 242
command-line interface
extending Active Directory from, 148-149
vs. graphical user interface (GUI), historical
perspective, 86-87
Windows and, 85
“commit” shadow copy phase, 16
component load-balancing clusters, 171,
201-202, 240
Component Services MMC snap-in console, 278
Computer Management screen, 407
opening, 407
computing, history, 331
Configure Active Directory dialog box, 146, 146
Connect (DMS cmdlet verb), 95
Connect-DPMServer cmdlet (DMS), 106
Connect-Server cmdlet (DMS), 103
Consistency check job, 70
starting, 133
Content Management Server 2001, 270
Continuous Clustered Replication (CCR), for
Exchange 2007, 199
continuous replicas, 17, 17
converting data, between file formats, 94
cooling issues, for disk-based backups, 11
Copy (DMS cmdlet verb), 95
Copy data tape job, 70
Copy-DPMTapeData cmdlet (DMS), 100, 107
copy to tape
for file server restore process, 192-194
for SQL Server restore process, 266—267
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for virtual machine restore process, 327-328
for workstation restore process, 352-353
costs of backup, 5, 11
disk-based, 10, 11
to tape, 8
Create New Protection Group Wizard
for Exchange data
Choose Replica Creation Method screen,
214,214
Customize Protection Objective screen,
212,213
Modify Disk Allocation screen, 211, 211
Modify Long-Term Backup Schedule
screen, 212, 213
Optimize Performance screen, 210, 210
Review Disk Allocation screen, 211, 211
Select Data Protection Method screen, 209
Select Group Members screen, 208
Select Library and Tape Details screen,
212,214
Specify Exchange Protection Options
screen, 209
Specify Long-Term Protection Goals
screen, 212,212
Specify Short-Term Goals screen, 209, 210
Summary screen, 215, 215
Welcome screen, 207, 207
for file server
Review Disk Allocation screen, 179
Select Data Protection Method screen,
178,178
Select Library and Tape Details screen,
180, 182
Select New Group Members screen,
177,177
Specify Short-Term Goals screen, 178
Summary screen, 181, 183
Welcome screen, 177
for SharePoint farm
Choose Replica Creation Method
screen, 284
Review Disk Allocation screen, 281
Select Data Protection Method screen, 280
Select Library and Tape Details screen, 284
Select Long-Term Goals screen, 282
Specify Short-Term Goals screen, 280
Summary screen, 284, 285
for SQL Server
Choose Replica Creation Method screen,
251, 252, 255

—
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Review Disk Allocation screen, 249
Select Data Protection Method screen, 248
Select Group Members screen, 247, 254
Select Library and Tape Details screen,
251,255
Select Long-Term Goals screen, 250
Specify Short-Term Goals screen, 248,
248,249
Summary screen, 252, 252, 255
Welcome screen, 247
for virtual machine
Choose Replica Creation Method
screen, 321
Optimize Performance screen, 317
Review Disk Allocation screen, 318
Select Data Protection Method screen, 316
Select Group Members screen, 316
Select Library and Tape Details screen, 320
Select Long-Term Goals screen, 319
Specify Short-Term Goals screen, 317
Summary screen, 321
Welcome screen, 315
for workstations
Choose Replica Creation Method screen,
345, 346
Review Disk Allocation screen, 343
Select Data Protection Method screen, 341
Select Library and Tape Details
screen, 345
Select New Group Members screen, 341
Specify Short-Term Goals screen, 342
Summary screen, 346, 346
Welcome screen, 340
CSV file format, 94
Customize Recovery Goal screen, 283
for SQL Server, 250, 250
for virtual machine, 319
for workstations, 344

D

D2D2T (disk to disk to tape), 12-13, 13
benefits in data protection, 20
DAS (Direct Attached Storage), 40
data assets, need for protecting, 2
data loss
as catastrophe, 1
from file locks, 15
hardware and, 165
data mirroring, 17
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data protection, 20

general concepts, 377-379
Data Protection Manager (DPM). See System

Center Data Protection Manager (DPM) 2007

data protection method, of protection group, 24
data protection strategies, priorities, 166
data sources, 25

protection options for, 111, 128

recovering version to target location, 123
data, value of, 1
database replication, for Exchange data, 196
database server farm, backup strategy, 4-5, 5
databases

for DPM server, 42

in SharePoint, 275

in SQL Server, 243

protecting, 246-252
Dataset copy job, 70
datasets, listing incomplete on tape, 112
DCOM protocol, 375
dedicated Exchange 2007 bridgehead servers, 199
default folders, for PowerShell, customizing, 91
default gateway, 368
default instances in SQL Server, 243
default storage allocation, overriding, 60
deployment completion, 356-366, 393-395. See also
email notifications
disk partition sizing, 357-359
multi-forest and multi-domain considerations,
359-360

Detailed inventory job, 70
DEFS (Distributed File System), 19

junction points, 169, 334
DFS namespaces, data protection in, 169
Digital Dashboard Starter Kit, 269
DIR command, 87
Direct Attached Storage (DAS), 40
Disable (DMS cmdlet verb), 95
Disable-DPMLibrary cmdlet (DMS), 100, 108
Disable-TapeDrive cmdlet (DMS), 100, 108
Disconnect (DMS cmdlet verb), 95
Disconnect-DPMServer cmdlet (DMS), 108
Disconnect-Server cmdlet (DMS), 103
disk allocation, for protection group, 25
disk backup, 9-11

benefits in data protection, 20

combining with tape, 12

vs. tape, 11-14
Disk recovery job, 70
disk space

allocation for protected data, 111

for DPM server program, 38
removing from storage pool, 125
disk to disk to tape (D2D2T), 12-13, 13
benefits in data protection, 20
Disk Utilization Report, 77, 77
disk volume
adding to storage pool, 51, 51
directly attached, 40
on workstation, protecting, 335
disks, listing found during scan, 112
Dispose (DMS cmdlet verb), 95
Dispose-DPMObject cmdlet (DMS), 103
Distributed File System (DFS), 19
junction points, 169, 334
distribution groups, 23
for email notifications, 357
DMS (DPM Management Shell), 98, 98
DNS protocol, 375
DNS server, 368
documentation, 63
for DPM, 36-37
documents
recovering from Office 2003, 159, 159-160, 160
recovering from Office 2007, 161-163,
161-163
in SharePoint, 275
dogfooding, 13
Domain Admins security group, 144
domain controllers, 454
Exchange servers as, impact, 203
SQL servers as, 241, 242
domains, trust relationships between, 359-360
DPM. See System Center Data Protection Manager
(DPM) 2007
DPM Administrator Console, 381-382
Management tab
Agents subtab, 52, 52, 174, 313
Disks subtab, 51, 52
Protection tab, Create Protection Group, 55,
177,177,207
Recovery tab, 187, 190, 221, 222, 347
for mailbox, 229
Protected Data pane, 266
DPM end-user recovery, 142-143
enabling, 143-153
DPM Management console, 64, 145
accessing, 64, 65
Filter screen
Jobs tab, 71, 71-72
Other tab, 72
Protection tab, 72
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Management tab, 78, 81, 81-83
Agents subtab, 78
Disks subtab, 81, 81
Libraries subtab, 81-83, 82
Monitoring tab, 69-73
navigating DPM functions in, 95-98
Options window, 64
Alert Publishing tab, 68, 68
Auto Discovery tab, 65, 66
Customer Feedback tab, 68, 68
End-user Recovery tab, 65
Notifications tab, 66, 67
SMTP Server tab, 66, 66
Protection tab, 73, 73-74
Recovery tab, 74-75, 75
Search subtab, 74, 75
Reporting tab, 75-78, 76
DPM Management Shell (DMS), 86-98, 89, 368,
382-383
command-line interface, 85
initial prompt, 98
opening, 98
DPM server application, 29, 31
DPM servers
installing, 44-50
Customer Experience Improvement
Program, 49
licensing agreement, 44
Microsoft Update enable decision, 48
password for SQL service account, 48
Prerequisites check, 45, 46
SQL server instance selection, 47
summary, 49
user and company information, 46
Welcome screen, 45
reporton, 77,77
requirements, 37-42
database, 42
hardware, 38
software, 38-40
storage, 40-42
sharing with other applications, 39-40
DPM SQL Server database, 366
DPM SQL Server Reporting Services database, 366
DPMADSchemaExtension.exe, 148
DPMBackup.exe utility, 174, 366-367
DPMDB2007.mdf file, 366
DPMRecoveryWebApplication, 275
Drive cleaning job, 70
starting, 135-136
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dump files, 360
filename for, 362
dynamic disks, and iSCSI, 357

E

Edge Transport servers, 199
EFS (Encrypting File System), 337
email, 195
email notifications, 356357
for database restore, 258
of SQL Server recovery, 262
to tape, 267
of virtual machine recovery, 324
EMS (Exchange 2007 Management Shell), 98
Enable (DMS cmdlet verb), 95
Enable-DPMLibrary cmdlet (DMS), 100, 108
Enable-TapeDrive cmdlet (DMS), 100, 109
encrypted data, 370-372
protecting, 337
Encrypting File System (EFS), 337
end-user recovery, 28-29, 383-384
best practices, 455-456
checklist, 463
deploying client, 149-153
using Group Policy, 151
and DFS namespace, 169
DPM, 142-143
enabling, 143-153
introducing, 139-143
limitations, 154
Windows, 141-142
Enter Credentials screen, 205, 245, 277, 314, 339
Enterprise License (E-DPML), for DPM, 37
Erase (DMS cmdlet verb), 95
Erase-Tape cmdlet (DMS), 101
ESE (Extensible Storage Engine), 197
ESEUTIL utility, 207
Exchange data stores, component objects, 197
Exchange Server, 454
best practices, 457
database recovery limitations, 226
as domain controllers, impact, 203
installing, 420-422, 420422
protection agent install, 204-215, 205, 206
VSS for snapshot, 307-308
Exchange Server 2003
administrative group (AG), 23
front-end servers, 199
routing group (RG), 24
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Exchange Server 2007
Client Submission Port for, 67
Hub Transport servers, 199
Management Shell (EMS), 98
PowerShell and administrative interface for, 87
Exchange server protection, 386-387
backup and restore strategies, 195-196
backup procedures, 204-215
protection agent install, 204-215, 205, 206
considerations, 197-204
clustered configurations, 200-201
prerequisites, 199-200
protected data sources, 203-204
system state, 202-203
lab environment setup, 420-430
clustered configurations, 423-427, 427-430
standalone configurations, 420-422,
420423
restore procedures, 215-221
copy to network folder, 228
individual mailbox, 229-233, 230
individual mailbox recovery to network
folder, 232-233
individual mailbox recovery to tape, 233
mailbox or public folder database, 221-229
mailbox or public folder database to
another database, 224-226, 225, 226
mailbox or public folder database to
network folder, 228
mailbox or public folder database to
original location, 223-224
mailbox or public folder database to
recovery storage group, 226228
mailbox or public folder database to
tape, 229
to recovery storage group, 226-228
storage group restore to tape, 220, 221
storage group to alternate location, 218-220
storage group to original location, 216218
server requirement, 43
exclusive file locks, and backup, 14-15
express full backup, 22
changing schedule for, 56, 57, 249, 249
Extensible Storage Engine (ESE), 197

F

failover clusters, 171, 201-202, 240
familiarity, of disk technology, 10
farm in SharePoint, 274-275

Fast inventory job, 70

FAT, DPM and, 42

fault tolerance, RAID for, 358

file exclusions, for workstation protection, 336

file formats, to convert data between cmdlets, 94

file-level replicas, 18, 19, 377
file recovery, by users. See end-user recovery
file server protection, 384-386
advanced technologies, 167
backup procedures, 173-186
clustered configurations, 182-186
standalone configurations, 174-182
best practices, 456457
considerations, 167-173
clustered configurations, 170
prerequisites, 167-169
protected data sources, 172-173
system state, 171-172
lab environment setup, 406-419
clustered configurations, 412-419
standalone configurations, 406411,
407-411
of resources, 176-182
restore procedures, 186-194
to alternate location, 190-192
copy to tape, 192-194
to original location, 186-189
server requirement, 43
files
recovering, 154-156, 155-156
versioning, 167
filesystem objects, displaying protectable, 109
firewalls, 375
folders
default, for PowerShell, customizing, 91
protecting, 172

recovering with Windows Explorer, 157-158,

157-159
on workstation, protecting, 335
Format-List cmdlet, 93
Format-Table cmdlet, 94
Free, marking tape as, 132
functions, for PowerShell, customizing, 91

G

Get (DMS cmdlet verb), 95
Get-ArchiveSchedule cmdlet (DMS), 103
Get-BackupLibraryOption cmdlet (DMS), 101
Get-BackupNetworkAddress cmdlet (DMS), 109
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Get-ChildDatasource cmdlet (DMS), 102, 109

Get-Command cmdlet, 105

Get-DatasetStatus cmdlet (DMS), 103, 110

Get-Datasource cmdlet (DMS), 103, 110

Get-DatasourceDiskAllocation cmdlet (DMS),
102,111

Get-DatasourceProtectionOption cmdlet (DMS),
103,111

Get-DPMCommand cmdlet, 99, 99, 105

Get-DPMDisk cmdlet (DMS), 112

Get-DPMLibrary cmdlet (DMS), 101, 112

Get-DPMVolume cmdlet (DMS), 104, 112

Get-FullDeltaReplicationSchedule cmdlet
(DMS), 104

Get-HeadlessDataset cmdlet (DMS), 104, 112

Get-Help cmdlet, 90

information display, 92

Get-MaintenanceJobStartTime cmdlet (DMS),
102,113

Get-ModifiableProtectionGroup cmdlet
(DMS), 113

Get-PolicyObjective cmdlet (DMS), 102, 113

Get-PolicySchedule cmdlet (DMS), 102, 114

Get-Process cmdlet, 93

Get-ProductionCluster cmdlet (DMS), 101, 114

Get-ProductionServer cmdlet (DMS), 101, 114

Get-ProductionVirtualName cmdlet (DMS),
101, 115

Get-ProtectionGroup cmdlet (DMS), 102, 115

Get-ProtectionJobStartTime cmdlet (DMS),
102,115

Get-Recoverableltem cmdlet (DMS), 104, 116

Get-RecoveryPoint cmdlet (DMS), 104, 116

Get-RecoveryPointLocation cmdlet (DMS),
103, 117

Get-ReplicaCreationMethod cmdlet (DMS),
102,117

Get-ReplicationSchedule cmdlet (DMS), 104

Get-ShadowCopySchedule cmdlet (DMS), 104

Get-Tape cmdlet (DMS), 101, 117

Get-TapeBackupOption cmdlet (DMS), 104, 117

Get-TapeDrive cmdlet (DMS), 101, 118

Get-TapeSlot cmdlet (DMS), 101, 118

Get-VerificationSchedule cmdlet (DMS), 104

Gigabit Ethernet, 400

graphical user interface (GUI), vs. command line,
historical perspective, 86-87

Great Plains application, protecting, 361

Group-Object cmdlet, 94

%

Group Policy, for deploying end-user recovery
client, 151
groups, 23. See also protection groups

H

hard drives, recommendations, 454
hardware

best practices, 453—-454

and data loss, 165

for DPM server, 38

and virtualization, 304
help, for PowerShell, 91-92
hibernation, for virtual machine, 310, 311
Hicks, Jeffrey, Microsoft Windows PowerShell, 94
Hierarchical Storage Management, 173
host bus adapter (HBA), 40
host cluster configuration, 308
hosts file, 368
hotfixes, for DPM server, 39

1

ia64 architecture (Itanium), 38
importing certificates for data encryption, 373-374
indexes in SQL Server, 243
insert/eject (IE) port, 118
unlocking and unloading media in, 137
installing
best practices, 453—-454
DPM servers, 44-50, 379-381
Exchange server, 420422, 420422
Microsoft Virtual Server, 401-403
protection agent
on cluster, 183-184
on Exchange server, 204-215, 205, 206
on file server, 174-176, 175,176
on protected servers, 51-55
in SharePoint farm, 275-278, 276, 277
on SQL Server, 244-246, 244-246
on workstation, 338, 339, 340
VSS client DPM hotfix, 152-153
VSS end-user recovery client, 151, 151-152, 152
instances in SQL Server, 243
recovering databases to original, 256
restoring to alternative, 260263
Intel Itanium processors (IA64), 238-239
Internet SCSI (iSCSI) array, 4041
Internet Security and Acceleration Server,
protecting, 361
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Inventory (DMS cmdlet verb), 95 enabling, 108
Inventory-DPMLibrary cmdlet (DMS), 104 renaming, 126
iSCSI, and dynamic disks, 357 unlocking door of, 137
iSCSI initiator, 41 Library rescan job, 70
Itanium (ia64) architecture, 38 licensing agreement, 44
lifetime of disk-based backups, 10
J line continuation character, tilde character (~)
as, 105
Jet Blue, 197 lists in SharePoint site, 275
Jet Red, 197 ) i Live Communications Server, protecting, 361
jobs on DPM server, 1nf9rmat10n about, 70 load balancing, clusters for, 171, 240
Jones, Don, Microsoft Windows PowerShell, 94 Local Clustered Replication (CCR), for Exchange
jumbo frames, 41, 369 2007, 199
junction points, 169 local groups, 23
Local Web Store, 270
K location, of backup, 6
Kerberos, 375 Lock (DMS C.mdlet verb), 95
Knowledge Base, 272 Lock-DPMLibraryDoor cmdlet (DMS), 101, 118

Lock-DPMLibraryIEPort cmdlet (DMS), 101, 118
locks on files, and backup, 14-15

L log shipping, 196
lab environment logical unit numbers (LUNSs), 40
Exchange servers, 420430 long-term backup, days for, 179, 181
clustered configurations, 423-427, 427-430 long-term protection, 55
standalone configurations, 420-422, “Longhorn” Server, 7
420-423
file servers, 406-419 M

clustered configurations, 412-419

standalone configurations, 406—411, mailboxes for Exchange
407-411 database, 197-198

restoring, 221-229
copy to network folder, 228
to Exchange database, 231-232

hardware and software requirements, 397-400
physical machines, 397-399
virtualization, 399-400

SharePoint servers, 447-449, 448452 individual mailbox, 229-233, 230
SQL servers, 430-445 to network folder, 232-233
clustered configurations, 436-445, 438-447 to original location, 223-224
standalone configurations, 431436, 431-436 _ totape, 229
virtual machine setup Ma.11d1r standard, 197
baseline virtual machine, 404-405, 404-406 mamframes, (.:entrallze.d backups on, 3
lab virtual server, 400-401, 401403 maintenance job start time
labeling backup media, 9 cl}anglgg, 128-129
laptop computers, 455 .dl.splaymg, 113
protecting, 333 majority node set (MNS), 170, 201, 239
LDAP protocol, 375 MakeCert.exe, 372
legacy hardware and software, in network management, of tape backup, 8
deployment, 355 members, of protection group, 24
library memory
for DPM server, 38

displaying connected to DPM server, 111-112

displaying information on, 118 recommendations, 453

4~ 40
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messaging systems
opinions of, 195
strategies for messaging data storage, 197
metadata, for backup, 6
Microsoft applications, protecting, 360-362
Microsoft Cluster Service (MSCS) component,
170, 240
Microsoft Exchange Server, 40
Microsoft Information Technology Group
(ITG), 13
backup solution, 14
Microsoft Internet Information Server, 40
Microsoft iSCSI Initiator client software, 357
Microsoft Management Console (MMC), 64
Certificate console, 373
Microsoft Office 2003, document recovery, 159,
159-160, 160
Microsoft Office 2007, document recovery,
161-163, 161-163
Microsoft Office SharePoint Server (MOSS), 272.
See also SharePoint server
Microsoft Operations Manager (MOM), 40, 454
options for, 68
protecting, 361
SQL server for, 235
Microsoft Project Server, protecting, 361
Microsoft SharePoint Migration tool, 272
Microsoft SQL Server, 40. See also SQL Server
for DPM server, 42
Microsoft Style Guide, 89
Microsoft System Center Operations
Manager (SCOM)
options for, 68
SQL server for, 235
Microsoft System Center Virtual Machine
Manager 2007, 40, 363
Microsoft System Management Server (SMS), for
VSS client deployment, 150
Microsoft Systems Center Operations Manager, 40
Microsoft TechNet IPSec website, 372
Microsoft Virtual PC, DPM and, 306
Microsoft Virtual Server 2005 (MSVS), 40, 304
consistency of data, 310
installing, 401-403
Microsoft Virtual Server virtual machine, 32
Microsoft Windows PowerShell (Jones and Hicks), 94
mmc.exe, 373
Modify (DMS cmdlet verb), 95
Modify-ProtectionGroup cmdlet (DMS), 102
MOM. See Microsoft Operations Manager (MOM)
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Monad, 87
More command, 99
mount points
DPM configuration requirements, 168-169
for workstations, 334
MSVS. See Microsoft Virtual Server (MSVS)
multi-forest and multi-domain considerations,
359-360

N

named instances in SQL Server, 243
NAS (Network Attached Storage), 41, 455
NCompass Labs, 270
nested mount points, DPM and, 334
NET framework, PowerShell integration with, 86
NetBIOS, 375
Network Attached Storage (NAS), 41, 455
network environment, 367-375

bandwidth for server protection over WAN,

369-370

calculating usage, 370

deployment oddities, reasons for, 355-356

firewalls, 375

recommendations, 454

throttling, 370

traffic management, 367-370
network folder

recovering Exchange mailbox to, 232-233

restoring SQL server, 263-265

SharePoint recovery limitations, 294-295
network load-balancing clusters, 171, 201-202, 240
Network Monitor (NetMon), 370
network, stopping DPM server from using, 124
New (DMS cmdlet verb), 95
New Partition Wizard, 408-409
New-ProtectionGroup cmdlet (DMS), 102, 119
New-RecoveryNotification cmdlet (DMS), 103, 119
New-RecoveryOption cmdlet (DMS), 103, 120-122
New-RecoveryPoint cmdlet (DMS), 102, 122
New Resource window, 416
New-SearchOption cmdlet (DMS), 103, 123
notebook computers, 455

protecting, 333
notification object, creating, 119
notification of job completion, 228
NTFS file system

data exclusion from DPM protection, 173

for protected volumes, 42

reparse points, 167
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NTFS hard links, data exclusion from DPM portable computers, 455
protection, 173, 336 protecting, 333
nuggets, 269 ports, 67
power, for disk-based backups, 11
lo) PowerShell, 85, 87-94, 382-383
) and administrative interface for Exchange
ob]ects 2007’ 87
in PowerShell pipeline, 93 benefits, 86
in SQL data, 236 cmdlets, 90-91
Office Communications Server, protecting, 361 collections in, 93-94
Office Web Server, 270 efficiency tips, 91
offline backup, 15 features not covered, 94
for Exchange data, 196 help for, 91-92
of SQL data, 236

pipeline in, 92-93

variables in, 92
PowerShell group at Microsoft, 88
prerequisites

for Exchange server protection, 199-200

for file server protection, 167-169
. for SharePoint server protection, 271-272
operating system for SQL Server protection, 237-239

for DPM server, 39 for virtual server protection, 306-308

for pr(?tected worksta.tlon, 333 price. See costs

VSS client patch location, 150 primary servers, for DPM protection, 364
Optlops Wmdow, End-I_.Iser.Recovery tab, 145, 145 private key, for encrypted files, 373
organizational boundaries, impact on network processor

planning, 355 for DPM server, 38
organizational unit (OU), 23 recommendations, 453
Properties window for file, Previous Versions tab,
P 154, 155
Properties window for folder, Previous Versions

offline file caches, end-user recovery and, 142
Offset (DMS cmdlet verb), 95
Offset-SynchronizationSchedule cmdlet (DMS), 104
on-wire compression, enabling or disabling, 129
one-liners in PowerShell, 88

open files, with exclusive lock, and backup, 14-15

pages, for data storage, 19

partitions tab, 157,162, 162
manually sizing, 357-359 protectable filesystem objects, displaying, 109
restrictions on, 168 protected data

Pascal case style convention, 89 disk allocation for, 127-128

passive node in failover cluster, 171, 202, 240 of Exchange servers, 203-204
Payette, Bruce, Windows PowerShell in Action, 94 of file SErvers, 172-173

Performance Monitor (PerfMon), 370, 454 recovering, _154_163

performance, of disk-based backups, 10 from Wmdows Explorer, 154-159
persistent snapshots, 17 of SharePoint server, 274-275

physical assets, protecting, 2 of SQL Server, 24,2_243 .
physical disk volume, 23 protected resources, information storage for, 42

PING command., 87 protected servers, 42-43
! installing protection agent on, 51-55

pipe (|), 92 ! . sgen!
pipeline, in PowerShell, 92-93 software requlremen_ S,.
PKCS#12 format, 374 protected volumes, restrictions on, 168
port mirroring, 370 protection agent, 29, 30-31
portability installing
disk backup and, 10-11 on cluster, 183-184
of tape backup, 8 on Exchange server, 204-215, 205, 206
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on file server, 174-176, 175, 176
on protected servers, 51-55
in SharePoint farm, 275-278, 276, 277
on SQL cluster, 253
on SQL Server, 244-246, 244-246
for virtual machine, 313-314, 313-315
on workstation, 338, 339, 340
Protection Agent Installation Wizard
Choose Restart Method screen, 206, 245, 277,
314, 339
Enter Credentials screen, 205, 245, 277,
314, 339
Select Computers screen, 244, 338
Select Servers screen, 205, 313
Summary screen, 206, 246, 278, 315, 340
protection groups, 23-26
adding data source to, 105-106
associating protection type with, 131
changing storage pool space for, 58, 58
checklist, 463-464
creating, 55-60, 119
for clustered SQL Server database,
254-255
for file server resources, 177, 177-181
editable mode for, 113
listing data from, 110
listing for DPM server, 115
for MSVS virtual machine, 315
policy objective for, 129-130
renaming, 126-127
replica creation method for, 132
restrictions in planning, 26
setting backup and library options, 133
for virtual machines, 315-322
for workstations, 340
protection job start time, 115
changing, 131
protection policy, 26
displaying, 113
Protection Report, 77
Provider (VSS), 15
ps command, 93
public folder databases in Exchange, 197-198
restoring, 221-229
copy to network folder, 228
to original location, 223-224
to other database on Exchange server,
224-226, 225, 226
to tape, 229

Q

Quality of Service (QoS) Packet Scheduler, 370
quorum resource, 170, 201, 239, 253

R

RAID array, 40, 358-359
RAM, recommendations, 453
Recatalog (DMS cmdlet verb), 95
recatalog job, starting, 135
Recatalog-Tape cmdlet (DMS), 101
Recover (DMS cmdlet verb), 95
Recover-Recoverableltem cmdlet (DMS), 103,
123-124
recoverable items
cmdlet to return, 116
listing for recovery point, 74
Recoverable items recatalog job, 70
recovery farm, 275
Recovery point job, 70
recovery points, 26-27, 142
changing schedule for, 56, 57
copying data from tape, 107
creating, 122
displaying location, 117
listing for data source, 116
and peak activity periods, 204
in protection policy, 27-28
removing from disk or tape, 125
for SQL Server, schedule for, 243
statistics on availability, 77
storage pool allocated for, 255
Recovery Report, 78
Recovery Status screen
for file server, 190
for workstations, 350
Recovery Storage Group (RSG) feature, 195
Recovery Wizard
for Exchange data
Review Recovery Selection screen, 217,
222,230
Select Recovery Type screen, 217, 223
Specify Destination screen, 219, 225
Specify Library screen, 221
Specify Recovery Options screen, 216, 218,
219, 221,223,223, 225, 227
Summary screen, 218, 226
for file server
Recovery Status window, 190
Review Recovery Selection screen, 187, 190
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476 | RECYCLE BIN FOLDER ¢ RESTORE PROCEDURES

Select Recovery Type screen, 188, 188 Remote Registry Service, 336-337
Specify Library screen, 192, 192 removable drives, 455
Specify Recovery Options screen, 188, Remove (DMS cmdlet verb), 95
188, 193 Remove-BackupNetworkAddress cmdlet
Summary screen, 189, 189 (DMS), 124
Summary screen for alternate location, 191 Remove-ChildDatasource cmdlet (DMS), 102, 124
Summary screen for copy to tape, 193 Remove-DatasourceReplica cmdlet (DMS), 103, 125
for SharePoint data Remove-DPMDisk cmdlet (DMS), 125
Review Recovery Selection screen, 286, 290 Remove-RecoveryPoint cmdlet (DMS), 103, 125
Select Recovery Type screen, 286, 287, Remove-Schedule cmdlet (DMS), 104
290, 296 Remove-Tape cmdlet (DMS), 104, 126
Specify Library screen, 287, 287 Rename (DMS cmdlet verb), 96
Specify Recovery Farm and Target Site Rename-DPMLibrary cmdlet (DMS), 101, 126
screen, 291, 296, 299 Rename-ProtectionGroup cmdlet (DMS), 102,
Specify Recovery Options screen, 288, 288, 126-127
292,297,299, 300 reparse point, 26, 169, 334
Summary screen, 288, 289, 293, 298, 298, replica copies, storage for, 23
300, 301 Replica creation job, 70
for SQL Server replicas, 21
Review Recovery Selection screen, 257, 261 creation method for protection group, 25, 132
Select Recovery Type screen, 258, 261 displaying, 117
Specify Alternate Database And Instance folder for storing data, 366
For Recovery screen, 261, 261 storage pool allocated for, 255
Specify Database Recovery State screen, replication, 17-19
258, 261 benefits in data protection, 20
Specify Database State screen, 258, 259 reports, on data protection configuration, 76
Specify Destination screen, 263, 263 ReportServer.mdf file, 366
Specify Recovery Options screen, 258, Requestor (VSS), 15, 16
259, 262 Rescan (DMS cmdlet verb), 96
Summary screen, 259, 260, 262 Rescan-DPMLibrary cmdlet (DMS), 101
for virtual machine restore procedures, 3-7
Review Recovery Selection screen, 323 for Exchange servers, 215-221
Select Recovery Type screen, 323 individual mailbox, 229-233, 230
Specify Library screen, 328 individual mailbox recovery to network
Specify Recovery Options screen, 324 folder, 232-233
Summary screen, 325 individual mailbox recovery to tape, 233
for workstations mailbox or public folder database, 221-229
Recovery Status screen, 350 mailbox or public folder database to
Review Recovery Selection screen, 348 another database, 224-226, 225, 226
Select Recovery Type screen, 348 mailbox or public folder database to
Specify Recovery Options screen, 349, 353 network folder, 228
Summary screen, 350 mailbox or public folder database to
Recycle Bin folder, DPM and, 173, 336 original location, 223-224
release notes mailbox or public folder database to
for DPM, 37 recovery storage group, 226-228
for SNP, 371 mailbox or public folder database to
reliability tape, 229
of backup technologies, 6 storage group restore to tape, 220, 221
of tape backup, 8 storage group to alternate location, 218-220
remote DPM server, connecting to, 106 storage group to original location, 216-218
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for file servers, 186-194
to alternate location, 190-192
copy to tape, 192-194
to original location, 186-189
for SharePoint server, 285-294
for farm, 285-288, 286-289
item and list recovery, 295-296,
295-301
item and list recovery to alternative site,
299-300, 299-301
item and list recovery to original site,
296-298, 296-299
site recovery, 289-290
site recovery to alternative site,
293-294, 294
for SQL Server, 256-267
to alternative instance, 260-263
copy to tape, 266-267
to network folder, 263-265
to original instance, 256-260
for virtual machine, 322-328
to alternative location, 325-327
copy to tape, 327-328
to original instance, 322-325, 322-325
retention, of tape backup, 8
retention range, in protection policy, 26
Review Disk Allocation screen, 57, 58
Review Recovery Selection screen
for Exchange data, 217, 222, 230
for file server, 187, 190
for SharePoint data, 286, 290
for SQL Server, 257, 261
for virtual machine, 323
for workstations, 348
rotating, tape media, 9
routing group (RG), 24
rows in SQL tables, 242

S

SAN (Storage Area Networks), 40
Save (DMS cmdlet verb), 96
Save-ProtectionGroup cmdlet (DMS), 102
scalability, of tape backup system, 8
Scalable Networking Pack (SNP), 371
SCC (Shared Copy Clusters), for Exchange

2007, 199
SCCM (System Center

Configuration Manager)

SQL server for, 235

—
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schedule
for recovery point creation
for virtual machine, 317
for workstation, 342
for report, 80
Scheduled Tasks tool (Windows), 7, 272
Schema Admins security group, 144
schema extension, 144
confirmation warning for, 148
Schema modifications, enabled on domain
controllers, 144
SCOM (System Center Operations Manager)
options for, 68
SQL server for, 235
SCR (Standby Clustered Replication), for
Exchange 2007, 199
scripted installs, 150-151
search options, creating object with, 123
secondary servers, for DPM protection, 364
Secure Sockets Layer (SSL), 67
security
for backup, 6
for DPM server, 39
for restoring data to workstations, 349
for workstation data restored to alternative
location, 351
security groups, 23
for email notifications, 357
Select Computers screen, Protection Agent
Installation Wizard, 244, 338
Select New Group Members screen, 55, 56
Select Recovery Type screen
for Exchange data, 217, 223
for file server, 188, 188
for SharePoint data, 286, 287, 290, 296
for SQL Server, 258, 261
for virtual machine, 323
for workstations, 348
Select Servers screen, Protection Agent Installation
Wizard, 205, 313
self-signed certificates, for data encryption, 372
Server Core, 85
Server license, for DPM server, 37
servers
for DPM, 454
with DPM agent, listing, 114
listing data from, 110
non-Windows, DPM and, 31
recovery options for, 120-122
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478 | SERVICE-LEVEL AGREEMENTS e SPS (SHAREPOINT PORTAL SERVER)

service-level agreements, for backup, 6 SharePoint Team Services (STS), 270
Set (DMS cmdlet verb), 96 short term objectives, for protection group, 25
Set-Alias cmdlet, 90-91 short-term protection, 55
Set-BackupLibraryOption cmdlet (DMS), 101 Simple Mail Transfer Protocol (SMTP), 67
Set-DatasourceDiskAllocation cmdlet (DMS), 101, SMB/CIFS file shares protection, 172
127-128 on workstation, 335
Set-DatasourceProtectionOption cmdlet (DMS), Smigrate.exe tool, 272, 273
104, 128 SMTP (Simple Mail Transfer Protocol), 67
Set-DefaultSchedule cmdlet (DMS), 104 snapshots, 14
Set-Exclusion cmdlet (DMS), 104 SNP (Scalable Networking Pack), 371
Set-Maintenance]JobStartTime cmdlet (DMS), 102, disabling, 372
128-129 Software Assurance license plan, 37
Set-PerformanceOptimization cmdlet (DMS), 129 software, for DPM server, 38—40
Set-PolicyObjective cmdlet (DMS), 102, 129-130 Software Updates Services (SUS), SQL server
Set-PolicySchedule cmdlet (DMS), 103 for, 235
Set-ProtectionJobStartTime cmdlet (DMS), 103, 131 Son-Father-Grandfather method, for tape
Set-ProtectionType cmdlet (DMS), 104, 131 rotation, 9
Set-ReplicaCreationMethod cmdlet (DMS), 103, 132 Sort-Object cmdlet, 94
Set-Tape cmdlet (DMS), 101, 132 Specify Alternate Database And Instance For
Set-TapeBackupOption cmdlet (DMS), 104, 133 Recovery screen, for SQL Server, 261, 261
shadow copies, 14 Specify Alternate Recovery Destination window,
storage for, 23 191, 297
Shadow Copy Client, 142 Specify Database Recovery State screen, for SQL
Shared Copy Clusters (SCC), for Exchange 2007, 199 Server, 258, 261
shared disk, creating, 412-419 Specify Database State screen, for SQL Server,
SharePoint data, recovery, 163 258, 259
SharePoint farm, as data source, 25 Specify Destination screen
SharePoint Portal Server (SPS), 270 for Exchange data, 219, 225
SharePoint server for SQL Server, 263, 263
best practices, 458 Specify Library screen
history, 269-270 for copying to tape, 352, 352
SharePoint server protection, 389-390 for Exchange data, 221
backup procedures, 275-284 for file server, 192, 192
protection agent install, 275-278, 277 for SharePoint data, 287, 287
SharePoint farm protection, 279-284, for virtual machine, 328
280-285 Specify Recovery Farm and Target Site screen, for
considerations, 271-275 SharePoint data, 291, 296, 299
clustered configurations, 273 Specify Recovery Options screen
manually protecting WSS 2.0 and SPS 2003, for Exchange data, 216, 218, 219, 221, 223, 223,
272-273 225,227
prerequisites, 271-272 for file server, 188, 188, 193
protected data sources, 274-275 for SharePoint data, 288, 288, 292, 297, 299, 300
system state, 273-274 for SQL Server, 258, 259, 262
lab environment setup, 447-449, 448-452 for virtual machine, 324
recovery procedures, 285-294 for workstations, 349, 353
for farm, 285-288, 286—289 speed
site recovery, 289-294 of backup technologies, 7
site recovery to original site, 291-293, as disadvantage of tape backup, 8
291-293 SPS (SharePoint Portal Server), 270
server requirement, 43 manually protecting, 272-273
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SQL database Start-TapeErase cmdlet (DMS), 136
as data source, 25 Start-TapeRecatalog cmdlet (DMS), 136
vs. virtual machine, 305 start time
SQL Server, 454 for maintenance job
best practices, 458 changing, 128-129
database dumps, 272 displaying, 113
as domain controller, 241, 242 for protection job, 115
enabling VSS Writer, 237 changing, 131
installing, 431-436, 431436 starter kits, 269
protected server requirement, 43 status messages, in DPM Management console, 69
user groups, 24 Status Report, 78, 79
SQL Server protection, 387-389 Stop-Process cmdlet, 93
backup procedures, 243-256 Storage Area Networks (SAN), 40
database protection, 246-252 storage, for DPM server, 4042, 455
database protection on cluster nodes, storage groups in Exchange, 197-198
254-256 protecting, 207-215
protection agent install for clustered restoring, 216-220, 217
configuration, 253 to alternative location, 218-220, 219, 220
protection agent install for standalone to original location, 216-218
application, 244, 244-246, 245 to tape, 220, 221
considerations, 236-243 storage pool, 21-23
clustered configurations, 239-240 adding disk to, 106
prerequisites, 237-239 adding disk volume to, 51, 51
protected data sources, 242-243 allocation for SQL Server protection group, 249
system state, 241-242 changing space for protection group, 58, 58
lab environment setup, 430-445 disk space allocation to, 358
clustered configurations, 436-445, 438-447 overriding default allocation, 60
standalone configurations, 431-436, removing disk from, 125
431-436 reporton, 77,77
restore procedures, 256-267 for virtual machine protection group, 318
to alternative instance, 260-263 for workstation protection group, 343
copy to tape, 266-267 Storage Volume (VSS), 15
to network folder, 263-265 stored procedures in SQL Server, 242
to original instance, 256-260 striped RAID volumes, 359
SSL (Secure Sockets Layer), 67 STS (SharePoint Team Services), 270
standalone configurations, for SQL Server, backup Stsadmin.exe tool, 272, 273
procedures, 244-252 finding, 278
Standard License (S-DPML), for DPM, 37 Summary screen
Standby Clustered Replication (SCR), for for Exchange data, 218, 226
Exchange 2007, 199 for file server, 189, 189
Start (DMS cmdlet verb), 96 for alternate location, 191
Start-DatasourceConsistencyCheck cmdlet (DMS), for copy to tape, 193
103,133-134 for Protection Agent Installation Wizard, 206,
Start-DPMDiskRescan cmdlet (DMS), 134 246,278, 315, 340
Start-DPMLibraryInventory cmdlet (DMS), 134 for SharePoint data, 288, 289, 293, 298, 298,
Start-DPMLibraryRescan cmdlet (DMS), 134-135 300, 301
Start-OnlineRecatalog cmdlet (DMS), 101, 135 for SQL Server, 259, 260, 262
Start-ProductionServerSwitchProtection cmdlet for virtual machine, 325
(DMS), 135 for workstations, 350

Start-TapeDriveCleaning cmdlet (DMS), 135-136
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480 | SUS (SOFTWARE UPDATES SERVICES) ¢ TESTING TAPE BACKUP

SUS (Software Updates Services), SQL server
for, 235
synchronization frequency, in protection policy,
27-28
Synchronization job, 70
synchronization log, 23, 30
synchronization schedules, 362
synchronous replicas, 17, 17, 377
System Center Configuration Manager (SCCM)
protecting, 361
SQL server for, 235
for VSS client deployment, 150
System Center Data Protection Manager (DPM)
2007, 2, 28. See also DPM servers
architecture, 29-32
complex deployment, 30
single domain deployment, 29
backup with non-VSS-aware application,
366-367
closing connection session, 108
concepts, 20-29
configuration, 50-60
adding disks to storage pool, 51, 51
installing protection agent, 51-55
protection group creation, 55-60
disk volumes used by, 358
GUI navigation, 64-69
installing, 379-381
limitation, 31
and mount point replication, 169
prerequisites, 36-43
documentation, 36-37
licensing, 37
protecting, 363-366
with another application, 365-366
two-tier deployment, 364-365
replication strategies, 22
typical solution, 21
for virtual machine protection, advantages,
304-305
System Center Essentials, SQL server for, 235
System Center Operations Manager (SCOM)
protecting, 362
SQL server for, 235
system databases, in SQL Server, 243
System Management Server (SMS), for VSS client
deployment, 150
system state
backup, 7
of Exchange servers, 202-203

of file servers, 171-172
of SharePoint server, 273-274
of SQL Server, 241-242
System Volume Information system folder, DPM
and, 173, 336
Systems Management Server, protecting, 362

T

tab completion, in PowerShell, 91
tables in SQL Server, 242
Tahoe project, 270
tape
adding to DPM library, 106
information about data on, 136
marking as Archive, Cleaner, Free or
Unfree, 132
removing from DPM library, 126
restoring Exchange mailbox or public folder
database to, 229
restoring Exchange mailbox to, 233
restoring Exchange storage group to, 220, 221
restoring file server data to, 192-194
restoring SQL server to, 266-267
restoring virtual machine data to, 327-328
restoring workstation data to, 352-353
SharePoint recovery limitations, 294-295
Tape backup job, 70
tape drives
for backup, 3, 7-9
benefits in data protection, 20
combining with disk, 12
vs. disk drives, 11-14
enabling, 109
management, 81-83
starting erase, 136
Tape erase data job, 70
Tape Management Report, 78, 79
Tape recatalog job, 70
Tape recovery job, 70
tape retention strategy, for file server, 179
Tape Utilization Report, 78, 80
Tape verification job, 70
TCP/IP Address Parameters screen, 416
TCP ports, 67
TCP protocol, 375
Test (DMS cmdlet verb), 96
Test-DPM