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tattle-tale containers, 485
taxi meters, 397-398
TCB (Trusted Computing Base), 243
TCB bloat, 269
TCP (transmission control protocol), 635
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ticketing vs. prepayment meters, 397
time, secure, 191-192

time bombs, 682

time difference of arrival (TDOA), 563

time phased force deployment data (TPFDD)

system, 252-253
time-hop, 570
time-of-check-to-time-of-use (TOCTTOU)
APT attacks on OS, 555
attacks, 187
vulnerability, 46
timestamps
hash functions, 140
Kerberos, 85
key management with, 83
timing analysis
attacks on AES, 155
Ppassive emission attacks, 531
timing attacks, 55
timing channels, 264
Titanic Effect, 379
tit-for-tat, 226
TLS encryption, 670672
TMSI (temporary mobile subscriber
identification), 613
TOCTTOU (time-of-check-to-time-of-use)
APT attacks on OS, 555
attacks, 187
vulnerability, 46
TOE (target of evaluation), 874-875
tokens
simple authentication protocols, 66—69
utility metering, 392-393
Windows added access control features,
105-106
tolerance, fault, 192—-199
toll data surveillance, 781
tone pulses, 599-600
toolbar phishing, 47
tools
team management, 850851
vulnerability remedies, 124
top pins, 372
Top Secret classification, 243244

Top Secret Special Compartmented Intelligence

(TS/SCI), 244

top-down design, 826827
topology of the network

attack and defense, 675-676

defined, 634
Tor (The Onion Router), 749-751
total exhaust time

defined, 58

of DES, 158
total lock-in value, 221-223

TPFDD (time phased force deployment data)

system, 252-253

TPM (Trusted Platform Module)
Intel processors and, 115
Trusted Computing, 112-113
TPM chips
defined, 500
phishing countermeasures, 48
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phone insecure end systems, 603-605
remedies, 124
SDA, 352-353
security printing, 446—447
SWIFT, 331-333
tamper-resistant devices, 514-518
technical attacks, 119-121
virus threats to MLS, 265-266
why there are so many, 122-124
why Windows is so insecure, 230-232

w

Wagner, David
electronic elections security, 761
side channel attacks, 543
timing analysis, 531
WiFi network protection, 666
wall hacks, 732
walls, 370-372
Walras, Léon, 217
Walsh report, 794-795
Walter, Kenneth, 280
Waltz, Edward, 588
Wang, Xiaoyun, 168
Ware, Willis, 525
warfare, electronic and information. See
electronic and information warfare
warrantless wiretapping, 779
waste processing, nuclear command and
control, 427
waterfall model, 826-827
watermarks
copy generation management, 711-712
defined, 438
information hiding, 710
magnetics, 443
Watson, Robert
access control, 121
API attacks, 554
application relays, 656
Watt, James, 389
weakest-link vs. sum-of-efforts, 229
The Wealth of Nations (Smith), 216
weapons security
directed energy weapons, 584-586
nuclear command and control. See nuclear
command and control
with resurrecting duckling, 408
web application security
eBay, 735-736
Google, 736-739
overview, 734-735
social networking sites, 739744
web browsing, anonymous, 749-751
web of trust, 753
web-based technologies, 9
websites
in bank example, 6
online credit card fraud, 348-350
Weinmann, Ralf-Philipp, 667
Wels, Barry, 373
WEP (wired equivalent privacy), 666—667
Wheatstone, Sir Charles, 134
Wheeler, David, 701
White, David, 803
white-box testing, 861
Whitehouse, Ollie, 587, 668
whitelists, 564

V-W 1039



1040 Index

wW-2z

whitening, 159-160
Whitten, Alma, 754
who shall watch the watchmen, 862-863
wholesale payment systems, 328-333
whorls in fingerprint analysis, 465
Wiesner, Jerome, 418
WiFi
network attack and defense, 666—668
rogue access points, 638
Wi-Fi Protected Access (WPA), 667-668
Wilson, Dave, 319
window threads, 436
Windows
access control and added features, 104-107
basic architecture, 102-103
Biba model and Vista, 250-252
user interface failures, 122
vulnerabilities, 117-118
why it’s so insecure, 230-232
Windows Media Player (WMP), 705-706
Windows Media Rights Management (WMRM),
705-706
Winterbotham, Frederick, 786
wired equivalent privacy (WEP), 666667
wiretapping
avoiding with VOIP, 751-753
classifications/clearances and, 244-245
ISP, 784-785
multilevel security applications, 256-257
switching and configuration attacks, 601
terror, justice and freedom, 776-779
Wittneben, Bettina, 676
WMP (Windows Media Player), 705-706
WMRM (Windows Media Rights Management),
705-706
Wolf, Hans-Georg, 536
Wolfram, Catherine, 836
women, gender usability and psychology,
27-28
Wood, Elizabeth, 369
Woodward, John, 249
Wool, Avishai, 668
words, control, 691
World War II reflection attacks, 77-78
World Wide Military Command and Control
System (WWMCCS), 279

worms. See also malware
countermeasures, 650—652
early history of, 644—645
how they work, 646—-647
Internet, 645-646
network attack and defense, 644
WPA (Wi-Fi Protected Access), 667668
wrappers, system call
APT attacks on OS, 554-555
defined, 121
write attribute, 102
Writing Secure Code (Howard and LeBlanc), 119,
850
wrongful convictions and fingerprint analysis,
469-472
WWMCCS (World Wide Military Command
and Control System), 279
Wycliffe, John, 798

X
XACML, 109
xor-to-null-key attacks, 549-551
XrML, 109
XSS (cross-site scripting)
defined, 734
social networking security, 743

Y

Yale, Linus, 372

Yale locks, 372-373
Yee, Bennett, 409
yescards, 354

Ylonen, Tatu, 665-666

y 4

zero-day exploits, 117
zero-sum game, 224
Zhou, Feng, 526, 543
Zhuang, Li, 526, 543
Zielinkski, Peter, 552
Zimbardo, Philip, 29
Zimmerman, Phil, 790
zone system, 536
Zuckerberg, Mark, 742



