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introduction, 103
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models, 57–61, 322–327
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passwords, 70–71
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access points, 178, 883
access ports, 883
access servers, WANs, 147
access types, 883
accountability, 7, 88, 883
accreditation authority, 883
Accreditation Phase

DIACAP, 657
DITSCAP, 649–656
NIST SP 800-37, 645–649

ACK (acknowledgement), 883
acknowledged connectionless ser-

vice, 883
ACL (access control list), 58
ACO (authenticated ciphering off-

set), 883
acquisition organization, 883
active eavesdropping, 191
ActiveX controls, malicious code in

e-mail, 384

adaptive routing, 883
add-on security, 883
addressing modes, memory, 301
administrative controls

detective/administrative, 60
Orange Book controls, 354–355
physical security, Facility Require-

ments Planning, 520–524
preventive/administrative, 59

administrative law, 479
administrative security, 883
ADO (ActiveX Data Objects), 416
ADSL (Asymmetric Digital Sub-

scriber Line), 150
Advisory policies, 23
adware, 205
AES (Advanced Encryption Stan-

dard), 252–253, 884
agents, distributed systems, 425
aggregation, databases, 422
agile methodology, 412–413
AH (Authentication Header),

282–283
air conditioning, 522, 534
AirMagnet packet sniffer, 181
AiroPeek packet sniffer, 181
AIS (automated information sys-

tem), 885
AIX operation system, software

exploitation, 66
alarm systems, physical security

and, 544–545
ALE (Annualized Loss Expectancy),

RM and, 29
algebraic cryptographic attack, 266
alteration of information, 475
ALU (Arithmetic Logic Unit), 298
analog signal, 884
analog transmission, 117
applets, distributed systems, 425
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application controls, 342, 423–426
Application layer

definition, 884
OSI Model, 100
TCP/IP, 103
WAP, 172

application process, 884
application program interface, 884
application software, 884
application state, 302
application-level firewalls, 132–133
APWG (Anti-Phishing Working

Group), 386
architecture

centralized, 426
definition, 884
firewalls, 133–137
layered, 98–99
network architecture, 137

ARCnet, 111
ARO (Annualized Rate of Occur-

rence), RM and, 29
ARP (Address Resolution Protocol)

Data Link Layer (OSI Model), 102
definition, 883
TCP/IP, 107–108

artificial intelligence systems,
418–421

AS (Authentication Service), Ker-
beros, 75

assemblers, 306
assembly language, 305
assurance

accreditation, 317
certification, 317
definition, 884
DITSCAP, 317–318
evaluation criteria, 315–316
life cycle, 343, 344
NIACAP, 318

NIST Special Publication 800-53,
607

operational, 343, 344
Orange Book controls, 343
SSE-CMM, 319–322

asymmetric cryptosystems, 255–263
asymmetric-key encryption, 884
asynchronous communications, 117
asynchronous dial-up access, 149
asynchronous tokens, challenge-

response, 71
asynchronous transmission, 885
ATM (Asynchronous Transfer

Mode), 145, 884
attacks

access control, 61–68
backdoor, 62
cryptographic, 264–266
data-scavenging, 375
definition, 885
dial-up, 193
dictionary password guessing, 65
DoS/DDoS, 61–62, 192
dumpster diving, 64
eavesdropping, 91
fragmentation, 193
hijacking, 63, 192–193
inappropriate system use, 190–191
logic bombs, 67
logon abuse, 190
man-in-the-middle, 63
mobile code, 66
network address hijacking, 376
network intrusion, 191–192
password guessing, 65
penetration attack, 191–192
replay, 63
Smurf, 62
social engineering, 64, 376
software exploitation, 65–66
spoofing, 62–63
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