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The physical hardware is used to interconnect computers and users. The physical infrastructure
includes things like transmission media. This media includes POTS (Plain Old Telephone
Service) telephone lines, cable lines, satellites and antennas, as well as the more familiar routers,
aggregators, repeaters, and other devices that control transmission paths. Infrastructure is
sometimes defined to also include the software used to send, receive, and manage the signals
that are transmitted. Microsoft follows this definition and, we will use the same definition
in this book.

Infrastructure is the set of fundamental backend technologies, or “pieces” of a network, that
enable secure access to network resources, allow secure communications to take place across
that network, and facilitate secure Internet connectivity.

The networking and communications infrastructure is the most fundamental aspect of a
network operating system. This layer defines a network operating system’s ability to provide
connectivity and interoperability with client systems and other server-based operating systems.
Infrastructure includes the following components and services:

*  Physical devices and media used for communication

*  Transmission Control Protocol/Internet Protocol (TCP/IP) networking services
=  IP management and addressing services

= Name resolution services

= Remote access and virtual private networking (VPN) services

*  Routing and wide area network (WAN) connectivity

= Internet and extranet connectivity

=  Authentication and security services

*  High availability services

Network Infrastructure in Windows
Server 2003

Since Windows Server 2003 is based on progressive improvements to the NT 4 kernel, you
can think of the progression from NT 4 to Windows 2000 Server to Windows Server 2003 as
evolutionary steps rather than radical departures. Each new incarnation touts better perfor-
mance and a number of new features to better assist you in your role as caretaker of the servers.
The most revolutionary change that was introduced in Windows 2000 was Active Directory,
which fused the directory service concept of Exchange Server 5.5 into the way the operating
system holds and references objects such as users, sites, and domains.

Take note of an important trend. In case you’re new to Windows, or you simply haven’t
noticed, security is becoming increasingly native to all other network and server functionality.
Security in its broadest sense can include such diverse goals as providing protection against
hackers, enabling support personnel—and only support personnel—to administer desktops
remotely, restricting network access at a granular protocol level, and even providing the ability
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to quickly recover lost data. Windows Server 2003 takes this approach to a new level for
Microsoft, infusing security throughout all other functions. Nowhere is this more apparent than
in the new tools for building a secure network infrastructure.

In the following sections, you’ll be introduced to these new features in Windows Server 2003.

Network Configuration and Connectivity Improvements

The Windows Server 2003 network infrastructure features improvements in network and Inter-
net connectivity and provides more granular control of the network configuration settings.
These improvements include:

Group Policy Improvements to Network Configuration You can now control most network
configuration settings at a granular level with the new Group Policy improvements in Windows
Server 2003. DNS client settings overrode server settings, which caused the hassle of tracking
down conflicting settings and possibly having to physically visit a DNS client computer if
it was incorrectly configured. In Windows Server 2003, you can configure some of the DNS
client settings on computers running Windows Server 2003 within Group Policy. In addition,
you can use Group Policy to allow or restrict a user’s ability to configure the network user
interface.

) Group Policy is introduced in MCSA/MCSE: Windows Server 2003 Environment
TE Management and Maintenance Study Guide by Lisa Donald with Suzan London
and James Chellis (Sybex, 2003), and it is covered in detail in MCSE: Windows
Server 2003 Active Directory Planning, Implementation, and Maintenance
Study Guide by Anil Desai with James Chellis (Sybex, 2003).

Network Bridging Network bridging allows administrators to interconnect network segments
in a multi-segment network, using multihomed Windows Server 2003 computers. You can
bridge the multiple adapters so that devices on each of the network segments can communicate
with each other through the bridge. You can also use network bridging to enable computers
on the interconnected network segments to connect to the Internet using Internet Connection
Sharing (ICS).

Point-to-Point Protocol over Ethernet (PPPoE) Windows Server 2003 now includes a native
PPPoE driver for making broadband connections to certain ISPs. Windows 2000 Server required
additional software to make such connections. Small businesses or satellite offices may also utilize
PPPoE’s demand-dial capabilities to integrate with the Routing and Remote Access Service and
Network Address Translation (NAT).

Data Security Improvements

Windows Server 2003 security is greatly improved with the implementation of the IPv6
protocol and improvements to the IP Security Protocol (IPSec), which include a highly
effective new tool for managing IPSec protocol security policies and greater flexibility
with IPSec-based VPNs and IPSec-protected applications across a NAT. The data
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security improvements include:

IPv6 IPv6 is the next generation protocol of the Internet layer protocols of the TCP/IP protocol
suite. IPv6 solves the current problems of IPv4 with respect to address depletion, security,
autoconfiguration, and extensibility.

IPSec and Resultant Set of Policy (RSoP)  IPSec, the IP Security protocol, now has a potent
tool to assist in its implementation: the Resultant Set of Policy (RSoP) tool, which will enable
the administrator to predict the effective outcome of IPSec policies before putting them into
effect. The RSoP tool is an extremely powerful tool for planning and troubleshooting Group
Policy. RSoP enables the administrator to forecast how Group Policy changes would affect a
targeted user or computer, thereby preventing expensive mistakes. Administrators can also use
RSoP to verify the policies currently in effect on a remote target computer.

L2TP/IPSec and IPSec/NAT Windows administrators who harangued over the difficulties
inherent in using IPSec-based VPNs or IPSec-protected applications across a NAT will find
relief in Windows Server 2003. You can now use Layer Two Tunneling Protocol over IPSec
(L2TP/IPSec), which enables you to implement an IPSec-based VPN, or you can allow an
IPSec connection to pass through a NAT, which benefits you if you want to use IPSec-protected
applications across a NAT interface.

@ Real World Scenario
Internetworking Businesses Securely Using IPSec

As the network administrator of a B2B financial services company with a suite of Web-enabled
financial management products, you want to ensure the highest possible security for remote
access to partner applications and e-mail. Many of the users in the Business Development
division work from home offices on Fridays and require access to e-mail. They frequently work
on proposals that contain highly sensitive financial data from prospective clients. Ensuring that
e-mail access can occur only over a secured connection is imperative. In addition, the Engineer-
ing department requires access from an application server on a perimeter network in the
organization to a business partner’s application server in order to test new functionality in one
of the proprietary applications they developed.

To ensure secure remote mail access, you decide to implement an IPSec-based VPN using
L2TP/IPSec. This will enable you to create a secured tunnel for communication over the Internet
and exert a granular level of control over the security of the data transmission using IPSec
policies. This method will ensure that Exchange Server traffic from a perimeter network to the
internal network remains highly secure.

You recognize that the act of connecting a perimeter network application server to a business
partner’s application server over the Internet presents its own security challenges. In Windows
Server 2003, you can accomplish your objective by implementing IPSec over NAT, which will
eliminate the need for a VPN server.

In Windows Server 2003, the new flexibility with IPSec offers many potential applications for
secure businesses networking.
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Security Infrastructure Improvements

Improvements to the security infrastructure in Windows Server 2003 make it easier to secure
wireless connections and to manage X.509 certificates for secure user authentication. The security
infrastructure improvements include:

Improved Security for Wireless Connections Windows Server 2003 secures wireless (IEEE
802.1X) LANSs that support public certificates deployed using autoenrollment or smart cards.

Certificate Autoenrollment and Autorenewal Windows Server 2003 makes it possible to
automatically enroll and deploy X.509 certificates to users. As certificates expire, they can
be automatically renewed. Certificate autoenrollment and autorenewal make it easier and faster
to deploy smart cards. By automatically expiring and renewing certificates, these features
also improve the security of wireless connections.

High Availability Improvements

Microsoft gave us several new tools to improve system availability and recoverability. Support
for newer versions of protocols such as IPv6 and RDP v 5.1 increases the flexibility of these
tools. The system availability improvements include:

Network Load Balancing and IPSec  Network Load Balancing (NLB) provides scalability and
high availability of TCP/IP-based applications and services, by combining multiple servers into
a single, load balancing cluster. The most common use for NLB is to distribute incoming Web
requests among its cluster of Internet server applications (such as Internet Information Services
applications). In Windows Server 2003, NLB now supports IPSec traffic. We’ll cover exactly
what IPSec does and why it’s so critical in a moment.

4 Understanding IPSec is very important to network infrastructure planning,
ITE both for the exam and in real-world network administration.

Network Load Balancing Manager Windows Server 2003 offers a new Network Load
Balancing Manager, which provides a single point of configuration and management for
load balancing of NLB clusters. This makes it so much easier than rooting around in a
number of miscellaneous consoles.

Remote Desktop for Administration Terminal Services’ remote administration mode (as it
was known in Windows 2000) has received a major facelift and a new name—Remote Desktop
for Administration. Under the new version of the Remote Desktop Protocol (RDP v5.1), it now
supports an extended feature set. Unlike its predecessor, RDP v5.1 also has the ability to remote
the actual console session of the server.

Volume Shadow Copy Volume shadow copy is a very slick feature that enables users to view
and restore previous versions of files that have been modified, overwritten, or deleted. If you

enable the feature on the server or network share, a user simply needs to right-click the file in
Windows Explorer and select Properties in order to find previous versions of their files. Volume
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shadow copy also has a restore feature that enables Windows-based client computers to view
and recover previous versions of their files without IT intervention. This means fewer support
calls for you or your staff.

Automated System Recovery (ASR) Automated System Recovery (ASR) limits downtime in
disaster recovery situations by enabling one-step restore of the operating system, system state,
and network hardware configuration. This feature is completely new to Windows Server 2003, and
it ensures consistent data recovery of servers if a serious failure occurs. You can now configure
the Backup application included with Windows to use ASR for system restores. In fact, you
can even combine it with Remote Installation Services to automate system restores across the
network without user intervention.

This section introduced you to new features of Windows Server 2003 as they relate to your
mission to plan and implement a network infrastructure. The next section is an overview of
your key objectives in said mission: planning the network topology and name resolution strat-
egies, planning for the secure flow of data, planning and implementing a security infrastructure,
and planning for high server availability across the network.

Planning the Network Topology and
Name Resolution Strategies

The network topology describes the physical and logical structure of your network. Investing in
a little study and planning now to implement best practices in network design will pay huge divi-
dends in the future in terms of reduced support costs and effort once the network design is in place.

The first step in planning a network infrastructure is to plan the topology in light of resource
requirements, company size, growth projections, and other technical and business criteria.
Where will you locate your servers? What are the bandwidth constraints and resource require-
ments that you must take into account when planning the physical design of the network? What
tradeoffs between performance, security, and ease of administration are you willing to make?
You must consider server locations, protocols to use, bandwidth requirements, and routing
strategy. Most companies require Internet connectivity, so you must determine whether and
how your users will have access to the Internet. Finally, it is critical to plan your strategy for
name resolution and implement the appropriate services.

The following section provides an overview of the things you must plan in order to accomplish
this objective.

Planning TCP/IP and the Network Topology Strategy

No doubt you’re already intimately familiar with Transmission Control Protocol/Internet
Protocol (TCP/IP), the industry standard protocol suite that hails back to the earliest days of the
Internet. Due to its versatility, it is the network protocol of choice in almost every networking
scenario you will encounter.
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You should recall that TCP/IP actually encompasses a suite of protocols. The main protocols
are IP and TCP. IP manages routing and addressing, while TCP manages delivery, flow control,
and sequencing.

To pass Microsoft Exam 70-293, you must have an intimate familiarity with TCP/IP
because it is the foundation for most other tasks related to planning and implementing a
network infrastructure. The following sections discuss these tasks and how they fit into
the bigger picture.

Designing the Network Topology

As mentioned previously, the network topology describes the physical and logical structure
of your network. Planning your network infrastructure begins with the creation of diagrams
that depict the physical and logical structures of your network, both as it currently exists and
for the new design. In order to create your diagrams, you must have an inventory of your
network, its servers, client computers, and hardware.

The network diagrams provide you with a blueprint for architecting your network. The
logical diagrams also provide you a visual overview of your IP addressing and subnetting
strategy.

Designing an IP Addressing Scheme

Designing an appropriate IP addressing scheme is a foundational task upon which all other
network services and functions build. A good IP addressing scheme will take into account
factors related to security and ease of administration.

An important part of this process is implementing DHCP, a task with which you should
already be familiar. You will need to determine which computers will function as DHCP
servers, and whether those servers will run other network services.

- DHCP is covered in detail in MCSA/MCSE: Windows Server 2003 Network Infra-
ITE structure Implementation, Management, and Maintenance Study Guide by
Michael Chacon with James Chellis (Sybex, 2003).

Determining an IP Subnetting Strategy

Once you have determined the physical layout of your network and the resource requirements,
you can determine a strategy for IP subnets. Planning a strategy that optimizes the flow of
network traffic over physical and departmental geographies is important.

Subnetting is the process of subdividing a single logical network address space into multiple
smaller networks called subnets. Subnetting results in reduced network traffic, faster perfor-
mance, simplified management, and simplified troubleshooting. It’s important to design an
IP addressing and subnetting strategy that implements best practices, so that you can reduce
administrative overhead and enhance scalability for your organization.

) We'll delve into the specific details about TCP/IP addressing and subnetting in
TE detail in Chapter 2, “Planning a TCP/IP Network Infrastructure.”
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Planning a Routing Strategy

Like a Redundant Array of Independent Disks (RAID), which can be controlled through
hardware or software, routing can also be accomplished either through hardware or a software
solution. In a real-world network, the critical function of routing will most likely be performed
through hardware. It’s a faster, cheaper, more powerful means of getting your digital bits
and bytes from Node A to Node Z. In Windows Server 2003, the routing function is handled
through software and managed through the Routing and Remote Access Services administrative
tool, which you’ll recall from Windows 2000 Server.

The subject of routing is important enough to deserve its own book. In fact, many books
have been written about individual routing protocols. Companies like Cisco and Nortel Networks
service an entire industry sector based on the routing of network data.

)/ Exam coverage is limited to the software implementation of routing through
@TE Routing and Remote Access Services (RRAS) in Windows Server 2003. We'll
discuss it in detail in Chapter 3, “Planning a Network Connectivity Strategy.”

Planning an Internet Connectivity Strategy

Internet connectivity is a critical consideration for today’s networks. In this book, you will learn
how to plan methods for connecting to the Internet. In addition, you will learn how to trouble-
shoot problems with NAT, name resolution, and client configurations.

Name resolution is a critical element of your network infrastructure, so we’ll discuss the use
of DNS and WINS in Windows Server 2003 in the next section.

) Chapter 3 covers all aspects of Internet connectivity in Windows Server 2003.
TE

Planning a Name Resolution Strategy

Name resolution services resolve host names to IP addresses. For Windows Server 2003, you
will need to know how to implement the Domain Name Service (DNS), which resolves host
names to IP addresses. Many networks use a Unix-based DNS, but Microsoft has its own DNS
service, which is now easier to integrate with Unix-based DNS services. The Windows Internet
Name Service (WINS) resolves Network Basic Input Output Service (NetBIOS) computer
names to IP addresses. Usually the NetBIOS computer name is the same as the host name, but
this is not always the case. If you’re fortunate enough to be running an all-Windows 200x
environment, and you aren’t running any NetBIOS-aware applications, then you can finally
stop using WINS. If you aren’t so fortunate, you’ll still need it for backward compatibility with
earlier Windows versions and NetBIOS-aware applications, such as Microsoft Exchange Server.

The core functionality of these services has not changed. You should already have a strong
understanding of how to implement and configure both DNS and WINS from previous
studies and experience. Later in this book, you will learn how to plan and troubleshoot an
infrastructure for name resolution.
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) Chapter 4, “Planning a DNS Strategy,” and Chapter 5, “Planning a WINS
TE Strategy,” address planning and troubleshooting considerations for DNS
and WINS, respectively.

Domain Name Service (DNS)

DNS is a network name resolution service that resolves a fully qualified domain name (FQDN)
such as host.redmond.microsoft.com to an IP address such as 172.16.0.12. It consists of a
distributed database of host names that uses a hierarchical naming system in a logical tree
structure called the domain name space.

DNS is the primary method for name resolution in Windows Server 2003. It is required
before you can deploy Active Directory; but conversely, you can deploy DNS without Active
Directory. Integrating DNS with Active Directory is the best way to enhance the security and
performance of the DNS service. Active Directory is a type of directory service available in
Windows Server 2000 and higher. It stores information about objects such as users and
computers in a central database.

Planning and designing your DNS infrastructure requires multiple considerations, including
planning the DNS namespace, planning DNS server placement, planning DNS zones, and
controlling the DNS client configuration.

Although you should already have a good grasp of how to install and configure DNS,
Chapter 4 will walk you through the concepts of planning a logical namespace, planning zones, and
planning interoperability with other domain name services. You’ll find the troubleshooting section
toward the end of the chapter especially helpful as you begin to implement DNS in your network.

Windows Internet Naming Service (WINS)

WINS is used to resolve NetBIOS computer names to IP addresses, and it is gradually being
phased out of modern Windows networks. Networks that consist entirely of Windows 2000,
XP, or Windows Server 2003 computers and that do not run any NetBIOS-aware applications
can employ DNS as the exclusive means of name resolution. If you are running any earlier server
or client versions of Windows on the network, such as NT Server 4 or Windows 9x, you
must implement WINS. If you are running any NetBIOS-aware applications, such as Microsoft
Exchange Server, on your network, you must implement WINS.

Using the LMHOSTS file for NetBIOS name-to-IP address resolution is still possible and
sometimes preferable.

In Chapter 5, you’ll find a troubleshooting section that will be helpful should your operating
system (OS) versions require you to implement WINS or should you run into any snags using
the LMHOSTS file as an alternative.

Planning for Secure Data Flow

Today’s networks face a number of security threats. A critical part of your role involves plan-
ning to ensure the secure flow of data. There are a couple of ways to accomplish this end. You
can ensure that all remote access connections are secured against outside attack through the use
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of Remote Access Policies and secure protocol choices for VPN communications. You can also
implement protocol security through IPSec policies. The new RSoP tool is a policy analyzer that
enables you to forecast the effective result of multiple policies.

In the following sections, we will look at the enhancements to secure communications in
Windows Server 2003.

Planning a Remote Access Strategy

Remote Access services are secured in three different ways:
= By securing the RRAS server through permissions and the Remote Access Policies tool

= By securing the traffic between the RRAS server and its clients using protocol security and
data encryption

* By using secure authentication methods

Planning an RRAS infrastructure—complete with Remote Access policies,

ITE protocol security, data encryption, and secure authentication—is a complex
objective. Chapter 6, “Planning Secure Network Access,” will cover the com-
plexities of this objective and present examples of the numerous potential
applications and configurations.

Using a Remote Access Policy

A Remote Access policy is an ordered set of rules that define whether connections are authorized
or rejected. Each rule contains one or more conditions, a set of profile settings, and a remote
access permission setting.

Remote Access policies validate a number of connection settings before authorizing the
connection. Upon authorization, the remote access policy profile specifies a set of connection
restrictions for that profile.

If you choose to implement Remote Authentication Dial-In User Service (RADIUS) to manage
authentication centrally, you can also manage Remote Access policies from a central location.
(RADIUS is discussed later in the “Using Secure Authentication” section.)

Using Protocol Security and Data Encryption

Windows Server 2003 supports L2TP/IPSec for the highest possible protocol security. Clients
that support 128-bit encryption keys can use L2TP/IPSec. You should set a standard for your
remote users to encrypt data with the highest level of data encryption possible. Windows XP
and the Windows Server 2003 family support 128-bit encryption keys. Older clients (such as
Windows 98 with the latest service pack) can also handle L2TP/IPSec.

Using Secure Authentication

Choosing the most secure authentication protocols supported by the client is obviously your
best alternative. Secure authentication protocols include Microsoft Challenge Handshake
Authentication Protocol (MS-CHAPv2) and Extensible Authentication Protocol (EAP).
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You also need to consider whether or not to use Windows Authentication or RADIUS as the
authentication provider. Windows authentication can be used only if all of the RRAS servers
are Windows-based. With two or more RRAS servers, you should consider using RADIUS to
centralize the authentication of remote access connections. RADIUS offers a means of centrally
managing remote client authentication. RADIUS is an industry standard method of managing
mutual hardware (machine to machine) authentication. RADIUS itself is vendor-neutral. The
Internet Authentication Services (IAS) is Microsoft’s implementation of RADIUS. A benefit of
using RADIUS is that you can more easily manage your Remote Access policies. RADIUS traffic
should be encrypted with IPSec.

Planning Protocol Security

IP Security (IPSec) is a framework of open standards for ensuring private, secure communi-
cations over IP networks through the use of cryptographic security services. Like TCP/IP,
IPSec is vendor-neutral. Microsoft considers IPSec to be the long-term direction for secure
networking.

é/ Your knowledge of IPSec will be tested thoroughly on the exam.
P

IPSec has two goals:
= To protect IP packets
*  To defend against network attacks

IPSec accomplishes its goals through a combination of cryptography-based protection
services, security protocols, and dynamic key management. It can even be used to block receipt
or transmission of specific traffic types.

IPSec is based on an end-to-end security model. This means that only the sending and receiv-
ing computers need to know anything about the traffic being secured. They assume that the
data is being transmitted over a non-secure medium, and each computer handles security at its
own end. Intermediary devices that only route the data don’t even have to support IPSec; they
just have to forward the traffic.

Enterprise scenarios in which IPSec can be deployed include:

= Client/server and peer-to-peer LANs
*=  Router-to-router, gateway-to-gateway across a WAN
*  Dial-up and VPN remote access

When considering whether and how to implement IPSec, keep in mind that careful advance
planning can ensure that your network is safe from intruders.

) IPSec is a highly detailed topic and will be discussed in detail in Chapter 6.
ITE
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Implementing IPSec is accomplished by creating IPSec policies and managing those policies
through the use of the IP Security Monitor and IP Security Policy Management snap-ins. These
snap-ins are available through the Microsoft Management Console (MMC).

Managing IPSec through Policies

Protocol security is implemented through policies. IPSec policies are configured using the IP
Security Policy Management MMC snap-in and monitored using the IP Security Monitor MMC
snap-in. IPSecmon is no longer used to manage IP security.

To use IPSec in your network, you create IPSec policies, which are then applied to Active
Directory objects such as computers, domains, sites, and Organizational Units (OUs). You
create policies to apply through a combination of rules, actions, and filters.

Rules govern how and when an IPSec policy applies to communication. You can use rules
to secure communications based on the source, destination, and type of IP traffic (IP packet
filtering). Planning this process carefully is important because the rules can get very complicated
and difficult to troubleshoot. If you implemented IPSec policies in Windows 2000 Server, it’s
likely that you spent a significant amount of time troubleshooting some policies gone awry.
Fortunately, Windows Server 2003 has a slick new tool that will prevent a lot of future head-
aches by pinpointing potential trouble with IPSec policies before they are effectively applied.

Analyzing IPSec Policies Using the RSoP Tool

The Resultant Set of Policy tool (also known as RSoP) will be your salvation if you work with
IPSec policies. RSoP is to IPSec policies what the Security Configuration and Analysis tool is
to security policies. RSoP is a feature of Group Policy, and it enables you to accomplish two very
important tasks:

*  You can view the results of a set of policies before you actually apply them.
= You can view the current policy set in effect on a remote computer.

This functionality will enable you to quickly and effectively implement policies that ensure
secure data transmission without preventing communication from occurring. By implementing
protocol security through IPSec policy with the help of the RSoP tool, you can exert a granular
level of control over the security of all IP-based communications in your network.

Planning and Implementing
a Security Infrastructure

We began this chapter with a definition of network infrastructure. But what is a security infra-
structure, and what is the difference between the two? Microsoft has used the term security
infrastructure to loosely describe the combination of services and tools that provide a frame-
work for security in the network. In this section, we will first discuss how role-based security
can be implemented for servers using a security policy. We will then introduce tools for planning
a security update infrastructure. Finally, we will examine how to increase security through
certificate-based authentication services.
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Planning Policy-Based Security for Server Roles

A server that is installed to provide a specific service on the network is said to be functioning
in a server role. A server role describes the functional purpose of a network server. There
are roles for application servers, such as mail, Web, database, and media servers. There are also
roles for servers that host network resources, such as file and print servers. There are roles for
servers that provide network infrastructure services such as name resolution and connectivity.
The Configure Your Server Wizard provides an easy-to-use interface for adding server roles,
and the Manage Your Server tool provides a portal to management consoles, utilities, and help
information organized by server role.

In Windows Server 2003, you can create a policy-based strategy for managing customized
security configurations targeted to the role in which a server will function. First, you will plan
a baseline for security for servers that are assigned specific roles. You’ll then create custom
security templates based on server roles. You can analyze existing security configurations against
the standardized configuration templates you’ve created. The Security And Analysis Configu-
ration utility is used to analyze your security configuration and create custom security templates.
You can compare existing security configurations to default or custom templates that represent
varying levels of security for different types of servers, such as general Windows servers and
domain controller servers.

Once created, these standardized configurations can be effectively deployed throughout the
organization using Group Policy Objects (GPOs).

%’ Server roles are covered in Chapter 7, “Planning Server-Level Security”.
ITE

Planning a Security Update Infrastructure

Networks are constantly evolving, and a network administrator must keep abreast of new
security challenges and fixes. Windows Server 2003 provides two tools that assist you in
planning a security update infrastructure:

Microsoft Baseline Security Analyzer The Microsoft Baseline Security Analyzer is a tool that
enables you to scan and evaluate the security of your system. This tool provides you with a
streamlined method of identifying common security misconfigurations. MBSA v1.2 will include
support for Windows Server 2003.

Microsoft Software Update Services You will want to configure Automatic Updates so that
you are automatically notified when new security fixes become available. You can configure
Automatic Updates to automatically download updates and install them without manual inter-
vention. Microsoft Software Update Services (SUS) is a solution for automatic updates that gives
an administrator more control over updates and makes it easier to deploy patches. Microsoft SUS
is a simplified solution targeted for medium-sized enterprises as a means to manage and distribute
critical Windows patches. You can think of SUS as an intranet-hosted version of the Windows
Update service. An advantage of SUS is that it provides more efficient administration of critical
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updates. In the past, an administrator needed to check the Windows Update website or the
Microsoft Security website to see what was new. Then she had to manually download and deploy
the patches to each affected node. SUS solves these problems by automatically downloading
updates to an SUS server for testing and automatically distributing updates once they are approved.
SUS is particularly powerful in combination with Active Directory, although Active Directory is
not a requirement.

) Planning a security update infrastructure is covered in Chapter 7.
TE

Enhancing Authentication through Certificate Services

Windows 2000 introduced you to certificate authentication through new features such as IPSec,
Kerberos authentication, and public keys. Certificate authentication can be used to secure e-mail
clients and Internet communication, to support smart cards, and to secure communication
on wireless LANs. A public key infrastructure (PKI) is a comprehensive system of authentication
tools and technologies that integrates digital certificates, public key cryptography, and certifi-
cate authorities into an enterprise network security architecture. A PKI uses digital certificates
and certification authorities to verify and authenticate the validity of each party that is involved
in an electronic transaction through the use of public key cryptography.

In Windows Server 2003, all of the functions of certificate authentication can be coordinated
through Microsoft Certificate Services. You may alternately choose to employ a third-party
certificate service, which would most likely be a Unix-based certificate service that you already use
in-house. A Windows 2003 Certificate Server can integrate to any third-party Certificate Server
as long as that server supports the X.509 standard. Microsoft Certificate Services is fully
integrated with Active Directory to provide secure client authentication and communications.

tion service, and we cover them in depth throughout Chapter 8, “Planning

4 There is a wealth of considerations for implementing a certificate authentica-
ITE
Certificate Services.”

Planning for High Server Availability

Network administrators strive to achieve near-100% network uptime. Given the need for
periodic maintenance, and the probability of encountering eventual hardware failure or oper-
ating system glitches, you’ll occasionally need to take a server down. However, if you’ve
planned well and have implemented a stable, reliable network infrastructure with an eye
toward best practices, then the downing of a server will not affect the availability of network
resources. Windows Server 2003 offers some new tools to help you maintain a high degree of
server availability. We will look at these in the following sections.
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Planning Clustering and Network Load Balancing

A cluster is a group of two or more computers that work together to provide higher availability,
reliability, and scalability than could be obtained by using a single independent system. This
is known as clustering. Application software and data are available on several servers linked
together in a cluster configuration.

When a server within a cluster experiences failure, resources are dynamically redirected and
a process called failover automatically shifts the workload of the failed server to another server
in the cluster. The failover process ensures continuous availability of critical applications and
data. The end user usually experiences a limited failure; however, once he or she refreshes
the browser or reconnects to the application, he or she is able to work again.

Although clusters are built to recover from failure, they do not actually provide fault toler-
ance with regard to user data. The task of recovering a user’s work or a user’s session state
is handled by the application software.

Cluster technologies guard against three specific types of failure:

= Application or service failure
= System or hardware failure
= Site failure (for instance, power or connectivity outages)
Microsoft uses a three-part clustering strategy in Windows 2003 Server:

= Server clusters maintain data integrity and provide failover support for back-end applications
and services, especially those provided by database servers.

*  Network Load Balancing provides failover support for IP-based applications and services,
especially IIS or other Web application services, and addresses bottlenecks caused by front-end
Web services.

= Component Load Balancing addresses the unique scalability and availability needs of
middle-tier applications.

As you read earlier in the chapter, Network Load Balancing (NLB) is a special type of
clustering used most commonly to distribute incoming Web requests among a cluster of Internet
server applications (IIS applications, for instance).

As you consider implementing a clustering solution, it’s important to carefully consider
the cluster organization you plan to use. Your goal is to organize servers according to their
function, which means that Web servers, application servers, and database servers will all be
organized differently.

4 Chapter 9, “Planning High Availability Services,” will teach you how to plan a
9TE clustering strategy for your network.

Planning Secure Methods for Remote Administration

Although the choice to implement a clustering strategy will bring you peace of mind from knowing
your servers will be able to dynamically recover from failure, you’ll still want to keep an eye on
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them from afar. Windows Server 2003 enables you to do just that through Remote Desktop for
Administration, which was formerly known as Terminal Services in Remote Administration
mode. This tool will enable you, among other things, to easily connect to any server to capture
and analyze performance-monitoring data.

) You'll learn all about implementing secure remote administration methods
TE in Chapter 10, “Planning Network Monitoring, Remote Administration, and
Recovery.”

Monitoring Network Performance

As the keeper of the network, you must strive to become invisible. When no one pays you
heed, it’s usually a good sign that your network is running smoothly. In order to ensure
optimal network performance, you need a tool to monitor both server performance and
network traffic.

You’ve probably used System Monitor in the past to monitor and optimize your server at
the local machine level; there are a myriad of performance counters and objects which also
enable you to monitor performance at the network level and capture network traffic for
analysis.

For example, because abnormal network counter values frequently indicate problems with
a server’s memory, processor, or disks, the best approach is to monitor network counters in
conjunction with the server counters Processor>% Processor Time, PhysicalDisk>% Disk
Time, and Memory>Pages/sec on the target server computer.

In addition to monitoring network and server objects, you must understand how to monitor the
event logs and service logs (for example, the DNS log) for network-related conditions. Combined,
these resources provide you with a starting point for troubleshooting a multitude of network
errors and conditions.

TE monitor and optimize network performance using the tools provided in

5’ In Chapter 10, you'll learn how to implement a comprehensive strategy to
Windows Server 2003.

Planning a Disaster Recovery Strategy

A disaster recovery plan (DRP), also known as a business continuity plan (BCP) or business
process contingency plan (BPCP)—details how an organization will avoid and recover from
potential disasters, such as power outages and server failures. Planning how to recover from disaster
is an important consideration for even the smallest networks. As an organization grows in size
and complexity, however, the complexity of the network services required to support the organi-
zation grows as well. Knowing where network configuration data is stored and how to recover
it when necessary is an extremely important, though frequently overlooked, component in an
organization’s network infrastructure strategy.
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You may have a flawless plan for recovering user data and bringing servers back online
quickly, but if you haven’t included a plan for restoring the network configuration data, your
other efforts could be in vain in the event of a crisis. As an adjunct to your existing backup and
recovery strategy, you need to address the special considerations for network configuration
data and services.

Fortunately, Windows Server 2003 makes it even easier to restore network servers and
network configuration data, without the need to memorize esoteric file names and paths.

If you administer a large network, you will likely choose to implement the new Automated
System Recovery feature combined with Remote Installation Services to automate complete system
restores across the network without user intervention.

) In Chapter 10, you’ll learn how to ensure that you can restore network
TE servers, services, and configuration data in a variety of disaster recovery
scenarios.

Summary

In this chapter, you learned:

*  What is meant by network infrastructure. Network infrastructure can be viewed as all of
the hardware and software components that together support the flow and processing
of digital information.

= Key considerations in planning your network topology and name resolution services.
Considerations for the network topology include the physical layout of the network,
IP addressing, routing, subnetting, and Internet connectivity. Name resolution services
include DNS and WINS. DNS is used for host name-to-IP address resolution. WINS is
used for NetBIOS name-to-IP address resolution. WINS must be used for backward-
compatibility in networks that do not have all Windows 2000 and higher computers.

*  Tools and methods for securing the flow of data transmissions. Remote access is secured
through the Routing and Remote Access console. Protocol security is implemented using
IPSec policies. Secure remote administration is established using Terminal Services.

=  Key considerations in planning a secure network infrastructure. Certificate Services interacts
with Active Directory to provide secure authentication services. The Baseline Security
Analyzer tool enables you to scan and evaluate the security of your system. Software Update
Services enables an administrator to approve an update and to automatically download and
install updates and patches to client machines and servers.

*  Tools and methods for ensuring high availability of all servers on your network. Services
that ensure high availability include Clustering and Network Load Balancing. Network
performance is monitored using specific counter objects in System Monitor. Disaster recovery
tools include volume shadow copy and Automated System Recovery.
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Exam Essentials

Understand the new features related to network infrastructure in Windows Server 2003. These
features include heightened protocol security with IPSec6 and smoother interoperability with
heterogeneous networks.

Know the key considerations in planning a network topology and implementing TCP/IP. Key
considerations include the physical layout of the network, IP addressing, routing, subnetting,
and Internet connectivity.

Understand the difference between DNS and WINS. DNS is used for computer name-to-IP
address resolution. WINS is used for NetBIOS name-to-IP address resolution. WINS is used for
backward-compatibility in networks that run Windows versions earlier than Windows 200x
and/or NetBIOS-aware applications such as Microsoft Exchange Server.

Know what tools and services are available to secure data transmissions. Remote access is
secured through the Routing and Remote Access console. Protocol security is implemented
using IPSec policies. IPSec policies are configured using the IP Security Policy Management
MMC snap-in, and they are monitored using the IP Security Monitor MMC snap-in. The
Resultant Set of Policy (RSoP) tool is a new policy analyzer that enables the administrator to
forecast the effective result of multiple policies before deploying them throughout the network.
Secure remote administration is established using Remote Desktop Administration.

Know what tools and services are available to implement a security infrastructure. Know
the purpose of Certificate Services and how it interacts with Active Directory to provide secure
authentication services.

Know what tools and services are available to ensure high availability of all the servers on your
network. Services that ensure high availability include clustering and Network Load Balancing.
Network performance is monitored using specific counter objects in System Monitor. Disaster
recovery tools include volume shadow copy and Automated System Recovery.

Key Terms

Before you take the exam, be certain you are familiar with the following terms:

Active Directory network infrastructure
Certificate Services Network Load Balancing (NLB)
clustering network topology

disaster recovery routing

Domain Name Service (DNS) security infrastructure

IP Security (IPSec) subnetting

name resolution Windows Internet Naming Service (WINS)
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Review Questions

1. Each of the following combinations lists server and client operating systems in a hypothetical
network. In which of the networks must you have a WINS server? (Choose all that apply.)

A.
B.
C.

D.
E.

Network W: All Windows-based servers and clients
Network X: Windows 2000 and higher servers, and Windows XP clients

Network Y: Windows 2003 domain controllers, Windows N'T 4 member servers, and
Windows 2000 Professional and higher clients

Network Z: Windows 2003 servers and Windows XP clients

There is insufficient information provided.

2. DNS is used for what type of name resolution?

A.
B.
C.
D.

Forward lookup
Reverse lookup
Host name-to-IP-address

Domain name-to-NetBIOS-name

3. The Public Key Infrastructure functions with which of the following to ensure secure client
authentication?

A.
B.
C.
D.

IPSec
NLB
Certificate Services
RSoP

4. Which of the following options are new in Windows Server 2003?

A.
B.
C.
D.

NLB
Clustering
IPSec
RSoP

5.  Which of the following describes the capabilities of PPPoE? (Choose all that apply.)

A.

B.

It enables you to establish broadband connections to certain ISPs without requiring
additional software.

It enables you to establish broadband connections to certain ISPs in conjunction with
additional software.

Its demand-dial capabilities integrate with RRAS, but not with NAT.
Its demand-dial capabilities integrate with RRAS and NAT.
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1.

Review Questions

Which of the following options describe the benefits of autoenrollment and autorenewal
of X.509 certificates? (Choose all that apply.)

A. Enables secure authentication for wireless LANs
B. Makes it easier and faster to deploy smart cards
C. Enables PPPoE

D. Enables L2TP/IPSec

Which of the following options is true regarding Network Load Balancing?

A. NLB provides failover support for IP-based applications only.

B. NLB is frequently used with backend database and mail servers.

C. NLB is more fault-tolerant than server clusters.

D. NLB is new to Windows Server 2003.

Which of the following tools are used to plan a security update infrastructure? (Choose all
that apply.)

A. Certificate Services

B. PKI

C. Microsoft Baseline Security Analyzer

D. Microsoft Software Update Services

Which of the following options can work together with RADIUS to provide highly secure
centralized authentication for remote access clients?

A. Windows Authentication

B. L2TP/IPSec

C. ICS

D. IPSec

In Windows Server 2003, what are the two main functions of the IPSec protocol?

A. To protect IP packets and defend against attacks

B. To facilitate L2TP traffic and to facilitate NAT traffic

C. To provide secure VPN communications and secure remote administration

D. To provide secure client authentication and data encryption

In Windows Server 2003, routing is accomplished through which of the following native
methods?

A. Hardware routing only

B. Software and hardware routing

C. Static routing tables only
D

. Dynamic routing tables only

21
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12.

13.

14.

15.
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Which of the following statements regarding clustering technology is not true?

A.
B.

C.
D.

Server clusters provide no fault tolerance for user data.

In the event of a server failure, the failover process will ensure that the end user does not
experience any type of error or interruption in service.

Cluster technologies guard against power outages.

Network Load Balancing is most commonly used with Web application services.

Which of the following tools is used to monitor IPSec policies?

A.
B.
C.
D.

IP Security Monitor
IPSecmon

RSoP

IPv6

Which of the following statements about IPSec is NOT true?

A.

B.

IPSec uses a combination of cryptography-based protection services, security protocols,
and dynamic key management.

IPSec can provide secure router-to-router communications across a WAN.

IPSec is based on an end-to-end security model in which the transmission medium is
assumed to be secure.

. IPSec is based on an end-to-end security model in which the transmission medium is

assumed to be nonsecure.

Windows Server 2003 can act as a client to a third-party DNS implementation, such as domain
name services on Unix.

A.
B.

True

False
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Answers to Review Questions

1.

10.

E. The correct answer is E because not enough information is provided. WINS servers are used
to provide name resolution services in networks running versions of Windows earlier than
Windows 2000 Server and clients earlier than Windows 2000 Professional. Options B and D are,
therefore, conditionally false, because a WINS server is not required unless NetBIOS-aware
applications such as Microsoft Exchange Server are in use. Option A does not indicate the Windows
versions and, therefore, it cannot be determined whether option A is true or false.

C. Forward and reverse lookups are types of DNS queries that attempt to resolve names. DNS
resolves host names to IP addresses. There is no such thing as domain name-to-NetBIOS-name
resolution.

C. PKI works with Certificate Services to ensure secure client authentication. The IP Security
Protocol (IPSec) ensures protocol security. NLB is a service that ensures high availability of
servers. The Resultant Set of Policy (RSoP) tool is a new policy analyzer that is used with Group
Policy to forecast the effective result of multiple policies before deploying them within an
organization.

D. NLB, clustering, and IPSec have been available since Windows 2000 Server. Resultant Set
of Policy is a new tool that is used to display effective Group Policy settings on a client machine.
RSoP was introduced in XP Professional, but it is now a snap-in in Windows 2003 Server.

A, D. Windows Server 2003 includes a native PPPoE driver that enables you to establish
broadband connections to certain ISPs without requiring additional software. You can also
use its demand-dial capabilities integrated with RRAS and NAT.

A, B. Autoenrollment and autorenewal are new features of X.509 certificate management in
Windows Server 2003. They both enable secure authentication for wireless LANs and make
it easier and faster to deploy smart cards. PPPoE and L2TP/IPSec describe communications

protocols, and they are not benefits of securing user authentication through X.509 certificates.

A, B. NLB uses server clusters to provide failover support for IP-based applications—especially
Web application servers—and was introduced in Windows 2000 Server.

C, D. Microsoft Baseline Security Analyzer and Microsoft Software Update Services are tools
used to plan a security update infrastructure. Certificate Services and PKI are used for secure
client authentication.

D. RADIUS can be implemented to use IPSec to provide highly secure centralized authentication
for remote access clients.

A. IPSec’s main role is to keep data secure. With this in mind, the two main functions are to
protect packets and defend against attacks. You can run L2TP/IPSec or IPSec over NAT can
facilitate secure network traffic, but this is a secondary benefit. IPSec does not provide client
authentication or data encryption. Therefore it is necessary to pair it with an encryption protocol
such as L2TP so that it is not possible to read the data with a packet sniffer.
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11.

12.

13.

14.

15.
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C. Although all of the options describe valid methods of routing that can be implemented in
Windows Server 2003 networks, the only method that is native to the OS is through the use of
static routing tables. A multihomed Windows Server 2003 computer can function as a router
using RRAS (Routing and Remote Access Service), which is a software implementation of routing.
A hardware implementation of routing simply describes the use of a physical routing device.
Software and hardware routers can be combined in the same network. Windows Server 2003
RRAS fully supports dynamic routing tables via both RIP and OSPF routing protocols. Static
routing tables are also supported.

B. Although the failover process will ensure the continuous availability of applications and
services in the event that a node in the cluster fails, the end user will probably experience a limited
failure that will require him to refresh the browser or reconnect to the application to resume
working.

A. TPSec policies are configured using the IP Security Policies MMC snap-in, and they are
monitored using the IP Security Monitor MMC snap-in. As of Windows Server 2003, IPSecmon
is no longer used to manage IP security. The Resultant Set of Policy (RSoP) tool is a new policy
analyzer that enables the administrator to forecast the effective result of multiple policies before
deploying them throughout the network. IPv6 is the newest version of the IP protocol.

C. 1IPSec is based on an end-to-end security model in which the transmission medium is assumed
to be nonsecure.

A. Windows Server 2003 can use domain name services from a third party such as a Unix DNS
provider.



