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Advertisement Lifetime (Minutes) setting – automatic IP configuration

 

Advertisement Lifetime (Minutes) setting, 106
Affinity options for NLB, 

 

559–560

 

AHs (Authentication Headers)
defined, 661
in IPSec, 326, 

 

330

 

, 589
algorithms

defined, 660
encryption, 464
hashing, 465, 481, 669

alias records, 

 

184

 

All Information On This Computer option, 635
Allow Certificates To Be Published To The File System 

option, 490
Allow Log On Locally right, 424
Allow Log On Through Terminal Services right, 424
Allow Other Network Users to Connect Through This 

Computer’s Internet Connection option, 147
Allow Unsecured action, 333
Allow Unsecured Communication With Non IPSec-

Aware Computer option, 360
Allow Users To Connect Remotely To This Computer 

option, 623
Always Start In Wizard Mode option, 635
Always use classic logon policy, 430
Always wait for the network at computer startup and 

logon policy, 431
ANDing operations, 44–45
Announce All Routes setting, 113
Announce All Routes In The Ranges Listed setting, 

113
anycast addresses

defined, 660
purpose of, 67

AppleTalk protocol
defined, 660
installing, 31
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,
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Application log
defined, 660
purpose of, 615

application protocols, 27, 
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applications
failures in, 534
multiple-instance, 539
PKI-aware, 

 

467–468

 

stateful and stateless, 532–533
Apply policy to removable media policy, 431
area border routers (ABRs)

defined, 660
in OSPF, 98, 
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Areas settings
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for RIP, 127
ASR (Automated System Recovery), 7

defined, 661
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asymmetric encryption

defined, 660
in PKI, 464

asynchronous replication
defined, 661
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At Logon backup option, 641
At System Startup backup option, 641
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defined, 661
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setting, 
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Audit security category, 427
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authentication, 
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settings for, 354, 
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process, 
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in remote access security, 
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Authentication Headers (AHs)
defined, 661
in IPSec, 326, 
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, 589
Authentication Method page, 367, 
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Authentication Methods dialog box, 
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Authentication Methods page, 323, 

 

323

 

Authentication Methods settings, 354, 

 

355

 

Authentication settings, 315, 319, 

 

319

 

Authentication-Type option, 320
auto-static update mode

defined, 661
in RIP, 97

Autoconfiguration
defined, 661
in IPv6, 67–68

autodiscovery
defined, 661
in IPv6, 67

Automated System Recovery (ASR), 7
defined, 661
working with, 

 

647–649

 

, 

 

648

 

Automated System Recovery Preparation Wizard,
647–649, 

 

648

 

automatic certificate enrollment, 6, 

 

494–496

 

, 

 

495–496

 

Automatic Certificate Request Setup Wizard, 495–496, 

 

496

 

automatic IP configuration, 

 

62–63
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67–68
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automatic partner configuration, 

 

256

 

, 274–275
Automatic Updates, 14
Automatically Assign IP Addresses By Using The 

DHCP Allocator option, 158
Automatically Select The Certificate Store Based On 

The Type Of Certificate option, 518
Automatically Update Statistics Every setting, 265–

266
autoregistration, 64, 68, 661
availability

defined, 534, 661
high availability services. 

 

See

 

 high availability 
services

in WINS, 

 

253

 

Available Bytes counter, 599
Available Mbytes counter, 598
Average field for counters, 593
Avg. Disk Queue Length counter, 591
AXFRs (full zone transfers)

contents of, 191
defined, 669

 

B

 

b-node
defined, 662
in WINS, 240

Back Up Database During Server Shutdown option, 
266

Back Up Files And Directories right, 424
Back Up To This Location setting, 486
backbone links

in border routing, 100, 

 

100

 

defined, 662
Backup Destination dialog box, 648, 

 

648

 

Backup Job Information dialog box, 645, 

 

645

 

Backup Or Restore page, 635, 

 

635

 

Backup or Restore Wizard, 

 

634–640

 

, 

 

635–638

 

, 

 

640

 

Backup Progress dialog box, 637, 

 

638

 

Backup Type, Destination, And Name page, 636, 637
Backup Type settings, 643–644, 644
backups and recovery, 634

automated system recovery, 647–649, 648
CA data, 485–486, 485
domain controller recovery, 649
server clusters, 560–561
volume shadow copy, 645–646, 645–646
with Windows Backup. See Windows Backup

baselines
defined, 662
for performance, 589
System Monitor reports for, 595–598, 597

Basic constraints attribute, 474
Basic EFS template, 475
Basic Firewall Only option, 152
BCPs (business continuity plans), 17
#BEGIN_ ALTERNATE statement, 247–248
Begin verifying At setting, 268

BIND (Berkeley Internet Name Daemon), 187
defined, 662
in DNS, 190
in upgrades, 192

binding, 29
Block action, 333
Block Inheritance option, 404–405
boolean calculations, 44
boot files, 187
border routing

defined, 662
operation of, 99–100, 100

bottlenecks
defined, 662
in performance, 590
server cluster, 543
System Monitor for, 601

BPCPs (business process contingency plans), 17
branch offices, WINS deployment for, 262–263, 262
bridging, 4
broadcast routers

defined, 662
in OSPF, 118

Browse For A Group Policy Object dialog box, 347, 
347, 412, 412

browser services, performance objects for, 607
burst mode in WINS, 270
business continuity plans (BCPs), 17
business process contingency plans (BPCPs), 17
Bypass Traverse Checking right, 424
Bytes Total/Sec counter, 606, 608

C
ca domain, 179
CA Identifying Information page, 481, 481
CA Properties dialog box, 488–493, 489–492
CA Type page, 479, 480
cache command, 187
caching in DNS, 186–187, 189

caching-only servers, 209–210, 662
and forwarding, 209
stub zones, 210–212

caching-only servers, 209–210, 662
Callback Control Protocol (CBCP), 302
Called-Station-ID option, 320
Calling-Station-ID option, 320
canonical name (CNAME) records

defined, 664
purpose of, 184

capacity
DNS servers, 213–214
server clusters, 542–544, 543–544

capture buffers, 577, 582–588, 662
capture filters

defined, 662
in Network Monitor, 584–587, 585–586

Capture Filters dialog box, 584–585, 585
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capturing Network Monitor data, 582–589, 583,
585–586

CAs (certificate authorities), 467
controlling, 484–487, 485, 487–488
data flow with, 472, 472
installing, 479–483, 480–482
in PKI, 468–471
planning, 504–505
for renewing certificates, 487, 488
roles of, 471
trusts for, 497–501, 499–500
types of, 470–471

categories
Event Viewer, 618
security, 427

CBCP (Callback Control Protocol), 302
CCP (Compression Control Protocol), 302
certificate authorities (CAs). See CAs (certificate 

authorities)
Certificate Database Settings page, 482, 482
Certificate Export Wizard, 515–517, 516
Certificate Friendly Name And Description page, 512, 

512
Certificate Import Wizard, 517–519, 518–519
Certificate Information page, 507, 507
certificate publishers, 467
Certificate Renewal Wizard, 514–515
Certificate Request Wizard, 510–513, 511–512
certificate revocation lists (CRLs), 467, 497, 501–502

defined, 663
distribution points for, 504
publishing, 502–504, 502–503

Certificate Server, 478
for CA configuration, 488–492, 489–492, 496–497
for certificate templates, 492–496, 493–496
for controlling CA services, 484–487, 485, 

487–488
installing, 478–484, 480–482
for revocation, 502–503
for revoking certificates, 501–504
for trusts, 497–501, 499–500

Certificate Services
authentication through, 15
defined, 663

Certificate Store page, 518, 519
certificate stores, 498

contents of, 505–506
defined, 663
selecting, 518, 519

certificate templates
configuring, 492–496, 493–496
in PKI, 475–476

Certificate Templates folder, 484
certificate-to-account mapping in IPSec, 328–329
Certificate Trust List Purpose page, 499, 499
Certificate Trust List Wizard, 499–501, 499–500
Certificate Trust Lists (CTLs)

defined, 663

designating, 497
managing, 499–501, 499–500
purpose of, 474

Certificate Types page, 510–511, 511
certificates, 462–463

attributes for, 474–475
certificate authorities for. See CAs (certificate 

authorities)
Certificate Server for. See Certificate Server
Certificates snap-in for, 505–506, 506

for certificate properties, 506–510, 507–509
installing, 483–484, 483

defined, 666
exam essentials, 520–521
exporting, 515–517, 516
hierarchies in, 468–469, 469, 662
importing, 498, 517–519, 518–519
improvements in, 6
issuing, 513–514, 513–514
key terms, 522
PKI, 466–467

attributes for, 474–475
CAs, 468–471, 469
services, 472, 472
templates, 475–476

policy and practice statements for, 468, 663
purposes for, 509, 510
rekeying, 514
renewing, 487, 488, 514–515
requesting, 510–514, 511–514
review questions, 523–527
review questions, answers to, 528–529
revoking, 467, 501–504, 502–503
summary, 519

Certificates In The CTL page, 500, 500
Certificates snap-in, 505–506, 506

for certificate properties, 506–510, 507–509
installing, 483–484, 483

Certification Authority Backup Wizard, 485–486, 485
Certification Authority Restore Wizard, 486–487, 487
Certification Authority snap-in, 483–484, 483
Certification Path settings, 508–509, 509
certification practices statements (CPSs)

defined, 663
purpose of, 507–508

Change The System Time right, 424
CHAP (Challenge Handshake Authentication Protocol), 

308
defined, 663
for dial-up services, 302

Check For Policy Changes Every: X Minutes setting, 
351

CIDR (Classless Inter-Domain Routing)
defined, 664
and supernetting, 58–59

CIDR (Classless Inter-Domain Routing) notation
defined, 663
for subnets, 55–56
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ciphers
defined, 663
purpose of, 462

ciphertext
defined, 663
in PKI, 464

Class-C affinity option, 560
classes, network address, 37–38

Class A networks, subnetting, 55
Class B networks, subnetting, 52–54
Class C networks, subnetting, 49–52
Class D address space, 100

classful IP addressing
vs. classless, 56
defined, 663

classful routing protocols
vs. classless, 57
defined, 663

Classless Inter-Domain Routing (CIDR)
defined, 664
and supernetting, 58–59

Classless Inter-Domain Routing (CIDR) notation
defined, 663
for subnets, 55–56

classless IP addressing
vs. classful, 56
defined, 664

classless routing protocols
vs. classful, 57
defined, 664

CLB (Component Load Balancing), 534
Client-Friendly-Name option, 320
Client-IP-Address option, 321
Client (Respond Only) policy, 336–337
client traffic in WINS, 254–255
Client-Vendor option, 321
clients

DHCP, 76–77
DNS, 180–181, 200, 667
IPSec, 325
SUS, 445

Clients Using Domain Name System (DNS) option, 
160

cloned applications
defined, 664
in multiple-instance applications, 539, 539

cluster-aware applications, 538, 664
Cluster Disk Signatures and Partitions data, 560
cluster hosts

defined, 664
in server clusters, 537

Cluster IP Addresses settings, 558, 558
cluster node failures, 560
Cluster Parameters settings, 557, 557
Cluster Quorum Data, 561
Cluster Service, 535

defined, 664
for failures, 547, 551, 561–563

for networks, 552–554
support for, 537

clustering. See also server clusters
defined, 664
for high server availability, 16
in Windows Server 2003, 398

CNAME (canonical name) records
defined, 664
purpose of, 184

Code Signing template, 475
colon-hexadecimal format, 65–66
com domain, 178
comments in LMHOSTS, 248–249
Committed Bytes counter, 599
Common.adm template, 406
compacting WINS database, 281
compatibility for Group Policy, 405–406
Compatible (Compatws.inf) template, 435
Completing The Automated System Recovery Prepa-

ration Wizard page, 648, 648
Completing The Backup Or Restore Wizard page, 637, 

637
Completing the New Remote Access Policy Wizard page, 

323
Completing the Security Rule Wizard page, 368, 368
Component Load Balancing (CLB), 534
Compression Control Protocol (CCP), 302
Computer template, 475
computers

counters for, 592
in Event Viewer, 618

conditional forwarders
defined, 664
operation of, 211–212

confdisk utility, 562
confidentiality

defined, 664
in IPv6, 64
in PKI, 463

configuration improvements, 4
Configure Your Server Wizard, 391–393, 392–393
Connect To The Public Network When A Name Needs 

To Be Resolved option, 160
connection-oriented protocols

vs. connectionless, 29–30
defined, 665

connection point services, performance objects for, 
608

Connection Type page, 109, 109
Connection Type settings, 355–356, 355
connection types

defined, 665
in IP routing, 109, 109
in IPSec, 335, 355–356, 355

connectionless protocols
vs. connection-oriented protocols, 29–30
defined, 665

connectivity. See network connectivity
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convergence time
defined, 665
in WINS replication, 249

Copy backup type, 644
Cost setting, 118
costs

in IP routing, 91
in OSPF, 118

counters, performance, 591–593
defined, 679
for disk objects, 604–605
for memory objects, 598–599
for network services, 607–608
for network subsystem, 606–607
for processor objects, 601–602

CPSs (certification practices statements)
defined, 663
purpose of, 507–508

CPU speed requirements, 396
Create A Pagefile right, 424
Create A Token Object right, 424
Create Permanent Shared Objects right, 424
Creator Owners, permissions for, 201
credentials for demand-dial connections, 108
CRL Publishing Parameters settings, 502, 503
CRLs (certificate revocation lists), 467, 497, 501–502

defined, 663
distribution points for, 504
publishing, 502–504, 502–503

Cryptographic Service Provider page, 511, 511
cryptography. See also encryption

defined, 665
history of, 462

CSPs (cryptographic service providers), 473
CTLs (Certificate Trust Lists)

defined, 663
designating, 497
managing, 499–501, 499–500
purpose of, 474

Current Disk Queue Length counter, 604
custom MMC consoles, 411–414, 411–414
Custom Security Method Settings dialog box, 361, 362
customized failover policies, 547

D
DACLs (discretionary access control lists)

defined, 666
purpose of, 200

Daily backup type, 641, 644
data

encrypting. See encryption
in Event Viewer, 618
in network packets, 28, 29

Database Backup group, 266
Database Path setting, 270
Database Verification settings for WINS, 268–269, 

268

databases
DNS

contents of, 181–186
location of, 186–187
migrating, 192

Security Configuration and Analysis tool, 434, 434, 
439

WINS
compacting, 281
defined, 690
in NetBIOS name resolution, 243

Datacenter Edition, 396–399
dates in Event Viewer, 618
Day-and-Time-Restrictions option, 321
DC Security.inf (Dedicated domain controller)

template, 436
DDNS (Dynamic DNS) standard

defined, 667
purpose of, 180
updates, 199–200

Dead Interval (Seconds) setting, 119
Debug Programs right, 424
decryption

defined, 665
in PKI, 464

Dedicated domain controller (DC Security.inf)
template, 436

Default CSP list attribute, 474
Default Domain Controller Policy, 406–408, 407–408
Default Domain Policy console window, 408
Default quota limit and warning level policy, 431
Default Response Rule Authentication Method page,

346, 346
Default security (Setup security.inf) template, 435
defaults

certificate request actions, 496–497
IPSec policies, 336–338
IPSec response rules, 345–346, 345–346
remote access policies, 313–320, 314–320
routes, 94, 665
zone permissions, 200–201

delegated namespaces, 194
characteristics of, 195
defined, 665

delegating zones, 208–209, 691
delegation resource records

defined, 665
purpose of, 210

Delete cached copies of roaming profiles policy, 429
Delete The Private Key If The Export Is Successful

option, 516
deleting WINS records, 281–282
delta CRLs, 502, 504
Demand-Dial Interface Wizard, 108–111, 109–111
demand-dial routing

defined, 666
interfaces for, 106–111, 107–111
in RRAS, 102

Denial of Service (DoS) attacks, 65
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defined, 666
IPSec for, 338

Deny Access To This Computer From The Network
right, 424

Deny Log On Through Terminal Services right, 425
Deny Logon As A Batch Job right, 424
Deny Logon As A Service right, 424
Deny Logon Locally right, 424
deploying

IPSec, 339–341
IPSec policies, 346–350, 347–348
server-level security policies, 441–443
WINS, 261–263, 261–262, 264

Description Of Service setting, 156
Description settings, 357
descriptions

in Event Viewer, 618
for IPSec filters, 357

destination addresses for IPSec filters, 357
Destination Network option, 134
details

for certificates, 508
in Event Viewer, 617–618, 617

Details settings, 508
Devices security category, 427
DHCP

dynamic DNS updates from, 200
for IP configuration, 62–63
troubleshooting, 76–77

DHCP allocators
defined, 666
in ICS, 146
in NAT, 148

DHCP relay agents
defined, 666
for subnets, 63

DHCP servers, 77
performance objects for, 608
working with, 389

Dial-In Constraints settings, 315, 317
dial-in credentials, 108
Dial-In settings, 312, 312
dial-out credentials, 108
Dial Out Credentials page, 111, 111
dial-up networking

defined, 666
operation of, 301–303, 303

Differential backup type, 644
digests

defined, 666
in PKI, 465

digital certificates. See certificates
digital signatures

defined, 666
in PKI, 465–466

directory command in DNS, 187
directory services

auditing access to, 421
performance objects for, 608
in Windows Server 2003, 398

Disable All Purposes For This Certificate option, 509
Disable Event Logging option, 121
Disable Subnet Summarization option, 117
Disabled option for GPOs, 404
disaster recovery

ASR for, 647–649, 648
defined, 666
domain controller, 649
high server availability, 17–18
server cluster failures, 561–563

disaster recovery plans (DRPs), 17
discretionary access control lists (DACLs)

defined, 666
purpose of, 200

disk corruption and failure in server clusters, 561–562
Disk Quota policies

defined, 666
list of, 431

Disk Quota policy processing policy, 432
Disk Reads/sec counter, 604
disk subsystem, monitoring, 604–605
% Disk Time counter, 604
display

Network Monitor filters for, 584–587, 586
Remote Desktop Connection, 625, 625
System Monitor, 593–595, 594

Display Filter dialog box, 585–587, 586
Display name attribute, 474
Display Records dialog box, 279–280, 279–280
Display settings, 625, 625
distance vector routing protocols

defined, 666–667
working with, 34

distribution points for CRLs, 504
DNS (Domain Name System), 9–10, 176–177

caching and forwarding in, 209
caching-only servers, 209–210, 662
conditional forwarders, 211–212
forward-only servers, 212
stub zones, 210–212

clients for, 180–181, 200, 667
databases for

contents of, 181–186
location of, 186–187
migrating, 192

defined, 667
domain naming in, 177–178, 178
exam essentials, 224–225
and Internet, 178–179
key terms, 225–226
name resolution in, 187–191, 188
namespaces for, 192–193

defined, 667
domain names in, 193–194
options for, 194–195
for Windows NT Server migration, 195–196

review questions, 227–233
review questions, answers to, 234–236
secure dynamic updates for, 199–200
servers for, 180–181, 212–213, 388
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caching-only, 209–210
capacity of, 213–214
defined, 667
forward-only, 212
performance objects for, 608
requirements, 213
securing, 214–216

summary, 224
terminology, 180–181
troubleshooting, 216–219

DNS monitoring, 217–218, 217–218
ipconfig for, 222–223
log files for, 223–224
nslookup for, 219–222

in Windows Server 2003, 179–180
WINS integration with, 202–204
zones in. See zones

DnsAdmins, permissions for, 201
Do Not Announce All Routes In The Ranges Listed 

setting, 114
Do not detect slow network connections policy, 429
Do not process the Legacy Run list policy, 431
Do not process the Run Once list policy, 430
#DOM statement, 248
Domain Admins, permissions for, 201
Domain Controller security category, 427
Domain Controller template, 476
domain controllers, 387–388

recovery strategy for, 649
server clusters for access to, 553–554

Domain Member security category, 427
domain name files, 186
domain name records, 180
Domain Name System. See DNS (Domain Name 

System)
Domain Security policies, 401
Domain Security Policy, 401

console window, 408, 408
defined, 667

domains, 177
IPSec policies for, 347–349, 347–348
names and namespace for, 177–178, 178, 193–194
top-level, 178–179, 688
untrusted, in WINS replication, 260
Windows NT vs. Windows 2003, 402

Domains/OU settings, 412
Don’t display the Getting Started welcome screen at 

logon policy, 430
DoS (Denial of Service) attacks, 65

defined, 666
IPSec for, 338

Download A CA Certificate, Certificate Chain, Or 
CRL task, 513

Drop All Packets Except Those That Meet The Criteria 
Below option, 133, 135

DRPs (disaster recovery plans), 17
dual verification in Kerberos, 419
Duration field for counters, 593

Dynamic DNS (DDNS) standard
defined, 667
purpose of, 180
updates, 199–200

dynamic routing, 33–35, 95–96, 96
defined, 667
OSPF, 98–99, 98
RIP, 96–97

E
E-mail name attribute, 475
EAP (Extensible Authentication Protocol)

characteristics of, 307
defined, 668
purpose of, 304

EAP types
defined, 667
purpose of, 307

Edit Dial-In Profile dialog box, 314–315, 315, 317–
320, 318–320

Edit Rule Properties dialog box, 353–356, 353–355, 
363–364, 364

Edit Services dialog box, 156, 156
editors, NAT, 145, 675
edu domain, 179
EFS (Encrypting File System), 429

defined, 668
in PKI, 467–468

EFS Recovery Agent template, 476
EFS Recovery policy processing policy, 432
Enable All Purposes For This Certificate option, 509
Enable Automatic Partner Configuration option, 274
Enable Autonomous System Boundary Router option, 

127, 129
Enable Burst Handling option, 270
Enable Computer And User Accounts To Be Trusted 

For Delegation right, 425
Enable disk quotas policy, 431
Enable Fragmentation Checking option, 106
Enable IP Router Manager option, 105
Enable On-Demand Dialing option, 147
Enable Only The Following Purposes option, 509
Enable OSPF For This Address option, 118
Enable Poison-Reverse Processing option, 116
Enable Router Discovery Advertisements option, 106
Enable Split-Horizon Processing option, 116
Enable Strong Protection option, 516
Enable Triggered Updates option, 116
Encapsulating Security Payload (ESP), 327

defined, 668
packets for, 331, 331

encapsulation
defined, 668
for dial-up services, 303
in protocol security, 309–310, 310
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Encrypting File System (EFS), 429
defined, 668
in PKI, 467–468

encryption, 11
defined, 668
in IPSec, 325, 327
in PKI, 464
for remote access policies, 315, 319, 319

Encryption settings, 315, 319, 319
#END_ALTERNATE statement, 247–248
Enforce disk quota limit policy, 431
Enforce Password History policy, 415–416
Enforce User Logon Restrictions policy, 420
Enrollment Agent template, 476
enrollment agents, 512–514, 513–514
Enterprise Admins, permissions for, 201
enterprise CAs, 470–471
Enterprise Domain Controllers, permissions for, 

201
Enterprise Edition, 396–399
Enterprise Trust Folder, 506
entities, 668
Error events

defined, 668
in Event Viewer, 617

ESP (Encapsulating Security Payload), 327
defined, 668
packets for, 331, 331

event IDs in Event Viewer, 618
Event log option, 436
Event Logging settings, 217, 217
event logs

for DNS monitoring, 217, 217
for IPSec, 372–374, 374
for security templates, 436

Event Properties dialog box, 617–618, 617
Event Viewer utility, 615–616, 616

defined, 668
details in, 617–618, 617
event types in, 616–617
for IPSec, 369
for log files, 618–620, 619–620

Eventcreate utility, 620
Eventquery utility, 620
Eventtriggers utility, 620
Everyone, permissions for, 201
exam essentials

certificates, 520–521
DNS, 224–225
high availability services, 564
network access, 376
network connectivity strategy, 162–163
network infrastructure, 19
network monitoring, remote administration, and 

backups, 650–651
server-level security, 450–451
TCP/IP network infrastructure, 78–79
WINS, 286–287

Exchange Enrollment Agent (Offline request)
template, 476

Exchange Signature Only template, 476
Exchange User template, 476
Exclude Reserved Addresses dialog box, 158, 159
Exit Module settings, 490–491, 490
exit modules

CA settings for, 490–491, 490
defined, 668
in PKI, 473–474

Experience settings, 627, 627
experts, 140–141
Export File Format page, 515–516, 516
exporting

certificates, 515–517, 516
IPSec policies, 350

Extended key usage attribute, 475
Extensible Authentication Protocol (EAP)

characteristics of, 307
defined, 668
purpose of, 304

extensions for certificates, 474
external namespaces

defined, 668
in DNS, 193–196

External Routing settings, 128–129, 129
Extinction Interval setting, 267
Extinction Timeout setting, 267

F
failback

defined, 668
in server clusters, 537

Failed Requests folder, 484
failover pairs

configuration, 546–547, 546
defined, 668

failover process and policies, 16
defined, 668
in server clusters, 537, 544–547, 545–547

Failure Audit events
defined, 668
in Event Viewer, 617

fault tolerance, 534
defined, 669
in WINS, 253

file servers
performance objects for, 610
purpose of, 387

File system option, 436
file systems and services

for security templates, 436
in Windows Server 2003, 399

File To Import page, 517, 518
Filter Action page, 367, 367
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Filter Action settings, 354, 354
Filter settings, 618–620, 620
filters

actions for. See actions
defined, 669
for Event Viewer, 618–620, 620
in IPSec, 332–333, 356–358, 356–358

adding, 358–361, 359–360
managing, 356
for rules, 353, 353, 356
settings for, 354, 354

for LANs, 106
for Network Monitor, 584–587, 584–586
for NLB, 559
for TCP/IP packets, 132–133

creating, 133–135, 133–134
VPN, 135–137, 136

Firewall settings, 152, 153
firewalls

for NAT, 152, 153
for Remote Assistance, 631

/fixquorum parameter, 562
flat routing

defined, 669
vs. route summarization, 57

Folder Redirection policy processing policy, 432
Force Shutdown From A Remote System right, 425
forcing

IPSec policy updates, 349–350
WINS replication, 260

forward-only servers
defined, 669
working with, 212

forwarding DNS
conditional forwarders for, 211–212
forward-only servers for, 212

Frame Viewer window, 583, 584
Framed-Protocol option, 321
% Free Space counter, 604
full-mesh design

defined, 669
WINS deployment in, 263, 264

full zone transfers (AXFRs)
contents of, 191
defined, 669

G
General settings

for CAs, 488, 489
for certificates, 507–508, 507
for Event Viewer, 618–619, 619
for IPSec policies, 351–352, 351–352
for LANs, 105, 105
for NAT, 157, 157
for OSPF, 117–118, 117, 125–127, 126

for Remote Desktop Connection, 624–625, 625
for RIP, 112–113, 112, 124, 125
for System Monitor, 596, 597
for WINS replication partners, 271, 271
for WINS servers, 265–266, 266

Generate Security Audits right, 425
geographical region, address assignments by, 60
glue A (glue address) resource records

defined, 669
purpose of, 210

gov domain, 179
GPMC (Group Policy Management Console)

for IPSec, 369
working with, 410, 410

GPT (GUID partition table) disks, 537
Graph Pane in Network Monitor, 582
graph View in System Monitor, 593
group affinity attribute

defined, 669
purpose of, 547

group permissions in DNS, 200–201
Group Policy and Group Policy Objects (GPOs)

and Active Directory, 402–414, 403, 405, 407–414
defined, 669
improvements in, 4
for IPSec, 325, 327–328, 340
legacy compatibility for, 405–406
for Remote Assistance, 631–633, 632–633

Group Policy Management Console (GPMC)
for IPSec, 369
working with, 410, 410

Group Policy Object Editor
console for, 408–410, 409–410
for IPSec, 369

Group Policy policies
defined, 669
list of, 432

Group Policy refresh intervals for computers policy, 
432

Group Policy refresh intervals for domain controllers 
policy, 432

Group Policy settings, 403, 403, 409–410, 409
Group Policy slow link detection policy, 432
Group Policy Wizard, 411, 412
Groups dialog box, 316, 317
GUID partition table (GPT) disks, 537

H
h-node

defined, 670
in WINS, 240

Handle Count counter, 599
hardware failures, 534–535
hardware requirements

DNS servers, 213
Windows Server 2003, 396–397
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hardware routers, 99
hardware routing, 32–33
hardware support, 397–398
Hash Algorithms setting, 481
hashing algorithms

defined, 669
in PKI, 465
selecting, 481

HBAs (host bus adapters), 542
headers

in IPSec, 326, 330, 589, 661
in network packets, 28, 29

Hello Interval (Seconds) setting, 119
help

from experts, 140–141
Remote Assistance, 628–633, 629–630, 

632–633
Help and Support Center, 629–630, 630
Hide the File Scan Progress window policy, 433
hierarchies

certificate, 468–469, 469, 662
IP addressing schemes, 36

high availability services, 532
disaster recovery strategy, 17–18
evaluating, 532–534
exam essentials, 564
improvements in, 6–7
key terms, 565
network load balancing in, 16

monitoring, 556–560, 556–559
planning, 554–556

network performance monitoring, 17
remote administration security, 16–17
review questions, 566–572
review questions, answers to, 573–574
scalability methods, 535
server clusters for. See server clusters
summary, 563–564
threats to, 534–535

high-level security
defined, 669
for DNS servers, 215–216

Highly secure (Hisec∗.inf) template, 435
histogram View in System Monitor, 593, 594
host addresses, 41–45, 41
host bus adapters (HBAs), 542
host name resolution, troubleshooting, 216–219

DNS monitoring for, 217–218, 217–218
ipconfig for, 222–223
log files for, 223–224
nslookup for, 219–222

host records
defined, 670
purpose of, 183

host routes
defined, 670
in IP routing, 94

hub-and-spoke design, 263, 264

I
ICS (Internet Connection Sharing), 90

installing, 145–147, 147
vs. NAT, 145

IGMP (Internet Group Management Protocol), 101
IGMP proxy mode, 101
IGMP router mode, 101
Ignore All Routes In The Ranges Listed setting, 114
Ignore Routes From All Route Sources Except Those 

Selected option, 128
IIS (Web Application) Servers, 389–390
IKE (Internet Key Exchange)

defined, 670–671
for IPSec, 329

Import Template dialog box, 434, 440, 440
importing

certificates, 498, 517–519, 518–519
IPSec Policies, 350
security templates, 434–437, 440, 440

inbound filters
in L2TP, 137
for LANs, 106

Inbound Filters dialog box, 133, 133, 136, 136
inbound packets in NAT, 144–145, 144
inbound port mappings, 670
Include All Certificates In The Certification Path If 

Possible option, 516
Include Default Routes In Sent Announcements option, 

117
Include Host Routes In Sent Announcements option, 

117
#INCLUDE statement, 247–249
Incoming Packet Protocol list, 113
Increase Scheduling Priority right, 425
Incremental backup type, 644
incremental zone transfers (IXFRs)

defined, 670
purpose of, 191

Indexing service, performance objects for, 608
Information events

defined, 670
in Event Viewer, 617

information hiding, 39–40
inheritance

defined, 670
in GPOs, 403–405

installing
AppleTalk, 31
CAs, 479–483, 480–482
Certificate Server, 478–484, 480–482
Certificates and Certification Authority, 483–484, 

483
ICS, 145–147, 147
NAT, 148–151, 150–151
Network Monitor, 578–580, 578–580
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RIP, 123–124, 123–124
WINS, 264–265

instances of performance objects, 593
int domain, 179
integrity

defined, 670
in IPv6, 64
in PKI, 463

inter-forest replication, 282–283
Interactive Logon security category, 427
interfaces

for IP routing, 103–104
demand-dial, 106–111, 107–111
LAN, 104–106, 105–106
OSPF, 117–120, 125–129, 126–129
RIP, 111–117, 112, 114–117, 123–125, 

123–126
for NAT, 151–156, 153–156, 676

intermediate CAs, 470
Intermediate Certification Authorities folder, 506
internal namespaces, 670
internal routing

defined, 670
in internetworks, 93

Internet
connectivity strategy, 9
and DNS, 178–179

Internet Connection Sharing (ICS), 90
installing, 145–147, 147
vs. NAT, 145

Internet Explorer Maintenance policy processing policy, 
432

Internet Group Management Protocol (IGMP), 101
Internet Key Exchange (IKE)

defined, 670–671
for IPSec, 329

Internet Protocol (IP)
for dial-up services, 303
testing, 71–76

Internet Protocol Security Extensions. See IPSec (IP 
Security)

Internet Security Agreement/Key Management Pro-
tocol (ISAKMP)

defined, 671
working with, 329–330

internetworks
defined, 671
in IP routing, 93, 93

Interrupts/Sec counter, 601
Intervals settings, 266–267, 267
Intres.adm template, 406
inverse queries, 189
IP (Internet Protocol)

for dial-up services, 303
testing, 71–76

IP addresses, 35
classes of, 37–38
hierarchical scheme, 36

incorrect, 71
requirements of, 55

address assignment model, 56–59
automatic IP configuration, 62–63
public and private addresses, 60–62
subnet structure, 59–60

schemes for, 8
translating. See NAT (Network Address 

Translation)
IP Control Protocol (IPCP), 302
IP datagrams

defined, 671
encapsulation in, 310

IP Filter List dialog box, 357, 357
IP Filter List page, 367, 367
IP Filter List settings, 353, 353
IP Filter Properties dialog box, 357–359, 358–359
IP filters. See filters
IP masquerading. See NAT (Network Address 

Translation)
IP routing, 32, 91

border routing, 99–100, 100
dynamic, 33–35, 95–99, 96, 98
hardware vs. software, 32–33
interfaces for, 103–104

demand-dial, 106–111, 107–111
LAN, 104–106, 105–106
OSPF, 117–120, 125–129, 126–129
RIP, 111–117, 112, 114–117, 123–125, 

123–126
internetworks in, 93, 93
Logging settings for, 121, 121
managing, 103, 103
multicast routing, 100–102
operation of, 91–94, 92
Preference Levels settings for, 122, 122
routing tables in, 94
static, 33–35, 94–95, 129–132, 130–132
subnets in. See subnetting networks
troubleshooting, 137–141, 138–139
Windows Server 2003, 102

IP security. See IPSec (IP Security)
IP Security Filter Action Wizard, 359
IP Security Monitor

description, 369
working with, 371–372, 372

IP Security Policy Management, 369
IP Security policy processing policy, 432
IP Security Policy Wizard, 345–346, 345–346, 365, 

365
IP settings for remote access policies, 315, 318, 318
IP spoofing

defined, 671
description, 65

IP version 4 (IPv4), 32, 671
IP version 6 (IPv6), 5, 63–64

address space in, 65–67
automatic configuration in, 67–68
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benefits of, 64–65
defined, 672

ipconfig utility
defined, 671
for DNS, 222–223
for TCP/IP, 69–70

IPCP (IP Control Protocol), 302
IPSec (IP Security), 5, 12–13, 324

authentication in, 325–327, 367, 376
for default response rule, 346, 346
methods for, 333–335
settings for, 354, 355

clients, 325, 671
defined, 671
deploying, 339–341
evaluating, 324–326
example, 338–339
filters and filter actions in, 332–333, 356–358, 

356–358
adding, 358–361, 359–360
managing, 356
for rules, 353, 353, 356
settings for, 354, 354

IP Security Policy Management console for, 341–
344, 342–344

monitoring
IP Security Monitor for, 371–372, 372
Network Monitor for, 588–589

with NLB, 6
policies in, 13, 331–338, 344

actions for, 358–361, 359–360
creating, 345–346, 345–346
deploying, 346–350, 347–348
filters for, 356–358, 356–358
General settings for, 351–352, 351–352
Rules settings for, 352–356, 352–355
testing, 374–375
in Transport Mode, 361–363, 361–362

protocols for, 329–331, 330–331
security in, 326–338
servers, 671
troubleshooting

best practices, 374–375
data transmission security, 368–370
event logs for, 372–374, 374
IP Security Monitor for, 371–372, 372
RSoP for, 370–371, 370–371

in Tunnel mode, 362–368, 363–368
in Windows Server 2003, 327–329

IPSec Policy Agents, 671
IPv4 (IP version 4), 32, 671
IPv4-compatible IPv6 addresses, 671
IPv4-mapped IPv6 addresses, 672
IPv6 (IP version 6), 5, 63–64

address space in, 65–67
automatic configuration in, 67–68
benefits of, 64–65
defined, 672

IRQ10, 606

ISAKMP (Internet Security Agreement/Key Man-
agement Protocol)

defined, 671
working with, 329–330

ISAKMP master keys, 330
ISAKMP SAs, 330
Issue and Manage Certificates permission, 492
Issued Certificates folder, 484
issuing certificates, 513–514, 513–514
Items To Back Up page, 485–486, 485, 636, 636
Items To Restore page, 487, 487
iterative queries, 181

defined, 670
vs. recursive, 188

IXFRs (incremental zone transfers)
defined, 670
purpose of, 191

J
jetpack.exe utility, 281
jp domain, 179

K
KDCs (Key Distribution Centers)

defined, 672
functions of, 334, 420

Kerberos authentication
defined, 672
process, 333–334
for server-level security, 419–420

Key Distribution Centers (KDCs)
defined, 672
functions of, 334, 420

key escrow method
defined, 672
in PKI, 477

Key Exchange Settings dialog box, 351, 352
Key Length setting, 481
key terms

certificates, 522
DNS, 225–226
high availability services, 565
network access, 377
network connectivity strategy, 163–164
network infrastructure, 19
network monitoring, remote administration, and 

backups, 651
server-level security, 451
TCP/IP network infrastructure, 79–80
WINS, 287–288

Key usage attribute, 475
keys

defined, 672
ISAKMP, 330
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in PKI, 465, 477
preshared, 335

L
L2TP (Layer 2 Tunneling Protocol)

defined, 672
packet filters in, 137

L2TP/IPSec (Layer 2 Tunneling Protocol over IPSec),
5, 311, 328

LANs
managing, 104–106, 105–106
for WINS replication, 257–258, 258

Last field for counters, 593
Layer 2 Tunneling Protocol (L2TP)

defined, 672
packet filters in, 137

Layer 2 Tunneling Protocol over IPSec (L2TP/IPSec),
5, 311, 328

LCP (Link Control Protocol), 302
legacy compatibility for Group Policy, 405–406
Let Me Choose What To Back Up option, 635–636
Level of Preference setting, 106
Limit Windows file protection cache size policy, 433
limited replication partnerships

defined, 672
in WINS, 256–257

Link Control Protocol (LCP), 302
link-local addresses

defined, 673
purpose of, 67

link state maps
defined, 672
in OSPF, 98

link state protocols
characteristics of, 34–35
defined, 672–673

linking WINS replication partners, 275
LMHOSTS file

defined, 673
for NetBIOS name resolution, 246–249, 247

Load And Unload Device Drivers right, 425
load balancing

in DNS, 189–190
network. See NLB (Network Load Balancing)

Local Area Connection Properties page, 578–579,
578–579

Local Computer Policy, 401
for IPSec deployment, 340
working with, 406–407, 407

Local policies, 420
creating, 401
defined, 673
for server-level security, 420–421

Audit, 421–423, 422–423
Security options, 426–428, 428
for security templates, 436
User Rights Assignment, 423–426

Local policies option, 436
local quorum clusters

defined, 673
purpose of, 548

Local Resources settings, 626, 626
Local Security policies

defined, 673
purpose of, 401

Local Users and Groups, 622
Lock Pages in Memory right, 425
lockout policies, 417–419, 419
Log Detailed Events To Windows Event Log option,

269–270
Log Errors And Warnings option, 121
Log Errors Only option, 121
Log event when quota limit exceeded policy, 431
Log event when quota warning level exceeded

policy, 431
log files

CA, 486
for DNS, 223–224
for events

for DNS monitoring, 217, 217
for IPSec, 372–374, 374
for security templates, 436

in IP routing, 121, 121
server, monitoring, 615–620, 616–617, 619–620
in System Monitor, 597, 597

Log Files settings, 597, 597
Log On As A Batch Job right, 425
Log On As A Service right, 425
Log The Maximum Amount Of Information

option, 121
Log users off when roaming profile fails policy, 430
logging mode in RSoP, 370
Logging settings, 121, 121
LogicalDisk object, 604–605
logon events, auditing, 421
Logon policies

defined, 673
list of, 430–431

low-level security
defined, 673
for DNS servers, 214–215

ls command in nslookup, 221
LUN masking, 540–541, 541

M
m-node

defined, 674
in WINS, 240

machine accounts, 673
Machine certificate template attribute, 475
machine certificates

defined, 673
issuing, 334
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mail exchange (MX) records
defined, 673
purpose of, 184–185

Mail (POP3) Servers, 390
majority node set clusters, 537

defined, 673
purpose of, 549–550, 549
recovering from failures in, 562–563

majority node set quorums, 552
Manage Auditing And Security Log right, 425
Manage CA permission, 492
Manage Filter Actions settings, 358, 359
Manage IP Filter Lists And Filter Actions dialog

box, 356, 356
Manage IP Filter Lists settings, 356, 356
Manage Your Server tool, 393–395, 394
Management and Monitoring Tools dialog box, 580, 

580
management consoles, 327
management services, 399
manual WINS replication, 276
mapping

in IPSec, 328–329
in NAT, 155
in NetBIOS name resolution, 243–244, 244
in OSPF, 98
in WINS replication, 251

masked bits
defined, 674
in subnets, 45

master keys in ISAKMP, 330
Maximum field for counters, 593
Maximum Lifetime for Service Ticket policy, 420
Maximum Lifetime for User Ticket policy, 420
Maximum Lifetime for User Ticket Renewal

policy, 420
Maximum Number Of Records Verified Each Period 

setting, 268–269
Maximum Password Age policy, 415–416
Maximum retries to unload and update user profile

policy, 430
Maximum Tolerance for Computer Clock Synchroni-

zation policy, 420
Maximum Transmission Unit (MTU) Size (Bytes)

setting, 120
MBSA (Microsoft Baseline Security Analyzer), 14

defined, 674
operation of, 447–448
troubleshooting, 449

MCS (Microsoft Certificate Services)
defined, 674
history of, 462

mean time between failures (MTBF), 534
medium-level security

defined, 674
for DNS servers, 215

Memory object, 591, 598–599
memory subsystem, System Monitor for, 598–600
Memory Usage option, 613

metrics
defined, 674
in distance vector protocols, 34
in IP routing, 91

#MH statement, 248
Microsoft Baseline Security Analyzer (MBSA), 14

defined, 674
operation of, 447–448
troubleshooting, 449

Microsoft Certificate Services (MCS)
defined, 674
history of, 462

Microsoft CHAP (MS-CHAP)
defined, 674
description of, 307–308

Microsoft Network Client security category, 427
Microsoft Network Server security category, 427
Microsoft Software Update Services, 14

defined, 686
working with, 444–447

migrating
DNS, 192, 195–196
WINS services, 277

mil domain, 179
minimum and maximum time intervals setting, 106
Minimum field for counters, 593
Minimum Password Age policy, 415–416
Minimum Password Length policy, 415–416
mirrored filters

benefits of, 358
characteristics of, 357
defined, 674

mismatches, policy, 375
mission-critical functions, optimizing, 612
MMC consoles

creating, 411–414, 411–414
for Security Policy, 406–408, 407–408

mobile users in WINS networks, 255
Modify Firmware Environment Variables right, 425
monitoring

DNS, 217–218, 217–218
IPSec

with IP Security Monitor, 371–372, 372
with Network Monitor, 588–589

network traffic. See network monitoring
routing status, 138–140, 138–139
system performance, 589–590

with Event Viewer, 615–620, 616–617, 619–620
with System applet, 612–614
with System Monitor. See System Monitor
with Task Manager, 614–615, 614–615

WINS, 278
client traffic, 254–255
records, 279–280, 279–280
statistics, 278–279, 278

Monitoring settings, 217, 218
Monthly backup option, 641
Mountvol utility, 540
MS-CHAP (Microsoft CHAP)
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defined, 674
description of, 307–308

MS-RAS-Vendor option, 321
_msdcs domain, 191
MTBF (mean time between failures), 534
multicast addresses

defined, 674
purpose of, 67

multicast routing
defined, 674
operation of, 100–102

Multilink settings, 315, 318, 318
multimaster replication model

for Active Directory, 206
defined, 674

multimedia services, 399
multiple host filtering

defined, 674
options for, 559–560

multiple-instance applications
characteristics of, 539
defined, 674–675

multiple processor configuration, 603–604, 603
multiple sites

server clusters in, 550–552, 550
WINS deployment for, 261–263, 261–262

multipurpose servers, security templates for, 441
mutual authentication

defined, 675
in Kerberos, 333–334, 419

MX (mail exchange) records
defined, 673
purpose of, 184–185

N
name registration

defined, 675
in NetBIOS name resolution, 241–242

name releases
defined, 675
in NetBIOS name resolution, 242

name renewals
defined, 675
in NetBIOS name resolution, 242

name resolution
defined, 675
in DNS, 187–191, 188
in NAT, 148, 160, 160
in WINS. See NetBIOS (Network Basic Input/

Output System)
name resolution components, 675
Name Resolution settings, 160, 160
Name Server (NS) records

defined, 675
purpose of, 183

name servers
defined, 675
in DNS, 177

namespaces in DNS, 192–193
defined, 667
domain, 177–178, 178, 193–194
options for, 194–195
for Windows NT Server migration, 195–196

NAS-Identifier option, 321
NAS-IP-Address option, 321
NAS-Port-Type option, 321
NASs (Network Access Servers)

defined, 676
RRAS servers as, 301

NAT (Network Address Translation), 62, 90,
141–142, 141

addressing components in, 675
defined, 676
editors for, 145, 675
in ICS, 145–147, 147
inbound packets in, 144–145, 144
installing, 148–151, 150–151
interfaces for, 151–156, 153–156, 676
for IPSec, 328
need for, 160–161
outbound packets in, 143–144, 143
in RRAS, 102, 149–150, 150–151
settings for

Address Assignment, 158, 159
Address Pool, 153–154, 154
Firewall, 152, 153
General, 157, 157
Name Resolution, 160, 160
Services And Ports, 154–156, 155
Translation, 157–158, 158

in Windows Server 2003, 142–143
NAT address pools, 675
NBMA (non-broadcast multiple access) routers

defined, 676
in OSPF, 118, 119

NBMA Neighbors settings, 118, 119
NBNS (NetBIOS name server)

defined, 676
in WINS, 239

NBT (NetBIOS over TCP/IP)
defined, 676
limitations of, 239

nbtstat utility
defined, 676
for name registrations, 255
for WINS troubleshooting, 284–286

Neighbor Discovery, 67
Neighbors settings, 114–115, 115
.NET application services, 399
net domain, 178
NetBEUI protocol, 31
NetBIOS (Network Basic Input/Output System), 31

defined, 676
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name resolution in, 238–239
LMHOSTS for, 246–249, 247
name registration in, 241–242
name releases in, 242
name renewals in, 242
for non-WINS clients, 243–245, 244
operation of, 239–240
resolution in, 242–243
in Windows Server 2003, 240
WINS database in, 243
WINS proxy agents for, 245
WINS replication in, 249–251

NetBIOS name server (NBNS)
defined, 676
in WINS, 239

NetBIOS naming protocol
defined, 676
purpose of, 238

NetBIOS over TCP/IP (NBT)
defined, 676
limitations of, 239

netmask ordering for load balancing, 189–190
netsh command, 329
network access, 300

exam essentials, 376
IP security for. See IPSec (IP Security)
key terms, 377
remote access. See remote access
review questions, 378–382
review questions, answers to, 383–384
summary, 375

Network Access security category, 427
Network Access Servers (NASs)

defined, 676
RRAS servers as, 301

Network Address Translation. See NAT (Network 
Address Translation)

network analyzers, 577
Network Basic Input/Output System. See NetBIOS 

(Network Basic Input/Output System)
network connectivity, 90

exam essentials, 162–163
failures in, 535
filtering in. See filters
improvements in, 4
Internet, 9
IP routing in. See IP routing
key terms, 163–164
NAT in. See NAT (Network Address Translation)
private addressing, 142
review questions, 165–170
review questions, answers to, 171–173
summary, 161

Network Interface object, 606
Network Load Balancing. See NLB (Network Load 

Balancing)
Network Load Balancing Manager, 6, 556, 556, 560
Network Monitor tool, 577, 581–582, 581

capturing data in, 582–583, 583, 588–589
from command line, 587–588
installing, 578–580, 578–580
viewing data in, 583–587, 584–586

network monitoring, 17, 576–577
exam essentials, 650–651
key terms, 651
network load balancing, 556–560, 556–559
with Network Monitor. See Network Monitor tool
review questions, 652–656
review questions, answers to, 657–658
summary, 650
system performance, 17, 589–590

with Event Viewer, 615–620, 616–617, 619–620
with System applet, 612–614
with System Monitor. See System Monitor
with Task Manager, 614–615, 614–615

network packets, 28, 29
network protocols, 27, 27

binding, 29, 680
connectionless versus connection-oriented, 29–30
for IPSec, 329–331, 330–331
network packets in, 28, 29
operation of, 28
in Windows Server 2003, 30–32

network routes
defined, 676
in IP routing, 94

Network Security security category, 427
Network Type page, 366, 366
Network Type settings, 118
Networking settings, 614, 614
networks, 2

access to. See network access
addresses in. 37–38, 40–45, 41. See also IP 

addresses
bridging, 4
connectivity. See network connectivity
defined, 676
defining, 2–3
exam essentials, 19
high server availability. See high availability 

services
key terms, 19
monitoring. See network monitoring
protocols for. See network protocols
review questions, 20–22
review questions, answers to, 23–24
routing strategies 9
secure data flow, 10–11

remote access strategy, 11–12
security, 12–13

security infrastructure, 13
authentication through certificate services, 15
policy-based security for server roles, 14
security update infrastructure, 14–15

summary, 18
TCP. See TCP/IP protocol
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topologies
address assignments by, 60
defined, 676
designing, 8
TCP/IP in, 7–8

in Windows Server 2003, 3–4
configuration and connectivity improvements, 4
data security improvements, 4–5
high availability improvements, 6–7
security infrastructure improvements, 6
services, 398–399

New Remote Access Policy Wizard, 321–324, 322–
324

New Routing Protocol dialog box
for NAT, 150, 150
for RIP and OSPF, 123–124, 123

New Security Method dialog box, 361, 361
next hops, 33
N+I configuration

defined, 675
description, 545, 545

NLB (Network Load Balancing), 6
defined, 676
for high server availability, 16

monitoring, 556–560, 556–559
planning, 554–556

remote administration of, 560
and round robin DNS, 555

NLB (Network Load Balancing) clusters
defined, 676
working with, 533–534

No Override option, 404–405
nodes in server clusters, 533, 537
non-broadcast multiple access (NBMA) routers

defined, 676
in OSPF, 118

non-WINS clients, NetBIOS name resolution for,
243–245, 244

noncontiguous subnets
defined, 677
planning, 57

None affinity option, 559
nonrecursive DNS servers

defined, 677
vs. forward-only, 212

nonrepudiation
defined, 677
in PKI, 463

Normal backup type, 644
NS (Name Server) records

defined, 675
purpose of, 183

nslookup tool, 217
defined, 677
for DNS, 219–222

NT Server migration
DNS namespaces for, 195–196
WINS services, 277

ntbackup utility, 645

Number Of Changes In Version ID Before Replication 
setting, 272

Number of Retries setting, 273
number of servers needed

for DNS, 214
for WINS, 252–253

NWLink protocol
defined, 677
purpose of, 31

O
Oakley protocol, 330
object access, auditing, 421
octets in IP addressing, 36
Offer Remote Assistance Policy Properties dialog box, 

631, 632
offline compaction

defined, 677
WINS database, 281

on-link prefixes, 677
Once backup option, 641
online compaction

defined, 677
WINS database, 281

Open Database dialog box, 434
Open Shortest Path First protocol. See OSPF

(Open Shortest Path First) protocol
Open Systems Interconnect (OSI) model, 27, 27
opening security templates, 437
Operation Mode list, 112
optimizing

monitoring for. See monitoring
system performance, 589–590

with Event Viewer, 615–620, 616–617, 619–620
with System applet, 612–614
with System Monitor. See System Monitor
with Task Manager, 614–615, 614–615

Options dialog box
for backups, 643–644, 644
for GPOs, 404, 405

order of IPSec policy application, 349
org domain, 179
organization charts, address assignments by, 60
organizational units (OUs), 677
OSI (Open Systems Interconnect) model, 27, 27
OSPF (Open Shortest Path First) protocol, 35, 98–99, 

98
Advanced settings for, 119–120, 120
Areas settings for, 127, 127
defined, 677
External Routing settings for, 128–129, 129
General settings for, 117–118, 117, 125–127, 126
interfaces, 117
NBMA Neighbors settings for, 118, 119
Virtual Interfaces settings for, 127–128, 128

OUs (organizational units), 677
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outbound filters
in L2TP, 137
for LANs, 106

outbound packets
in NAT, 143–144, 143
in RIP, 112–113

Outgoing Packet Protocol list, 112–113
Outgoing Port setting, 156
Overwrite Unique Static Mappings At This Server 

(Migrate On) option, 271
owner-version mapping tables

defined, 677–678
in WINS replication, 251

P
p-node

defined, 679
in WINS, 240

packets, 28, 29
authenticating

defined, 678
in IPv6, 64

confidentiality in, 678
defined, 678
filters for, 132–133

creating, 133–135, 133–134
defined, 678
in RRAS, 102
VPN, 135–137, 136

integrity of, 678
payloads in, 28, 678

page files
defined, 678
performance of, 598

Pages/Sec counter, 591, 598–599
paging, 598
Paging File object, 598–599
PAP (Password Authentication Protocol)

defined, 678
description of, 308

partitioned applications
defined, 678
for server clusters, 539, 540

partners in WINS replication, 250–251
adding, 275
controlling, 270, 275–276, 276
defined, 682
in manual replication, 276
planning, 255–261, 258–259
settings for

Advanced, 273–274, 274, 276, 276
General, 271, 271
Pull Replication, 273, 273
Push Replication, 272, 272

passthrough actions
defined, 678
for IP filters, 332–333

Password Authentication Protocol (PAP)
defined, 678
description of, 308

Password policies
defined, 678
for server-level security, 415–417, 416–417

Password setting
in OSPF, 118
in RIP, 113

passwords for certificates, 518
Passwords Must Meet Complexity Requirements 

policy, 415–416
PAT (Port Address Translation), 62
pathping utility

defined, 679
for IP communications, 75–76

peer filters, 97, 679
Pending Requests folder, 484, 497
Perform Analysis dialog box, 440, 440
Perform Automatic Testing At The Following Interval 

option, 217
Perform Volume Maintenance Tasks right, 425
performance, 65

monitoring for. See monitoring
optimizing, 589–590

with Event Viewer, 615–620, 616–617, 619–620
with System applet, 612–614
with System Monitor. See System Monitor
with Task Manager, 614–615, 614–615

of replication, 206–207
of WINS servers, 252–253

performance counters, 591–593
defined, 679
for disk objects, 604–605
for memory objects, 598–599
for network services, 607–608
for network subsystem, 606–607
for processor objects, 601–602

Performance Options dialog box, 612–613, 613
Performance utility, 591
Periodic Announcement Interval (Seconds) setting, 

115
periodic update mode

defined, 679
in RIP, 97

permissions
for CAs, 491–492, 492
for templates, 493–494, 493–494
for zones, 200–201

Permit action, 332–333
Personal Folder, 506
Phone Number page, 110
PhysicalDisk object, 591, 604–605
ping utility

defined, 679
for IP communications, 71–73

PKI (Public Key Infrastructure), 334, 463
certificates in, 466–467

attributes for, 474–475
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CAs, 468–471, 469
services, 472, 472
templates, 475–476

concepts in, 464
CSPs in, 473
CTLs in, 474
defined, 681
digital signatures in, 465–466
elements of, 467–468
policy and exit modules in, 473–474
public key cryptography in, 465
recovery keys in, 477
secret key cryptography in, 464
SGC in, 477
smart cards in, 477–478

PKI-aware applications, 467–468
Place All Certificates In The Following Store option, 

518
placement of DNS servers, 214
planning mode in RSoP, 370
Point-to-Point Protocol (PPP)

defined, 679
for dial-up services, 302–303, 303

Point-to-Point Protocol over Ethernet (PPPoE), 4
point-to-point routers

defined, 679
in OSPF, 118

Point-to-Point Tunneling Protocol (PPTP)
defined, 679
operation of, 311
packet filters for, 135–137, 136

pointer (PTR) records
defined, 679
purpose of, 184

policies
auditing changes to, 421
group. See Group Policy and Group Policy Objects 

(GPOs)
IPSec, 13, 331–338, 344

actions for, 358–361, 359–360
creating, 345–346, 345–346
deploying, 346–350, 347–348
filters for, 356–358, 356–358
General settings for, 351–352, 351–352
Rules settings for, 352–356, 352–355
testing, 374–375
in Transport Mode, 361–363, 361–362

remote access, 313
creating, 320–324, 322–324
default, modifying, 313–320, 314–320
defined, 682

for Remote Assistance, 631–633, 632–633
server-level security

Account, 414–420, 416–417, 419
deploying, 441–443
Local, 420–428, 422–423, 428
Public Key, 428–429
Security. See Security Policy

policy-based security for server roles, 14
Policy Configuration Method page, 321, 322
Policy Encryption Level page, 323, 324
Policy Module settings, 488, 489
policy modules

for CAs, 488, 489
defined, 679
in PKI, 473–474

Poll Interval (Seconds) setting, 120
Pool Nonpaged Allocs counter, 599
Pool Nonpaged Bytes counter, 599
POP3 (Mail) Servers, 390
Port Address Translation (PAT), 62
port mappings

defined, 679
for NAT, 155

port number setting for NAT, 156
Port Rules settings, 558, 558
Post Office Protocol, version 3 (POP3), 390
PPP (Point-to-Point Protocol)

defined, 679
for dial-up services, 302–303, 303

PPP frames, 310
PPPoE (Point-to-Point Protocol over Ethernet), 4
PPTP (Point-to-Point Tunneling Protocol)

defined, 679
operation of, 311
packet filters for, 135–137, 136

pre-shared keys, 680
#PRE statement, 247–249
Preference Levels setting, 122, 122
Preserve Existing Certificate Database option, 482
preshared keys, 335
primary command in DNS, 187
primary DNS servers

characteristics of, 180–181
defined, 680

primary WINS servers
addresses for, 241
defined, 680

primary zones
characteristics of, 197
defined, 680

print servers
performance objects for, 608, 610
purpose of, 387

Private Address setting, 156
private addresses, 142

defined, 680
vs. public, 60–62

Private Bytes counter, 599
Private Interface Connected To Private Network option, 

152
Private Key And CA Certificate setting, 486
private keys

defined, 680
in PKI, 465

private namespaces, 195
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privilege use, auditing, 421
Process Default Routes In Received Announcements 

option, 117
Process Host Routes In Received Announcements

option, 116
Process objects, 599
process tracking, auditing, 421
processor affinity

defined, 680
for optimizing, 602–604

Processor object, 591, 601–602
Processor Queue Length counter, 601
Processor Scheduling option, 612
processor subsystem, System Monitor for, 601–604, 

603
% Processor Time counter, 591, 601
Profile Single Process right, 425
Profile System Performance right, 425
Programs settings, 626, 626
promiscuous mode

defined, 680
drivers for, 577

Prompt user when slow link is detected policy, 430
protocol security, 11

planning, 12–13
in remote access security, 309–312, 310, 312

Protocol settings
for IPSec filters, 358, 359
for NAT, 156

protocol stacks, 27
protocol suites, 27
protocols, network, 27, 27

binding, 29, 680
connectionless versus connection-oriented, 29–30
for IPSec, 329–331, 330–331
network packets in, 28, 29
operation of, 28
in Windows Server 2003, 30–32

Protocols And Security page, 110, 110
providers, authentication, 306–309
proxy agents, 245, 690
PTR (pointer) records

defined, 679
purpose of, 184

Public Address group, 156
public addresses

defined, 680
vs. private, 60–62

Public and Private Key Pair Selection page, 480, 
480

Public Interface Connected To The Internet option, 
152

public key certificates
defined, 681
working with, 334–335

public key cryptography
defined, 681
in PKI, 465

Public Key Infrastructure. See PKI (Public Key 
Infrastructure)

Public Key Policies, 428–429
public keys

defined, 680
in PKI, 465

public namespaces, 195
publishing CRLs, 502–504, 502–503
pull partners

defined, 681
in WINS replication, 250–251, 256–257

Pull Replication settings, 273, 273
pull replication triggers

defined, 681
description, 250
in WAN replication, 260

purposes for certificates, 509, 510
push partners

defined, 681
in WINS replication, 250–251, 256–257

push-pull partners
defined, 681
in WINS replication, 256–257

Push Replication settings, 272, 272
push replication triggers

defined, 681
description, 250
in LAN replication, 257
in WAN replication, 260

Q
quads in IP addressing, 36
queries

DNS, 181, 188–189, 188
for services, 190–191

quorum resources, 548–550, 549, 552
corruption of, 561
defined, 681
in server clusters, 537

R
RADIUS (Remote Authentication Dial-In User Service)

defined, 682
with RRAS, 306

RAM requirements, 397
random address allocation, 59
random failover policies, 547
Read permission for CAs, 492
Receive All Packets Except Those That Meet The Cri-

teria Below option, 133
Record Mapping settings, 279, 279
Record Owners settings, 279, 280
Record Types settings, 280
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records, WINS
deleting and tombstoning, 281–282
monitoring, 279–280, 279–280
resource, 182, 202–204, 682

recovery
ASR for, 647–649, 648
domain controller, 649
high server availability, 17–18
server cluster failures, 561–563

recovery agents
defined, 681–682
in PKI, 477

Recovery Console security category, 427
recovery keys

defined, 682
in PKI, 477

recursive queries, 181, 188
Recursive To Other DNS Servers option, 217
reduced network traffic, subnetting for, 38
Registry option, 436
Registry policy processing policy, 432
rekeying certificates, 514
relay agents, 63, 666
releases, name, 242, 675
reliability

in availability, 534
defined, 682

remote access
policies for, 313

creating, 320–324, 322–324
default, modifying, 313–320, 314–320
defined, 682

security for
evaluating, 300–301
protocol security in, 309–312, 310, 312
remote access services, 301–305, 303–304
user authentication in, 305–309, 306–307, 309

services for, 301
dial-up, 301–303, 303
VPNs, 303–305, 304

strategy for, 11–12
remote administration

of network load balancing, 560
secure, 16–17

enabling, 623–624, 623–624
Remote Assistance, 628–633, 629–630, 

632–633
Remote Desktop Connection, 624–628, 

624–628
Remote Desktop for Administration, 620–623

Remote Assistance Settings dialog box, 629, 629
Remote Assistance tool, 621, 628–629

defined, 682
operation of, 629–631, 629–631
securing, 631–633, 632–633

Remote Assistance window, 630–631, 630
Remote Authentication Dial-In User Service (RADIUS)

defined, 682
with RRAS, 306

remote computers for identifying system
bottlenecks, 601

Remote Desktop Connection, 622, 624, 624
Display settings for, 625, 625
Experience settings for, 627, 627
General settings for, 624–625, 625
Local Resources settings for, 626, 626
Programs settings for, 626, 626
working with, 627–628

Remote Desktop for Administration, 6, 620–621
components of, 622–623
defined, 682
security for, 621–622

Remote Desktop Users dialog box, 624, 624
Remote Desktop Users group, 622
Remote Desktop Web Connection, 622
Remote settings

for remote administration, 623, 623
for Remote Assistance, 633

Remove Computer From Docking Station right, 
425

Remove TCP Mapping After (Minutes) setting, 157
Remove UDP Mapping After (Minutes) setting, 157
Renew CA Certificate dialog box, 487, 488
renew intervals

defined, 682
for WINS servers, 252, 266

renewing
certificates, 487, 488, 514–515
names, 242

Replace a Process Level Token right, 426
replay attacks, IPSec for, 326
Replicate Only With Partners option, 271
replication

Active Directory, 206, 660
performance for, 206–207
synchronous vs. asynchronous, 551–552
WINS, 249–251

inter-forest, 282–283
partners in. See partners in WINS replication

zones, 205–209
Replication Interval setting, 273
report view in System Monitor, 594, 594
reports in System Monitor, 594–598, 594, 597
Request A Certificate task, 513
Request certificates permission, 492
requesting certificates, 510–514, 511–514
Requests For Secure Communication page, 345, 345
Reset Account Lockout Counter After policy, 418
resolvers

defined, 682
DNS, 181, 188

resource groups
defined, 682
in server clusters, 537

resource records (RRs)
defined, 682
in DNS, 182–186
in WINS, 202–204

resources
defined, 682
in server clusters, 537

Restore Defaults option, 267
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Restore Files And Directories right, 426
Restore Wizard, 639–640, 640
restoring CA data, 485–487, 487
Resultant Set of Policy (RSoP) tool, 5, 13, 328, 370–

371, 370–371
Retransmit Interval (Seconds) setting, 119
reverse lookup

files for, 186, 682
resource records for, 184

review questions
certificates, 523–527
DNS, 227–233
high availability services, 566–572
network access, 378–382
network connectivity strategy, 165–170
network infrastructure, 20–22
network monitoring, remote administration, and 

backups, 652–656
server-level security, 452–457
TCP/IP network infrastructure, 81–85
WINS, 289–295

review questions, answers to
certificates, 528–529
DNS, 234–236
high availability services, 573–574
network access, 383–384
network connectivity strategy, 171–173
network infrastructure, 23–24
network monitoring, remote administration, and 

backups, 657–658
server-level security, 458–460
TCP/IP network infrastructure, 86–87
WINS, 296–298

Revoked Certificates folder, 484
revoking certificates, 467, 501–504, 502–503
RIP (Routing Information Protocol), 34, 96–97

defined, 683
installing, 123–124, 123–124
interfaces, 111–112
settings for

Advanced, 115–117, 116
General, 112–113, 112, 124, 125
Neighbors, 114–115, 115
Security, 113–114, 114, 125, 126

Role Removal Confirmation page, 393, 394
roles

CA, 471
server, 386–391

Configure Your Server Wizard for, 391–393, 
392–393

Manage Your Server tool for, 393–395, 394
security for, 14

root CA certificates, importing, 498
root certificate authorities

defined, 683
description, 469–470, 469
role of, 471

root servers
defined, 683
purpose of, 181

rootsec.inf (System root security) template, 436

round robin ordering, 189–190, 555
route add command, 130, 139
route filters

defined, 683
in OSPF, 98

Route Filters option, 129
route print command, 139
route summarization

defined, 683
vs. flat routing, 57

routed networks, mobile users in, 255
router discovery, 95
router discovery messages

defined, 683
enabling, 106

Router Identification setting, 127
Router Priority setting, 118
routers

in OSPF, 118
software and hardware, 99

routing, 90
defined, 683
IP. See IP routing
monitoring, 138–140, 138–139
planning, 9

Routing and Remote Access Service (RRAS)
defined, 683
features of, 102–103, 103
for NAT, 149–150, 150–151
for static routes, 130–131, 130

Routing and Remote Access Service (RRAS) servers, 
301

access control for, 311–312, 312
purpose of, 390

Routing Information Protocol (RIP). See RIP (Routing 
Information Protocol)

routing metrics
defined, 674
in distance vector protocols, 34
in IP routing, 91

routing tables
defined, 683
in IP routing, 94

RRAS (Routing and Remote Access Service)
defined, 683
features of, 102–103, 103
for NAT, 149–150, 150–151
for static routes, 130–131, 130

RRAS (Routing and Remote Access Service) servers, 
301

access control for, 311–312, 312
purpose of, 390

RRs (resource records)
defined, 682
in DNS, 182–186
in WINS, 202–204

RSoP (Resultant Set of Policy) tool, 5, 13, 328, 370–
371, 370–371

RSoP Wizard, 371
Rules settings, 352–356, 352–355, 365, 365
Run these programs at user logon policy, 430
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S
SANs (Storage Area Networks), 538

defined, 687
working with, 540–542, 541

SAs (security associations)
defined, 684
for IPSec, 330

scalability, 532–534
in IPv6, 64
methods for, 535

scaling out, 535, 684
scaling up, 535, 684
scheduling backup jobs, 641
scope of IP addresses, 62
Scripts policy processing policy, 432
secondary command in DNS, 187
secondary DNS servers

characteristics of, 181
defined, 684

secondary WINS servers
addresses for, 241
defined, 684

secondary zones
characteristics of, 197
creating, 205
defined, 684

secret key cryptography
defined, 684
in PKI, 464–465

Secure (Secure∗.inf) template, 435
Secure Server (Require Security) policy, 336–338
security, 13

authentication for. See authentication
for data flow, 10–13
defined, 684
for demand-dial connections, 107
for DNS servers, 214–216
for dynamic updates, 199, 684
improvements in, 4–6
in IPSec, 326–338
in IPv6, 64–65
network access. See network access
protocol, 11–13, 309–312, 310, 312
for remote administration, 16–17

enabling, 623–624, 623–624
Remote Assistance, 628–633, 629–630, 632–

633
Remote Desktop Connection, 624–628, 624–

628
Remote Desktop for Administration, 620–623

server-level. See server-level security
for server roles, 14
services for, 398
updates for, 14–15
in WINS, 253–254
for zones, 199–202, 207

security associations (SAs)
defined, 684
for IPSec, 330

Security Configuration and Analysis tool, 433
database for, 434, 434, 439
defined, 684
for importing security templates, 434–437
for IPSec, 369
review and discrepancies with, 437–441, 438–440
security analysis with, 437

security databases
defined, 684
for Security Configuration and Analysis tool, 434,

434, 439
Security log

defined, 685
purpose of, 615

security methods
defined, 685
in IPSec, 331, 360, 360

Security Methods settings, 360, 360
Security options

defined, 685
for server-level security, 426–428, 428

Security permissions attribute, 475
Security Policy, 401–402

Account policies for, 414–420, 416–417, 419
defined, 685
Group Policy and Active Directory, 402–414, 403, 

405, 407–414
Local policies for, 420–428, 428
MMC consoles for, 406–408, 407–408
Public Key Policies, 428–429
system options, 429–433

Security Policy Management console, 341–344, 342–
344

Security policy processing policy, 432
Security Rule Wizard, 366–368, 366–368
Security settings

for CAs, 491–492, 492
for RIP, 113–114, 114, 125, 126
for user authentication, 305, 306

security templates
creating, 439, 441
defined, 685
importing, 434–437, 440, 440
opening, 437

Segment/Sec counter, 606
Select A Device page, 109, 109
Select Attribute dialog box, 316, 316
Select Computer dialog box

for GPOs, 413, 413
for IPSec, 343, 343

Select Groups dialog box, 317, 317
Select Network Component Type dialog box, 578, 579
Select Network Protocol dialog box, 579, 579
Select The Method For Sending E-Mail Invitations

setting, 633
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Send Clean-Up Updates When Stopping option, 116
server clusters, 532–534, 536–537

application deployment for, 539–547, 539–541, 543–
546

backing up, 560–561
business and application requirements, 538–539
capacity of, 542–544, 543–544
cluster models for, 547–550, 549
cluster node failure in, 560
defined, 685
failover policies for, 544–547, 545–547
multisite, 550–552, 550
networking, 552–554
in NLB, 554–560, 556–559
recovering from failures, 561–563
storage methods for, 540–542, 541
terminology for, 537–538

Server Gated Cryptography (SGC), 477
server-level security, 386

exam essentials, 450–451
key terms, 451
policies

Account, 414–420, 416–417, 419
deploying, 441–443
Local, 420–428, 422–423, 428
Public Key, 428–429
Security. See Security Policy

review questions, 452–457
review questions, answers to, 458–460
roles in, 386–391

Configure Your Server Wizard for, 391–393, 392–
393

Manage Your Server tool for, 393–395, 394
Security Configuration and Analysis tool. See 

Security Configuration and Analysis tool
summary, 449–450
system options, 429–433
updates for, 443–444

Microsoft Baseline Security Analyzer for, 
447–449

Microsoft Software Update Services for, 
444–447

Windows Server 2003 editions, 395–401
Server object, 608
Server (Request Security) policy, 336–337
Server Role page, 393, 393
server roles

defined, 685
managing, 393, 393
policy-based security for, 14

Server Sessions counter, 608
servers

clusters. See server clusters
DHCP, 77, 389, 608
DNS, 180–181, 212–213, 388

caching-only, 209–210
capacity of, 213–214
defined, 667
forward-only, 212

performance objects for, 608
requirements, 213
securing, 214–216

IPSec, 325
monitoring logs of, 615–620, 616–617, 619–620
performance objects for, 607–608
security for. See server-level security
SUS, 445
WINS

configuring, 389
General settings for, 265–266, 266

service (SRV) records
defined, 685
purpose of, 185–186

Service-Type option, 321
services

failures in, 534
queries for, 190–191
for remote access policies, 321

Services And Ports settings, 154–156, 155
Session Stats Pane in Network Monitor, 582
Sessions Errored Out counter, 608
set command in nslookup, 220
Set Windows File Protection scanning policy, 433
Settings tab for remote access policies, 314, 314, 316
Setup security.inf (Default security) template, 435
#SG statement, 248
SGC (Server Gated Cryptography), 477
Shiva Password Authentication Protocol (SPAP)

defined, 685
description of, 308

Show Areas command, 137
Show IP Routing Table command, 137
Show Link-State Database command, 137
Show Neighbors command, 137–138
Show TCP/IP Information command, 137
Show Virtual Interfaces command, 138
Shut Down The System right, 426
Shutdown security category, 427
Signature Certificate page, 500, 500
signatures in PKI, 465–466
signing

defined, 685
in PKI, 465

Simple Mail Transfer Protocol (SMTP) service, 390
Simple Query Against This DNS Server option, 217
simplified management, subnetting for, 38
Single affinity option, 559
single cluster node corruption and failure, 562
single host filtering

defined, 685
selecting, 559

Single Host Filtering option, 559
single-instance applications

characteristics of, 539
defined, 685

single quorum clusters, 552
defined, 685
purpose of, 548, 549
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site failures, 535
site-local addresses

defined, 685
purpose of, 67

_sites domain, 191
Slow network connection timeout for user profiles

policy, 429
smart cards, 477–478
Smartcard Logon template, 476
Smartcard User template, 476
SMP (Symmetric Multi-Processor) support

requirements, 397
SMS (Systems Management Server), 444
SMTP (Simple Mail Transfer Protocol) service, 390
sniffers, 577
sniffing

defined, 686
in IPv6, 65

SOA (start of authority) records
defined, 686
purpose of, 182–183

Software Installation policy processing policy, 432
software routers, 32–33, 99
Software Update Services (SUS), 14

defined, 686
working with, 444–447

Solicited Remote Assistance policy, 632–633, 633
source addresses for IPSec filters, 357
source in Event Viewer, 618
Source Network option, 134
SPAP (Shiva Password Authentication Protocol)

defined, 685
description of, 308

Specify Windows file protection cache location policy, 
433

split-brains
defined, 686
in server clusters, 563

spoofing, 65
defined, 686
IPSec for, 327

SRV (service) records
defined, 685
purpose of, 185–186

Stand-alone CAs, 470–471
configuring, 496–497
root, 471
subordinate, 471

Standard Edition, 395, 397–399
standard zone files

defined, 686
working with, 196

standby server configuration
characteristics of, 545–546, 546
defined, 686

start netmon command, 587–588
start of authority (SOA) records

defined, 686
purpose of, 182–183

start of day, WINS client traffic at, 254–255
Start Pull Replication At Service Startup option, 273
Start Push Replication group, 272
Start Time setting, 273
starting CA Services, 485
Starting Version ID (Hexadecimal) setting, 270
stateful applications

defined, 686
server clusters for, 532

stateful configuration
defined, 686
in IPv6, 67

stateless applications
defined, 686
NLB for, 533

stateless configuration
defined, 686
in IPv6, 67

static IP routing, 94–95
static mapping

defined, 687
in NetBIOS name resolution, 243–244, 244

Static Route dialog box, 130–131, 130
static routes, 129–132, 130–132
Static Routes For Remote Networks page, 110, 110
static routing

defined, 687
vs. dynamic, 33–35

Station Stats Pane in Network Monitor, 582
statistics, WINS, 278–279, 278
stopping CA Services, 485
Storage Area Networks (SANs), 538

defined, 687
working with, 540–542, 541

storage methods for server clusters, 540–542, 541
Storage settings for CAs, 491, 491
Store Password Using Reversible Encryption for All 

Users in the Domain policy, 415–416
streaming media servers, 391
stub zones, 197

defined, 687
working with, 210–212

subnet masks, 39
defined, 687
incorrect, 71
representing, 42–45, 42–44

subnets
defined, 687
noncontiguous, 57, 677
systems for, 59–60

subnetting networks, 38–40
Class A, 55
Class B, 52–54
Class C, 49–52
concepts in, 39–40
defined, 687
for information hiding, 39–40
number of subnets in, 45–47, 46
shortcuts for, 47–48
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strategy for, 8
TCP/IP networks, 39–44, 41–44
and WAN links, 54

subordinate CAs, 470–471
Subordinate Certification Authority template, 476
Success Audit events

defined, 687
in Event Viewer, 617

Suggested Value Changes dialog box, 419, 419
supernetting

and CIDR, 58–59
defined, 687

SUS (Software Update Services), 14
defined, 686
working with, 444–447

switching CAs, 484–485
symmetric encryption

defined, 687
in PKI, 464

Symmetric Multi-Processor (SMP) support
requirements, 397

Synchronize Directory Service Data right, 426
synchronous replication

vs. asynchronous, 551–552
defined, 687–688

System, permissions for, 201
System.adm template, 406
System Applet, 612–614
system bottlenecks, 601
System Cryptography security category, 427
system events policy, 421
system failures, 534–535
System log

contents of, 615–616, 616
defined, 688

System Monitor, 590–593, 591–592
baseline reports in, 595–598, 597
defined, 688
for disk subsystem, 604–605
display format for, 593–595, 594
for memory subsystem, 598–600
for network services, 607–611
for network subsystem, 606–607
for processor subsystem, 601–604, 603
for system bottlenecks, 601

System object, 601
System Objects security category, 427
system options, 429

Disk Quota policies, 431
Group Policy policies, 432
Logon policies, 430–431
User Profile policies, 429–430
Windows File Protection policies, 433

system performance, monitoring, 589–590
with Event Viewer, 615–620, 616–617, 619–620
with System applet, 612–614
with System Monitor. See System Monitor
with Task Manager, 614–615, 614–615

System Policy files
defined, 688
limitations of, 405

System Properties dialog box, 623, 623
System root security (rootsec.inf) template, 436
System services option, 436
System Settings security category, 427
system state data, backing up, 641–643, 642
Systems Management Server (SMS), 444

T
Tag For Announced Routes setting, 113
Take Ownership Of Files Or Other Objects right, 426
tampering

defined, 688
IPSec for, 327

Task Manager
defined, 688
for multiple processors, 603–604, 603
for performance, 614–615, 614–615

_tcp domain, 191
TCP/IP protocol, 26–27, 31–32

defined, 688
exam essentials, 78–79
filters for, 132–133

creating, 133–135, 133–134
VPN, 135–137, 136

IP addresses. See IP addresses
IP routing. See IP routing
IPv6, 5, 63–64

address space in, 65–67
automatic configuration in, 67–68
benefits of, 64–65
defined, 672

key terms, 79–80
network protocols, 27, 27

binding, 29
connectionless versus connection-oriented, 29–

30
network packets in, 28, 29
operation of, 28
in Windows Server 2003, 30–32

in network topology strategy, 7–8
performance objects for, 607
review questions, 81–85
review questions, answers to, 86–87
subnetting networks in. See subnetting networks
summary, 77–78
troubleshooting TCP/IP addressing, 68

DHCP, 76–77
identifying TCP/IP configuration, 69–71
IP communications, 71–76

TCPv4 object, 606
templates

certificate
configuring, 492–496, 493–496
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in PKI, 475–476
security

creating, 439, 441
defined, 685
importing, 434–437, 440, 440
opening, 437

terminal services, 398
Terminal Services Client, 622
Terminal Services Configuration, 622
Terminal Services Group Policies, 622
Terminal Services Manager, 622
Terminal Services servers, 391
testing

IP communications, 71–76
IPSec policies, 374–375

TGSs (ticket-granting-services)
accessing, 334, 420
defined, 688

TGTs (ticket-granting tickets)
defined, 688
issuing, 334, 420

Time Before Route Is Removed (Seconds) setting, 115
Time Before Routes Expire (Seconds) setting, 115
time to live (TTL) in DNS, 189
Timeout for dialog boxes policy, 430
timeout settings for WINS, 267
times in Event Viewer, 618
tombstoning

defined, 688
WINS records, 281–282

top-level domains
defined, 688
list of, 178–179

topologies
address assignments by, 60
defined, 676
designing, 8
TCP/IP in, 7–8

Total Number of Registrations/sec counter, 608
Total Query Received/sec counter, 608
Total Stats Pane in Network Monitor, 582
tracert utility

defined, 688
for IP communications, 73–75

traditional DNS zones
defined, 689
storing, 196, 198

traffic exemptions in IPSec, 329
trailers in network packets, 28, 29
transfers, zone, 181, 191–192, 205–207, 691
Transit Delay (Seconds) setting, 119
translation component in NAT, 148, 157–158, 158
Translation settings, 157–158, 158
transport mode

defined, 689
in IPSec, 326, 361–363, 361–362

transport protocols, 27, 27

triggers in WINS replication, 250
troubleshooting

host name resolution, 216–219
DNS monitoring, 217–218, 217–218
ipconfig for, 222–223
log files for, 223–224
nslookup for, 219–222

IP routing, 137–141, 138–139
IPSec

best practices, 374–375
data transmission security, 368–370
event logs for, 372–374, 374
IP Security Monitor for, 371–372, 372
RSoP for, 370–371, 370–371

MBSA scans, 449
TCP/IP addressing, 68

DHCP, 76–77
identifying TCP/IP configuration, 69–71
IP communications, 71–76

WINS, 283
general considerations, 283–284
nbtstat for, 284–286

Trust List Signing template, 476
Trusted Root Certification Authorities folder, 497–498, 

506
trusts for CAs, 497–501, 499–500
TTL (time to live) in DNS, 189
Tunnel Endpoint page, 366, 366
tunnel endpoints

defined, 689
in IPSec, 335

tunnel mode
defined, 689
in IPSec, 326, 354, 362–368, 363–368

Tunnel Setting settings, 354, 363–364, 364
Tunnel-Type option for remote access policies, 321
tunnels

defined, 689
in VPNs, 303–304, 304

Turn off background refresh of Group Policy policy, 
432

types, event, in Event Viewer, 618

U
_udp domain, 191
uk domain, 179
unauthenticated access option, 308
unauthorized addresses

defined, 689
working with, 61–62

unicast routing
defined, 689
in RRAS, 102

unique names in name resolution, 241
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unmasked bits
defined, 689
in subnets, 45

unreachable interfaces, 104
unspecific addresses

defined, 689
purpose of, 67

untrusted domains, 260
updates

DNS, 199–200
RIP, 97
for security infrastructure, 14–15
for server-level security, 443–444

Microsoft Baseline Security Analyzer for, 
447–449

Microsoft Software Update Services for, 
444–447

upgrading, DNS in, 192
us domain, 179
% Usage counter, 599
% Usage Peak counter, 599
Use Add Wizard option, 353, 359
Use An Existing Key option, 481
Use Broadcast Or Multicast Only option, 114
Use Computer Names That Are Compatible With 

LAN Manager option, 270
Use Neighbors In Addition To Broadcast Or Multicast 

option, 114
Use Neighbors Instead Of Broadcast Or Multicast

option, 114
Use Persistent Connections For Pull Replication 

Partners option, 273
Use Persistent Connections For Push Replication 

Partners option, 272
Use Session Key Perfect Forward Secrecy option, 360
Use The Certificate Associated With This Key

option, 481
Use These Security Settings option, 333
Use This Route To Initiate Demand-Dial Connections, 

130
user authentication, 305–309, 306–307, 309
User Group Policy Loopback processing mode

policy, 432
User or Group Access page, 323, 323
user permissions for DNS zones, 200–201
User Profile policies

defined, 689
list of, 429–430

user properties for RRAS server access control, 312, 
312

User Rights Assignments
defined, 689
policies for, 423–426

User Signature Only template, 476
user statistics, Task Manager for, 614–615, 614–615
User template, 476
users in Event Viewer, 618
Users settings for performance, 615, 615

V
valid names in name resolution, 241–242
Variable Length Subnet Masks (VLSMs)

defined, 689
OSPF support for, 54
purpose of, 58

vectors in distance vector protocols, 34
Verification Interval setting, 267
Verify Against setting, 269
Verify Database Consistency Every setting, 268
version IDs

defined, 689
in WINS replication, 251

View CRLs settings, 502, 503
View The Status Of A Pending Certificate Request

task, 513
Virtual Interfaces settings, 127–128, 128
virtual link neighbors

defined, 690
in OSPF, 128

virtual links
defined, 690
in OSPF, 127

Virtual Memory dialog box, 613–614, 613
Virtual Memory option, 613
Virtual Private Networks (VPNs)

defined, 690
for demand-dial connections, 107
for remote access services, 303–305, 304

virtual servers
defined, 690
in server clusters, 537

VLSMs (Variable Length Subnet Masks)
defined, 689
OSPF support for, 54
purpose of, 58

volume shadow copy, 6
defined, 690
working with, 645–646, 645–646

VPNs (Virtual Private Networks)
defined, 690
for demand-dial connections, 107
for remote access services, 303–305, 304

Vssadmin command-line utility, 646

W
Wait for remote user profile policy, 430
WANs

and subnetting, 54
for WINS replication, 258–260, 259

Warning events
defined, 690
in Event Viewer, 617
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Web Application (IIS) Servers, 389–390
Web Edition, 396–399
Web enrollment agents, 512–514, 513–514
Web servers, performance objects for, 608, 611
Web services, 400–401
Weekly backup option, 641
Welcome To The Backup Or Restore Wizard page, 

635, 635, 641
Welcome To The Backup Utility Advanced Mode 

dialog box, 642
Welcome to the Create IP Security Rule Wizard page,

366, 366
What To Back Up page, 635–636, 636, 641, 642
What To Restore page, 639–640, 640
When Idle backup option, 641
Windows.adm template, 406
Windows Authentication, 306
Windows Backup, 634

Backup or Restore Wizard, 634–640, 635–638, 
640

backup types with, 643–645, 644
defined, 690
scheduling backup jobs, 641
system state data, 641–643, 642

Windows Components Wizard, 479–483, 480–482
Windows File Protection policies

defined, 690
list of, 433

Windows-Groups option, 321
Windows NT Server migration

DNS namespaces for, 195–196
WINS services, 277

Winnt.adm template, 406
WINS (Windows Internet Naming Service),

9–10, 238
availability and fault tolerance in, 253
database for

compacting, 281
defined, 690
in NetBIOS name resolution, 243

defined, 690
deleting and tombstoning records in, 281–282
deployment scenarios, 261–263, 261–262, 264
designing, 251
exam essentials, 286–287
installing, 264–265
integrating with DNs, 202–204
key terms, 287–288
monitoring, 278

client traffic, 254–255
records, 279–280, 279–280
statistics, 278–279, 278

NetBIOS name resolution. See NetBIOS (Network 
Basic Input/Output System)

number of servers, 252–253
performance objects for, 607
proxy agents for, 245, 690
replication, 249–251

inter-forest, 282–283
partners in. See partners in WINS replication

resource records in, 202–204, 690
review questions, 289–295
review questions, answers to, 296–298
securing, 253–254
settings for

Advanced, 269–270, 270
Database Verification, 268–269, 268
Intervals, 266–267, 267

summary, 286
troubleshooting, 283

general considerations, 283–284
nbtstat for, 284–286

WINS snap-in, 265–270, 266–269
WINS console, 244, 244
WINS-R resource records, 203–204, 691

WINS servers
configuring, 389
General settings for, 265–266, 266

WINS services, migrating, 277
WINS settings, 246–247, 247
wireless connections, security for, 6
Working Set counter, 599
workstation services, performance objects for, 607
Writes/Sec counter, 604

Z
zones, 182, 196

Active Directory-Integrated, 198
combination, 198–199
data location for, 197–199
database location for, 186–187
default permissions for, 200–201
defined, 667
delegating, 208–209, 691
integrating DNS and WINs, 202–204
replication, 205–209
for SANs, 540–542, 541
secondary, 205
securing, 199–202, 207
strategies for, 201–202
traditional, 198
transfers, 181, 191–192, 205–207, 691
types of, 196–197


