Chapter 1

Introduction

Ax o resnlt of intense global competition, compdnics are considering novel approaches
to enhinnee the operaticnal efficiency of their products. For mimy products and svstems, high
tn-service reliahility can he u neans to ensure customer salisiaction. Inaddinon, global
eompetitive denands for ingreased warranties and the severe habiliy of product failures are
encourazing mantiacturers o fmprove Geld reliabifity and operational availability'. and
provide knowledze of in-service wse, lite-cycle operational and environmental condiiions,

Inierest has been growing iu monitoring the ongoing health of products and systens in
order to provide advanee warning tailure and assiat in admusieation and logstics. Here,
nealilv s defined as ihe extent of degradatiom or deviation o an expected normal
condition. Proganostics is the prediction of the future state of health based on corrent and
histovical health conditions [ 1§

Lilectronics are integral 1o the [unctionality of nost systems teday, and thewr rebiallity
s ofien crivical [vr systen rehability 2] This chapter provides a basic understanding of
prognesites and health moniering ol products and  systems and the technigues being,
developed to enable prognaostics for electronie svaens.

1.1 Rediability and Pregnostics

Reliabitiy is the abiliry of a product or system w perform as miended (.., without
faiture and within specified pertormance limiiz) for a specitied time, b s bfe-cyele
environment. Traditional relishilive pradiction methods [or clecirome products inelude Mil-
HOBRK-217 |31 217-PLUS, Teleordia [4]. PRISM 5], and FUDES [6] These methods rely
on the collection of failure data and geoerally assume the componants of the sysiem have
failure rates (mest ollen assumed 0 be constand) that can be modified by independent
srciifiers™ to aceoant for various quality, operafing, and eovironmental conditions. There
are numcrous well-documented concerns with this tvpe of modeling approuch [7-10]. The
general congensus s thal these handhooks should never be used. because they are accurate
for predicting actogl field failures and provide highly misleading predictions, which can
vesult in poor desipns and logisties decisions [811].
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The tradifional handbook method for the reliability prediction of electronics started with
MILSIDBK-21 7A, published in 19635, 1n this handbeok, there was only a single point failurg
vate for all monolithic integrated circuils, regardless of the stresses, the materials, or the
architecture. Mil-FIDBK-2 178 was published im 1973, with the RCA/Boeing models
simplilied by the S, Air Foree tao follow a stafistical exponential {constant failure rate)
distribution. Since then, all the updates were mostly “band-aids” for o moedeling approach
that was proven to be flawed [12]0 In 1957-1990, the Conter {or Advanced Life Cyele
Engineering (CAT.CHY a1 the University of Maryland was awarded a contraet o update
Mil-HDBR-217. 1twas coneluded that this handbook should be canceled and the use of this
type of modeling approach discouraged.

In 1998, the Institude of LElectrical and Eleetronics Bngimecrs (1E1y 1413 standard,
SRR Swndard Methodology for Reliability Prediciion and Assessroent Tor Electranic
Systems and Lguipment,” was approved (o provide guidance on the appropriste clements of
g reliability prediction [13]. A compunion guldebook, TEEE 14131, “TEEE Guide for
Selecting and Using Reliabilivy Predicuons Based on TEEE 1413, provides inlormation and
an assessmenil of the common methods of rehabiliy prodicuon or a given applicanon [14].
Iis shown that te MI-HDBR-217 is flawed. There is alzo discussion of the advaniaze of
reliability prediction methods that use stress and damage physicg-af-failure (PoF) technique.

The PoF approach and design-far-reliability 1DIR) metheds have heen developed by
CALCE {15] with the support of induswry, government and other universities. PoF is an
approach that ntilizes knowledge of a praduct’s life-cyele oading and failure mechanisms Lo
pertorm reliabibity modeling. design, and assessingnt. The approach 1s based on the
wdentification. of potential fadure modes, failure mechanisms, and faiure sites Tor the
product as a function of g lite-cyele loading conditions. The siress at cach {atlure sie 13
obtained as a funcrion of bath the leading conditions and the product geomelry and malerial
propertics. Damage models are then used o deternine fault generation and propagation,

Prognostics and health managemeant (PHMY is 2 method that permirs the assessment of
the reliahitity of a product {or system) under is actual application conditions. When
combined with Pol’ models, it s thus possible to make conunuously updated predictions
based on the actual eovironmental and operationad conditions, PHM techniques combine
wensmng., recording, merpreiation ot enviconmental, operatioual, and performance-relared
parameters 10 Jndicate o system’s health, PHM ¢an be implemented throush the use of
various lechnigues to sense and interpret the parameters indicative oft

»  Performance degradation. such as deviation of operating parameters from their
expecled values

»  Physical or clectrical degradation, such as material cracking, corrosion, interfacial
delamunation, or inereases W clectrical resistance or threshold vislrage

o Changes o oa fife-cycle proflle. such as vsage duration and frequency, ambient
temperature and huimdily . vibration, and shock

I'he framework for progoostics i3 shewn in Figure 1.1, Performance data from various
icvels of an electronic product or svstem can be monitored In situ and analyzed using
progrostic algorithms, Different implemeniation approaches can be adopied individualiv or
in combiation. These approaches will be discussed in snbsequent sections, Ultimately. the
ahjective st predict the advent of failure in terms of a distribution of remaining hilk, level
ol degradution, or probubility of mission survival.
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Figure 1.1: Frameworle fir prognostics and health management.

1.2 I*"HM for Electronics

Most prowducts and systems contain sigutficanc electronics content 10 provids needes
tunctionahity and performance. If one can assess the extent of deviation or degradation trom
an expected normal operaimy comdition Jor elecironics. this imformztion can be used to meet
several powerlul gouls, which include {11 providing wdvaneed warning of faifures; (2)
minmizing unscheduled maintenance. extending maimenance oyeles, wnd mabntaining
cilectiveness through timely repair aeitons: (3) reducing the hic-cycle cost of equipment by
decreasing mspection costs. dowmime, and iuventorys and (3} inproving qualtficatdon and
assisling It the design and logistical support of ficlded and future sysierns T1]. Tn other
words, since electronics are playing an inereasingly large role i providing operational
capabilivies ot today™s products and syslens, prognostic lechnigques have hecome highly
desirable.

Some of Iirst elforts in diagnostic health monitoring of electronics lnvolved the use of a
butlt-in test (BIT), delined as an on-board hardware-zoftware diagnostic means to dentify
and locare faulis. A BIT can consist of error detection and correction eircuits, totally
seif-checking crrcults, and sel-venfication circuits [1]. Two types of BIT concepts are
empleved in electionie systems: interruptive BIT (I-BIT and continuous BIT (C-BIT). The
concept behind -BIT is that normal equipmens operation iz suspended during BIT
eperation, The concept behind C-BIT 15 that equipment is monitored continuously and
automatically without affecting normal operation,

Several sludies |1o, 17] conducted on the use of BIT (or faull identifieation and
dingniostics showed that BIT can be prone to false alarms and con resull o unnecessary
costly replacement, requalification, delayed shipping, and loss of svstem availability. BIT
concepls are sull bemg developed 1o reduce the eccurrence of spurious failure indications,
However, there 13 also resson to behieve thal many of the failures actually eccurred but were
intzrmittent in nature | 13]. The persistence of such izsues over the years o perhaps hecause
the use of BIT has been resuicted 10 low-volume systems, Thus, BIT has generally not been
desizned to provide prognostics or remaining useful tife due to aceumulated damage or
progression of faults, Rather, it has served primarily ag a diagnostic tool.
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PHM has also emerged as one of the key enablers tor achieving clficient systiem-level
maiutenance and towering life-cycle cosis i military systems. In November 2002, the ULS.
Deputy under secretary of Deiense for Logisues and Maleriel Readimess released a policy
called condition-based maintenance plus (CBM D, CBMY represcnts an effort 1o shift
unschaduled corrective cquipment mainicnance o new and legacy syvstems (o preventive
angl predictive approaches that schedile mainiernance based upon the evidence of need. A
2005 zurvey of 11 CBM progranis highlighied “clectronios prognosties™ as nne of the mosi
needed mainienance-related ltulares or apphealions without regard [or cost [ 19], a view also
shared by the aviemics indusiy [206] Department of Delense 3000 2 policy document on
dufense acquisition states thal “program managers shall optimize operational readiness
through affordable, wegrated, embedded diagnostics and prognostics, cmbedded traning
and testing, serialized item management. automatic identification technology. and iterative
technnlogy refreshiment | 18] Thus, a prognostics capability has become a requirement for
any systeni sold to the 1.5, Depactinent of Defense.

PHM 13 algo emerging as a high-priority issue in space applications. NASA's Ames
Research Center (ARC) in Calitornia is focused on conducting fundamental research in the
tizld of integrated systems health management (ISHM). ARC is involved in design of health
management svstems, selection and optunization of sensors, tn situ monitoring, data
analvsis, prognostics, and diagnosuies. The prognostics center for excellence at ARC
develops algorithims to predict the remaining life of NASAs systems and subsvutems.
ARC s curvent prognostics projects iivelve power semiconductor devices {investiganon of
the effects of aging on power semiconductor components, identification of failure precarsors
1 build a PoF model. and development of algonihms for end-of-hfe prediction), batieries
idigorithms for baneries prognosis). [light acualors (Pol maodeling and development of
algorithimg Tor estimation of remaining life). solid rockel motor failure prediction, and
atrerafi wiring health management [21].

In addition to in-service rebiability assessment and maintenuncee, health monitoring can
alse be eflectively vsed 1o suppori produci ake-back snd ond-of-life decisions, Produci
lake-back mdicates the responstbility of manufacturers for their products over the entire ife
cvele, including disposal. The motivaton driving product lake-hack is the concept of
extended producer responsibility (EPRY for post-comsumer elecrome waste [22]. The
objective of HPR 13 to make manuthcturers and distributors financially responsible or ther
products when they are no longer nesded.

End-gi-life product recovery strategies include cepair, refurbishing. remanuiucuning,
reuse of componants, material recveling, and disposal. One ol the challenges i end-ob-life
deciston making s to determine whether product lines can be exiruded, whether any
compenents could be reused, and whar subset should be disposed ol n order to minimize
svitem costs [23], Several interdependent issues mugt be congidered concurrently (o
properly determine the optimum cormponeit re-use ratio, inehnding assembly/disassembly
costs and any defeets iniroduced by the process. product degradation incusrad o the original
life cyele, and ihe wasie strewn associated with the Nife eyele. Among these factors, the
estinate of the degradation of the product e its original Hie cyele eould be the mos
sacertain iuput 10 ead-of-life decisions, This could be effectively curicd out using healith
manitoring, with knowledge ot the entire istory of the produet™s life cyvele.

scheldt ev al. [24] propesed the development of special electrical poris, reforred to as
areen ports, 1o retrieve product usage data thal could assist in the reeveliog and reuse of
electronic products. Klavsner el al. 235, 26] propoged the use ol an mtegruded clectronic
data log (1212 for recording parameters indicative of product degradation. The EDL was
implemented on e¢leetric motors to ncrease the rense of metors. In another study, |27
domestic appliunces were monitored for collecting usage data by means of electronic units




[ntrodiciion

A

fitted on the apphances. This work introduced the e cycle daty acquisition unit, which can
he used for duta colleetion and also Tor diagnostics and servieing, Middendori™ el al. 124]
suggosted developing hife information madoles to recornd the cyvele conditions of products for
reliability assessment product refurbishing, and reuse,

Duesigners often establishi the usable hile of prodocts and  warrmntics based  on
calrapolating accelerated west resulis W assamed usage rates and Tie-cyvele conditions. These
assumptions may he based on worsi-case scenarios of varlous paramelers composing the
end-user ervirenment. Thus il the assumed condinens and actual use conditions me the
same, the product would last for the designed e, as shown m Fraure 1.2 a0 However, this
s earely true, and wsape and environmenta! conditions could vary significandy from those
assumed. For example, consider products equipped with life consunplion moniioring
systems for providing in sitn assessment of remaining e, In this sieation. even 1 the
product is used at g higher vsage rute and in hacsh conditions, 10 can <01l avind unschedulad
mairitenance and catastrophic failure, maintain safety, and uitimaely save cost Thiese are
rypicallv the motiwvational factors tor use of health moniioring or it consumplion
maoiitering, as shown in Figure 1.2 b,

eme of the vital inpatz in making end-of-life deasions s the estmaie of degradation
and the remaining life of the product. Figure 1.2 ¢ illustrades a scenarcio in which a working
product s returned af the end of 1ty designed life. Using the heaith monitors instailed within
the product. the reusable hife cun be assessed. Unlike testing condocred atter the preduct is
returned, this estimate can be made without having Lo disassemble the product. Ulimately,
depending on other factars such as cost of the product. demand for spares, cost. and vield in
assembly and disassemnbly, the manofacturer can choose W reuse or dispase.
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Figure 1.2: Application of health monitoring for product reuse,

1.3 PHM Concepts and Methods

The general P1IN mnethadology s shown i Figare 1.3 [29]) The irst siep involves a
virtual life assessment, where design data, expected life-evels conditions, failure modes,
mechanisins, and effects analvsis (FMMEAY and PoF models are the inputs to obtain a
reliability (virtual life) assessment. Based on the virtual life assessment, it i possible to
prierivze the critical tailure modes and faiture mechanisms. Tle existing sensor data. bus
monitor data. and maintenance and inspection record can also be used to idenufy the
abnormal conditions amd parameters, Based on this information, the monitoring parameters
and sensor locations (Gr PHM can be determined.
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Based nn the eollecied operational and environmental data, the healih stalus of the
products can be assessed. Damage can algo he caleulated from the FoF wodels o obtain the
remanving life. Then PHM Information can he used for mainrenance {vrecasting and
decisions that mininnze lile-cvele costs, or maximize availability or some other wiiline
fimetion,
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Figuary 1.3: CALCE PHM methodology.

The dificrent approaches 1o prognostics and the state of research in electronics DEM are
presenied here. Three current approaches include (1) the use of fuses and canary devices; (23
momtonng and reasoming of fatlure precursors: and (33 moitoring environmental and nssge
loading lvr PuF-based sress and damage madeling.

1.3.1  Fuses and Canaries

Expendable devices, such as fuses and canaries, have been a tradiional method of
protection [or soraciures and  clectrical power systems, Fuses and circuit breakers are
examples of clements usad 1 electronic products to sense excessive current drain and to
disconnect power. Fuses withing circuiws safeguard parts against veltage transicmis or
excessive power dissipation and protect power supplies from shoried puris. For cxample,
thermostats can be used o sense onitical lemperature limiting conditions and 1o shut down
the product. vr g part of the systenn, unil the tampersture retwns © normal. In some
products, sebischecking circuitry can also be incorporated to sense abnormat cindiiions arnid
fo make adjusiments 1o restore normal conditions or to activate swilching means o
compeisae for a malfunction [30].

The word “canary™ is derived troms one ol coat mining’s earliest svstems for warning of
the presence of harardous gas using the canary bivd, Because the canary 15 more sensitive to
harardous gases than humans, the death or sickening of the canary was an indication to the
miners o get out of the shall. The canary thus provided an effective early warning of
catastroplne fatlure tat was casy 1o nterpret. The same approach has been employed in
prognostic health monitoring. Canary devices mounted on the acmual product can also be
used to provide advance waming of failnre due to specitic wemout failure mechuanisus,
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Mishry et al. [317 studied the applicabihly of semiconductor-leve! health monitors by
using pre-calibrated cells {cirewits) locaied on the same chip with the aetual cireuiry. The
prognostics cell approach, known as Sentinel Scimicondnetor”” technology, has been
commieteialized ro provide an carly waming senunel for opeoming device fatlures [32]. The
prognostic cells are available (ov (38-pm. 02%pm, and S18-un  camplementary
melal-oxide-semiconductor (CMOS) processes; the power consumption is approximately
GO0 W, The vell sive s typically 800 pm’ at the 0.25-um process size. Curcently,
progrostic cells are available for sepucondocior failure mechanisims such as clectroatatic
discharge (15D, hot canrier, meral muigration, dislectne breakdown, and vadiation effecis.

The tume o [ilure of prognostic canaries can be precalibrated with respect to Lthe time
to failyre of the wctual product. Because of their focation, these caparies contatn and
expericove substantially stnlar dependencies as does the actual product, The stresses thar
contribuie to degradation of the cireuit melude voltage, current, temperaure, hunmdity, and
eadizlion. Siuce the operalional stresses are the same, the damage rate is expected 1o be the
same for hoth oiveuis. Towever, the prognostic canary 15 designed o fail faster through
inercased stress on the canary struclure by means of scaling.

Sealing can be achieved by controlled incerease of the siress {e.g., curtent denzity inside
the canarics, With the same amount of corrent passing thraugh both circuits, it the
cross-sechonal mea ol the surrent-careving paths in the capary is decreased. a higher current
density 15 achieved. Further conwrol in current density can be achieved by increasing the
vollage level applied o the canaries, A combination of both of these rechiiyues can alsao be
used. HHigher current density leads to higher internal (oule) heating, causing greater stress
on the canaries, When a current of higher density passes through the canaries, thev are
cxpeeted Lo fail aster thas the actual clrcuir |31

Fizure 1.4 shows the faiture dizribution of e actual product and the canary health
momirors, Under the same envirommenral and operational loading conditions, the canary
health moniwrs wear abt fagrer fo indicale the impeuding tailure of (he actuval product,
Canaries can be calibrated to provide sufficient advance warning of failure (prognostic
digtanee} to enable appropriate maintenance and replacement activities. This peint can he
adjusted to some other early indication level, Multiple trigger points can also be provided
using multiple canaries spaced over the bathtub curve,

Fashure probability density distnbution Failure probabniity density

for canary health monitors distribngtion for actual product
Prognostic
distance
P »
Time —

Figure 1.4: Advanced warning of failure nsing canary structures,
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Gondman et al. [33] used a prognosiic canary o monitor tme-dependent divicetric
hreakdown (1T1D0B) of the metal-oxide-semiconductor {ield-eltect iransistior (MOSFETY on
the integrated circuits. The progoosie canary was accelerated 1o failure under cerlain
environmental conditions. Acceleration of the hreakdown of an oxide could be achicved by
appluing a voftage higher than the supply vollage (o increase the electric NMeld across the
oxide. When the prognostics canary failed, a certain fraction of the civcuit lifetime was used
up. The fraction of consumed civenir life was dependent on the awount of over voltage
applicd and could be estinsated from the known distibution of failure tines.

The extension of this approach to board-level failures was proposed by Anderson et al.
[34], who creatad canary components (ocated on the same printed cireuit board) that
include the same mechanisms that lead to failore in actual components. Anderson et al.
Wentified two prospective failure mechanisms: (1) low cvele fatigue of solder joints,
assessed by monitoring solder joints on and within the canary package, and (21 corrosion
menitoring. using circaits that are susceptible to corrosion. The environmental degradation
of these canaries was sssessed using accelerared testing, and degradation levels were
cdlibrated and correlated to actual failuee levels of the main svstem, The comosion test
device included an clectrical cireuitry susceptible to various corrosion-induced mechanisms,
impedunce spectroscopy was proposed for identilving changes in the circuits by measuring
the ntagnitude and phase angle of tupedance as o functon of frequency. The change in
impedance characteristics can be cowrelated windicate speeific degradation mechanisms,

There remain unanswered guestions with the vse of Tuses and canaries for PHNM. For
example, if o canary monitoring a circoit 13 replaced, what is the impact when the product is
re-energized? What protective aichitectures are appropriate for postrepair operabions? What
maintenance  guidance must be documented and  tollowed when {ail-sale profective
architectures have or have not heen meluded? The canary approach 15 also diflicult o
implement n legacy systems because it may reguire tequaliication of the enlive sysiem with
the canary module. Also, the integration of fuses and canarics with the host clecirome
system could be an issue with respeet o real estate on semiconductors and boards, Finally,
the company must ensure that the additional cost of implementing PTIM ¢ be recovered
through increased operational and maintenance efficicnvics.

1.3.2  Monitoring and Reasoning of Failure Precursors

A fallure precurser is a daw event or wend that signitics impending fatlure. A precursor
indication 1» usually a change oo micasurable varable (hat can be associated with
subsequent taifwre. For example, a shifi in the owpul voliage of a power supply might
suggest impending fuilure due 16 a damaged [eedback regulator and oplo-iselator clrcuitry,
Failures can then be predicted by using causal relatonships between measured variables that
can be corvelated with subsequent Gailare and for PoT

A first step in fwilure precussor PHM ix o select the life-cvele pacameters to be
montored. Parameters can be identitied based on faciors tha are crucial tor safety, that are
likely to cause catastrophic failures, that are essenmial for mission completeness, ar that can
resall 1n long downtimes. Sclecilon cun also be based on knowledge of the critical
parameters established by past expertence. Deld fadure dam on similar products, and
gualificanon testing. More svstemate methods, such as FMMEA [35], can also be used o
detzrmuine parameters that need o be monitored,

Pachr et al. |36] propased several measurable parameters that can be used as fatlure
precursers for electronie  products, including  swilching  power supplics, cables and
conneciors, CMOS  inregrated  circuits (10s), and  voluge-coutrolled  high-frequency
oscillators (see Table L)
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Table 1.1; Potendial Failure Precursary for Flectronics |36]

Flevtronic Subsysiem [failyre Precurser
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tn general, to inplemicnt a precursor reasoning-based PHM system, i 15 necessary to
ientify the precursor varable: for momiermg and then develop a reasoning alporithm to
correlare the chdange o the precursor variable with the mmpending  Galure. This
charucterization is typically performed by measunng 1the precursor variable under an
expected or accelerated wsape profile. Depending on the characterization, a model i
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developed—typicaily a parameiric curve-tin, neural netwaork, Bavesian network or a time-
series trending of a precursor stgnal. This approach assumes that there 15 one or more
expected usage proflics that are predictable and can be simulated. ofion v a labovatony
setup. [ some producis the usage profiles are predictable, bat this is not always vue.

For a fielded product with highly varying usage profiles, an unexpected change in the
usage profile could result in a different {noncharacterized) change m the precursor sigual. If
the precursor rewsoning model is not characterized to factor i the uncertainty o life-cycle
usage and environmental profiles. it may provide false alarms. Additionally, L mav not
always be possible w characteriee the precursor signals under all possible usage scenarias
(assuming they are hiown and can be simudated), Thas, the chavacterization and mode]
developent process can oflen be tine consuming and costly and may not alwayvs work.

There are many examples of the moaitaring and rending of fallure precursor o assess
health and product reliability. Some key studies are presented below,

sutith and Camphel? | 37] developed o quiescent carrent monitor (OCM] that can detect
elevated Iddg current in real Hme during operation®. The QUM performed Jeakage current
ineasurements o avery transition of the system clock 1o get maximum coverage of the 1C
real time. Pecub et al. [38] and Xue and Wafker {397 proposed a low-power built-in current
moniter for CMOS devices. In the Pecoh, et al., stady. the current monitor was developed
and tesied en a series ol inverters lor stmolating opee und short fauls, Both fault tvpes were
successfully detected and operational specds of up 1o 100 ML were achicved with
negligible effect on the performance of the circott under est. The cumrent sensor developed
by Xue and Walker enabled Iddg monitoring at a resolution fevel of 10 pAL The system
translated the corrent level inte a digital signal with scan chafny readoul. This coneept wus
verified by fabrication on a wst chip,

OMa Industries |40-421 proposed embedding moleculae test cqguipiment (MTE)Y within
[Cs 1o enable then to continuously 1est (hemselves during nonnal operation und w0 provide g
vigual indication that they have ailed. The moleculuar test equipment conld he fabricaied and
embedded within the individual IC intbe chip substrate, The molecular-gized sensor "sea of
needles” could be used to measure voltage, current. and other elecineal parametrs, as well
dy sense changes in the chemical structure of integrated circuirs that are indicative of
pending or actual circwil failuee. This research focuses on the development of speciahacd
doping technuques tor carbon nanctubes o form the basie structure comprising the sensoes,
The integration of these sensors within conventional [C circuit devices, as well as the use of
molecular wires for the inferconuection of sensor newwaorks, 5 un imporant factor in this
research. However, no product or protivpe has been developed w date,

Kanniche and Mamat-lbrahin [43] developed an algorithim for health monilocing of
voltage source inverters with pulse widih modulation The algorithm was designed o detect
and identity transistor opep-cireust faults and faternuttent mistiving faults occurring in
electrronic drives. The mothematical foundations of the algorithm were based on discrete
wavelet transform {(I3W T and furzy fogic (Fly. Current waveforms were monitored and

Tl povess supply eurrens {ldd) can he defined by tao clerments: the [ddg-quicseent current and thie Wdr-transicnt
ey dvratinde cuerent, g e the akass current deawn by de WO crcuit when s in a stable gguicacenty saie
and iddr is e supply corrent produced by cieuits under test darmg o wansitien peried alics the mpol bas been
applicd. U has beew reported 1ha [dg hae te potential lor detecting defeets such as bridging, operis, anid putasilic
Lrariatatur delects. Operuional and ¢ mmenial slesses, such g emperaluee, voltags. sand radiation, can guickly
dieprade previcoasly undelecred fhult: and increase te leakoge currcnir (1dag). Thers s esvensive teratore on 1ddsy
lesiing, but Ditile has beor done on using Mdy For in s PEM. Maonitoring Lddg ha: boesi more papular than
roonitocg Jddt [3730]
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conlimuously analveed vsing DWU o identity faults that may oconr due to constant stress.
voliage swings, rapid speed variations, frequent stop/start-ups, and vonstant overloads. After
lault detection, “ifethen”™ fuzzy rules were usad for very large scale ntearatd (VLS fault
disgnesis 10 pinpoint the fault device. The alporithm was demonstrated to detect certain
inferimitant fauliz under laboratory experimentd conditions.

Self-monitoring analysis amd reporting techinolony (SNTARTY, currently emploved in
select computing equipment for hard disk drives (HDD), is anather example of precursor
monitoring |44-451 HiXNY operating parameters, including the flying height of the head,
errolr counts. variations in spin time. temperature, and data fransfer rates, are monttered to
provide advance warning of flures {see Tuble 1.2) This is achieved through an mterface
betvween the computer’s start-up prograrg {BLOS) and the HDD,

Table 1.2: Monitoring Parameters Based on Reliability Concerns in Havd Drives

o
.!— Reliability [ssues Pavameiers Muonitored
Cor dlead sssembly ©+ Head thving haight: A downsward trend 1
Crack om Lisad . Mym height will otien precede o head

Y - Heod eontarmatien of resonancs crash.
' = b comnection o olectromies molule [ Error C}]CCkin_’f_ﬁ and ofreciion E(:() Une

= Motorsheanng and vrror counrs: The mumber of errors
- Maror failuse enccuiered by the drive, svenif’
. Worn hearing corceled mternally, often signals .
| - Excessive mn-our probicms developing with the drive, i

v - Nospin « Spin-up s Chanzes iwospin-up bme

Blecironic module cait refleer problems wiili the spladle
- Cipeuitéchip tailure makor.
Interconmeclivnidsolder Juin fatlure
2ad connuaiion o drive ar bug
Woedia
- Seratchideiecis
- Retries
- Bal servo

«  Temperatuee: Increasas in drive
temperature often signal spindle moicr
probiems.

¢ L throughpui: Reduciton m thie
franstor rare of data can siginal vorious
mlerral probloms

Swstems for early fault detection and lalure predicion are being developed using
variables steh as cugrent, voliage, and lempersture continuousty momtored a6 various
lovations inside the svstem. Sun Microsystems velars o this approach as continuous system
elemetry harnesses [46]. Along with sensor infomtion, soft periormance parameters such
as loads. throughputs, queue lengths, and bit ervor rates are wracked, rior ta PHM
miplementation. characterization s conducted by monitoring the signals of different
variables o establish o multivariaze state estimation 1echnigque (MSLETY maode]l of the
“healihy™ systens, Omee the bealthy model s established using these data. 3 1y uxed 16
predict the siznal of o pacticular variable based on learned correlavions among all variables
147]. Based on the expedad vanability i the valueg of a particilar variable during
application. a szquential probability muo test (SPRT) s constructed. During  sctual
mopinring, SPRT 15 used W detect deviations of the actual signal from the expected signal
hased on distributions (and not on 4 single threshold value) [48. 3437, This siznal is cenerated
tn real tinwe hased on learned correlations during characiertzution (see Figure 133, A new
stgmal ol residuals is generated, whicl s the artthmetic dillerence of the actual and expected
Hrne-serics signal values. These differences are used as inpul w0 the SPRT model, which
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conntinuously analyses the deviations and provides an alarmn 1F the deviations arc of concern
[47]. The moniwred duia are analyeed o provide alarms based on leading mdicators of
lailurg and coablbe use ol monitored signals or Dl diagnosts, rool cause anabysis, and
analysis of {auliz due o sollware semg |30]

Actuaf signal Expectedd siopal
values values
X, — — X,
. > OMSET . B .
. | model \ ! : ‘ i
¥ —TI Dhillerence L—W SPRT  ——» Alamm
S . - N

Resdual
Figure 1.5: Sun Microsystems® approach to PHM

Brown ct al. [31] demonsirated tha the remaining uscful life of a commereial global
posilioning system (GPSY can be predicted by using a precursor-to-failure approach. The
iaure moedes tor GPFS included precision falure due fo an increase i position error and
solution failuwre due o mercssed outage probability These (ailure progressions were
monitored mosito by recording system-level features reported using the national marine
clecironics associztion {NMEAG protocol 9183, The GPS was chacacterized 1o collect the
principal featere value for a range of operating conditions, Based on expecinental resulls,
parmnetric models were developed (o correlate the offset in the principal teature value with
sulution thilure. During the experiment. the BIT provided no indication ot an impending
sulution futlure | 51

1.3.3  Muonitering Enviroamentsl and Usage Profiles for Damage Modeling

The lile-cycle profile of g product consists of manufacturieg, storage, handling. and
aperating and nonoperating conduions, The hle-cyele loads (Table 1,33 both individuaily or
n varous combimations, may lead 1o peclormance or physical degradation of the product
and reduce #s service life [32]0 The extent and rate of product degradation depend upo the
magnitude and duration el exposure {usage rate, frequency, and severity) to such loads. If
mie cail measure (hese loads in sios, the load piotiles can be wsed in conjunction with
damage models 1o assess the degradation due (o cunulative Inad exposures.

Table 1.3: Examples of Life-Cyele Louds

Load | l.oud Conditinng

. m— — P Sp—

Thermal Stemdy-grate mparature, [mperitere ranges, lemperature cycles,
temperature pradienis, ramp raies, heat dizsipation

Mechanical Prassure maguihide, pressure gradient., vilwation, shock low), acoustic la
SEraire, siress

Chemical Appassive veraas inart environment, humidity level, contamination, gzone,
poliation, fuel spills

Physicat Ladiarion, clectromagnetic interlorence, altitude

Flevtriesl Current, voltige, power, resistancs
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The assessment of the impact ol le-cyele usage and environmental Toads on electronic
strugiures and componenis was stadied by Ramakrishoan and Pechr §52]. This study
introduced  the e consumplion monitoring (LCMY miethodology  (Figure 1.6, which
combined in sing measured loads with physics-based stress and damage models o assess
rermaining product Hfe,

Step 1: Conduct failure modes, mechanisms, and cffeet analysis
v

Step 2: Conduct a virtual reliability asscssment to assess the
failure mechanisms with earliest time-to-failure

!

Step 3: Monitor appropriate product parameters such as
environmental (e.g, shock, vibration, temperature, humidity) [+
operational {e.g., voltage, power, heat dissipation)

'

Step 4: Conduet data simplification for model input
!

Step 5: Perform damage assessment and damage accumulation

!

Step 6: Estimate the remaining life of the product (e.g., data
trending, forecasling models, regression analysis)

¥
. Yes .
Is the remaining Continue | |
life acceptablel monitoring

Schedule a maintenance action

Figure 1.6: CALCE life consumprion mouitoring methodology.

Mathew ¢f al 1337 upplied the LCM methadology 10 conduct o prognostic remaining
life assesamment of coeut cards inside a space shultle solid rocket booster (SRBY
Vibration-times history, recorded on the SEB from the pretaunch stage 1o splashdewn, was
wsed 1w conjunction with physics-based models W assess damage, Using the emire lilc-ovele
loading profile of the 8RBz, the renraning ik of the comiponents and struciures on ihe
circuit cards wire predicted. Tt was determined that an eloctrical failure was not expectend
within muother 40 missions. However, vibralion and shock analysis exposed an unexpected
{arlure of the direuit card due to a broken aluniinem bracker mounted on the circoir card.
Lramayge sceuridation analyvsis determined whai the sluminum brackers had tost significant
life due to shock Jowding.

Sheuty et al. [34] applied the LOM methodology 1o conduct u prognosne remaining-lifs
assessment ol he end-effector electronics unit (REELTY dnside the robotic arm of the space
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shuttle remote manipulatoe system (SMES). A life-evele lvading profile of thernal and
vibrational loads waz developad for the EEEL boards, Damage assessment was conducted
using physics-based mochanical and thermornechanical damage models. A prognostc
estimate uging a combination of damage miodels, inspection, and accelerated testing shinved
that there was firle degiadation in the electranics and they cauld be eapected to last ancther
20 years,

Gu et al. {55] developed a methodology for monitoring, recording, and analysing the
life-cyele vibraton loads for remaining-life prognosties of clectronios. The responses of
prioted cirent boards to vibration loading in wrms ol bendimg corvature were monitored
using strain gauses, The imterconnect swain values were then caleulated from the measured
prioted cirewt board (PCBY response and used in a wibration falure Taogoe model tor
damaize assessment. Damage estimates were accumulaied using Miner's rule afler overy
nisgion and then gsed o predict the life consumed and remaining lite. The methodotogy
vas demonstrated for remaining-life prognostics of a PCT assernbly, The results were also
veritied by checking the resistance data

In gase studies 32, 561, an clectronic compenent board assembly was placed under the
hood of an automobile and subjected o nornmal driving conditions, Temperalure atd
vibrations woere mcasered s the application environment. Using e monitorsd
envirenmental Jdata, stress and damage models were developed and used to estimate
consumed Lk, Ficure 1.7 shows estimates obtamed using similarity analysis and the actual
measured e, Only LONM gecoumied for tias unforeseen event becanse the operating
enviranment was being momtored i situ.

Estimated life atter 5 days of
data collection - 46 days

A
=

Day of car
accident I
~
Fstimated life based on . Estimated life after
s . E 1. ™ ~cident = 40 davs
similarity analysis = 25 days ~ . accident =4 ,: Y8
g

Actual life from resistance

monitoring = 39 days\\\

T T T T T L

0 5 10 15 20 25 30 35 40 45 50
Time in Use (days)

Estimated Remaining Life (days)

=

Figure 1.7: Remaining-life estimation of tesi hoard.

Vichare ot al. [1] wotlined generte strategies for i situ load menitormg. mcluding
selecting appropriate paramerers to monitor and designing an effective mondinring plan
Methods for provessing the raw sensor data during in sit monitoring o reduce the memary
requirements and power congumption of the momtoring device were pressoed, Approaches
were also presented for embedding imelligent front-end data processing capabilities in
monitering systems to enable data reduction and simplification (wirhout sacrificing relevant
load mformation) prior to input in damage models {or health assessment and prognostics.
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To reduce on-hoard storage space, power consuinption, and uninlerropted  daia
colleetion over longer durations, Vichare et al, [37] suggested embedding data reduction and
brad parametor extraction algorithms into sensor moadules, As shown in Fisure 1.8, a time-
load signal can be monifored in site nsing sensors and further processed o extract cveliv
vange (As) ovelic maan load (5.0, and 1ate of change of load {ds/dt), using embedded load
extraction algorithivs, The extracted Toad parameters can be stored in approprately hinoead
hiztograms to aclugve further data redocton. Downloaded hinned daig can be used w
estiare the distributions of the load parameteis, The usage history s used for damage
accumulailon and remaining hife prediction,

" i,'l l n
]i|l\lfmlﬂl‘|”l"'iwﬂﬁ”"ftﬁr(kMM
i l

Load (s}

Time (t)
Li

‘ Data reduction and lead parameter extraction |

@ Iyl a <

209 0.5 0.5 0.5

g

gn.zf 0.2 0.2 0.29
{

0 0
Range (As) Mcan load (S,,...) Ramp rate {ds/dt) Dweell time (1}

Damage, Aw= f{As, .S',.,r,;w,?,rn, ,,,,, )
t

Figure 1.8: Load feature extractivn

Fifforts to monitor lite-cvele load data o avienics modules can be lountd in time-
stress measurement device (TSMDY studies, Over the vears TSMID designs have been
uperaded wsing advanced sensors, and miniatrized TSMDs are being developed with
advances in micraprocessor and nomvolanle memory eelinologies |38

Searls ev al. |39 undertwok in sity temperature measurements in both nolchook and
deskrop computers used in different parts of the world In terms of the commereial
applications of this approach, IBM hasz installed temperature sensors on haed drives (Drive
TIPY [60] to mitigate risks due in severe temperature conditions, suchi as thetmal it ol the
disk stack and actuator arm, off-track writing, data corruptions on adjacent cylinders, and
oulgassing of lubricants on the spindle maotor. The sensor s controlled usimg a dedicated
algorithim to generate crvors angd control fan speeds,

Stralegics Tor efticient in sity health monitoring of notebook computers were provided
by Vichare ot al. [617 I this study. the authors monitorgd and statistically analvzed 1he
emperalures inside o nolchook  compaier,  imcluding those  experienced  during  usage,
storage, and ransportation. and discussed the need o collect such data both to improve e
thermal dasizn of the prodact and 1o momitor prognosnic health, The temperature duta were
processed wsing an ordered overalt range (TR o converl an aregular Gime-temperalure
history into peaks and vallevs and also o remove noise due o small eveles and sensor
vartations. A rhreg-paramersr rainflow algorithn was then used 10 process the OO0R vesalls
to extract full and hadf eyveles with cvelic rapge, mean, and ramp rates. The elfcets of power
evales, usge history. cential processing univ (CPULGY compuring resources usage. and
external thermal environment on peak transient thermal lods were chacacterized.
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In 20401, e Evropean Union funded o Tour vear project, “BEnvivonmmental 1ife-Cyele
Information Management and Acguisiven”™ {(ELIMAY, which aimed to develop wavs w
manage the life oveles of products [62]. The objective of this work wus 1o predict the
remnaining Life tme of parts removed from prodocts, based on dynaimic daw, such as
operation time, femperature, and power consumption. As @ case stwdy, the member
companies monitored the applicaiion conditions of a game console and o houschold
refrigerator. The work concluded that, i general, 11 wis casential 10 consider the
envirvnments associated with all le intervals of the equipment. These included not only the
aperational and maintenance environments bul also the preoperaiional environmenis, when
stresses 1nay be lmposcd on the parle duving manulaciuring, assembly, Inspection, Lesting,
shipping, and wnstallation. 3uch siresses are ofien overtooked bal can huve a signiiicant
imypact on the evenmal reliability of equipment.

Skormin et al. [63] developed a2 data-miuing niodel for fallure prognostics ol avionics
units. The model provided a means of clostering data on parameters measured during
operation. such as vibration, temperature, power supply. functional everload, and air
pigssure. These parameters are monitored in gim on the flight using thne-giress measurement
devices, L'nlike the plivsics-based assessiients made by Ramakrishnan | 32]. the data-mining
maodel relies on staustical data of exposures to environmental factors and operational
condinans,

Tuchband et al. fod] preseuted the nse of progoastics for a military lme replaceable
units (LKLY based on thetr life-eyele loads. The study was part of an effort funded by the
Office of Secigtiry of Defenseg to develop an interactive supply cham svsten for the LS,
military. The objective was 10 integrate progoostics, wireless communicarion, and databases
through a web portal 1o enable costeffective maintenance and replacement of eleatronics,
The study showed thar prognostics-based mamtenance seheduling could be implemented
into military electronic systems. The appraach involves an integration of embedded sensors
an the TRU, wireless commumcation for data transmission, a PoF-based aluonthim for data
simplification and damage estimation, and a mcthod for upleading this mlormation o the
Internet. Finally, the use of prognosties for slectronic military sysiems cnabled falure
avoidance, high availabitity, and reduction of life-eyele costs.

The PoF models can be used to caleulats the remaining useful Iife, but 1 recessary o
identify the uncertainties i the prognostic approach and assess the mmpact of these
ungertainties on the remaining-life distnbution in order o make risk-intormed decisions.
With wneertaingy analyvsis, o prediction can he cxprossed as a fatdure probabilire.

Gt et gl [65] implemrented the uneertainty analysis ol prognostics For electronics under
vibration loading. Gu identified the uneertainty sources and categorized them into four
different types: mueasurement uncertainty. parameter unceriainty, [ailure enteria uneertainiy,
and fulure usage uncertatnty (see Figure T Guoet al, [65] utihzed a sensitivity analyvsis to
tdentity the dominant put variubles that influence the model cutpul. With intormation of
input parameter variable distributions, & Monte Carle simudation was used 1o provide g
distribution of accunmulated damage. From the securnulated damage distributions, the
remaining fife was then predicted with confidence ineevals wod canileence limits (CL). A
e study was alser presenied Tor an clecwonic board under vibration loading and a step-by-
step demonstration ol the uncertinty analysis implementation. The results showed that the
experimentally measured fatlure ume was within the bounds of the ungertainty anualysis
prediction.
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Figure 1.9: Uncertainty imiplementation tor prognostics,
1.4 Implementation of PHM in a Svstem of Systems

Systent of systems is the term used 0 desciibe a complex system comprising many
different subsyslems that may be siructuraily or functionally connected. These different
subsystems might themselves be made up of different subsystens, In a system of systems
many independent subsystents are integrated such that the individusl functions of the
sthsystems are combined to achieve a capabilicy/function bevoud the capability ot the
midividual subsystens. For example, a military airerafi is made up of subsystems, inchiding:
airlrame, body, engines, Landing gear. wheels, weapons, madar, avionics ete. Avionic sub-
sysiems could include the cormmunication navication and idenaficauon {(CNT) syvstem. GES,
merial pavigabion system (INSL deniiflication inend or foe OFF system. landing aids, and
voree and dat commeoscalion sysiems,

Implemenung an elicelive PHM strategy tor a complete system of systems requires
mtegrating didferent prognosue and heslth imonioring appreaches. Because the systems are
st complex, the (st sicp in tmplementation of peodnostics i w determine the weak linkis)
i the system, One ol the ways W uchicve this s by conducting a FMMEA for the product.
Opee the powentisl Bwlure modes. mechanisims, and etfects have been identified, a
combingtion of canares, precursor reasoning, and life-cvcle damage mmodeling may be
implernented for different subsystems ot the praduct, depending on their {ailure atinbutes,
Umee the momitoring technigues have been decided, the next step is to anatyze the data,

DifTerent data analvsis approaches like data-driven models, PobF-bazaed maodels. or
hvbrd data snalvsis medels can be usced o analyre the same recorded data. For example,
operational loads of compuler system electronics such as temperature, voltage, currant, and
acceleration can be used with Pol-damage models 1o calewlae the susceptibility o
clectrommigration hetween metallization and thermal fatizue of intereonnects, plated-through
holes, and die allach. Also, duta about the CPU usage, current, and CPLU temperature, (or
example, can be vsed 1o huild a statistical model that is based on the comrelations between
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these parameiers. This datla-driven model can be approprigiely trained o detect thermal
anomabies and ideniify sigus for certain transistor degradation.

Jmiplemeniation of prognostics Tor a system ol svslermns s complicated and in the very
initial stages ol vesearch and development. But there has been trermendous development in
certain areas related w PTINL Advanees in sensors, microproeessors, compact nonvolatile
memory,  batery  lechnalogies, and  wircless  felemetry have  alrcady enabled  the
Implementalion of sensor modules and auionomous data legeers, Integrated. miniarurized,
low-powar, rehable sensor swvswems aperated  using portable power supplics (suach as
baderies) are being developed. These sonsor svswemzs have a scli-comtained architecture
requirisg inininom o no intrusion mio the host preduct, in addition w specialized sensors
for monitoring localized paramelers. Sensors with embedded algonthms will enable fault
detection, diagnosites. and remaming-lile prognostics, which will aliimately drive ihe
supply chain. The prognosiic inlormtation will be hinked via wircless communicalions o
relay needs w mainienance officers. Automatic identification rechmigues such as radio
frequency idenuticanon (RFID) will ke wsed W Tocale parts in the supply chaby, all
iniegraled thraugh a sccure web poral w acquire and deliver replacernent parls quickly on
an as-nceded basis,

RBeseareh is being conducted in the {field of algorithm development to anals ze, trend,
and isolate large-scale multivarate dats, Methods like projection pursuit using principal
component analvsis and suppert veetor machines. Mahavalobis distance analysis, symbolic
tine-series analyzis, neural networks analvsis, and Bavesian petworks analyvsis can be used
1o process muftivariate dara,

Even though ihere are advances w cenaim areas related o prognestics, many challenges
sitll remain. The key issues with regard o lmplementing PHM for a system of svstems
melude decisions of which syvstems within the syswem of svarems o moaitor, which svswm
paramerers to monilor. selection of sensars 1o moenilor parameters, power supply tor sensors,
en-hoard memory for storage of sensed dar, in site data acquisition, and feature exiraction
froun the collected data. 1t is also a challenze to uaderstand how failures in one svstem affect
another system within the system of svstems and how it affects the functioning of the overall
systera of systemis. Gethng nformation from ane system to the other could be hard,
eapecially when the systems are made by different vendors. Other issues to be considered
before implementation of PHM for system of systems are the economic impact due to such a
progrant, coitribution af PHM implementation o a condition-based maintenance, and
logistics,

The etements necsssary {or a 'HM applicanon are available, but the integration of these
coppanents to achieve the prognostics for a svstem of systems s stll w the works. In the
future, electronic system designs will ingegrute sensing anil processing modules ihat will
enable 1 situ PHM. A comsbination of different PHM tmplementations for different
subsyetems of a system of svstern will be the norm for the indusiry.

1.5 Summary

Due o the incressing amount ol clectronics in the world and the competitive drive
toward more reliable products. PHM 1 being looked upon as a cost-effective solution for the
reliability prediction of elecwronic products and svstems. Appreaches for implementiog
FHM in products and systems include (11 installing built-in structures (fuses and canarics)
that will fail fasrer than the actual product when subjected to application conditions: (2)
monitering and reasowng of parmuneters (e.g., svstem characteristics, detects, performance)
that are indicative of an impending failure; and (3) menitoring and modehing envirommnental
and usage data that influence the svstem’s kealth and converting the measured data imto lile
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corlsumed. A combination ol these approaches may be necessary W speeess Uy assess the
degradation of a product or syswem i real tme and subscquenily provide cstimates ol
remaining uselul life.
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