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sourcing, 136–137
goals

metrics, 335
supporting, 329

going live in SDLC, 297–298
gold plating, 281
governance

IT. See information 
technology (IT) 
governance

in software development, 
254–255

grading of evidence, 90–92
Gramm-Leach-Bliley Act, 5
guards, 389
Guide to the Project 

Management Body 
of Knowledge 
(PMBOK), 32

guidelines, 6, 7

H
hackers, 195, 373–375
halon gas, 396
Hammer, Michael, 

Reengineering the 
Corporation, 153

hand geometry, 405
haphazard sampling, 98
hard changeover, 298
hard tokens, 403, 403
hardware

monitoring, 339
ports, 200, 200
redundancy, 353, 471

hash message authentication 
code (HMAC), 423

Health Insurance Portability 
and Accountability Act 
(HIPAA), 5

HealthSouth, 4
Heartland Payment 

Systems, 138
heat detection, 395
heating, ventilation, and 

air-conditioning, 395
help desk

evaluating, 336
responsibilities, 332–333

Hewlett-Packard, 373
hierarchy of internal controls, 

80–85
high-availability servers, 436, 

437, 471
high-level flowcharts, 

278, 278
hiring policies, 147
honey nets, 427
honey pots, 426
Hopkins, Claude, 124
host-based IDS (HIDS) 

systems, 425
host enumeration, 438
host traffic analysis, 376–377
hot fixes, 294
hot sites, 472–473
HP OpenView tool, 376
hubs, 224, 226
human implants, 237
human resources

managing, 42–43
policies, 147–148
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MAC-based VLANs, 225
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committees, 121
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maximum acceptable outage 
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attacks, 382
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in balanced 
scorecards, 129

developing and selecting, 
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minutiae in fingerprints, 
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mitigate risk response, 71
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346–347
modems, 230–231
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compliance 
requirements, 66

monitoring, 339
active content, 346
antivirus software, 345
change management, 

349, 350
controls
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management, 
351–352
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344–345
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data file, 343–344
maintenance, 348–349
system access, 

341–343
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mobile software code, 

346–347
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183–184
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222–223

computers in
architecture, 184–187, 

185–188
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data storage, 195–199, 198
devices, 224–226
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expanding, 230–231, 230
interfaces and ports, 

199–201, 200
managing, 239–240
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operating systems, 

188–191, 190
OSI model. See Open 

Systems Interconnect 
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protecting, 412
firewalls, 413–416, 

415–417
Kerberos single 

sign-on, 412, 413
remote dial-up 

access, 417
security protocols, 

435, 435
VPNs, 417–419, 

418–420
wireless, 419–427

review questions, 243–252
routing, 209–212, 210–211
services, 226–229, 

227–229
summary, 241
system control, 194–195
telephone circuits, 

231–234, 233
topologies, 217–221, 

217–220
variations, 237–238
wireless access solutions, 
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algorithms, 286
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results, 100
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97–98, 97
nonvolatile data, 356
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test results, 100
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O
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object-oriented databases 

(OODBs), 302, 305, 306
object-oriented structured 

databases (OOSDs), 302
objectives in metrics, 335
objectivity, 12, 91
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for benchmarking, 160
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obstruction, 101
offshore functions, 134–135
offsite functions, 134–135
offsite storage, 398
omissions and errors 

insurance, 476
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onsite functions, 134
Open Shortest Path First 

(OSPF) protocol, 211
open systems

program architecture, 309
in WLANs, 422
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Open Systems Interconnect 
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202–203
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Data-Link layer, 204–206, 

204–206
firewall generations 

compared to, 414, 415
Network layer, 206–212, 

207–211
Physical layer, 204
Presentation layer, 213, 214
Session layer, 213, 213
summary, 215, 216
Transport layer, 
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operating systems (OS), 
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passive attacks, 376–377
passwords

cracking, 438
login, 341–342, 402
SNMP, 240

patch management, 
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Patterson-UTI Energy, 4
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credit card rules, 343, 424
and SDLC, 299

penetration testing, 438
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ISACA standards, 14
managing, 149, 150
metric goals, 335
in outsourcing 

contracts, 338
policies, 148
reviewing, 141–142, 142
in SLAs, 337

permanent virtual circuits 
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perpetrators, 373–376
personal area networks 

(PANs), 238
personnel and personnel 

management, 387
in business continuity 

plans, 484
incident handling, 

388–389
physical access, 387–388
in risk management, 145
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329–333, 333
in SLAs, 336
terminating access, 388
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pet food contamination, 138
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butter, 138
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phased changeover, 298
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physical maps for access 
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215–216, 217
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physical protection of assets, 
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data processing 
locations, 391
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See environmental 
controls

storage, 398–399
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ping command, 376
Ping of Death 

command, 382
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plain old telephone service 

(POTS), 232
plan creation practice area in 
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NIST, 142–143
outsourcing 

management, 150
performance management, 

149, 150
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risk management, 
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management, 148
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68–69, 69
plastic data disposal, 399
plenum-grade cable, 222
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types, 131

policy-based VLANs, 225
political risk in BPR, 163
Poly Version Control System 

(PVCS), 291
portable software systems, 

189–191
portfolio management, 165
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network, 199–201, 200
port-based VLANs, 225
protecting, 387
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storage in evidence life 
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post evaluation step in BPR, 
157–158

Postimplementation phase in 
SDLC, 271, 299–300

postincident activity, 355
potential emergencies, 

emergency response 
for, 477

power, electrical, 392–394, 
392, 394

power transfer systems, 
394, 394

precision in compliance 
testing, 98

preparation in incident 
handling, 355

preparedness simulation in 
business continuity, 485

preplanning
audits, 63–65, 65

requirements gathering, 
66–68

scope restrictions, 
65–66

systematic approach, 
68–69, 69

variety of audits, 66
emergency response, 478
risk management strategy, 

70–71, 72
traditional audits vs. 
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self-assessments, 
69–70
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cycle, 95
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preservation storage in 
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president liabilities, 29
pretexting, 372–373
Pretty Good Privacy (PGP), 

214, 435
preventative controls, 82–83, 

85, 279
price of conformance 

(POC), 281
price of nonconformance 

(PONC), 280
primary keys for relational 

databases, 302
primary trunk lines (T1), 232
Prince2 project management 

model, 31
priorities

changing, 324
setting, 22–23

prioritized calling lists, 487
Privacy Enhanced Mail 

(PEM), 434
privacy issues

CPOs, 383
laptop screens, 20
RFIDs, 237
WLANs, 423

private, internal use only 
classification, 384

Private Branch Exchange 
(PBX), 437

private-key encryption, 
427, 428

private passwords in 
SNMP, 240

privileged login accounts, 342
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proactive controls, 82
problem management, 354
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incident handling, 
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review, 358
utilization, 357

problem state, 195
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process technique, 68–69
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Sarbanes-Oxley Act, 4–5, 

19, 62
SAS-70 audit reports, 74, 150
satellite radio, 236
scapegoating, 8
scenario approach, 261
schedules in SDLC, 284
Schwartz, Mark H., 4
scope

in electronic 
discovery, 90

findings outside of, 102
identifying, 65–66
managing, 39–40
project, 34–35

scope creep, 274
scope risks in BPR, 163
screened subnets, 416
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