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preparations, 

 

438–439
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439–442

 

repairing corrupted, 434
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uninstalling, 432, 

 

452

 

, 
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Archive bit, 349
assigning applications, 

 

437

 

, 

 

439–442

 

asynchronous processing, 409
attributes, defunct, 73
Audit Directory Service Access 

Properties dialog box, 

 

295

 

auditing, 209, 260
enabling for Active Directory 

objects, 294–296
enabling for specific OU, 297
implementing policy, 

 

293–298

 

viewing information 
from, 

 

298

 

authentication
with smart cards, 

 

283–286

 

verifying, 184
authoritative restore, 

 

358–365

 

Autoenrollment Settings 
Properties dialog box, 

 

406

 

, 406
automated installations of 

applications, 434–435
Available MB counter, 330
Avg. Disk Queue Length 

counter, 330
AXFR (zone transfer), 57

 

B

 

backup, 314, 

 

347–365

 

scheduling, 

 

351–352

 

, 

 

352

 

System State data, 

 

350–351

 

, 

 

351

 

types, 

 

349–350

 

, 

 

350

 

Backup Domain Controller 
(BDC), 5

Backup Operators group, 264
Backup or Restore Wizard

for Active Directory backup, 
353–355

for restore, 359–364
backward compatibility with 

Windows NT, 23, 71
bandwidth for networks, 

150–151
bridgehead server to reduce, 

155, 

 

156

 

basic redirection of folders, 407
batch analysis, with 

secedit.exe, 290
BDC (Backup Domain 

Controller), 5
bidirectional trusts, 131
.biz domain, 43
Block Policy Inheritance option, 

382, 399, 

 

400

 

blue "i" icon, in Event Viewer, 
344, 

 

345

 

boot files, backup, 351
booting, into Directory Services 

Restore mode, 352
bottleneck within network, 

 

7–8

 

bridgehead server, 155
creating, 

 

176–177

 

exam essentials, 191
replication using, 

 

177

 

bridgehead server Properties 
dialog box, 177, 

 

178

 

Browse for Group Policy Object 
dialog box, 

 

386

 

, 386, 

 

387

 

Built-In container (Active 
Directory Users and 
Computers), 223

built-in domain local groups, 

 

263–266

 

, 

 

264

 

business needs, multiple domains 
for, 105–106

business rules, 259
Bytes Total/Sec counter, 

330, 331

 

C

 

caching
by DNS servers, 53

flushing local, 64
of universal group 

credentials, 262
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caching-only DNS servers, 57, 62
Canonical Name (CNAME) 

record in DNS, 61
case, for DNS names, 41
categories, for software 

packages, 

 

452

 

, 456
centralized administration, 106
centralized data storage, 10
Cert Publishers group, 266
certificate authority (CA), 404

for smart cards, 283
certificates, automatic 

enrollment in Group 
Policy, 

 

404–406

 

Change Operations Master 
dialog box, 129, 

 

129

 

Chart (Graph) view in System 
Monitor, 319, 

 

320

 

scale adjustment, 347
child domains, 108

adding to existing domain, 
111–112

circular logging, 326
client/server model, 4
clients

configuration 
management, 11

testing access to server, 70
testing Active Directory 

from, 

 

85–86

 

CNAME (Canonical Name) 
record in DNS, 61

COM+ Class Registration 
database, backup, 351

.com domain, 42
Common name (CN) object, 20
Common.adm template, 391
company structure, changes, 180
computer accounts, 259–260

applications assigned to, 437
automatic enrollment of 

certificates, 

 

404–406

 

Group Policy settings 
for, 380

vs. user settings, 383
Computer Configuration 

Properties dialog box, 
Error Information tab, 
412, 

 

413

 

Computer Network Options, for 
Group Policy, 403

Computer objects, 

 

20–21

 

, 224
creating, 228
properties, 229, 

 

231

 

, 231
resetting account, 

 

235

 

Computers container (Active 
Directory Users and 
Computers), 223

Conf.adm template, 391
config.pol file, 378
Configure Automatic Updates 

Properties dialog box, 
447, 

 

447

 

Configure Your Server Wizard, 
62, 

 

63

 

connection objects
Properties dialog box, 

 

175

 

for replication, 

 

174–176

 

Connections command 
(ntdsutil), 90

connections from client, 
testing, 

 

85

 

Contact objects, 224
creating, 227

Control Access permission, 269
CONVERT command-line 

utility, 67
copy backup, 349
Copy Object - User dialog 

box, 

 

275

 

cost
in network design, 151
for site links, 169–170

counter logs, 325
counters

for domain controller 
performance 
monitoring, 330

in System Monitor, 318
System Monitor to view, 

334, 

 

334

 

country codes, for top-level 
domains, 43

Create Child permission, 269
Create NC command 

(ntdsutil), 90
cross-forest trusts, 131
cryptographic keys, domain 

controller removal 
and, 126

cyber-squatters, 46

 

D

 

daily backups, 350
data store, 

 

12

 

centralized, 10

DCPROMO. 

 

See

 

 Active 
Directory Installation 
Wizard (DCPROMO)

decentralized administration, 106
default accounts, as security 

risk, 299
Default Domain Policy 

Properties dialog box, 

 

282

 

, 
282, 394

Links tab, 

 

394

 

Security tab, 

 

395

 

, 395
default package location, for 

software installations, 450
default Users folder, 

 

265

 

delegating authority, in DNS 
zones, 55, 

 

56

 

delegation of control, 10–11
for Group Policy Objects 

(GPOs), 

 

397–398

 

for OUs, 

 

208–210

 

real world scenario, 222
for users and groups, 

 

276–279

 

Delegation of Control Wizard
for custom tasks, 220–221
for organization units, 

218–219
Delete Child permission, 269
Delete NC command 

(ntdsutil), 90
Delete Tree permission, 269
deleting

Active Directory objects, 
233–234

organizational units (OUs), 
215–216

security principals, 260
demoting domain controllers 

(DC), 

 

125–127

 

deny permissions, 268–269
Deploy Software dialog box, 

 

441

 

DHCP (Dynamic Host 
Configuration Protocol), 

 

40

 

differential backups, 349
in schedule, 356

directory, 9
Directory Service log, 82, 182, 

 

182

 

, 

 

346

 

directory services, before Active 
Directory, 3

Directory Services 
Restore mode, 364

booting into, 352
disaster recovery, additional 

domain controllers for, 124
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Disk Management program – Ethernet

 

Disk Management program, 68
disk quotas, in NTFS 5, 66
Disk Reads/Sec counter, 330
disk space, for Active Directory 

database, 67
Disk Writes/Sec counter, 330
distinguished name (DN), 20
distributed applications, 86
Distributed File System 

(DFS), 456
distribution groups, 21, 259, 

260–261
DLL Hell, 458
DNS. See also Domain Name 

System (DNS)
DNS cache, flushing local, 64
DNS database, information 

stored in. See resource 
records

DNS forward lookup zones, 60
DNS forwarding, 53, 54
DNS notify, 59, 60
DNS server log, 83
DNS server roles, 55–57

planning, 62
DNS zone transfer, 57, 59
DNS zones, 49, 50–60

delegating authority in, 
55, 56

DNS name resolution, 51, 
51–55

vs. domains, 50
planning structure, 61–62
purpose and function, 50

Domain Admins group, 266
Domain component (DC) 

object, 20
Domain Computers group, 266
Domain Control Security Policy 

tool, 384
domain controller log dialog box

General tab, 336, 336
Log Files tab, 337, 337
Schedule tab, 337, 337

Domain Controller Security 
Policy tool, 294–296, 295

domain controllers, 5, 21–22
authoritative restore for, 

358–365
computer connection 

with, 235
converting member server 

to, 75
demoting, 125–127

issues from removing 
last, 126

monitoring performance, 
329–331

placement, 178–179
planning, 124–125

reasons for additional, 124
replication between, 152
security for, 299–300

Domain Controllers container 
(Active Directory Users and 
Computers), 223

Domain Controllers group, 266
domain database, 5
domain functional level, 71–74
Domain Guests group, 266
domain local groups

built-in, 263–266, 264
scope, 261

domain management comm
and, 90

domain model in Windows NT 
4, 5–6, 6

Domain Name System (DNS), 9, 
25–26, 36, 37–65

configuring integration with 
Active Directory, 92–94

and DHCP, 40
DNS server roles, 55–57

planning, 62
DNS zones, 50–60

delegating authority in, 
55, 56

DNS name resolution, 
51, 51–55

planning, 61–62
purpose and function, 50

exam essentials, 94–95
installing, 62–63
name resolution, 44–45, 45, 

51, 51–55
namespaces, 40–45

anatomy of name, 41
hierarchy, 44
root, 42–43

optimizing performance, 58
overview, 37–40
planning structure, 45–49

Active Directory 
environment, 
60–62, 63

internal and external 
names, 47, 47–48

namespace design, 48–49
root name, 45–46

resource records, 59–60
verifying configuration, 

64–65
Domain Naming Master, 

23, 128
Domain Security Policy tool, 384
domain security principals, 260
domain trees, 16, 17, 104

creating, 107–124
planning, 108–111, 109
subdomains, 112–119

exam essentials, 139
joining to forest, 119
promotion process, 111–112

Domain Users group, 266
domains, 14–15

vs. DNS zones, 50
Group Policy settings 

for, 381
moving OU structure 

between, 208
planning structure, 74
renaming, 73
testing client join to, 85
trust relationship between, 7
Windows NT 4

vs. Active Directory, 18
upgrade to Active 

Directory, 26
dotted decimal notation, 38
Dynamic Host Configuration 

Protocol (DHCP), 40
dynamic updates to resource 

records, 64
dynamic volumes in NTFS 5, 

66–67

E
.edu domain, 42
encryption

domain controller removal 
and, 126

in NTFS 5, 66
Enrollment Agent 

certificate, 284
Enterprise Admins group, 266
Error icon, in Event Viewer, 

344, 345
Ethernet, 151
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Event logs
event ID 1311, 158
viewing, 182, 182

Event Properties dialog box, 
183, 345, 346

Event Viewer
for audit logs, 298, 298
Directory Services log, 346
performance monitoring 

with, 344–346
to verify Active Directory 

install, 81, 81–83
extensibility, 10
external trust, 131

F
FAT (File Allocation Table) file 

system, 66
FAT32 (File Allocation Table) 

file system, 66
fault tolerance

Active Directory and, 355
additional domain 

controllers for, 124
for DNS servers, 55, 62

federated identity 
management, 73

file extensions, mapping, 451
File Replication Service event 

log, 182
File Replication Service (FRS), 

GPO replication, 394
file system, verifying, 66–68
Filter Options dialog box, 

232, 232
filtering

Active Directory objects, 
232–233

Group Policy, 395–397, 
399–401

Find dialog box, 242, 243, 
243–244, 244

firewall
and ping command, 71
verifying configuration, 182

flushing DNS cache, 64
folder Properties dialog box, 

Sharing tab, 241, 241
folders, Group Policy for 

redirecting, 406–408
Force Policy Inheritance, 382

foreign security principals, 
223–224, 267

forests, 16, 17, 104
creating, 107–124

planning, 108–111
exam essentials, 139
joining domain tree to, 119
permissions for users not part 

of, 267
tree as application data 

partition, 88
trust relationship, 73
Windows Server 2003 

functionality, 73
FQDN (fully-qualified domain 

name), 41, 41
full system backup, 349

in schedule, 356
fully-qualified domain name 

(FQDN), 41, 41, 106
functional levels, 71

G
Global Catalog, 13, 73

location, 23
membership in universal 

groups, 261
shared by trees and forests, 

108, 111
global catalog servers

exam essentials, 140
managing, 137–138
placement, 179

global groups, 5
predefined, 266–267
scope, 261

.gov domain, 42
GPO links, and logon 

performance, 419
gpresult.exe utility, 

409, 418
gpupdate command, 381
granularity of permissions, 209
Graph view in System Monitor, 

319, 320
scale adjustment, 347

group accounts, 259
creating and managing, 

271–273
delegation of control, 

276–279

Group objects, 20–21, 224
creating, 228
properties, 231, 231

Group Policy, 14–15
administrative templates, 

379–380, 391–393
assigning script policies, 

401–403
automatic enrollment of user 

and computer 
certificates, 404–406

automatic updates in, 
445–449

basics, 378–383
settings options, 379

for configuring smart card 
logon requirement, 
285–286

controlling inheritance and 
filtering, 399–401

exam essentials, 420–421
filtering, 395–397
implementing, 383–393
inheritance, 382–383
login for changes in, 389
managing, 393–408
for managing network 

configuration, 403, 
403–404

for OUs, 210
planning strategy, 383
for redirecting folders, 

406–408
for security, 279–283
Terminal Services for testing 

settings, 391
troubleshooting, 409–418

Group Policy Creator Owners 
group, 266

Group Policy Management 
Console (GPMC), 384

Group Policy Object Editor, 380
Group Policy Objects (GPOs), 

381–382
for applications, 455
creating, 384–389
delegation of control, 

397–398
linking to Active Directory, 

390–391
managing, 394–395
with software deployment 

settings, 439–442
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group Properties dialog box, 
263, 263

groups
built-in domain local, 

263–266, 264
consistency in 

membership, 23
effective use, 270
functionality limits in 

Windows 2000, 262
global, 5

predefined, 266–267
scope, 261–263

changing, 263
types, 260–261
in Windows NT 4, 8

Guest account, 266
as security risk, 299

Guests group, 264

H
hidden shares, for application 

installation files, 438
hierarchical organization

in Active Directory, 9
for DNS names, 41, 44
object names, 15
organizational units (OUs), 

19, 204, 208
Histogram view in System 

Monitor, 320, 321
information display 

options, 322
historical data, for performance 

measurement, 316–317
HOSTS file, 38–39, 39

I
"i" icon in Event Viewer, 

344, 345
IETF (Internet Engineering Task 

Force), 24, 38
Import Template dialog 

box, 288
incremental backups, 349

in schedule, 356
incremental zone transfers 

(IXFRs), 57, 59

Inetcorp.adm template, 391
Inetres.adm template, 391
Inetset.adm template, 391
.info domain, 43
information, lost from domain 

controller removal, 
126–127

Infrastructure Master, 23, 128
inheritance, 15

of Group Policy, 382–383, 
399–401

for OUs, 208
troubleshooting, 223

initialization files, 435–436
installing

applications, 430–437
configuring settings, 

449–455
disabling rollback, 

454–455
preparations, 438–439

Domain Name System 
(DNS), 62–63

installing Active Directory, 
75–81

preparations, 36–74. See 
also Domain Name 
System (DNS)

domain functional level, 
71–74

domain structure 
planning, 74

verifying file system, 
66–68

verifying network 
connectivity, 69–71

verifying, 81–86
with Event Viewer, 81, 

81–83
instances, for performance 

monitoring, 318
.int domain, 42
Internet, 151–152

testing access, 69
verifying server access to, 71

Internet Engineering Task Force 
(IETF), 24, 38

Internet Network Information 
Center (InterNIC), 46

Internet Protocol (IP), 151
intersite replication, 167–168
intransitive trusts, 131
intrasite replication, 167

inventory, for software 
installations, 431

IP addresses, 25, 38
resolving. See Domain Name 

System (DNS)
IP (Internet Protocol), 151

RPC over, 167
ipconfig command, 64, 70, 70
iterative queries, for DNS name 

resolution, 53
IXFRs (incremental zone 

transfers), 57, 59

J
joining domain tree to 

forest, 119
JScript, 401

K
Kerberos authentication, and 

realm trusts, 131
keyboard, vs. mouse, 211
Knowledge Consistency Checker 

(KCC), 7, 89

L
LAN (local area network), 151

testing access, 69
LDP utility, 87–88, 88
licenses, for software, 431
licensing server, 163–164, 166
Licensing Site Settings Properties 

dialog box, 166, 166
Lightweight Directory Access 

Protocol (LDAP), for 
Active Directory access, 24

linear logging, 326
linked value replication (LVR), 

73, 154
List Contents permission, 269
List NC Information command 

(ntdsutil), 90
List NC Replicas command 

(ntdsutil), 91
List Object permission, 269
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load balancing, for DNS, 54–55
local area network (LAN), 151

testing access, 69
local DNS server Properties 

dialog box, Security tab, 
93, 93

local groups, built-in domain, 
263–266, 264

Local Security Policy tool, 384
local security principals, 260
lockout of user accounts, Group 

Policy settings for, 280
log files, 82–83

generating and viewing, 298
from Performance Logs and 

Alerts, 325–326
for software installations, 456
viewing. See Event Viewer

logging mode for RSoP, 409, 
410–415

logical sequence number, 154
logon

GPO configuration and, 409
and Group Policy 

changes, 389
troubleshooting performance 

problems, 419
logon/logoff scripts, 402
LostAndFound folder, 233

M
Mail Exchanger (MX) record in 

DNS, 60, 61
mainframes, 457
Manage Your Server tool, 62, 63
mandatory upgrade to 

software, 445
master servers

DNS, 57
for replication, 22

measurement of performance, 
consistency, 316

member servers, 22
converting to domain 

controller, 75
Microsoft Installer package, 432
Microsoft Management Console 

(MMC), 317
Group Policy snap-in, 

385–389
Microsoft patches, 435

Microsoft Transformation 
(MST) files, 435

Microsoft Windows Installer, 
432, 433–436

advertising by, 435
benefits, 433–434
for older applications, 457
settings, 454–455

.mil domain, 42
mmc command, 287
mobile users, offline folders 

for, 408
mounted drives, in NTFS 5, 67
mouse, vs. keyboard, 211
movetree command, 208
moving

Active Directory objects, 
233–234

organizational units (OUs), 
215–216

OU structure between 
domains, 208

server objects between sites, 
176, 177

MPLS (Multiprotocol Label 
Switching), 190

msiexec.exe command, 433, 456
MTBF, 347
multimaster replication, 

127, 155
multinational business, creating 

multiple OUs for, 211–214
multiple domains, 16. See also 

domain trees; forests
drawbacks, 107
exam essentials, 139–140
managing, 127–138

global catalog servers, 
137–138

single-master operations, 
127–130

trusts, 130–135
UPN suffixes, 136

reasons for, 104–107
multiple-master domain 

topology, 5, 7
Multiprotocol Label Switching 

(MPLS), 190
MX (Mail Exchanger) record in 

DNS, 60, 61
My Documents Properties 

dialog box
Settings tab, 408
Target tab, 407

N
name resolution with DNS, 

44–45, 45, 51, 51–55
Name Servers (NS) record in 

DNS, 61
names

for Active Directory objects, 
19–20

changing, 233–234
of domains, changing, 73
for internal and external 

networks, 47, 47–48
using different, 

48–49, 49
of organization units, 207

changing, 215–216
namespaces, 15, 40–45

anatomy of name, 41
design, 48–49
hierarchy, 44
noncontiguous, 16

forest for, 110, 110–111
root, 42–43

.net domain, 42
netmask ordering, for DNS load 

balancing, 55
network adapter, testing, 69
network administration, 4
Network Configuration 

Operators group, 265
Network Monitor, 339, 

339–340, 340
Network Monitor Agent, 339
Network Neighborhood icon, 71
network topology map, 8
networks

bandwidth, 150–151
bottleneck within, 7–8
Group Policy for managing 

configuration, 403, 
403–404

verifying connectivity, 
69–71, 181

New Object - Computer dialog 
box, 228

New Object - Contact dialog 
box, 227

New Object - Group dialog box, 
228, 262, 262, 273, 275

New Object - Organizational 
Unit dialog box, 212
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New Object - Shared Folder 
dialog box, 227

New Object - Site dialog 
box, 159

New Object - Site Link Bridge 
dialog box, 173, 173

New Object - Site Link dialog 
box, 171

New Object - Subnet dialog box, 
161, 161

New Object - User dialog 
box, 272

New Shared Folder dialog 
box, 242

New Technology Directory 
Service (NTDS), 3

New Trust Wizard, 133–135
No Auto-Restart For Schedules 

Automatic Updates 
Installations dialog box, 
448, 448

No Override option, for Group 
Policy, 399, 400

nonauthoritative restore, 365
noncontiguous 

namespaces, 16
forest for, 110, 110–111

nonmandatory upgrade to 
software, 445

normal backups, 349
[Not Responding], in Task 

Manager, 341, 341
Novell NetWare, 4
NS (Name Servers) record in 

DNS, 61
nslookup command, 65
ntconfig.pol file, 378
NTDS (New Technology 

Directory Service), 3
NTDS Properties dialog box, 

179, 179
NTDS Settings Properties dialog 

box, 138, 138
NTDS Site Settings Properties 

dialog box, 168
ntdsutil utility, 88

for authoritative restore, 
359, 364

for managing application 
data partitions, 
90–92, 92

NTFS partitions, 69

O
objects. See Computer objects; 

Group objects; 
User objects

offline folders, vs. folder 
redirection, 408

on-demand software 
installations, 435

one-way trusts, 131
operations masters, 127
Operations Masters dialog 

box, 129
Operations Masters servers, 

22–24
.org domain, 42
Organization (O) object, 20
Organizational Unit 

object, 224
organizational units (OUs), 15, 

18–19, 19
creating, 210–214
enabling auditing for 

specific, 297
exam essentials, 245
Group Policy settings 

for, 381
managing, 214–221

delegation of control, 
218–219

moving, deleting, 
renaming, 215–216

properties, 216, 217
overview, 204–206
structure planning, 206–210

delegation of 
administrative 
control, 208–210

geographically 
based, 211

group policy, 210
inheritance, 208
logical grouping of 

resources, 
206–208, 207

troubleshooting, 222–223
OU Properties dialog box

General tab, 
216, 217

Managed By tab, 
216, 217

P
Packets Received Errors 

counter, 330
Pages/Sec counter, 330
parent-child relationships for 

OUs, 209
parent domains, 108
partitions. See application data 

partitions
passwords

for computer account, 235
Group Policy for, 279

patches, 435
PDC (Primary Domain 

Controller), 5
PDC (Primary Domain 

Controller) Emulator, 23
peer-to-peer model, 4
perfmon command, 320
performance

bottlenecks and, 7
vs. cost, 151
multiple domain controllers 

for, 124
Performance Console, 317
Performance Logs and Alerts, 

325–326, 335–338
Performance Monitor 

group, 265
performance monitoring

for domain controllers, 
329–331

with Event Viewer, 344–346
real world, 328
with Task Manager, 

341–344
Applications tab, 341
Networking tab, 

342, 343
Performance tab, 

342, 343
Processes tab, 342
Users tab, 342, 344

troubleshooting, 346–347
troubleshooting logon 

problems, 419
in Windows Server 2003, 

315–317
Windows Server 2003 tools, 

317–324
deciding what to 

monitor, 318–319
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Performance 
Console, 317

System Monitor, 317, 
319–324

viewing information, 
319–320

performance objects, 318
performance optimization, 314

for application deployment, 
455–457

for DNS, 58
exam essentials, 366–367

permissions, 259
of Active Directory 

objects, 269
granularity, 209
inheritance, 15, 209–210
for installing software, 434
managing, 268–269
for security principals, 260
trust relationships and, 131
for users not part of 

forest, 267
ping tool, 70–71

for verifying DNS, 64–65
planning mode for RSoP, 409, 

415–417
Pointer (PTR) record in DNS, 61
Precreate command 

(ntdsutil), 91
predefined global groups, 

266–267
primary DNS server, 56
Primary Domain Controller 

(PDC), 5
Primary Domain Controller 

(PDC) Emulator 
Master, 128

Print Operators group, 264
printer objects, 224
printer Properties dialog 

box, 240
Sharing tab, 240

printers, publishing, 236–241
privileges, for installing 

software, 454
problem solving, 315
Processes counter, 331
Processor Queue Length 

counter, 331
promotion, 75, 76–80
PTR (Pointer) record in DNS, 61
public key infrastructure, 404

for smart cards, 283
web resources, 405

publishing
Active Directory objects, 

235–244
making objects available 

to users, 235–236
printers, 236–241
shared folders, 241–242

applications, 437, 439–442
push replication, 59

Q
queries

for DNS name resolution
iterative, 53
recursive, 51–53, 52

for information in Active 
Directory, 137, 
242–244

R
RAID (Redundant Array of 

Independent Disks), 
66–67, 328

RDN (relative distinguished 
name), 20

Read permission, 269
realm trusts, 131
recursive queries, for DNS name 

resolution, 51–53, 52
red Error icon in Event Viewer, 

344, 345
redirecting folders, Group Policy 

for, 406–408
redundancy, 151
refresh interval, for zone 

transfer, 59
RegEdit command, 286
registrars, 49

for domain names, 43
Registry, 286

backup, 351
restoring System State 

backup, 359
relative distinguished name 

(RDN), 20
Relative ID (RID) Master, 

23, 128
remote offices, secondary DNS 

server in, 57

Remote Procedure Call (RPC) 
protocol, 167

remote storage in NTFS 5, 67
Remove NC Replica command 

(ntdsutil), 91
removing applications, 432, 452, 

453, 454
repairing corrupted 

applications, 434
replicas, 89
replication, 10, 13–14

of Active Directory, 152–153
configuring, 166–179
connection objects for, 

174–176
exam essentials, 191–192
of GPOs, 394
intrasite vs. intersite, 

167–168
monitoring and 

troubleshooting, 
181–185

case study, 186–190
with System Monitor, 181

multiple domains for traffic 
reduction, 104–105

schedule for, 170, 172, 172
on site, 154–155
sites for managing, 24, 25. 

See also sites
traffic from global catalog 

server, 179
Replication Monitor, 

182–184, 183
replication topology, verifying, 

184–185, 185
Replicator group, 264–265
Report view in System Monitor, 

320, 321, 335, 335
information display 

options, 322
Requests for Comments 

(RFCs), 38
2136 on dynamic updates, 64

Reschedule Automatic Updates 
Scheduled Installations 
Properties dialog box, 
448, 448

resource records, 44, 59–60
resources

OUs for logical grouping, 
206–208, 207

and performance 
monitoring, 346

for software, 431
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Responsible Person (RP) record 
in DNS, 61

Restore Progress dialog box, 
363, 363

restore subtree command, 365
restoring

Active Directory, 355–365
authoritative restore, 

358–365
nonauthoritative restore, 365
System State data, 352–353

Resultant Set Of Policy 
(RSoP), 409

in logging mode, 410–415
in planning mode, 415–417
viewing, 412

Resultant Set Of Policy Wizard, 
410–415

Computer Selection 
page, 410

Summary of Selections page, 
411, 411

User Selection page, 410, 411
reverse lookups, in DNS, 55
RFCs (Requests for 

Comments), 38
2136 on dynamic updates, 64

rollback of application install, 
disabling, 454–455

root domain, 108
root name, 42–43, 45–46
round robin, for DNS load 

balancing, 55
routers, 151

verifying configuration, 182
routes, cost of, 151
RP (Responsible Person) record 

in DNS, 61

S
safe mode, for restoring System 

State, 364
scalability

of Active Directory, 11
multiple domains for, 104

schedule
for backups, 351–352, 

352, 356
for replication, 170, 172, 172

connection objects for, 
174–176

Schedule for NTDS Site Settings 
dialog box, 168

schema, 10, 11, 12–13
defunct, 73
for forest, 111

Schema Admins group, 266–267
Schema Master, 23, 127–128
scope of groups, 261–263
script policies, assigning, 

401–403
search engine, 13
searches, in Active Directory, 11
secedit.exe utility, 290–292
second-level domain name, 43
secondary DNS server, 56–57

and zone transfers, 59
security, 10–11

access control entries (ACEs), 
209, 268–269

access control lists (ACLs), 
268–269

auditing implementation, 
293–298

consistency in policies, 
292–293

within domain, 14–15
for domain controllers, 

299–300
domains as boundaries, 109
exam essentials, 301
Group Policy for, 279–283
groups to enforce, 20–21, 21
implementing, 270–279
managing, 268, 268–269
overview, 258–268

group scope, 261–263
group types, 260–261
security principals, 

259–267
smart cards authentication, 

283–286
SMTP and, 168

Security Configuration and 
Analysis utility, 286–292

for consistent policy 
enforcement, 292–293

security groups, 21, 259, 
260–261

to filter Group Policy, 
396–397

security identifier (SID), 259
Security log, 82
security policy, 258, 259

multiple domains for, 106

security principals, 259–267
domain, 260
foreign, 223–224, 267
OUs and, 205

security templates, 286
Select Group Policy Object 

Wizard, 386
Select Operation Target 

command (ntdsutil), 91
server objects, moving between 

sites, 176, 177
Server Operators group, 265
server roles, 21–24, 75
Server Sessions counter, 330
servers

for automatic updates to 
software, 447

backup of large, active, 
356–357

hardware requirements, 328
topology, 178–179

service requests, 154
Service (SRV) record in DNS, 61
Set NC Reference Domain 

command (ntdsutil), 91
Set NC Replicate 

NotificationDelay 
command (ntdsutil), 91

share point, for software 
distribution, 438–439

Shared Folder objects, 224
creating, 227

shared folders, publishing, 
241–242

sharing resources through Active 
Directory, 236

shortcut trust, 131
Simple Mail Transfer Protocol 

(SMTP), 168
single-master operations, 22

exam essentials, 139
managing, 127–130

assigning, 129–130
Site and Services Microsoft 

Management Console, 105
site link bridges, 169

creating, 169–173
site links, 157, 169

creating, 169–173
verifying, 184

sites, 15, 153–155
configuring, 163–166
creating, 158, 159–160
exam essentials, 191
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Group Policy settings for, 381
implementing, 156–166
for managing replication, 

24, 25
moving server objects 

between, 176, 177
planning, 155–156

smart cards for authentication, 
283–286

SMTP (Simple Mail Transfer 
Protocol), 168

smurf attacks, 71
SOA (Start of Authority) record 

in DNS, 61
software. See applications
Software Installation Properties 

dialog box, 449–452
Advanced tab, 450, 451
Categories tab, 452, 453
File Extensions tab, 451, 452
General tab, 449–450, 450

software management life cycle, 
431–432

software package Properties 
dialog box, Upgrades tab, 
443, 444

Software Properties dialog box, 
Group Policy tab, 440, 440

software settings, in Group 
Policies, 380

Software Update Services 
(SUS), 432

Specify Intranet Microsoft 
Update Service Location 
Properties dialog box, 
447, 447

SRV (Service) record in DNS, 61
standalone servers, 22
Start menu

>> All Programs >> 
Accessories >> System 
Tools >> Backup, 
353, 364

>> Control Panel >> Printers 
And Faxes >> Add 
Printer, 236

>> Programs >> 
Administrative Tools 
>> Event Viewer, 344

Start of Authority (SOA) record 
in DNS, 61

startup, GPO configuration 
and, 409

Startup/Shutdown scripts, 
401, 402

subdomains, creating, 112–119
subnets, 155

creating, 158, 161–163
implementing, 156–166

subtrees, restoring within Active 
Directory, 365

SupTools.msi file, 87
synchronization of DNS servers, 

zone transfer for, 57
synchronization of information, 

verifying, 184
synchronous processing, 409
System log, 82
System Management Server 

(SMS), 340
System Monitor, 317, 319–320, 

331–335
Graph view, 319, 320

scale adjustment, 347
Histogram view, 320, 321
for monitoring 

replication, 181
Properties dialog box, 

321–324
Appearance tab, 324, 324
Data tab, 323, 323
General tab, 322, 322
Graph tab, 323, 324
Source tab, 322, 323

Report view, 320, 321
to view counters, 334, 334

System Monitor Properties 
dialog box, 338

Source tab, 338
system policies, 378
system resources, and 

performance 
monitoring, 346

System State data
backup, 350–351, 351
restoring, 352–353

authoritative restore, 
358–365

System.adm template, 392, 449
systems administrators, 

coordinating efforts 
of, 222

Systems Properties dialog box, 
Network Identification 
tab, 86

SYSVOL directory
backup, 351
restoring System State 

backup, 359

T
Task Manager, 341–344

Applications tab, 341
Networking tab, 342, 343
Performance tab, 342, 343
Processes tab, 342
Users tab, 342, 344

TCP/IP, 25, 37
testing, 69

templates
administrative, in Group 

Policy, 379
for certificates, 404
security, 286
for user accounts, 274–276

Terminal Services, for 
testing Group Policy 
settings, 391

test environment, 316
testing applications before 

deployment, 455
Thawte, 404
thin clients, 457
Time to Live (TTL) value, for 

cached DNS record, 53
top-level domains, 42–43
trace logs, 325–326
transitive trusts, 131

two-way, 15, 16, 130, 130
trees. See domain trees
troubleshooting

application deployment, 
455–457

Group Policy, 409–418
logon performance 

problems, 419
organizational units (OUs), 

222–223
performance monitoring, 

346–347
replication, 181–184

case study, 186–190
trust relationships, 15

between domains, 7
exam essentials, 139
managing, 130–135
in tree, 16

Trustbridge, 73. See also Active 
Directory Federation 
Services (ADFS)

two-way trusts, 131
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U
uninstalling applications, 432, 

452, 453, 454
universal groups, scope, 

261–262
update interval, for System 

Monitor, 322
updates to software, 443–445
user accounts, 259

applications assigned to, 437
automatic enrollment of 

certificates, 404–406
changing group 

membership, 274
creating and managing, 

271–273
delegation of control, 

276–279
domain controller removal 

and, 126
Group Policy settings 

for, 380
vs. group settings, 383

lockout, 280
smart card setup for 

logon, 285
templates, 274–276

User Network Options, for 
Group Policy, 403

User objects, 20–21, 224
creating, 225–226
properties, 229, 230, 230

user principal name (UPN) 
suffixes

exam essentials, 139
managing, 136

Users container (Active 
Directory Users and 
Computers), 224

Users folder, default, 265
Users group, 265
users, making objects available 

to, 235–236

V
VBScript, 401
VeriSign, 404
Virtual Private Networks 

(VPNs), 152

W
WAN (wide area network), 151
WAN link

as bottleneck, 8
replication across, 105
testing, 70

Warning icon in Event Viewer, 
344, 345

web resources
on public key 

infrastructure, 405
on troubleshooting 

replication 
problems, 185

for Windows Server Update 
Services, 432

on WSUS, 446
Windows 2000 Mixed 

functional level, 71–72
group functionality 

limitations, 262
Windows 2000 Native 

functional level, 71–72
Windows Installer. See 

Microsoft Windows 
Installer

Windows Installer package, 
433, 435

Windows New Technology File 
System 5 (NTFS 5), 66

Windows New Technology File 
System (NTFS), 66

Windows NT 4
vs. Active Directory domains, 

14, 18
benefits, 3–5

domain model, 5–6, 6
domain upgrade to Active 

Directory, real world 
scenario, 26

limitations, 6–9
Windows Script Host 

(WSH), 401
Windows Server 2003

Distributed File System 
(DFS), 456

performance monitoring, 
315–324

deciding what to 
monitor, 318–319

with Performance 
Console, 317

with System Monitor, 
317, 319–324

viewing information, 
319–320

Windows Server 2003 Backup 
utility, 348, 348–353

for Active Directory backup, 
353–355

exam essentials, 366
Windows Server 2003 functional 

level, 71–72
Windows Server Update Services 

(WSUS), 432, 445
Windows Settings, in Group 

Policies, 380
Windows Update, 432, 445
Windows.adm template, 392
Winnt.adm template, 392
Wmplayer.adm template, 392
Write permission, 269
WSH (Windows Script 

Host), 401
Wuau.adm template, 392, 449

Y
yellow Warning icon in Event 

Viewer, 344, 345
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