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653

 

/approve option, 66
Assign Drive Letter or Path screen, 298, 

 

299

 

, 300
/audit option, 68
audit policies, 

 

217–220

 

, 

 

218

 

Audit security category, 227
Audit the Access of Global System Objects 

option, 227
Audit the Use of Backup and Restore Privilege 

option, 227
auditSystem component, 73
auditUser component, 73
Authenticated Users group, 187
authentication

logons, 

 

160–162

 

, 161
remote access, 351–352
user accounts, 180–182
VPNs, 349

Authentication Exemption rule, 245
Author mode, 86
Auto-Hide the Taskbar property, 130
Automatic Private IP Addressing (APIPA), 369, 

375–376, 382
Automatic Scanning option, 248
Automatically Restart option, 544
automating installation, 54

disk images, 71–72
exam essentials, 75
ImageX, 70–71
options, 54–55, 59–60
review questions, 76–83
summary, 75
System Preparation Tool, 58–59, 68–70
unattended installation, 55–56, 55, 61–62
WDS. See Windows Deployment 

Services (WDS)
Available Bytes counter, 512
Available MBytes counter, 511
Average counter, 498
away mode, 103

B
Back Up and Restore Center icon, 438
Back Up Files and Directories right, 220, 222
Back Up Files dialog box, 588–592, 589–592
Backup and Restore Center utility, 586, 587

backup process, 588–592, 589–592
backup settings, 595, 597

images, 597–599, 598–600
recovery techniques, 581
restoring files, 592–595, 593–596
System Restore, 600–605, 601–604

Backup Operators group, 185
Backup Status and Configuration dialog box, 

294, 595, 597
backups

Backup and Restore Center utility. See 
Backup and Restore Center utility

for upgrades, 13
Windows CardSpace cards, 482

Balanced power plan, 102
baselines, performance, 495, 520–521, 520
Basic Input/Output System (BIOS)

compatibility, 8
in upgrades, 13

basic storage
managing, 303
overview, 287
upgrading to dynamic, 301

Batch group, 187
battery management, 101–106, 104–105
battery meters, 105
BCD (Boot Configuration Data) store, 36
BCDEdit utility, 36
Behavior of the Elevation Prompt for 

Administrators in Admin Approval 
Mode option, 234

Behavior of the Elevation Prompt for Standard 
Users option, 235

Below Normal priority option, 529
BIOS (Basic Input/Output System)

compatibility, 8
in upgrades, 13

BitLocker Drive Encryption feature, 251–252
Block All Cookies option, 419
Block All Incoming Connections option, 242
Block Inheritance option, 207
Blocked Senders list, 461
Blocked Senders tab, 459, 460
Boot Configuration Data (BCD) store, 36
boot options, 582

Enable Boot Logging, 584–585, 584
miscellaneous, 585–586
Safe Mode, 582–584, 583

boot partitions, 19–20
Boot tab, 546, 547
bottlenecks, 495
built-in groups, 183–186
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654 built-in user accounts – configuration

built-in user accounts, 159
Burn tab, 475
Business editions, 4
Buttons tab, 107
Bypass Traverse Checking right, 222
Bytes Total/Sec counter, 518

C
/C option, 308
cables, network adapters, 338
Cache option, 387
caching

logon credentials, 182
nbtstat, 387
shared folders, 269

calendar, 464–466, 465
Card Details screen, 482–483
CardSpace, 479–483, 480–481, 483
CD-ROM drives, 95
CDFS (Compact Disk File System), 284
central processing units (CPUs). See processors
.cer files, 313
certificate authentication, 352, 446
Challenge Handshake Authentication Protocol 

(CHAP), 352
Change Drive Letter or Path dialog box, 

301–302, 302
Change permission, 270
Change Search Defaults dialog box, 402, 404
Change Settings option, 38
Change the System Time right, 222
Change the Time Zone right, 222
CHAP (Challenge Handshake Authentication 

Protocol), 352
Check Disk utility, 293, 318, 318
Check for Updates option, 38
Choose a Connection Option dialog box, 357, 

358, 362, 363
Choose File and Printer Sharing Options 

screen, 363, 365
Cipher utility, 313, 315–316
classes, IP addresses, 370–371, 370
clean installs, 9–10, 21

Collecting Information stage, 22–25
Installing Windows phase, 23, 26
Set Up Windows phase, 23–26

cleanup, disk, 293, 317, 317
Clear Virtual Memory Pagefile option, 233

clients
DHCP, 372
Remote Desktop, 570–571
VPN, 347–350, 348–350
WDS, 67

clusters, 284
Collecting Information stage

clean installs, 22–25
upgrades, 27–28, 28, 30

Color Management tab, 98
color selection, 99
Comments option, 269
Committed Bytes counter, 512
communities in Windows Mail, 458
Compact Disk File System (CDFS), 284
Compact utility, 308–309
compatibility

BIOS, 8
dual-booting, 35
Hardware Compatibility List, 8
network adapters, 337
software applications, 33–34
upgrades, 10–11

compatibility reports, 11
Compatibility tab, 239
Compose tab, 453, 454
Compress Contents to Save Space option, 

307–308
compression

file system support, 283
managing, 306–309, 307–308

Computer item, Start menu, 128, 132
Computer Management tool, 89, 89
Computer Name tab, 537, 537
computer names

clean installs, 23–24
System tool, 537, 537

computer settings, GPO, 206
Conditions tab, 556, 558
/config option, 18
Config.xml file, 15
configuration

disk devices, 94–96
display devices, 96–100, 97–98
drivers, 93–94
exam essentials, 116
hardware, 91–92
I/O devices, 106–111, 107–108, 110
management utilities, 83–84

Device Manager, 89–90, 89–91
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Configure This Device Manually option – Default Owner for Objects 655

MMC, 84–87, 85–86
Registry, 87–89, 88

power management, 101–106, 104–105
review questions, 116–123
services, 111–113, 112–115
summary, 115

Configure This Device Manually option, 363
Confirm Attribute Changes dialog box, 308, 

308, 310
Confirm Password option, 167
Connect Automatically When This Network Is 

in Range option, 361
Connect Even if the Network Is Not 

Broadcasting option, 361
Connect to a More Preferred Network if 

Available option, 361
Connect to a Network dialog box, 345, 

356–358, 357
Connect to a Network Projector dialog box, 

354, 354
Connect to a Workplace dialog box, 348, 348
Connect To option, 132
Connect to the Internet icon, 437
Connection Security Rules, 245
Connection Status dialog box, 342, 342
connections

e-mail accounts, 446, 446
Remote Desktop, 572
VPNs, 347, 347
Windows Mail, 456, 456
wireless networks. See wireless network 

connections
console tree, 85, 85
contacts, 463–464, 463
contingency plans for upgrades, 13
Control Panel, 128, 132
Control Panel icon, 438
/convert option, 65
Convert to Dynamic Disk dialog box, 301
Convert utility, 285–286
converting file systems, 285–286
cookies, 418–419
copied files, permissions for, 266
Copy File dialog box, 595, 596
/copy option, 66
copying user profiles, 178
counters

disk subsystem, 516
memory, 511–514
network subsystem, 518

Performance Monitor, 498, 501–503
processor, 515

CPUs (central processing units). See processors
.crd files, 480
Create a Pagefile right, 222
Create a Token Object right, 222
Create Basic Task Wizard, 552, 552
Create Global Objects right, 222
Create New Data Collector Set dialog box, 

509–510
Create Permanent Shared Objects right, 222
Create Symbolic Links right, 222
Creator Owner group, 187
credentials, caching, 182
Critical events, 563
Cryptographic Operators group, 185
csrss.exe process, 529
Current Disk Queue Length counter, 516
Custom installation, 22
Custom option, Parental Controls filters, 416
custom upgrades, 28
Customize Start Menu dialog box, 131–133, 

131, 135

D
/D option, 315
Data Collector Sets, 496

user-defined, 509–510
working with, 508, 509

data compression
file system support, 283
managing, 306–309, 307–308

data encryption. See encryption
Data Execution Prevention (DEP), 540, 541
data recovery agent (DRA), 309, 313–314, 314
Data tab, Performance Monitor, 504, 505
Data Users Properties dialog box, 191
Date and Time dialog box, 237, 237
DCOM security category, 227
/debug option, 62
Debug Programs right, 222
Debugging Mode, 586
/decrypt option, 18
Default Actions option, 248
Default Operating System option, 544
Default Owner for Objects Created by 

Members of the Administrators Group 
option, 234
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656 Default Programs option – disabled accounts in authentication

Default Programs option, 132
defaults

gateways, 372, 372
local groups, 183
Start menu items, 126–128
user profiles, 176

defragmentation, 294, 316, 316
Delete Browsing History dialog box, 419, 420
/delete option, 66
deleted accounts in authentication, 181
deleting

browsing history, 419
gadgets, 441
group members, 191
groups, 192
partitions and volumes, 302–303
permissions, 261
user accounts, 170–172, 170–171
Windows CardSpace cards, 482

Deny Access to This Computer from the 
Network right, 222

Deny Log on as a Batch Job right, 223
Deny Log on as a Service right, 223
Deny Log on Locally right, 223
Deny Log on through Terminal Services 

right, 223
/deny option, 265
DEP (Data Execution Prevention), 540, 541
Dependencies tab, 113, 115
Description option, 166
Desktop, 125–126, 127

accessibility utilities, 144–147, 144, 
146–147

default Start menu items, 126–128
display properties, 135–137, 136
exam essentials, 148
language and regional settings, 140–143, 

142
notification area, 133, 133
remote. See Remote Desktop
review questions, 149–155
shortcuts, 135
Start Menu properties, 130–133, 131
summary, 148
taskbar, 130–131, 130
toolbar, 134, 134
Windows Aero, 129
Windows Sidebar, 138–139, 138–139

Desktop Background option, 136

Destination Host Unreachable error 
message, 387

details pane, MMC, 85, 85
Details tab

DVD/CD-ROM drives, 95
network adapters, 335, 335

Detect Application Installations and Prompt 
for Elevation option, 235

Device Manager, 89–90, 89–91, 537
DVD/CD-ROM drives, 95
network adapters, 331–332, 331
for resources, 92, 93
Safe Mode, 582

Devices security category, 227–228
DHCP (Dynamic Host Configuration 

Protocol), 369
process, 372–373, 373
for WDS, 56–57
working with, 375

Diagnose and Repair link, 346
Diagnostic Startup option, 546
dial-up networking, 346–347, 347
Dialup group, 187
digital entertainment features, 4
Digital Rights Management (DRM), 476
Digital Video Discs (DVDs), 95
Digitally Encrypt or Sign Secure Channel Data 

(Always) option, 228
Digitally Encrypt Secure Channel Data (When 

Possible) option, 228
Digitally Sign Communications (Always) 

option, 230–231
Digitally Sign Communications (if Client 

Agrees) option, 231
Digitally Sign Communications (if Server 

Agrees) option, 230
Digitally Sign Secure Channel Data (When 

Possible) option, 229
Direct Memory Access (DMA) settings, 92
Directory Services Restore Mode option, 586
Disable Automatic Restart on System Failure 

option, 586
Disable Driver Signature Enforcement 

option, 586
Disable Machine Account Password Changes 

option, 229
Disable NetBIOS over TCP/IP option, 381
/disable option, 66
disabled accounts in authentication, 181
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disabling – Downloaded ActiveX Controls (32-bit) option 657

disabling
APIPA, 376
drivers, 334
Internet Explorer add-ons, 411
user accounts, 169–170

disaster recovery, 580–581
Disconnect Clients when Logon Hours Expire 

option, 231
Disk Cleanup utility, 293, 317, 317
disk imaging

answer files, 72–75, 74
for backups, 597–599, 598–600
ImageX, 70–71
installation from, 71–72
System Preparation Tool, 58–59, 68–70

Disk Management utility, 20, 290, 291
basic storage, 303
basic tasks, 290–291
drive letters and paths, 301–302, 302
dynamic storage, 303–304, 304
general properties, 292–293, 293
hardware properties, 294, 295
previous versions properties, 296, 297
security properties, 296, 297
sharing properties, 294, 296
status codes, 305–306
tools properties, 293–294, 294
upgrading basic disks to dynamic disks, 301
volume properties, 291–292, 292
volumes and partitions, 298–303, 299–300

% Disk Read Time counter, 503
disk signatures, 306
% Disk Time counter, 516
% Disk Write Time counter, 503
Diskpart utility, 290
disks, 282

adding, 296, 298
cleanup, 293, 317, 317
data compression, 306–309, 307–308
data encryption. See encryption
Disk Management utility. See Disk 

Management utility
exam essentials, 319–320
file systems, 282–286
fragmentation, 316, 316
images. See disk imaging
in installation, 32–33
managing, 94–96
measurements, 8
partitions. See partitions

requirements, 6
review questions, 321–327
storage, 286–289, 288–289
summary, 319
troubleshooting, 318, 318

Disks to Convert dialog box, 301
display devices

managing, 96–100, 97–98
properties, 136–138, 136

Display File Icon on Thumbnails option, 254
Display File Size Information in Folder Tips 

option, 254
Display Settings dialog box, 96–100, 97
Display Simple Folder View in Navigation Pane 

option, 254
Display tab, 572
Display the Full Path in the Title Bar (Classic 

Folders Only) option, 255
/displaydns option, 385
Distributed COM Users group, 185
distribution servers, 21
distribution shares, 55, 55
DMA (Direct Memory Access) settings, 92
DNS (Domain Name System), 384

advanced settings, 378–380, 379
servers, 374

DNS Server Addresses, in Order of Use 
option, 379

DNS Suffix for This Connection option, 380
Do Not Allow Anonymous Enumeration of 

SAM Accounts option, 231
Do Not Allow Anonymous Enumeration of 

SAM Accounts and Shares option, 231
Do Not Allow Storage of Credentials or .NET 

Passports for Network Authentication 
option, 231

Do Not Display Last User Name option, 229
Do Not Require Ctrl+Alt+Del option, 229
Do Not Store LAN Manager Hash Value on 

Next Password Change option, 232
Documents item, Start menu, 128, 132
Domain Controller security category, 228
Domain Member security category, 228–229
Domain Name System (DNS), 384

advanced settings, 378–380, 379
servers, 374

domain user accounts, 160, 181–182
domains, Active Directory, 206
Downloaded ActiveX Controls (32-bit) 

option, 410
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658 DRA (data recovery agent) – Experience tab

DRA (data recovery agent), 309, 313–314, 314
drive letters, changing, 301–302, 302
Drive Options (advanced) option, 23
Driver File Details dialog box, 333, 334
drivers

DVD/CD-ROM drives, 95
in installation, 32–33
network adapters, 333–335, 334
requirements, 8
Safe Mode, 582
updating, 93–94
USB devices, 110

Drivers report, 11
DRM (Digital Rights Management), 476
dual-booting process, 35
Dual Stack mechanism, 383
/dudisable option, 62
Dump File option, 544
Duration counter, 498
DVD Region tab, 95
DVDs (Digital Video Discs), 95
dynamic disks, 287–288

in dual-booting, 35
upgrading basic to, 301

Dynamic Host Configuration Protocol 
(DHCP), 369

process, 372–373, 373
for WDS, 56–57
working with, 375

dynamic storage
managing, 303–304, 304
overview, 287–288, 288

E
e-mail. See Windows Mail application
E-mail item, Start menu, 127
E-mail Link option, 133
/E option, 315
EAP (Extensible Authentication Protocol), 352
Ease of Access Center, 144–145, 144
Ease of Access Center icon, 438
EB (exabytes), 8
Edit Action dialog box, 556, 558
Edit Trigger dialog box, 556, 557
editions, 3–5
Effective Permissions tab, 265, 266
effective rights, 264–265, 266

EFS (Encrypting File System), 309
features, 309
file sharing, 311–312, 311–312
files and folders, 310–311

elevation, privilege, 237–239, 237
/emsport option, 62
Enable Boot Logging option, 584–585, 584
Enable Computer and User Accounts to Be 

Trusted for Delegation right, 223
Enable Context Menus and Dragging and 

Dropping option, 132
Enable LMHOSTS Lookup option, 381
Enable Low-Resolution Video (640x480) 

option, 585
Enable NetBIOS over TCP/IP option, 381
/enable option, 66
Enable Transparency option, 129
Encrypt Contents to Secure Data option, 310
/encrypt option, 18
encryption

BitLocker Drive Encryption, 251–252
Cipher, 315–316
e-mail accounts, 446
Encrypting File System, 309

features, 309
file sharing, 311–312, 311–312
files and folders, 310–311

file recovery, 313–314, 314
file system support, 283
passwords, 213
remote access, 353
wireless networks, 362

Encryption Details dialog box, 312, 312
Enforce Password History policy, 212–213
Enterprise edition, 4
Environment Variables dialog box, 545, 545
Error events, 563
error logs, 34
Ethernet cards, 338
Event Log Readers group, 185
Event Viewer utility, 508

recovery techniques, 581
working with, 561–565, 561–562

Everyone group, 187
.evtx files, 565
exabytes (EB), 8
Exceptions tab, 241, 242
exclamation points (!), Device Manager, 90
executables, elevated privileges for, 239
Experience tab, 572
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explicitly assigned permissions – Full Name option 659

explicitly assigned permissions, 262
explorer.exe process, 529
/export option, 66
exporting Windows Mail, 457–458
extended partitions, 287
Extended Volume Wizard, 304
extended volumes, 304, 304–305
Extensible Authentication Protocol (EAP), 352

F
/F option, 309
Failed status code, 306
failures, upgrade, 13
false positives, 459
FAT file system, 282–284
FAT16 file system, 284
FAT32 file system, 282–284
fault tolerance, 289
Favorites Center, 406, 407
Favorites Menu option, 132
Fax Service, 468
Fax Settings dialog box, 467–468, 468
faxes, 466–468, 467–468
FDISK program, 20, 25
Feed Properties dialog box, 407–408, 408
Feed Settings dialog box, 406
File Allocation Table (FAT), 282–284
File Sharing screen, 267, 267
File Sharing section, 344
file systems, 282–283

converting, 285–286
selecting, 283–285

File Transfer Protocol (FTP), 401
File Types tab, 566, 567
files

access, 256–257
design goals, 257
ownership and security descriptors, 

262–263, 263
permissions. See permissions

backing up, 588–592, 589–592
compressed, 306–309, 307–308
encryption. See encryption
filenames, 283
indexing, 565–566, 565–567
migrating

User State Migration Tool, 15–18
Windows Easy Transfer, 14–15, 14

restoring, 592–595, 593–596
sharing, 267, 267, 311–312, 311–312, 

343–344
virtualization, 239

filters
Parental Controls, 415–419, 416–417
Phishing Filter, 413–415, 414
Pop-up Blocker, 412
Windows Mail, 458–462, 459–462

firewalls. See Windows Firewall utility
flash drives, 363, 366
/flushdns option, 385
Folder Options dialog box

General tab, 253, 253
Search tab, 256, 257
View tab, 253–256

Folder redirection setting, 205
folders

access, 256–257
design goals, 257
ownership and security descriptors, 

262–263, 263
permissions. See permissions

compressed, 306–309, 307–308
encryption. See encryption
general properties, 253, 253
home, 179–180
search properties, 256, 257
shared, 267–269, 267–268
view properties, 253–256

Force Audit Policy Subcategory Settings 
option, 227

Force Logoff when Logon Hours Expire 
option, 232

Force Shutdown from a Remote System 
right, 223

Force Strong Key Protection For User 
Keys Stored On The Computer 
option, 233

Foreign status code, 306
Format Partition screen, 299, 300, 301
Formats tab, 142
Forwarded Events log, 562
fragmentation, 294, 316, 316
% Free Space counter, 516
Frequently Asked Questions, Windows 

Update, 40
FTP (File Transfer Protocol), 401
Full Control permission, 258, 270
Full Name option, 166

08819bindex.fm  Page 659  Thursday, February 22, 2007  3:00 PM



660 gadgets – hidden updates

G
gadgets, 138, 440–442, 441, 478
Gadgets window, 441, 441
Games option, 132
gateways, default, 372, 372
GB (gigabytes), 8
/genconfig option, 18
General tab

compression, 307–308
Disk Management, 292–293, 293
DVD/CD-ROM drives, 95
e-mail accounts, 444, 445
encryption, 310
faxes, 467
folders, 253, 253
Internet Options, 421–422, 421
network adapters, 332, 332
Performance Monitor, 503, 504
Remote Desktop connections, 572
services, 112
System Configuration, 546–547, 546
Task Scheduler, 555, 555
USB devices, 110
users, 173
Windows Firewall, 241, 241
Windows Mail, 451, 451

generalize component, 73
/generalize option, 68
Generate Security Audits right, 223
/get option, 66
Get Started with Windows section, 

436–438, 438
Get Updates for More Products option, 41
gigabytes (GB), 8
gigahertz (GHz), 7
Give Your Network a Name screen, 363, 364
GPOs. See Group Policy Objects (GPOs)
/grant option, 265
Graph tab, 504, 506
graphical view, Network and Sharing Center, 

339–340, 341
graphics requirements, 6
Group Policy Objects (GPOs), 182–183, 

204–205
Active Directory for, 205–206
applying, 207
Group Policy Result Tool, 207–208, 208
inheritance, 206–207

Group Policy Result Tool, 207–208, 208
Group Similar Taskbar Buttons, 130
groups, 182–183

accounts, 158
built-in, 183–186
creating, 188–189, 189
deleting, 192
exam essentials, 193
membership, 173–174, 174, 190–191, 190
permissions, 260–261
policies. See Group Policy Objects (GPOs)
renaming, 191–192
review questions, 194–202
special, 186–188
summary, 192–193

Guest account, 159
Guest Account Status option, 226
Guests group, 185

H
/H option, 315
Handle Count counter, 512
handouts, 473
handwriting recognition, 109
hard disks. See disks
hardware

installing, 91–92, 93
requirements, 5–8
upgrade compatibility, 10

Hardware Compatibility List (HCL), 8, 337
Hardware tab

Disk Management, 294, 295
keyboard, 107
mouse, 108

HCL (Hardware Compatibility List), 8, 337
Healthy status code, 305
Healthy (At Risk) status code, 305
Help and Support dialog box, 583
Help and Support item, Start menu, 128
Help Make Your Network More Secure 

With a Passphrase screen, 
363, 364

Help option
nbtstat, 387
Start Menu, 132

hibernation, 102, 105
Hidden Files and Folders option, 255
hidden updates, 40
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Hide Extensions for Known File Types 
option, 255

Hide Protected Operating System Files 
(Recommended) option, 255

High option
Internet Explorer privacy, 419
Parental Controls filters, 416
Pop-up Blocker filters, 412
process priority, 529
Windows Mail filtering, 458–459

High Performance power plan, 103–104
high-speed USB, 111
Highlight Newly Installed Programs 

option, 132
histogram bar view, 500, 500
history

browsing, 419
password, 212–213
Task Scheduler, 559, 560
update, 39, 40
Windows Defender, 251

History tab, 559, 560
HKEY_CLASSES_ROOT key, 89
HKEY_CURRENT_CONFIG key, 89
HKEY_CURRENT_USER key, 88
HKEY_LOCAL_MACHINE key, 88
HKEY_USERS key, 88
home folders, 179–180
Home Page setting, 421
Home Premium edition, 4
HOSTS file, 384
hot swapping, 296, 298
Hypertext Markup Language (HTML), 401
Hypertext Transfer Protocol (HTTP), 

400–401, 443

I
/I option

Cipher, 315
Compact, 309

ICACLS utility, 265
ICMP (Internet Control Message 

Protocol), 386
.ics files, 466
IIS_IUSRS group, 185
images. See disk imaging
ImageX utility, 61, 70–71
imaging devices, 468–470, 469

IMAP (Internet Message Access Protocol), 443, 
447, 448

IMAP tab, 447, 448
Impersonate a Client After Authentication 

right, 223
importing Windows Mail, 457–458
inbound rules, 244–245, 244
Include Inheritable Permissions from This 

Object's Parent option, 261
Incomplete status code, 306
Increase a Process Working Set right, 223
Increase Scheduling Priority right, 223
Index Settings tab, 566
Indexing Options tool, 565–566, 565–567
Indexing Tools dialog box, 565, 566
Infrared Data Association (IrDA), 109
inheritance

GPO, 206–207
permissions, 261–262, 262

initial user accounts, 159
/initialize option, 65
Input/Output (IO) settings, 92
Insert the USB Flash Drive dialog box, 363, 365
Install Windows dialog box, 22, 25, 522, 

598, 604
installation, 20–21

automating. See automating installation
BIOS compatibility, 8
clean installs, 9–10, 21

Collecting Information stage, 22–25
Installing Windows phase, 23, 26
Set Up Windows phase, 23–26

compatibility issues. See compatibility
driver requirements, 8
editions, 3–5
exam essentials, 42–43
hardware, 91–92, 93
hardware requirements, 5–8
language and locale settings, 20
multibooting support, 35–36
network adapters, 330–331
partitioning, 19–20
preparation, 2
review questions, 44–51
service packs, 41
summary, 41–42
troubleshooting, 31–35
upgrades. See upgrades
Windows Activation, 36
Windows Update, 36–41, 37–40
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Installed Updates option, 41
Installing Windows phase, 23, 26
Instant Search feature, 402, 403–404
Integrated Services Digital Network (ISDN), 347
Interactive group, 187
Interactive Logon security category, 229–230
interactive logons, 181
International tab, 461, 461
Internet Accounts dialog box, 442, 444, 448
Internet Control Message Protocol (ICMP), 386
Internet Explorer (IE), 400

add-ons, 409–411, 409–411
exam essentials, 424
FTP, 401
HTTP, 400–401
Instant Search, 402, 403–404
LGPO option, 205
Parental Controls, 415–419, 416–417
Phishing Filter, 413–415, 414
Pop-up Blocker, 411–412
privacy settings, 418–419, 420
Protected Mode, 418
review questions, 425–432
RSS, 404–408, 405–408
setting. See Internet Options dialog box
summary, 424

Internet item, Start menu, 127
Internet Link option, 133
Internet Message Access Protocol (IMAP), 443, 

447, 448
Internet Options dialog box, 421

Advanced tab, 422, 423
General tab, 421–422, 421
Phishing Filter, 414–415, 414
privacy, 418–419, 420
Security tab, 422, 423

Internet Protocol (IP). See IP addresses
Internet Protocol Security (IPSec), 353
Internet Protocol Version 4 (TCP/IP) Properties 

dialog box, 375, 377, 377, 381–383, 382
interrupt request (IRQ) settings, 92
Interrupts/Sec counter, 515
inventories for upgrades, 13
invitations, Windows Meeting Space, 472
I/O devices

handwriting recognition, 109
keyboard, 106–107, 107
mouse, 107–108, 108
USB, 110–111, 110
wireless, 109

IO (Input/Output) settings, 92
IP addresses, 370

default gateways, 372, 372
DHCP, 372–373, 373
DNS servers, 374
IPv4, 370–371, 370
multiple, 381–382
static, 376–377, 377
subnet masks, 371
WINS servers, 374

IP version 6 (IPv6) addresses, 383
ipconfig command, 376, 385–386
IPSec (Internet Protocol Security), 353
IPv6 (IP version 6) addresses, 383
IrDA (Infrared Data Association), 109
IRQ (interrupt request) settings, 92
ISDN (Integrated Services Digital 

Network), 347
Isolation rule, 245

J
Junk E-mail Options dialog box, 458–462, 

459–462

K
/K option, 315
Keep the Taskbar on Top of Other Windows 

property, 130
keyboard

configuring, 106–107, 107
on-screen, 146, 147
regional and language settings, 142–143

keyboard Properties dialog box, 106–107, 107
Keyboards and Languages tab, 142–143
keys, Registry, 88

L
L2TP (Layer Two Tunneling Protocol), 351
LAN Manager Authentication Level 

option, 232
language and locale settings

installation, 20
multilanguage support, 140–143, 142
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language files, 140
Language Interface Pack (LIP), 141
Last counter, Monitor, 498
Last Known Good Configuration option, 

581, 586
Launch Folder Windows in a Separate Process 

option, 255
Layer Two Tunneling Protocol (L2TP), 351
LDAP Client Signing Requirements option, 232
LDAP Server Signing Requirements option, 228
Learn About Windows Ultimate Extras 

option, 40
leases, DHCP, 373, 373
Let Everyone Permissions Apply to 

Anonymous Users option, 231
LGPOs (Local Group Policy Objects)

applying, 208–211, 210
settings, 204–205

libraries
Task Scheduler Library, 560
Windows Media Player 11, 475

Library tab, 475
license terms

clean installs, 22
upgrades, 27, 31

Limit Local Account Use of Blank Passwords to 
Console Logon Only option, 226

Limit the Number of Simultaneous Users To 
option, 269

line view in Performance Monitor, 499, 500
links, 135
LIP (Language Interface Pack), 141
List Folder Contents permission, 259
LMHOSTS file, 384
Load and Unload Device Drivers right, 223
LoadState.exe file, 15, 18
Local Area Connection Properties dialog box, 

377, 381–382
Local Computer Policy snap-in, 209–211, 

210, 216
Local Group Policy Objects (LGPOs)

applying, 208–211, 210
settings, 204–205

local groups, 183
local logons, 181
Local Path option, 179
local policies

GPO, 206
working with, 216, 217

Local Resources tab, 572
Local Security Policy, 313

Local Security Settings dialog box, 313, 314
local user accounts

authentication, 180–181
configuring, 160

local user profiles, 175–177
Local Users and Groups utility, 173

groups, 182, 188, 190
users, 162–164, 163

locale settings
installation, 20
multilanguage support, 140–143, 142

localized Vista editions, 141
Location tab, 142
Lock Pages in Memory right, 223
Lock the Card dialog box, 483, 483
Lock the Taskbar property, 130
lockout policies, 214–216, 215
Log On as a Batch Job right, 224
Log On as a Service right, 224
Log On tab, 113, 114
Log Properties dialog box, 562, 562
logical drives, 282

basic storage, 287
partitioning, 19

logoff process, 162
logon credential caching, 182
logon process, 160–162, 161
logon scripts, 178–179
logs

Event Viewer, 561–565, 561–562
installation, 34–35

long filename support, 283
loopback addresses, 371
Low option

Internet Explorer privacy, 419
Pop-up Blocker filters, 412
process priority, 529
Windows Mail filtering, 458

low-speed USB, 111

M
/m option, 62
Machine Access Restrictions in Security 

Descriptor Definition Language (SDDL) 
Syntax option, 227

Machine Launch Restrictions in Security 
Descriptor Definition Language (SDDL) 
Syntax option, 227
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Magnifier utility, 145, 146
mail. See Windows Mail application
Maintenance dialog box, 456, 457
Make It Easier to Focus on Tasks option, 145
Make the Computer Easier to See option, 145
Make the Keyboard Easier to Use option, 145
Make the Mouse Easier to Use option, 145
Manage Add-ons dialog box, 409–410, 410
Manage Add-ons menu, 409, 409
Manage Auditing and Security Log right, 224
Manage Network Connections feature, 346
Manage Wireless Networks window, 345, 

358, 360
managed cards, 480
management utilities, 83–84

Device Manager, 89–90, 89–91
MMC, 84–87, 85–86
Registry, 87–89, 88

mandatory profiles, 177
manual Windows Defender scans, 246–247, 247
Manually Connect to a Wireless Network 

window, 358, 358
Mark as Not Junk option, 462
masks, subnet, 371
Master Boot Record (MBR), 19
Maximum counter, 498
Maximum Machine Account Password Age 

option, 229
Maximum Password Age policy, 212–213
MB (megabytes), 8
MBR (Master Boot Record), 19
MCE (Media Center Extender) devices, 

477–478
MD5 (Message Digest 5), 352
measurement units, 7–8
media

installation, 32
Windows Media Center, 476–478
Windows Media Player 11, 474–476, 475

Media Center Extender (MCE) devices, 
477–478

Media Sharing section, 345
Medium option

Internet Explorer privacy, 419
Parental Controls filters, 416
Pop-up Blocker filters, 412

Medium High privacy option, 419
Meeting Space application, 470–474, 471–473
megabytes (MB), 8
Member Of tab, 173–174, 174

membership, group, 173–174, 174, 
190–191, 190

memory, 511
counters, 511–514
in installation, 32
Memory Diagnostics Tool, 522–523, 523
page files, 512–513
requirements, 5–6
tuning and upgrading, 513
Windows Aero, 129

Memory Diagnostics Tool, 522–523, 523
Message Digest 5 (MD5), 352
message rules, 449–451, 449–450
Message Rules dialog box, 449, 449
Message Text for Users Attempting to Log On 

option, 229
Message Title for Users Attempting to Log On 

option, 229
meters, power management, 105
Microsoft Challenge Handshake Authenti-

cation Protocol Version 2 (MS-CHAPv2), 
351–352

Microsoft folder, 563
Microsoft Management Console (MMC), 

84–85, 85–86
Local Users and Groups, 162–164, 163
modes, 86–87
snap-ins, 87

Microsoft Network Client security category, 
230–231

Microsoft Point-to-Point Encryption 
(MPPE), 353

Microsoft SmartScreen, 458
Microsoft SpyNet, 250
Migapp.xml file, 15
migrating files and settings

User State Migration Tool, 15–18
Windows Easy Transfer, 14–15, 14

Migsys.xml file, 15
Miguser.xml file, 15
Minimum counter, 498
Minimum Password Age policy, 212–213
Minimum Password Length policy, 213
Minimum Session Security for NTLM SSP 

Based (Including Secure RPC) Clients 
option, 233

Minimum Session Security for NTLM SSP 
Based (Including Secure RPC) Servers 
option, 233
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mirrored volumes, 289
MLGPOs (Multiple Local Group Policy 

Objects), 209
MMC (Microsoft Management Console), 

84–85, 85–86
Local Users and Groups, 

162–164, 163
modes, 86–87
snap-ins, 87

mmc.exe process, 529
mobile computer power management, 

101–106, 104–105
Modify an Object Label right, 224
Modify Firmware Environment Variables 

right, 224
Modify permission, 258
Monitor tab, 96–98, 97
Monitoring section, 246
monitors

managing, 96–100, 97–98
Reliability and Performance Monitor. See 

Reliability and Performance Monitor 
utility

system monitoring tools, 494–496
Windows Firewall, 246

mouse configuration, 107–108, 108
Mouse Pointers option, 136
Mouse Properties dialog box, 107–108, 108
moved files, permissions for, 266
MPPE (Microsoft Point-to-Point 

Encryption), 353
MS-CHAPv2 (Microsoft Challenge 

Handshake Authentication Protocol 
Version 2), 351–352

MUI (Multilanguage User Interface) 
technology, 140–141

multi-language support, 140–143, 142
multibooting process, 35–36
multihoming, 381
Multilanguage User Interface (MUI) 

technology, 140–141
Multilingual API, 140
multiple computers, wireless network 

connections for, 367
multiple-display support, 99–100
multiple IP addresses, 381–382
Multiple Local Group Policy Objects 

(MLGPOs), 209
Music item, Start menu, 128, 132

N
name resolution, 384
Named Pipes that Can Be Accessed 

Anonymously option, 231
names

computer, 23–24, 537, 537
e-mail accounts, 444
groups, 188–189
user accounts, 172

Names option, 387
Narrator utility, 146, 147
National Language Support API, 140
nbtstat command, 387–388
NET USER utility, 169
NetBIOS Extended User Interface (NetBEUI) 

protocol, 368
NetBIOS over TCP/IP (NetBT), 369, 384
Network Access security category, 231–232
network adapters, 330

advanced properties, 332, 333
configuring, 331–332, 331
details properties, 335, 335
driver properties, 333–335, 334
general properties, 332, 332
installing, 330–331
power management properties, 336, 336
resources properties, 335, 336
troubleshooting, 337–338

Network and Sharing Center, 339, 339–340
Connect to a Network, 345
Diagnose and Repair, 346
File Sharing section, 344
graphical view, 339–340, 341
Manage Network Connections, 346
Manage Wireless Networks, 345
Media Sharing section, 345
network discovery, 344
Network information section, 340–342, 341
Password Protected Sharing section, 344
Printer Sharing section, 344
Public and Private locations, 342–343, 343
Public Folder Sharing section, 344
Set Up a Connection or Network, 346
Sharing and Discovery section, 343–344
Tasks pane, 345
View Computers and Devices, 345
wireless networks, 360
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Network Configuration Operators group, 185
Network Connection Details dialog box, 

342, 343
Network Connections window, 356, 356
Network dialog box, 345
Network group, 187
Network information section, 340–342, 341
Network Interface object, 518
Network option, 132
Network Security category, 232–233
network services, 64
network subsystem, 518–519
Networking tab, 531, 532
networks, 267

adapters. See network adapters
exam essentials, 389
installation from, 21
Network and Sharing Center. See Network 

and Sharing Center
printers, 355, 355
projectors, 354, 354
remote access. See remote access
review questions, 390–397
share permissions, 269–270, 270
shared folders, 267–269, 267–268
summary, 388–389
TCP/IP protocol. See Transmission Control 

Protocol/Internet Protocol (TCP/IP)
wireless. See wireless network connections

New Group dialog box, 189, 189
New Mail Rule dialog box, 450, 450
/new option, 66
New Simple Volume Wizard, 298, 300
New Technology File System (NTFS), 282–285

converting to, 286
permissions. See permissions

New User dialog box, 166–168, 166
New Volume Wizard, 298
newsgroups, 458
No Automatic Filtering option, 458
No Override option, 207
/nocompress option, 18
Non-Administrators LGPOs, 209–211
non-plug and play device installation, 92, 93
nonsupported hard disks, 33
/noreboot option, 62
Normal priority option, 529
Normal Startup option, 546–547
Notification Area tab, 133, 134
Now Playing tab, 474, 475
Ntbtlog.txt file, 584, 584

NTFS (New Technology File System), 282–285
converting to, 286
permissions. See permissions

NTUSER.DAT file, 176
NTUSER.MAN file, 177
Number of Previous Logon Attempts to Cache 

option, 230

O
Obtain an IP Address Automatically option, 383
Offers from Microsoft section, 439–440, 439
Offline or Missing status code, 305–306
offlineServicing component, 73
On-Screen Keyboard, 146, 147
Online status code, 305
Online (Errors) status code, 305
Online Stores tab, 475
Only Elevate Executables that are Signed and 

Validated option, 235
Only Elevate UIAccess Applications that are 

Installed in Secure Location option, 235
OOBE (Out-Of-Box Experience), 73
/oobe option, 68
oobeSystem component, 73
Open Submenus When I Pause on Them with 

the Mouse Pointer option, 132
operating system support, 283
optical drive requirements, 6
optimization. See performance
Optional Subsystems option, 234
Options dialog box

MMC modes, 86
Windows Mail, 451–456, 451–456

Options tab, 458, 459
Organizational Units (OUs), 205
Out-Of-Box Experience (OOBE), 73
outbound rules, 244–245, 244
Overwrite Any Existing File option, 544
Owner tab, 262–263, 263
owners, files and folders, 256
ownership descriptors, 262–263, 263

P
page files, 511–513
pagefile.sys file, 512
Pages/Sec counter, 512
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PAP (Password Authentication Protocol), 351
Parental Controls feature, 415–418, 416–417
Partition Magic utility, 20
partitions, 19–20, 282

BitLocker, 252
creating, 298–301, 299–300
deleting, 302–303
primary and extended, 287

Password Authentication Protocol (PAP), 351
Password Must Meet Complexity 

Requirements policy, 213
Password option, 167
Password Never Expires option, 167
Password Protected Sharing section, 344
passwords

authentication, 181
e-mail accounts, 444
encryption, 213
recovery, 252
users, 167

changing, 172–173
policies, 212–214, 212

VPNs, 349
Windows Meeting Space, 472
wireless network connections, 358, 363

path folders, 179
paths, changing, 301–302, 302
PB (petabytes), 8
People Near Me dialog box, 470, 471
Per Site Privacy Actions dialog box, 419
Perform Volume Maintenance Tasks right, 224
performance, 494–495, 498, 503

advanced boot options, 582–586, 583–584
alerts, 496
backups. See Backup and Restore Center 

utility
baselines, 495, 520–521, 520
bottlenecks, 495
change testing, 496
disaster recovery, 580–581
Event Viewer, 561–565, 561–562
exam essentials, 606
Indexing Options, 565–566, 565–567
Memory Diagnostics Tool, 522–523, 523
Problem Reports and Solutions, 523–525, 

524
Reliability and Performance Monitor 

utility. See Reliability and Performance 
Monitor utility

Remote Assistance, 574–580, 576–579
Remote Desktop, 567–573, 569–571, 573

review questions, 607–614
Startup Repair Tool, 586–587
summary, 605
system. See system performance
System Configuration utility, 546–549, 

546–549
system information

Performance Information and Tools, 
533–535, 533, 535

System Information utility, 525, 526
Task Manager utility. See Task Manager 

utility
System tool, 536–538, 536–538
Task Scheduler. See Task Scheduler
trends, 496

Performance Information and Tools, 533–535, 
533, 535

Performance Log Users group, 186
Performance Logs and Alerts (PLA), 497
Performance Monitor, 498, 499

appearance properties, 506, 506
baselines, 520–521, 520
counters, 498, 501–503
data properties, 504, 505
disk subsystem, 516–518
general properties, 503, 504
graph properties, 504, 506
memory, 511–514
network subsystem, 518–519
processor, 514–516
source properties, 504, 505
views, 500–501, 500–501

Performance Monitor Users group, 186
Performance Options dialog box, 534, 

539–540, 539–541
Performance section, System Properties, 

539–540, 541
Performance tab, Task Manager, 531, 531
permissions, 256–257

applying, 258–261, 260–261
copied and moved files, 266
design goals, 257
Disk Management, 290
effective, 264–265, 266
inheriting, 261–262, 262
share, 269–270, 270

Permissions dialog box, 270, 270
Permissions tab, 261–262, 262
Personal Folder option, 132
personal Windows CardSpace cards, 479–483, 

480–481, 483
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Personalization dialog box, 135–137, 136, 176
Personalize Windows icon, 437
petabytes (PB), 8
.pfx files, 313
Phishing Filter, 413–415, 414
phishing filters

websites, 413–415, 414
Windows Mail, 458–462, 459–462

Phishing tab, 461, 462
physical memory, 511
physical processors, 3
PhysicalDisk object, 516
Pictures item, Start menu, 128, 132
ping command, 386–387
Ping Request Could Not Find Host error 

message, 387
PINs, Windows CardSpace, 482–483
PLA (Performance Logs and Alerts), 497
plug and play devices, 91–92
Point-to-Point Protocol (PPP), 351
Point-to-Point Tunneling Protocol (PPTP), 351
Pointer tab, 107
Pointer Options tab, 108
policies

accounts, 211–216
audit, 217–220, 218
group. See Group Policy Objects (GPOs)
local, 216, 217
lockout, 214–216, 215
passwords, 212–214, 212
security options, 226–236, 227
user right, 220–225, 221

Policy-based QOS setting, 205
Pool Nonpaged Bytes counter, 512
Pop-up Blocker feature, 411–412
Post Office Protocol 3 (POP3), 443
Power Button item, Start menu, 128
power management, 101

advanced settings, 104, 104
battery meter, 105
hibernation, 105
improvements, 101
network adapters, 336, 336
power plans, 102–105, 103
power states, 101–102
ReadyBoost, 105–106
ReadyDrive, 106
Task Scheduler, 556

Power management tab, 336, 336
Power Options dialog box, 102–105, 104
Power Options Properties dialog box, 102, 103

Power Saver power plan, 103–104
Power Users group, 186
PPP (Point-to-Point Protocol), 351
PPTP (Point-to-Point Tunneling Protocol), 351
Preboot Execution Environment (PXE) boot 

technology, 56, 65
Prevent Users from Installing Printer Drivers 

option, 228
previous versions feature, 296, 297, 595, 596
primary partitions, 287
Printer Sharing section, 344
printers

network, 355, 355
sharing, 344

Printers dialog box, 355
Printers folder, 344
Printers option, 132
Printers setting, 205
priorities

processes, 529–530
Windows Mail messages, 449

Privacy tab
Internet Explorer, 418–419, 420
Windows Media Player 11, 475

Private Bytes counter, 512
Private network locations, 342–343, 343
privilege elevation, 237–239, 237
Problem Reports and Solutions, 508, 

523–525, 524
processes

priority, 529–530
speed, 7
stopping, 528–530
viewing, 526–528, 527

Processes tab, 526–530, 527
Processor Queue Length counter, 515
% Processor Time counter, 515
processors

in installation, 32
monitoring and optimizing, 514–516
physical, 3
requirements, 5, 7

product key, 22, 27, 32, 537
Profile Single Process right, 224
Profile System Performance right, 224
Profile tab, 175, 175
profiles

System Properties, 542, 543
user, 175–178, 175
wireless networks, 360

Program Compatibility Wizard, 33
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Programs report, 11
Programs tab, 572
projectors, network, 354, 354
Prompt User to Change Password Before 

Expiration option, 230
Protected Mode feature, 418
Public folder, 343
Public Folder Sharing section, 344
Public network locations, 342–343, 343
Publish Calendar window, 466
PXE (Preboot Execution Environment) boot 

technology, 56, 65
PXE Properties dialog box, 66, 67

Q
/Q option, 309
Quarantined Items, 250
Quick Launch toolbar, 134
/quiet option, 69
/quit option, 69

R
/R option, 313, 315
Radio Frequency (RF) transmissions, 109
RAID-5 volumes, 289
random access memory (RAM). See memory
RAS (Remote Access Service), 346–347
RC4 encryption, 353
Read permission, 259, 270
Read & Execute permission, 259
Read tab, 451, 452
reading out loud with Narrator utility, 146, 147
ReadyBoost feature, 105–106
ReadyDrive technology, 106
Real-Time Protection option, 248
Really Simple Syndication (RSS)

configuring, 404–406, 405–406
feed properties, 407–408, 408

Realtime option, 529
/reboot option, 69
Receipts tab, 451, 452
Recent Items item, Start menu, 128
recovery

disaster, 580–581
encrypted files, 313–314, 314
services, 113, 114

Recovery Console security category, 233
recovery passwords, 252
Recovery tab, 113, 114
Recycle Bin, 129
reference computers, disk imaging, 58
refresh rate, 99
Refuse Machine Account Password Changes 

option, 228
REGEDIT program, 88
Regional and Language Options dialog box, 

142–143, 142
regional settings, 140–143, 142
Register This Connection's Addresses in DNS 

option, 380
Register Windows Online icon, 438
/registerdns option, 385
Registry

editing, 87–89, 88
and file virtualization feature, 239

Registry Editor, 87–89, 88
/reject option, 66
/release option, 385
Release Refresh option, 388
/release6 option, 385
Reliability and Performance Monitor utility

alerts, 496
bottlenecks, 495
overview, 497, 498
Performance Monitor. See Performance 

Monitor
Reliability Monitor

alerts, 510
categories, 507–508, 507
Data Collector Sets, 508–510, 509

trends, 496
Reload option, 388
Remember Each Folder's View Settings 

option, 255
reminders, 464–466, 465
remote access, 346–350, 347–350

authentication methods, 351–352
encryption options, 353
troubleshooting, 353
tunneling protocols, 351

Remote Access Service (RAS), 346–347
Remote Assistance, 574

enabling, 575–577, 576
options, 575
vs. Remote Desktop, 574–575
requesting, 577–578, 577–578
responses, 578–579, 579
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670 Remote Assistance Settings dialog box – RSS (Really Simple Syndication)

security, 580
sessions, 579–580

Remote Assistance Settings dialog box, 575, 576
Remote Desktop, 567–568

client software, 570–571
computer configuration for, 568–569
connection settings, 572
vs. Remote Assistance, 574–575
Remote Desktop Web Connection, 573
requirements, 568
restrictions, 568
sessions, 571–572, 571

Remote Desktop Connection dialog box, 571, 
571, 573

Remote Desktop Users dialog box, 569, 570
Remote Desktop Users group, 186
Remote Desktop Web Connection, 573
remote installation, WDS for. See Windows 

Deployment Services (WDS)
Remote Installation Services (RIS), 205
Remote tab, 538, 569, 569, 575, 576
Remotely Accessible Registry Paths option, 232
Remotely Accessible Registry Paths and 

Sub-Paths option, 232   
removable media, 96
Remove Computer from Docking Station 

right, 224
/remove option

ICACLS, 265
WDSUTIL, 65

Rename Administrator Account option, 227
Rename Guest Account option, 227
renaming

groups, 191–192
user accounts, 172

/renew option, 385
/renew6 option, 385
Replace a Process Level Token right, 224
Replace All Existing Inheritable Permissions 

on All Descendants with Inheritable 
Permissions from This Object option, 261

Replace Owner on Subcontainers and Objects 
option, 263

Replicator group, 186
report view, 500, 501
Request Timed Out error message, 387
Require Case Insensitivity for Non-Windows 

Subsystems option, 234
Require Domain Controller Authentication to 

Unlock option, 230

Require Smart Card option, 230
Require Strong (Windows 2000 or Later) 

Session Key option, 229
Reset Account Lockout Counter After policy, 

214–215
resolution, video, 99
Resolved option, 388
Resource Overview page, 497, 498
resources

network adapters, 335, 336
USB devices, 110

Restore Files and Directories right, 224
Restore Hidden Updates option, 40
restore points

creating, 600–601, 601
restoring, 602–605, 602–604

Restore Previous Folder Windows at Logon 
option, 255

restoring
files, 592–595, 593–596
images, 597–599, 599–600
restore points, 602–605, 602–604

Restrict Anonymous Access to Named Pipes 
and Shares option, 232

Restrict CD-ROM Access to Locally 
Logged-On User Only option, 228

Restrict Floppy Access to Locally Logged-On 
User Only option, 228

Resultant Set of Policy (RSOP), 208
reversible encryption for passwords, 213
RF (Radio Frequency) transmissions, 109
rights

assigning, 220–225, 221
authentication, 181
files and folders, 256

Rip tab, 475
RIS (Remote Installation Services), 205
Rivest-Shamir-Adleman (RSA) encryption, 353
roaming profiles, 177
Roll Back Driver feature, 334
root hubs, 111
routers

default gateways, 372, 372
wireless network connections, 363, 363

RSA (Rivest-Shamir-Adleman) encryption, 353
RSOP (Resultant Set of Policy), 208
RSS (Really Simple Syndication)

configuring, 404–406, 405–406
feed properties, 407–408, 408
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rules
Windows Firewall, 244–245, 244
Windows Mail messages, 449–451, 

449–450
Run All Administrators in Admin Approval 

Mode option, 235
Run command option, 133

S
/S option

Cipher, 315
Compact, 308

Safe List Only option, 458–459
Safe Mode option, 581–584, 583
Safe Mode with Command Prompt option, 585
Safe Mode with Networking option, 585
Safe Senders list, 461–462
Safe Senders tab, 459, 460
safeguarding computers, 580–581
Scan Profiles dialog box, 469, 469
scanning, 468–470, 469
ScanState.exe file, 15, 18
Screen Saver option, 136
scripts, logon, 178–179
Scripts group policy setting, 205
Search Communications option, 133
Search Favorites and History option, 133
Search Files option, 133
Search item, 128, 133
Search Programs option, 133
search providers, 402, 404
Search tab, 256, 257
searching

for e-mail messages, 458
for files, 256, 257
Instant Search feature, 402, 403–404
Registry, 88

Secure Sockets Layer (SSL), 401
security, 203

BitLocker Drive Encryption, 251–252
clean installs, 24
e-mail accounts, 446, 447
exam essentials, 271–272
faxes, 468
file and folder. See files; folders
file system support, 283
Internet Explorer

options, 422, 423

Parental Controls, 415–418, 416–417
Phishing Filter, 413–415, 414
privacy, 418–419, 420
protected mode, 418

networks, 267–270, 267–268, 270
policies. See policies
Remote Assistance, 580
review questions, 273–280
summary, 271
User Account Control, 158–159, 

234–239, 237
Windows CardSpace, 482–483, 483
Windows Defender, 246–251
Windows Firewall, 240–246, 241–243
Windows Mail, 458–462, 459–462
Windows Security Center, 239, 240
wireless network connections, 361–366, 

361–366
Security Center, 40
security descriptors, 262, 263
security identifiers (SIDs)

disk imaging, 58
usernames, 166–167

Security log, 562
security option policies, 225
Security settings group policy setting, 205
Security tab

Disk Management, 296, 297
e-mail accounts, 446, 447
faxes, 468
Internet Options, 422, 423
NTFS permissions, 259–261, 260
Windows Mail, 453, 455
wireless networks, 361, 362

security zones, 422
Segments/Sec counter, 518
Select Columns dialog box, 528, 528
Select Disks screen, 304, 304
Select Group Policy Object dialog box, 211
Select Recovery Agents screen, 313, 314
Select Users dialog box, 190–191, 190
Select Users or Groups dialog box, 260, 261
Select Volume Size screen, 298, 299, 300
Send tab, 453
Send Unencrypted Password to Third-Party 

SMB Servers option, 230
Server Performance Advisor (SPA), 497
Server-to-Server rule, 245
servers

DHCP, 372
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DNS, 374
e-mail accounts, 444, 445
WDS, 63–64
WINS, 374

Servers tab, 444, 445
Service group, 187
service packs, 41
service set identifiers (SSIDs), 361, 363, 364, 

366–367
services, managing, 111–113, 112–115
Services tab

System Configuration, 546, 547
Task Manager, 530, 530

Services window, 111–113, 112
sessions

nbtstat, 388
Remote Assistance, 579–580
Remote Desktop, 571–572, 571

Sessions option, 388
Set Network Location dialog box, 340–342, 341
/set option, 66
Set Up a Connection or Network feature, 346, 

348, 348
Set Up Windows phase

clean installs, 23–26
upgrades, 29–31

/setclassID option, 385
/setintegritylevel option, 265
SETTING.WFC file, 366
settings, migrating

User State Migration Tool, 15–18
Windows Easy Transfer, 14–15, 15

Settings tab, 559, 559
Setup logs, 34–35, 562
Setup program (Setup.exe), 22, 61–62
SETUPSNK.EXE file, 366–367
shadow copies, 296
Share Name option, 269
Share This Folder option, 269
Shares That Can Be Accessed Anonymously 

option, 232
Sharing and Discovery section, 343–344
Sharing and Security Model for Local Accounts 

option, 232
sharing process

EFS, 311–312, 311–312
networks, 343–344
permissions, 269–270, 270
shared folders, 267–269, 267–268
volumes, 294, 296

Sharing tab
Disk Management, 294, 296
folders, 268, 268

Sharing Wizard, 267, 267
shortcuts, 135
Show Drive Letters option, 255
Show Encrypted or Compressed NTFS Files in 

Color option, 255
Show Pop-up Description for Folder and 

Desktop Items option, 256
Show Preview Handlers in Preview Pane 

option, 256
Show Quick Launch property, 131
Show Window Previews (Thumbnails) 

property, 131
/showclassid option, 385
Shut Down System Immediately if Unable to 

Log Security Audits option, 227
Shut Down the System right, 224
/shutdown option, 69
Shutdown security category, 233
Sidebar

configuring, 138–139, 138–139
working with, 440–442, 441

SideShow device, 478
SIDs (security identifiers)

disk imaging, 58
usernames, 166–167

signatures
disk, 306
Windows Mail, 453, 454

Signatures tab, 453, 454
SIM (System Image Manager) utility, 72–75, 

74
Simple Mail Transfer Protocol (SMTP), 443
simple volumes, 287, 288, 303
6to4 mechanism, 383
size

partition, 19
volume, 283

sleep power state, 101
Smart Card Removal Behavior option, 230
smart cards, 349, 352
SmartScreen, 458
SMS (Systems Management Server), 55
smss.exe process, 529
SMTP (Simple Mail Transfer Protocol), 443
snap-ins, 84–85, 87
software application compatibility, 33–34
Software Explorer, 250, 251
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Software installation setting, 205
Sort All Programs Menu by Name option, 133
sound

Narrator utility, 146, 147
setting, 136

Source tab, 504, 505
SPA (Server Performance Advisor), 497
spanned volumes

creating, 303
purpose, 288, 289

special groups, 186–188
specialize component, 73
speed

keyboard, 107
processor, 7

Speed tab, 107
Spelling tab, 453, 455
SpyNet, 250
spyware, 246–251
SSIDs (service set identifiers), 361, 363, 364, 

366–367
SSL (Secure Sockets Layer), 401
Stability Index, 508
Standard Users, 159
standby option, 101, 336
Start menu

default items, 127–128
properties, 131–133

Start Menu Size option, 133
Start Menu tab, 131–133
/start option, 66
Start Windows Normally option, 586
Startup and Recovery dialog box, 542, 543
Startup and Recovery section, 542–545
Startup Repair Tool

recovery techniques, 581
working with, 586–587

Startup tab, 547, 548
static IP addressing, 376–377, 377
status codes, Disk Management, 305–306
/stop option, 66
stopping processes, 528–530
Strengthen Default Permissions of Internal 

System Objects option, 234
striped volumes

creating, 303
purpose, 288–289, 289

subkeys, Registry, 88
subnet masks, 371

Subscribe to This Feed dialog box, 406, 407
subscribing to RSS search results, 404–405, 405
Subscription folder, 563
super mandatory profiles, 178
Switch to the Secure Desktop When Prompting 

for Elevation option, 235
Sync tab, 475
synchronization, music and files, 475, 479
Synchronize Directory Service Data right, 225
Sysprep.exe (System Preparation Tool), 58–60, 

68–70
System Administrative Tools option, 133
system bottlenecks, 495
System Configuration utility, 546–549, 

546–549
System Cryptography security category, 233
System dialog box, 435–436, 437
System group, 188
System Idle Process, 529
System Image Manager (SIM) utility, 72–75, 74
system information

Performance Information and Tools, 
533–535, 533, 535

System Information utility, 525, 526
Task Manager utility. See Task Manager 

utility
System Information utility, 525, 526
System log, 562
System Monitor, 497
system monitoring tools, 494–495

alerts, 496
baselines, 495
bottlenecks, 495
change testing, 496
trends, 496

System Objects security category, 234
system partitions, 19–20
system performance, 510–511

baselines, 520–521, 520
disk subsystem, 516–518
memory, 511–514
monitoring effects, 522
network subsystem, 518–519
processor, 514–516

System Preparation Tool (Sysprep.exe), 58–59, 
68–70

System Properties dialog box
Advanced tab, 538, 539

Environment Variables section, 545, 545
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Performance section, 539–540, 541
Startup and Recovery section, 542–545
User Profiles section, 542, 543

Remote tab, 575
System Protection tab, 538, 601, 601

System Protection tab, 538, 601, 601
System Recovery Options dialog box, 523, 

587, 598, 604
System Requirements report, 11
System Restore

purpose, 600
recovery techniques, 581
restore points

creating, 600–601, 601
restoring, 602–605, 602–604

shadow copies, 296
System Restore dialog box, 602–604, 602–604
System Settings security category, 234
System tool, 536–538, 536–538
Systems Management Server (SMS), 55

T
Tablet PC Input Panel feature, 109
Take Ownership of Files or Other Objects 

right, 225
target computers, 55, 55
/targetxp option, 18
Task Manager utility, 525

Applications tab, 525–526, 527
Networking tab, 531, 532
Performance tab, 531, 531
Processes tab, 526–530, 527
Services tab, 530, 530
Users tab, 532–533, 532

Task Scheduler, 549–551, 550
Actions tab, 556, 557
Conditions tab, 556, 558
General tab, 555, 555
History tab, 559, 560
Settings tab, 559, 559
tasks for, 551–554, 552–554
Triggers tab, 556, 556
troubleshooting, 560

Task Scheduler Library, 560
Taskbar and Start Menu Properties dialog box

customizing, 135
Notification Area tab, 133, 134
Start Menu tab, 131–133

Taskbar tab, 130–131, 130
Toolbar tab, 134, 134

Taskbar tab, 130–131, 130
tasks

network, 345
scheduling. See Task Scheduler
Windows Calendar, 464–466, 465

Tasks pane, 345
TB (terabytes), 8
TCP/IP. See Transmission Control Protocol/

Internet Protocol (TCP/IP)
TCPv4 object, 518
/tempdrive option, 62
terabytes (TB), 8
Terminal Server User group, 188
TFTP (Trivial File Transfer Protocol), 64
Theme option, 137
Theme Settings dialog box, 128
/1394debug option, 62
threads, 514–515
Time to Display List of Operating Systems 

option, 544
Time to Display Recovery Options When 

Needed option, 544
To Add a Device or Computer screen, 366, 366
Toolbar tab, 134, 134
Tools menu, Windows Defender, 247–248, 248
Tools tab

Disk Management, 293–294, 294
System Configuration, 548, 549

Toredo Tunneling mechanism, 383
TPM (Trusted Platform Module), 252
Tracking tab, 467
Transfer Files and Settings icon, 437
transferring files in FTP, 401
Transmission Control Protocol/Internet 

Protocol (TCP/IP), 368
advanced settings, 378–381, 378–380
Alternate Configuration, 382–383, 382
APIPA, 375–376
benefits, 368–369
DHCP, 375
features, 369
IP addresses. See IP addresses
ipconfig, 385–386
name resolution, 384
nbtstat, 387–388
overview, 368
ping, 386–387
troubleshooting, 388
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trends, 496
triggers, task, 550–551, 556, 556
Triggers tab, 556, 556
Trivial File Transfer Protocol (TFTP), 64
Troubleshoot tab, 98–99
troubleshooting

authentication, 180–182
Disk Management, 305
disks and volumes, 318, 318
installation, 31–35
MCE devices, 477
multiple-display support, 100
network adapters, 337–338
remote access, 353
system restore, 605
Task Scheduler, 560
TCP/IP, 388
USB, 111
video, 98–99
Windows Meeting Space, 473–474
wireless network connections, 367

Trusted Platform Module (TPM), 252
TTL Expired in Transit error message, 387
Tunnel rule, 245
tunneling protocols, 351
two-step authentication, 351–352

U
/U option, 308
UAC (User Account Control)

privilege elevation, 236–239, 237
purpose, 158–159, 236

/ue option, 18
/uel option, 18
/ui option, 18
/unattend option

Setup.exe, 62
System Preparation Tool, 69

Unattend.xml file, 55, 61
unattended installation, 55–56, 55, 61–62
UNC (Universal Naming Convention) path, 179
Unicode standard, 140
Uniform Resource Locators (URLs), 400
/uninitialize option, 65
Universal Naming Convention (UNC) path, 179
Universal Serial Bus (USB) devices

flash drives, 363
managing, 110–111, 110

Unknown status code, 306
Unreadable status code, 306
/update option, 66
updates

drivers, 93–94
Windows Update, 36–41, 37–40

Upgrade Advisor, 11–12, 12, 27
upgrades, 26–27

application compatibility, 10–11
basic disks to dynamic disks, 301
checklist, 12–14
vs. clean installs, 9–10
Collecting Information stage, 27–28, 28, 30
hardware compatibility, 10
migrating files and settings, 14

User State Migration Tool, 15–18
Windows Easy Transfer, 14–15, 15

Set Up Windows phase, 29–31
Upgrading Windows phase, 28–30
Vista Upgrade Advisor, 11–12, 12, 27
Windows Anytime Upgrade, 31

Upgrading Windows phase, 28–30
URLs (Uniform Resource Locators), 400
% Usage counter, 512
% Usage Peak counter, 512
USB (Universal Serial Bus) devices

flash drives, 363
managing, 110–111, 110

Use a Smart Card option, 349
Use Certificate Rules on Windows Executables 

for Software Restriction Policies option, 234
Use Check Boxes to Select Items option, 256
Use FIPS Compliant Algorithms for Encryption, 

Hashing and Signing option, 233
Use Large Icons option, 133
Use NetBIOS Setting from the DHCP Server 

option, 381
Use Sharing Wizard (Recommended) option, 256
Use Text of Visual Alternatives for Sounds 

option, 145
Use the Computer Without a Display option, 145
Use the Computer Without a Mouse or 

Keyboard option, 145
Use This Connection's DNS Suffix in DNS 

Registration option, 380
User Account Control (UAC)

privilege elevation, 236–239, 237
purpose, 158–159, 236

User Account Control security category, 
234–235
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user accounts. See users and user accounts
User Accounts and Family Safety Control Panel 

option, 164
User Accounts and Family Safety dialog box, 

165, 165
User Automatic Settings feature, 90
User Cannot Change Password option, 167
user-defined Data Collector Sets, 509–510
User mode, MMC, 86–87
User Must Change Password at Next Logon 

option, 167
User Name option, 166
User Profiles dialog box, 542, 543
user right policies, 220–225, 221
user-specific LGPOs, 209–211
User State Migration Tool (USMT), 15–18
usernames

authentication, 180
rules and conventions, 164–166, 165
security identifiers, 166–167
VPNs, 349
Windows Meeting Space, 472

users and user accounts, 158–159
authentication, 180–182
built-in, 159
creating, 164–169, 165
deleting, 170–172, 170–171
Desktop settings, 137
disabling, 169–170
elevated privileges, 237–238
exam essentials, 193
GPO settings, 206
group membership, 173–174, 174
home folders, 179–180
local and domain, 160
Local Users and Groups utility, 162–164, 163
logging on and off, 160–162, 161
logon scripts, 178–179
passwords, 167

changing, 172–173
policies, 212–214, 212

permissions, 260–261
profiles, 175–178, 175
renaming, 172
review questions, 194–202
summary, 192–193
Task Manager, 532–533, 532
types, 159

Users folder, 344
Users group, 186

Users tab, 532–533, 532
USMT (User State Migration Tool), 15–18

V
/v option, 18
video adapters, 96–100, 97–98
View Computer Details icon, 437
View Computers and Devices option, 345
View tab, 253–256, 254
views

Event Viewer, 563
folder, 253–256, 254
Network and Sharing Center, 339–340, 341
Performance Monitor, 500–501, 500–501

virtual memory, 540, 541
virtual private networks (VPNs)

clients, 347–350, 348–350
connections, 347, 347
tunneling protocols, 351

virtualization, file, 239
Virtualize File and Registry Write Failures to 

Per-User Locations option, 235
Vista DVD, 21, 27
Vista Upgrade Advisor, 11–12, 12, 27
Visual Effects tab, 534, 539–540, 540
Volume tab, 291–292, 292
volumes

creating, 298–301, 299–300
deleting, 302–303
extended, 304, 304–305
properties, 291–292, 292

general, 292–293, 293
hardware, 294, 295
previous versions, 296, 297
security, 296, 297
sharing, 294, 296
tools, 293–294, 294

simple, 287, 288, 303
size, 283
spanned and striped

creating, 303
purpose, 288–289, 289

troubleshooting, 318, 318
Volumes tab, 95
VPNs (virtual private networks)

clients, 347–350, 348–350
connections, 347, 347
tunneling protocols, 351
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W
WAIK (Windows Automated Installation Kit), 

61, 64
Warning events, 563
.wcinv files, 472
WDS. See Windows Deployment Services (WDS)
WDSUTIL utility, 65–66
Web Restrictions dialog box, 415, 416
Welcome Center, 435–436, 436

Get Started with Windows section, 
436–438, 438

Offers from Microsoft section, 439–440, 439
WEP (Wired Equivalent Privacy), 362
WFAS (Windows Firewall with Advanced 

Security) utility, 242, 243
What's New in Windows Vista icon, 437
Wheel tab, 108
When Typing Into List View option, 256
Wi-Fi Protected Access (WPA), 362
Window and Color Appearance dialog box, 129
windowPE component, 73
Windows Activation

installation, 22, 36
product key, 27
status, 537, 538

Windows Anytime Upgrade feature, 5, 31
Windows Automated Installation Kit (WAIK), 

61, 64
Windows Basics icon, 438
Windows Calendar application, 464–466, 465
Windows CardSpace application, 479–483, 

480–481, 483
Windows Color and Appearance option, 136
Windows Complete PC Backup dialog box, 

597, 598–599
Windows Complete PC Restore dialog box, 

599, 600
Windows Contacts, 463–464, 463
Windows Defender utility, 246

Allowed Items, 250
configuring, 247–248, 248
History option, 251
manual scans, 246–247, 247
Options, 248–249, 249
Quarantined Items, 250
Software Explorer, 250, 251
SpyNet, 250

Windows Defender Website option, 250

Windows Deployment Services (WDS)
advantages, 62–63
clients, 67
configuring, 65–66, 67
installation through, 67–68
overview, 56–57, 57
servers for, 63–64

Windows DVD Maker item, 128
Windows Easy Transfer utility, 14–15, 15, 30
Windows Experience Index score, 534, 536
Windows Fax and Scan item, Start menu, 128
Windows Fax and Scan utility, 466–470, 

467–469
Windows Firewall Settings dialog box, 

240–242, 241–243
Windows Firewall utility, 240–242, 241–243

Connection Security Rules, 245
inbound and outbound rules, 244–245, 244
Remote Assistance with, 576
Remote Desktop with, 570
WFAS, 242, 243

Windows Firewall with Advanced Security 
(WFAS) utility, 242, 243

Windows Internet Name Service (WINS) 
service, 384

advanced settings, 380–381, 380
servers, 374

Windows Mail application, 442
advanced settings, 451–456, 451–456
communities, 458
e-mail accounts, 442–448, 443–448
importing and exporting, 457–458
message rules, 449–451, 449–450
search in, 458
security, 458–462, 459–462

Windows Media Center application, 476–478
Windows Media Center icon, 438
Windows Media Player 11 application, 

474–476, 475
Windows Media Player item, Start menu, 128
Windows Meeting Space application, 

470–474, 471–473
Windows Photo Gallery item, Start menu, 128
Windows Preinstallation Environment 

(WinPE), 22
Windows Remote Assistance dialog box, 

577, 577
Windows Remote Assistance window, 

578, 578
Windows Security Center utility, 40, 239, 240
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Windows Security dialog box, 160, 571
Windows Sidebar feature

configuring, 138–139, 138–139
working with, 440–442, 441

Windows SideShow application, 478
Windows Sync Center application, 479
Windows System Image Manager utility, 61, 

72–75, 74
Windows System Preparation Tool dialog box, 

69, 70
Windows Ultimate Extras icon, 437
Windows Update utility, 36–38, 37

checking for updates, 38, 38
clean installs, 24
features, 40–41
settings, 38–39, 39
viewing update history, 39, 40

Windows Vista Demos icon, 438
Windows Vista Upgrade Advisor utility, 

11–12, 12, 27
WinPE (Windows Preinstallation 

Environment) operating system, 22
WINS (Windows Internet Name Service), 384

advanced settings, 380–381, 380
servers, 374

WINS Addresses, in Order of Use option, 381
Wired Equivalent Privacy (WEP), 362
Wireless Adapter Properties dialog box, 360, 361
wireless device configuration, 109
Wireless Network Connection Properties 

dialog box, 356, 357

wireless network connections, 355
multiple computers, 367
security, 361–366, 361–366
settings, 357–361, 357–360
troubleshooting, 367

Wireless Network Properties dialog box, 
361–362, 361–362

Wireless Network Setup Wizard, 366
Working Set counter, 512
World Wide Web (WWW). See Internet 

Explorer (IE)
WPA (Wi-Fi Protected Access), 362
WPA2, 362
Write an Event to the System Log option, 544
Write Debugging Information option, 544
Write permission, 259
WSETTING.TXT file, 366
WWW (World Wide Web). See Internet 

Explorer (IE)

X
/X option, 315

Z
zipped folders, 309
zones, Internet Explorer, 422
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