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C

cable Internet connections, 278-279
cable media. See media
cable TV standard, 185
cancellation process, 137
Carterphone court case, 7
Category 5 UTP cable, 134, 138,
139-140, 150
CCIR (Consultative Committee on
International Radio), 179
CCITT (Consultative Committee for
International Telecommunications
and Telegraphy), 179
CCITT/ITU-T WAN standards. See
standards
cell switching, 275
cells, 183
central offices (COs), 188, 271-272
central processing units (CPUs), 68
Cerf, Vinton, 14
chassis, 327
checksums, 205
chips, 146
circuit breakers, 104
circuit-switching, 274-275
circuits, 104
cladding, 141
client-server networks, See also network
architectures; Windows XP clients
clients, 54, 55
defined, 36, 53-54
enterprise networks, 59-60
implementing, 57-60
multiserver networks, 58-59
security, 56-57
selecting, 56
server types, 54-55
single-server networks, 58
versus terminal-host model, 55-56
CMIP (Common Management
Information Protocol), 259
coaxial cable. See media
collision detection, 181
collision domains, 157
collisions, excessive, 251
common mode problems, 106
communication methods. See protocols
communication models. See OSI
compression, data, 21
computers, See also network devices;
servers
client computers, 54, 55
Macintosh computers, 49

%

mainframe computers, 7-8, 55
motherboards in, 159
as network devices, 2, 16
signaling and, 117-118
workstations, 36, 55
conduits, 232
connection-oriented transmissions,
24, 25,27
connectionless transmissions, 24-25, 27
connectors. See media
continuity tests, 233
COs (central offices), 188, 271-272
counter-rotating feature in FDDI, 191
CPUs (central processing units), 68-69
Crocker, Steve, 175
cross talk interference, 135, 233
crossover cable, 162
CSMA/CD access method, 180-181
CTSS (Compatible Time-Sharing
System), 7

D channels, 190

daemons, 66

daisy-chain, 226

DARPAnRet, 8

DAT (Digital Audio Tape) drives, 244

data centers, 111-112

Data Link layer in OSI, 27-28

data processing. See OSI

data transmissions. See transmissions

database servers, 55

database services, 20

datagrams, 26

DC (direct current), 107

DDP (Datagram Delivery Protocol), 212

decapsulation, 16, 17

decimal system, 328

decryption, 22

default gateways, 81

Demand Priority Access Method, 184

demarc (demarcation) points, 222

demultiplexing, 272-273

designing networks. See LAN design

destination devices, 2, 15, 16-17

devices. See network devices

DHCP (Dynamic Host Configuration
Protocol), 66, 207

dial-up connections, 270, 271, 272

dialog control/separation, 23

dielectric, 130, 131, 134

Digital Audio Tape (DAT) drives, 244
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Digital Linear Tape (DLT) drives, 244
digital service levels, 192
digital signals. See signaling
directory trees, 76
disaster recovery strategies, 69
disk mirroring, 249
disk striping with parity, 249-250
distribution layers, 226
distribution lines, 104
DNS (Domain Name System), 66,
83, 206
documentation, See also network
management
importance of, 220-221, 240, 242
media documentation standard,
178, 186
in needs assessments
building facilities, 221-222
equipment inventories,
218-220
hardware/system information,
219-220
overview, 217-218
of performance, 253-254
for troubleshooting, 261-262
for users, 241
DoD model, 30, See also TCP/IP
domain name registry, 281, 329
domains, 83
downtime, 241
DQDB (Distributed Queue Dual Bus)
method, 183
drawing network diagrams, 229
drivers, 158
drop cable, 132-133
DS (direct-sequence) modulation,
146, 147
DSL (Digital Subscriber Line),
271-272, 276-278, 279
DSO channels, 274
dummy terminals, 55
dynamic routing, 168

e-commerce, 273

e-mail servers, 54

e-mail services, 19

earth grounds, 105-106

EBCDIC code, 20

EIA (Electronics Industry Alliance), 178
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EIA/TIA standards. See standards; TIA
802 standards. See standards
electricity, 103-113, See also signaling
alternating current (AC), 104-106
data centers and, 111-112
direct current (DC), 107
generators, 104
hot/neutral wires, 105-106
overview, 103
power problem solutions
circuit breakers, 104
earth grounds, 105-106
power or line conditioners, 111
surge suppressors, 110
UPS devices, 70, 110, 247-248
wrist straps, 40, 108
power problems, See also EMI
blackouts, 110, 111
common mode, 106
interference, 108-109
normal mode, 106
overview, 107
power loss, 110-111
sags or brownouts, 110-111
shadowing, 107
static electricity, 108
surges, 108-109
testing outlets for, 106
troubleshooting, 116
warning, 109
review question answers, 293-295
review questions, 113
sine waves, 104, 107
terminology, 112
voltage, 104, 116, 117
electromagnetic waves. See infrared
electronic equipment warning, 41
electrons, 104
electrostatic discharge, 108
EMI (electromagnetic interference),
See also interference
cross talk, 135, 233
defined, 108-109, 116, 133
preventing on UTP cable, 137
reducing on coax cable, 133
encapsulation, 15, 17, 330
encryption, 22
enterprise networks, 59-60
Ethernet, 8, 91
Ethernet addresses, 219
Ethernet standards, 90-91, 180-182
EtherPeek software, 252
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F

facilities assessment, 221-223
FAQs (frequently asked questions), 241
Fast Ethernet, 181-182, 330
fault tolerance options, See also
electricity
backup strategies, 69, 243-247
multiprocessing, 70
power protection, 70, 247-248
RAID, 69, 70, 249-250
redundancy, 70, 92, 248-250
faults, 253
FCC (Federal Communications
Commission), 7
FDDI (Fiber Distributed Data
Interface), 92-93, 191
FDX (full-duplex) transmissions, 126
feedback loops, 217
FH (frequency hopping), 146, 147
fiber-optic cable. See media
file servers, 54
file services, 19
firewalls, 235
568 standards, 138, 178, 185-186
569 standard, 178, 186
flow control, 25
FM radio signals, 118-119
formatting data packets, 27
Frame Relay protocol, 189, 279
frames, 27, 28
FreeBSD operating system, 72-73
frequencies, 117, 144
frequency hopping (FH), 146, 147
FTP (File Transfer Protocol), 18, 19,
66, 205-206

G

gateways, 81, 169, 171

gauge, 135

Gbps (gigabits per second), 4, 331
generators, 104

GHz (Gigahertz), 147

Gigabit Ethernet, 182, 331

gigabits, 138

gigaPOPs (gigabit Points of Presence), 9
GNS (Get Nearest Server), 209
grounds, earth, 105-106
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HANs (home area networks), 2, 3
hard disks, 70
hardware addresses. See MAC addresses
hardware information, finding,
219-220
HDX (half-duplex) transmissions, 125
headers, 16, 17
hertz (Hz)
defined, 117
Gigahertz, 147
terahertz, 149
hexadecimal numbering, 28
horizontal cross-connects, 139, 229
host models, terminal-, 55-56
host names, 83
Host-to-Host layer. See Transport
layer in TCP/IP
hot wires, 105
HTML (Hypertext Markup
Language), 206
HTTP (Hypertext Transfer Protocol),
18, 206
HTTP web servers, 55
hubs, See also network devices
choosing, 161-162, 170
defined, 3, 4, 161
in extended star topologies, 226
MAU hubs, 99, 162
ports on, 30, 39, 161-162
Hush-a-Phone court case, 6-7
hybrid networks, 36, 37, 60-61
hybrid topologies, 97

IBM data connectors, 29, 135, 136

IBM's SABRE reservation system, 7

ICMP (Internet Control Message
Protocol), 200, 202

IDFs (intermediate distribution
facilities), 227-228

IEEE 802 standards. See standards

IEEE (Institute of Electrical and
Electronics Engineers), 177

IFRB (International Frequency
Registration Board), 179

impedance, 131-132

infrared transmissions, 149

infrastructure mode, 100-101

Integrated Services Digital Network
(ISDN), 190, 275, 280
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integrated services (IS) standard, 183
interference, See also signaling
defined, 116
electromagnetic interference
cross talk, 135, 233
defined, 108-109, 116, 133
preventing on UTP cable, 137
reducing on coax cable, 133
radio frequency interference,
116, 133
Internet, 9
Internet 2, 9, 193
Internet Control Message Protocol
(ICMP), 200, 202
Internet layer in TCP/IP, 31-32,
201-204
internetworks, 2
InterNIC organization, 26
interoperability, 200, 332
inventories, 218-221
IP (Internet Protocol), See also TCP/IP
defined, 201
IP addressing
configuring on Windows XP,
81-83
defined, 203
versus IPX/SPX addressing, 208
overview, 81
private addresses, 83
RFC 1166 on, 203
static addressing, 66
subnetting, 204
troubleshooting, 264
IP version 6, 204
overview, 31-32, 200
ipconfig command, 83-84
IPX/SPX protocol suite, 198, 199,
208-210
IS (integrated services) standard, 183
ISA (Industry Standard
Architecture), 332
ISDN (Integrated Services Digital
Network), 190, 275, 280
I1SO (International Organization
for Standardization), 14,
176-177, 332
ISPs (Internet Service Providers),
234-235, 272-273, 280-281
ITU (International
Telecommunications Union),
179, See also standards
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J

joules, 110

K

Kahn, Robert, 14

Kbps (kilobits per second), 4
keep-alive messages, 23
Kevlar insulation, 141

L

LAN design, 215-237
defined, 216
design phase
architecture selection, 224-226
budgets, 232
device installation, 233-234
device selection, 230-232
drawing diagrams, 229
feedback loops in, 217
media selection/installation,
232-233
planning cable runs, 229
testing/certifying cable, 233
topology selection, 226
WAN connections, 234-235
warning, 228
wiring closets, 227-228,
233-234
development phase, 216
evaluation phase, 217
implementation phase,
216-217, 232
needs assessment phase
defined, 216, 217-218
documentation, 220-222
equipment inventories,
218-221
facilities assessment, 221-223
finding hardware information,
219-220
user needs, 223-224
visual inspections, 223
for wireless networks, 222-223
overview, 215, 224
review question answers, 302-303
review questions, 237
terminology, 236
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LANSs (local area networks), See also
networks; standards; WANs;
WLANSs

defined, 24

extending with APs, 100-101,
162-163

Internet access and, 270

segmenting, 157-158

virtual LANs, 166

laser, 140

latency, 241

leased lines, 188, 274

LECs (local exchange carriers), 271

LEDs (light-emitting diodes), 140

legacy topologies, 97

lightning rods, 105

line conditioners, 111

Linear Tape-Open (LTO) drives,
244, 245

Linux, 74-75

LLC (Logical Link Control),
27-28, 180

local area networks. See LANs

local loops, 271

LocalTalk protocol, 211

logical network addresses, 26, See
also IP

logical topologies. See topologies

MAC addresses
ARP tables of, 158
bridges and, 163, 164
defined, 27, 28, 158
on Macintosh computers, 219
on NICs, 28, 158, 159
switch support for, 165, 167
MAC broadcasts, 333
MAC (Media Access Control), 27, 28
Mac OS X operating system
accessing shared files, 52-53
AppleTalk protocols, 199, 210-213
configuring file sharing, 50-52
finding system information,
219-220
peer-to-peer networking on, 49-53
security settings, 49
version 10.3 (Panther), 50, 77-79
versions of, overview, 50
Mach Project, 77
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Macintosh computers, 49, See also
Apple; Mac OS
mail. See e-mail
mainframe computer systems, 7-8,
55-56
management information base
(MIB), 257
managing networks. See network
management
MANSs (metropolitan area networks),
2, 3, 4-5, See also standards
MAU (Multistation Access Unit) hubs,
99, 162
Mbps (megabits per second), 4
MDFs (main distribution facilities),
227-228
media, See also signaling; standards;
topologies
cabling networks, See also LAN
design
100BaseT peer networks, 41-42
cable testers, 116, 233, 265-266
cable-management panels, 234
certifying cable, 233
installing cable, 232-233
planning cable runs, 229
coaxial cable
BNC connectors, 29, 90,
133, 134
comparing types of, 131-132
defined, 90, 130, 131
drop cable, 132-133
impedance, 131-132
reducing interference, 133
T connectors, 133
terminating, 134
terminators, 89
Thicknet cable, 91,
132-133, 149
Thinnet cable, 90, 132, 133, 149
vampire tap connectors, 132
comparing, 149-151
connectors, overview, 29, 130
copper cable
coaxial cable, 130-134
crossover cable, 162
versus fiber-optic cable, 140
overview, 130
patch cable, 234
shielded twisted-pair cable,
134-136
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terminations, 223
unshielded twisted-pair cable,
137-140
defined, 27
fiber-optic cable
advantages, 140, 143, 150-151
versus copper cable, 140
defined, 141
disadvantages, 150-151
on FDDI networks, 191
glass versus plastic in, 140
installing, 232-233
light sources, 140
multimode fiber, 141-142, 151
overview, 130
SC connectors, 29, 142, 143, 144
single-mode fiber, 141-142, 150
SMA connectors, 142
ST connectors, 142-143
terminating, 144
overview, 2, 29, 129
review question answers, 295-297
review questions, 153
shielded twisted-pair cable
advantages, 136
comparing types of, 135, 149
cross talk interference, 135
defined, 134
disadvantages, 136
IBM connectors, 29, 135-136
implementations, 136
overview, 124, 149
RJ-45 connectors, 135
terminating, 136
terminology, 152
troubleshooting, 116, 265-266
unshielded twisted-pair cable
cancellation process, 137
Category 5 UTP, 134, 138,
139-140, 150
Category 5e UTP, 138, 140, 232
Category 6 UTP, 138, 232
comparing categories, 138,
140, 150
defined, 136-137
installing/terminating, 139
overview, 124
preventing interference, 137
RJ-45 connectors, 29, 134, 139
solid versus stranded UTP, 139
warning, 140
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wireless media
infrared, 149
microwave, 147-148, 151
overview, 130, 144-145
radio, 145-147, 151
Media Access Control. See MAC
media between network devices, 2, 27
mesh topologies, 95-96
Metcalf, Robert, 8
metropolitan area networks (MANS),
2, 3, 4-5, See also standards
metropolitan exchange, 271-272
MIB (management information
base), 257
MIC (memory in cassette), 244
microns, 141
microseconds, 109, 110
microwave, 147-148, 151
mnemonic devices, 17, 18
modems, 5, 122
monitoring performance. See network
management
motherboards, 159
MOVs (metal oxide varistors), 110
multichannel trunks, 272
multimode fiber-optic, 141-142, 151
multiplexing, 183, 272, 334
multiprocessing, 68-69, 70
multiserver networks, 58-59
multitasking, 67

NAS (network attached storage), 69
NBP (Name Binding Protocol), 212
NCP (NetWare Core Protocol), 208,
209-210
NDS (Novell Directory Services), 76
near-end cross talk, 233
needs assessment. See LAN design
net topologies. See mesh
NetBEUI protocol, 81
network addresses, 26, See also IP
network administrators, 36, 37
network architectures, 35-63
client-server networks
clients, 54, 55
defined, 36, 53-54
enterprise networks, 59-60
implementing, 57-60
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multiserver networks, 58-59
security, 56-57
selecting, 56
server types, 54-55
single-server networks, 58
versus terminal-host
model, 55-56
defined, 36
hybrid networks, 36, 37, 60-61
overview, 35
peer-to-peer networks
cabled networks, 41-42
defined, 36, 37
implementing, 39-42
Macintosh configuration, 49-53
security, 38-39
selecting, 37-38
Windows configuration, 42-49
wireless networks, 40, 100
workgroups in, 37
review question answers, 288-289
review questions, 63
selecting, 224-226
terminology, 62
network communication methods. See
protocols
network communication models.
See OSI
network design. See LAN design
network devices, 155-172, See also
media
access points
advantages, 170
defined, 3, 4, 162-163
disadvantages, 170
extending LANs with, 100-101
wireless bridges as, 164
bridges
advantages, 170
brouters as, 167, 171
defined, 4, 163-164
disadvantages, 170
MAC addresses and, 163, 164
root bridges, 163
wireless bridges, 156, 164, 170
comparing, 170
computers, 2, 16
defined, 2, 14
destination devices, 2, 15, 16-17
end systems, 26, 27
extending networks with, 156-157
gateways, 81, 169, 171

hubs
choosing, 161-162, 170
defined, 3, 4, 161
in extended star topologies, 226
MAU hubs, 99, 162
ports on, 30, 39, 161-162
installing, 233-234
intermediate systems, 27
network interface cards, 4, 28,
158-160
overview, 3, 155
repeaters, 30, 160-161, 170
review question answers, 297-299
review questions, 172
routers
brouters, 167, 171
choosing, 171, 231
defined, 4, 27, 167-168
DSL routers, 277-278
with firewalls, 235
as gateways, 169
how they select paths, 168-169
wireless routers, 40
segmenting LANs with, 156-158
source devices, 2, 14, 16
switches
ATM switches, 5
choosing, 170, 230
defined, 3, 4, 165
improving bandwidth with, 120
MAC address support, 165, 167
ports on, 39, 162, 165
virtual LANs and, 166
terminology, 171
Wireless Access Points, 40,
222-223, 231

Network Interface layer in TCP/IP,

32,201

Network layer in OSI, 26-27
network management, 239-267

critical tasks model, 240

documentation
importance of, 240, 242
of performance, 253-254
for troubleshooting, 261-262
for users, 241

first steps in
backups, 69, 243-247
overview, 242-243
redundancy, 70, 248-250
uninterrupted power, 70,

247-248
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importance of, 239-241
network management systems
defined, 255-256
implementing, 260
SNMP for TCP/IP networks,
256-259
performance monitoring
and analyzing, 251-252
configuring, 254-255
and documenting, 253-254
with EtherPeek, 252
overview, 240, 241, 250
server performance, 253
setting baselines, 250-251
review question answers, 303-304
review questions, 267
support systems, 240-242
terminology, 266
troubleshooting
applications, 262-263
documentation for, 261-262
IP address conflicts, 264
media, 116, 233, 265-266
using OSI model, 262-266
overview, 260-261
using Ping, 264
protocols, 263-265
using Trace Route, 265
network protocols. See protocols
network segments, 156-158
network topologies. See topologies
networks, See also LANs; WANS;
wireless
100BaseT networks, 40-41
advantages, 2
backbones, 9
defined, 1-2
extending, 156-157
home area networks, 2, 3
internetworks, 2
measuring speed, 4
metropolitan area networks, 2, 3,
4-5
origins of, 7-9, 55-56
overview, 1
public data networks, 188
public telephone networks, 6-7,
188, 336
review question answers, 285-286
review questions, 11
terminology, 10
virtual private networks, 66-67, 273
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neutral wires, 105
NICs (network interface cards), 4, 28,
158-160
NMS (network management systems).
See network management
NOCs (network operations
centers), 260
nodes, 2, 91, See also network devices
noise, 122, See also interference
normal mode problems, 106
NOSs (network operating systems)
defined, 67
Linux, 74-75
Mac OS X (Panther), 77-79
multiprocessing ability, 68-69
multitasking ability, 67
Novell NetWare, 76-77, 80-81
Unix, 72-74
Windows 2003 Server, 70-72
Novell Directory Services (NDS), 76
NSFNET networks, 9

(0

OC (optical carrier) levels, 192-193
OFDM (orthogonal frequency division
multiplexing), 146-147
ohms, 131, 132
100BaseT networks, 40-41
open source software, 74
operating systems. See Mac OS; NOSs
OSlI (Open Systems Interconnection)
model, 13-34
data processing
abstract syntax, 20
acknowledgments, 22, 23
adding MAC addresses, 27, 28
adding network addresses, 26
binary data, 29, 30
bits, 29
compression, 21
datagrams, 26
decapsulation, 16, 17
defined, 14, 16
dialog control, 23
dialog separation, 23
encapsulation, 15, 17
encryption, 22
flow control, 25
formatting, 27
frames, 27, 28
headers, 16, 17
how data flows, 16-17

keep-alive messages, 23
packets, 14, 16-17
presentation, 20
routing, 26-27
synchronization, 22
trailers, 16, 17
transfer syntax, 20
transmissions, 24-25, 27, 29
defined, 14-16
versus IPX/SPX model, 208
layers
Application layer, 18-20
Data Link layer, 27-28
mnemonic device for, 17-18
Network layer, 26-27
overview, 14-16
peer layer communication, 17
Physical layer, 29-30
Presentation layer, 20-22
Session layer, 22-23
Transport layer, 24-25
mapping AppleTalk to, 210,
211-213
overview, 13
review question answers, 286-288
review questions, 34
versus TCP/IP model
Application layer, 31
Internet layer, 31-32
Network Interface layer, 32
overview, 14, 30-31, 200
Transport layer, 31
terminology, 32-33
troubleshooting using, 262-266

P

packet-switching, 175, 275
packets, 14, 16-17, 22
passwords, 38-39
patch cable, 234
patch panels, 229, 234
PCI (Peripheral Component
Interconnect) cards, 40
PDA (personal digital assistants), 335
PDNs (public data networks), 188
peer layer communication, 17
peer-to-peer networks, See also
network architectures
cabled networks, 41-42
defined, 36, 37
implementing, 39-42
Macintosh configuration, 49-53
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security, 38-39
selecting, 37-38
Windows configuration, 42-49
wireless networks, 40, 100
workgroups in, 37
performance monitoring. See network
management
phone networks, 6-7, 188, 336
physical addresses. See MAC addresses
Physical layer in OSI, 29-30
physical topologies. See topologies
Ping utility, 84, 264
plenum, 131
POEs (points of entry), 222
polling, 259
ports
defined, 39, 161
on hubs, 30, 39, 161-162
serial ports, 337
on switches, 39, 162, 165
uplink ports, 162
power. See electricity; UPS
PPP (Point-to-Point Protocol), 276
preemptive multitasking, 67
premises, 271
Presentation layer in OSI, 20-22
print services, 20, 54
Process layer. See Application layer in
TCP/IP
processors, CPU, 68-69
promiscuous mode, 259
proprietary, 167
protocol drivers, 42
protocol gateways, 169
protocol suites, See also TCP/IP
AppleTalk, 199, 210-213
defined, 197, 198
IPX/SPX, 198, 199, 208-210
review question answers, 301-302
review questions, 214
TCP/IP, 31-32, 199-207
terminology, 213
protocols
defined, 2, 197
importance of, 198
origins of, 8
troubleshooting, 263-265
PSTNs (public switched telephone
networks), 6-7, 188, 336
public data networks (PDNs), 188
punch blocks, 232
PVC, 232
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radio signals, 118-119, See also
signaling
radio transmissions, 145-146, 151,
See also media; wireless
RAID (Redundant Array of Inexpensive
Disks), 69, 70, 249-250
RARP (Reverse Address Resolution
Protocol), 200, 202
redundancy, 70, 92, 248-250
reliable transport, 24
remote monitoring (RMON), 259
repeaters, 30, 160-161, 170, 336
RFCs (Requests for Comments),
174-175, 203, 256
RFI (radio frequency interference),
116, 133
ring topologies, logical, 97, 99, 162, 182
ring topologies, physical, 91-93,
182, 191
RIPE organization, 26
RJ-45 connectors, 29, 134, 135, 139
routed protocols, 167, 168, 198
routers, See also network devices
brouters, 167, 171
choosing, 171, 231
defined, 4, 27, 167-168
DSL routers, 277-278
with firewalls, 235
as gateways, 169
how they select paths, 168-169
overview, 27
wireless routers, 40
routing, 26-27, 168
routing protocols, 168, 198
routing tables, 168

S

SABRE reservation system, IBM, 7
SAGE (Semiautomatic Ground
Environment) networks, 7
sags (brownouts), 110-111
SAP (Service Advertisement
Protocol), 209
satellites, 5, 148
SC connectors, 29, 142, 143, 144
SCSI (Small Computer System
Interface), 243
security
on client-server networks, 56-57
in data processing, 38

%

firewalls, 281
IEEE 802.10 standard, 183
in Mac OS X, 49
on peer-to-peer networks, 38-39
segments, network, 156-158
serial ports, 337
servers, 65-86, See also client;
Windows XP clients
defined, 36, 67
monitoring, 253
overview, 54, 65
review question answers, 290-291
review questions, 86
server hardware, 69-70
server NOS software
defined, 67
Linux, 74-75
Mac OS X (Panther), 77-79
multiprocessing ability, 68-69
multitasking ability, 67
Novell NetWare, 76-77
Unix, 72-74
Windows 2003 Server, 70-72
services provided by, 19-20, 53,
65-67
terminology, 85
types of, 54-55
Session layer in OSI, 22-23
sessions, 22
shadowing, 107
share-level security, 38-39
sharing files in Mac OS X, 50-53
sharing files in Windows, 45, 47-49
shielded twisted-pair. See media
signaling, 115-128, See also
electricity; interference
amplitude, 117
analog signals
advantages, 122
AM/FM radio, 118-119
defined, 29, 118
versus digital, 121-122
sine waves, 104, 107, 117
computers and, 117-118
defined, 116
digital signals
advantages, 122
versus analog, 121-122
bandwidth and, 120-121
converting to analog, 122
defined, 29, 119
garbled signals, 120
square waves, 117, 119

%

transmission modes, 124-126
transmission types, 123-124
warnings, 120, 126
frequencies, 117, 144
measuring, 117
overview, 115
review question answers, 295
review questions, 128
terminology, 127
troubleshooting, 116
in wireless networks, 123, 144
simplex transmissions, 124-125
606 standard, 178, 186
607 standard, 178, 187
SMA connectors, 142
SMTP (Simple Mail Transfer
Protocol), 18, 206
SNAP (Subnetwork Access
Protocol), 180
SNMP (Simple Network Management
Protocol), 207, 256-259
SONET (Synchronous Optical
Network), 192-193
source devices
defined, 2, 14
NICs as, 159-160
overview, 16
Spanning Tree Protocol (STP), 163, 180
speed
measuring, 4
of hubs, 162
spread-spectrum radio transmissions,
146, 151
SPX (Sequence Packet eXchange),
208, 209, See also IPX
square waves, 117, 119
ST connectors, 142-143
stacks, 337
standards, 173-195
ANSI WAN standards
ATM networks, 191-192
FDDI networks, 191
overview, 190
SONET networks, 192-193
CCIT/ITU-T WAN standards
Frame Relay protocol, 189
ISDN protocol, 190
overview, 179, 188
X.25 protocol, 188-189
defined, 173-174, 226
EIA/TIA cabling standards
568-A: cable installation,
178, 185
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568-A/UTP: UTP cable, 138,
178, 185-186

568-B2.1: Category 6 UTP
cable, 138

569: wiring closets/pathways,
178, 186

606: media labeling/
documentation, 178, 186

607: building/media
grounding, 178, 187

overview, 178

how ideas become, 174
IEEE 802 LAN/MAN standards

802.1: bridging/management,
166, 180
802.2: LLC protocol, 180
802.3: CSMA/CD (Ethernet),
90-91, 180-181
802.3u: Fast Ethernet, 181-182
802.3z: Gigabit Ethernet, 182
802.4: Token Ring bus, 182
802.5: Token Ring, 182
802.6: DQDB access
method, 183
802.7: broadband LANSs, 183
802.8: fiber-optic LANs/
MANSs, 183
802.9: integrated services, 183
802.10: security, 183
802.11: Wireless LANs, 184
802.11a: 5GHz with
54Mbps, 184
802.11b: 2.4GHz with
11Mbps, 184
802.11¢g: 2.4GHz with
54Mbps, 184
802.12: high-speed LANSs, 184
802.14: cable TV access, 185
802.15: Wireless PANs, 185
overview, 179-180

organizations

ANSI, 174, 179
EIA, 178

IEEE, 177

1SO, 176-177
ITU, 179
overview, 174, 176
TIA, 178-179

Requests for Comments and,

174-175

terminology, 194
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star topologies, physical, See also
topologies
advantages, 94-95
defined, 94
disadvantages, 95
extended star, 95, 226
with logical ring, 97, 99, 162, 182
star-bus, 97, 98
static addressing, 66
static electricity, 108, See also electricity
static routing, 168
STP (shielded twisted-pair). See media
STP (Spanning Tree Protocol), 163, 180
subnets/subnetting/subnet masks, 204
Subnetwork Access Protocol
(SNAP), 180
subscribers, 271
SuperDLT (Digital Linear Tape)
drives, 244
surge suppressors, 110
surges, 108-109
swap files, 253
switched circuits, 271
switched telephone networks, 6-7,
188, 336
switches, See also network devices
ATM switches, 5
choosing, 170, 230
defined, 3, 4, 165
improving bandwidth with, 120
MAC address support, 165, 167
ports on, 39, 162, 165
virtual LANs and, 166
switching
cell switching, 275
circuit-switching, 274-275
packet-switching, 175, 275
syn (synchronization) packets, 22
synch SONET (Synchronous Optical
Networks), 192-193
synchronous transmissions, 124
system information, finding, 219-220

T

T connectors, 133

T-carrier lines, 274-275

TCO (total cost of ownership), 38

TCP (Transmission Control Protocol),
200, 205

%

TCP/IP protocol suite, See also IP;
protocol suites
Application layer, 31, 205-207
defined, 31, 199
flexibility, 200
Internet layer, 31-32, 201-204
interoperability, 200
multivendor support, 201
Network Interface layer, 32, 201
origins, 14
versus OSI model, 14, 30-32
overview, 200
protocols in, 201-207
SNMP management of, 256-259
testing XP configuration of, 83-85
Transport layer, 31, 204-205
TDR (Time Domain
Reflectometry), 229
telephone networks, 6-7, 188, 336
Telnet, 207
10Base2 Thinnet, 90, 132, 133, 149
10Base5 Thicknet, 91, 132-133, 149
10BaseT networks, 325
terahertz, 149
terminal-host models, 55-56
terminating, See also media
coax cable, 134
fiber-optic cable, 144
STP cable, 136
UTP cable, 139
terminations, 223
terminators, 89
terrestrial microwave, 148
testing
cable, 116, 233, 265-266
electrical outlets, 106
TCP/IP configuration, 83-85
WLANS, 222-223
TFTP (Trivial File Transfer
Protocol), 206
Thicknet cable, 91, 132-133, 149
Thinnet cable, 90, 132, 133, 149
thresholds, 256
TIA (Telecommunications Industry
Assaciation), 178-179, See
also EIA;
standards
timing, 124
token passing networks, FDDI, 191
Token Ring networks
defined, 8, 339
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IEEE 802 standards for, 182
MAU hubs, 99, 162
topologies
physical bus/logical ring, 182
physical ring, 92
physical star/logical ring, 97,
99, 162, 182
tokens, 182
topologies, 87-102, See also media
defined, 87
logical topologies
bus, 98-99
defined, 87, 97-98
ring, defined, 99
ring on physical bus, 182
ring on physical star, 97, 99,
162, 182
physical topologies
bus, 89-91, 182
defined, 87-89
hybrid, 97
legacy, 97
mesh, 95-96
redundancy in, 92
ring, 91-93, 191
star, defined, 94-95
star, extended, 95, 226
star with logical ring, 97, 99,
162, 182
star-bus, 97
review question answers, 291-293
review questions, 102
selecting, 226
terminology, 101
wireless LANs and, 99-101
Torvalds, Linus, 74, 332
Trace Route utility, 84
trailers, 16, 17
transfer syntax, 20
transformers, 104
Transmission Control Protocol/
Internet Protocol. See TCP/IP
transmissions, See also media; signaling
connection-oriented transmissions,
24, 25,27
connectionless transmissions,
24-25, 27
over wired networks
asynchronous transmissions,
123-124
baseband transmissions, 133
full-duplex transmissions, 126

half-duplex transmissions, 125
overview, 123
simplex transmissions,
124-125
synchronous transmissions, 124
warning, 126
over wireless networks, See also
wireless
infrared transmissions, 149
microwave transmissions,
147-148, 151
overview, 130, 144-145
radio transmissions,
145-147, 151
transponders, 148
Transport layer in OSI, 24-25
Transport layer in TCP/IP, 31, 204-205
Travan tape drives, 243
troubleshooting. See network
management
trunk, 274, 338

U

UDP (User Datagram Protocol), 205,
257-258

UL (Underwriters Laboratories), 137

Ultrium Linear Tape-Open (LTO)
drives, 244, 245

Unix NOS software, 72-74

uplink ports, 162

UPS (uninterruptible power supply)
devices, 70, 110, 247-248

user needs assessment, 223-224

UTP (unshielded twisted-pair). See
media

Vv

Vail, Theodore, 6

vampire tap connectors, 132

vBNS (very high performance
Backbone Network Service), 9

virtual circuits, 189

VLANSs (virtual local area
networks), 166

voltage, 104, 116, 117

VPN (virtual private networks),
66-67, 273
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w

WANSs (wide area networks),
269-283, See also networks;
standards

ANSI standards
ATM networks, 191-192
FDDI networks, 191
overview, 190
SONET networks, 192-193
CCIT/ITU-T standards
Frame Relay protocol, 189
ISDN protocol, 190
overview, 179, 188
X.25 protocol, 188-189
client-server models on, 59-60
defined, 2-3, 5-6, 270
Internet connections
using cable Internet, 278-279
choosing ISPs, 234-235, 273,
280-281
using circuit-switching, 274-275
connecting to ISPs, 272
using dial-up, 270, 271, 272
using DSL, 271-272,
276-278, 279
extra costs, 280-281
using Frame Relay, 279
using ISDN, 275, 280
overview, 271-272, 275
using packet-switching, 275
planning, 234-235, 273
using PPP, 276
security, 281
using T-carriers, 274-275
transition rollouts, 281-282
mesh topologies, 95-96
origins of, 187-188
overview, 269
review question answers, 304-305
review questions, 283
terminology, 282

WAPs (Wireless Access Points), See

also APs
choosing, 231
defined, 40
testing, 222-223

waveforms, 117

web servers, 55

website addresses

AutoCAD, 229
Internet 2, 9, 193
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Linux, 75
RFCs, 174, 203
standards organizations, 176-179
WEP (Wireless Equivalent Privacy), 163
Wi-Fi Protected Access, 163
wide area networks. See WANs
WildPacket's EtherPeek software, 252
Windows 2000/XP Professional
defined, 41
file/folder security, 45
overview, 42
peer-to-peer networking, 42-46
protocol drivers, 42
shared folders, 47-49
simple file sharing in XP, 45
Windows 2003 Server, 70-72, 79-80
Windows 95, 43, 81, 339
Windows 98, 41, 42, 43, 81
Windows ME, 42
Windows NT Workstation 4, 42, 43
Windows XP clients
finding system information, 219
networking with servers
configuring DNS, 83
configuring TCP/IP, 81-83
with NetWare servers, 80-81
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overview, 79
testing TCP/IP, 83-85
with Windows 2003 servers,
79-80
Windows XP Home Edition, 41, 42
wireless access points. See APs; WAPs
wireless bridges, 156, 164, 170
Wireless Equivalent Privacy (WEP), 163
wireless hubs, 162
wireless networks
needs assessment, 222-223
signaling in, 123, 144
standards, 123, 145
transmission media
infrared, 149
microwaves, 147-148, 151
overview, 130, 144-145
radio waves, 145-147, 151
Wireless Protected Access (WPA), 163
wireless technolgy, Bluetooth, 185
wiring closets, 227-228, 233-234, See
also media
WLANS (wireless local area
networks), See also LANs
ad-hoc mode, 99-100
defined, 4

IEEE 802.11 standard, 184
infrastructure mode, 100-101
PCI cards, 40
peer-to-peer mode, 40, 100
testing, 222-223

workgroups, 37

workstations, 36, 55

WPANSs (Wireless Personal Area

Networks), 185, 340
wrist straps, 40, 108

X

X.25 protocol, 188-189
XNS (Xerox Network Systems), 208
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ZIP (Zone Information Protocol), 213
zones, 211




