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interleaving code, 354-355
OBFUSCATE macro, 343-344
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checksums, 335-336
Cifuentes, Christina, Reverse Compi-
lation Techniques, 477
CIL (Common Intermediate Lan-
guage). See Common Intermedi-
ate Language (CIL)
Cipher Block Chaining (CBC), 415
“Cipher Instruction Search Attack
on the Bus-Encryption Security
Microcontroller”, Markus G.
Kuhn, 319
class breaks, 312-313
class keyword, 547
class library (.NET), 426
classes
constructors, 559-560
data members, 555-556
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code-level reversing, 13-14
Collberg, Christian
“ A Functional Taxonomy for Soft-
ware Watermarking”, 322
“Manufacturing Cheap, Resilient,
and Stealthy Opaque Con-
structs”, 346
A Taxonomy of Obfuscating Transfor-
mations, 348
Common Intermediate Language
(CIL)
activation records, 430
add instruction, 432
beq instruction, 432
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br instruction, 432
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call instruction, 431
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1dc instruction, 431
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global variables, 542
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local variables, 542-544
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server-based software, 317
StarForce suite (StarForce Tech-
nologies), 345
trusted components, 312
Uncrackable Model, 314
copyright laws, 19
copyrights, 309-310
CopyWrite copy protection technol-
ogy, 314
Cowan, Crispin, Automatic Detection
and Prevention of Buffer-Overflow
Attacks, 252
cracking
class breaks, 312-313
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decrypted code analysis, 387-395
decryption keys, 418419
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Executable Modules window,
371-372
generic usage message, 370-371
initialization routine reversal,
377-387
inlining, 419
KERNEL32 .DLL, 400-404
“killer” thread, 399—400
obfuscated interface, 416417
parameter parsing, 404-406
PEiD program, 376-377
processor time-stamp verification
thread, 417418
running, 370
secondary thread reversal,
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bers, 371
usernames, 371, 406407
validating user information,
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finding, 420
KeygenMe-3, 358-363
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Cryptex command-line data
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commands, 202
decrypting files, 235-236
decryption loop, 238-239
directory layout
directory processing code,
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file decryption and extraction rou-
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floating-point sequence, 236-238
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207-210
hashing the password, 213-218
password transformation algo-
rithm, 210-213
scanning the file list, 234-235
3DES encryption algorithm, 200
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cryptographic service providers
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global variables, 542
imported variables, 544-546
local variables, 542-544
thread-local storage (TLS), 546-547
Data Encryption Standard (DES)
algorithm, 200
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commands, 202
decrypting files, 235-236
decryption loop, 238-239
directory layout
directory processing code,
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file decryption and extraction rou-
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floating-point sequence, 236238
functions, 205-207
header, 240
holes, 241
password verification process
“Bad Password” message,
207-210
hashing the password, 213-218
password transformation algo-
rithm, 210-213
scanning the file list, 234-235
3DES encryption algorithm, 200
verifying hash values, 239
welcome screen, 201
Windows Crypto API, 206-207
data management
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high-level, 38
lists, 31-32
low-level, 37-38
registers, 39

user-defined data structures, 30-31

variables, 30
data members (classes), 555-556
data (programs)
defined, 537
stack
defined, 538
layout, 539
stack frames
defined, 538
ENTER instruction, 538-540
layout, 539
LEAVE instruction, 538, 540
data reverse engineering
Cryptex command-line data
encryption tool, 200-202
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file formats, 202-204
Microsoft Word file format, 200
networking protocols, 202
uses, 199-200
data structure arrays, 549
data structures
alignment, 547-548
arrays, 31, 548-549
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constructors, 559-560
data members, 555-556
defined, 555
inherited classes, 555-556
methods, 556-557
virtual functions, 557-560
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generic data structures, 547-548
linked lists, 32, 549-553
lists, 31
trees, 32, 552, 554

user-defined data structures, 30-31

variables, 30
data transformations, 355-356
data type conversions
defined, 534
sign extending, 535
zero extending, 534-535
data types
complex, 473474
primitive, 472-473
data-flow analysis
data propagation, 468470
data type propagation, 471-474
defined, 466-467
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470-471
single static assignment (SSA),
467-468
DataRescue Interactive Disassem-
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Debray, Saumya, Disassembly of Exe-
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breakpoint interrupt, 331
breakpoints, 15-16, 331-332
code checksums, 335-336
defined, 15-16, 116
detecting, 334-336
features, 117
hardware breakpoints, 331-332
int 3 instruction, 331
Interactive Disassembler (IDA), 121
IsDebuggerPresent Windows
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kernel-mode debuggers, 117-118,
122-126
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native API, 333-334
OllyDbg, 118-120
PEBrowse Professional Interactive,
122
single-stepping, 16
SoftICE, 124-126, 334
tracing code, 15-16
trap flag, 335
user-mode debuggers, 117-122
WinDbg
command-line interface, 119
disassembler, 119
extensions, 129
features, 119
improvements, 121
kernel-mode, 123-124
user-mode, 119-121
debugging virtual machines,
127-128
decompilers
antireversing, 348
architecture, 459
back end, 476-477
code analysis, 466
control flow analysis, 475

control flow graphs (CFGs), 462
data-flow analysis
data propagation, 468—470
data type propagation, 471-474
defined, 466467
register variable identification,
470471
single static assignment (SSA),
467-468
defined, 16, 129
expression trees, 461-462
expressions, 461-462
front end
basic block (BB), 464-466
function of, 463
semantic analysis, 463-464
IA-32 decompilers, 477
instruction sets, 460
intermediate representations,
459-460
library functions, 475-476
native code, 458-459
.NET, 424425, 443
Defender crackme program
brute-forcing, 409415
copy protection technologies,
415416
decrypted code analysis, 387-395
decryption keys, 418419
disappearance of SoftICE, 396
DUMPBIN, 372-376
Executable Modules window,
371-372
generic usage message, 370
initialization routine reversal,
377-387
inlining, 419
KERNEL32.DLL, 400404
“killer” thread, 399-400
obfuscated interface, 416-417
parameter parsing, 404406
PEiD program, 376-377
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thread, 417-418
running, 370
secondary thread reversal, 396-399
16-digit hexadecimal serial num-
bers, 371
usernames, 371, 406407
validating user information,
407-408
deleting malicious software, 277
Denial-of-Service (DoS) attacks, 280
deobfuscators, 345
DES (Data Encryption Standard)
algorithm, 200
detecting debuggers, 334-336
Devices directory, 83
“Differential Power Analysis”, Paul
Kocher, Joshua Jaffe, and Ben-
jamin Jun, 319
Digital Millennium Copyright Act
(DMCA), 2022
digital rights management (DRM), 7,
319-321
Directive on the Legal Protection of
Computer Programs (European
Union), 23
directories (Windows operating sys-
tem), 83
disassemblers
antireversing, 336-343
decompilers, 463
defined, 15, 110-112
ILDasm, 115-116
Interactive Disassembler (IDA),
112-115
linear sweep, 111, 337-338
recursive traversal, 111, 338-343
Disassembly of Executable Code Revis-
ited, Benjamin Schwarz, Saumya
Debray, and Gregory Andrews,
111

dispatcher (Windows operating sys-
tem), 84

DIV instruction (IA-32), 49-50, 524

div instruction (MSIL), 432

DLLs (Dynamic Link Libraries), 28,
96-97

DMCA (Digital Millennium Copy-
right Act), 20-22

dongle, 316-317

DoS (Denial-of-Service) attacks, 280

DotFuscator obfuscator, 444, 448-451

doubly linked lists, 552-553

DRM (digital rights management), 7,
319-321

DUMPBIN executable-dumping tool,
133-136

Dynamic Link Libraries (DLLs), 28,
96-97

E
EAX register, 45—46
EBP register, 45-46
EBX register, 45—46
ECX register, 45-46
EDI register, 4546
EDX register, 45—46
EFLAGS register, 46, 519-520
ElcomSoft software company, 22
encapsulation, 27
encrypted assemblies (.NET), 453
encryption
antireversing, 330
Cipher Block Chaining (CBC), 415
copy protection technologies, 318
DES (Data Encryption Standard)
algorithm, 200
3DES encryption algorithm, 200
XOR algorithm, 416
Engineering a Compiler, Keith D. Cop-
per and Linda Torczon, 54
ENTER instruction, 538-540
epilogues in functions, 486
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EST register, 4546
ESP register, 4546
European Union’s Directive on the
Legal Protection of Computer
Programs, 23
evaluation stack (MSIL), 430
events, 86
exception handlers, 105-107
exceptions, 105-107
EXECryptor (StrongBit Technology),
345
executable data sections, 43
executable formats
directories, 99-102
exports, 99
file alignment, 95
headers, 97-98
image sections, 95
imports, 99
relative virtual address (RVA), 95
relocations, 93-95
section alignment, 95-96
executable-dumping tools, 133-138
execution environments
defined, 60
microprocessors, 63—68
virtual machines, 60-63
expression trees, 461-462
expressions, 461-462
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fastcall calling convention, 541

faults (pages), 73-74

Felten vs. RIAA case, 22

file formats
. crx file format, 202-204
Microsoft Word file format, 200
reversing, 202-204

file-backed section object, 78

FileMon system-monitoring tool,

130
finding crackmes, 420

firmware malware, 279-280
flags
carry flag (CF), 520-521
defined, 519
EFLAGS register, 519-520
overflow flag (OF), 520-521
parity flag (PF), 521
sign flag (SF), 521
status flags, 4647
system flags, 46—47
zero flag (ZF), 521
flow analysis
data propagation, 468—470
data type propagation, 471-474
defined, 466-467
register variable identification,
470-471
single static assignment (SSA),
467-468
flow control
conditional blocks, 32
defined, 32
loops, 33
low-level implementation, 43—44
switch blocks, 33
front end of decompilers
basic block (BB), 464-466
function of, 463
semantic analysis, 463-464
function calls
assembly language instructions, 51
stack, 42
“ A Functional Taxonomy for Soft-
ware Watermarking”, J. Nagra, C.
Thomboroson, and C. Colberg,
322
function-level working-set tuning,
515-517
functions
alldiv, 530-534
allmul, 530
calling, 487
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Cryptex command-line data
encryption tool, 205-207
defined, 486
epilogues, 486
(-functions, 468
imported, 487-488
internal, 487
intrinsic string-manipulation func-
tions, 249-250
library functions, 475-476
prologues, 486
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Table, 193-194
RtlGetElementGenericTable
disassembly, 153-155
initialization, 155-159
logic and structure, 159-161
search loop 1, 161-163
search loop 2, 163-164
search loop 3, 164-165
search loop 4, 165
setup, 155-159
source code, 165-168
RtlInitializeGenericTable,
146-151
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Table, 168-170
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152-153
RtlLocateNodeGenericTable,
170-178
RtlLookupElementGeneric
Table, 188-193
Rt1NumberGenericTable
Elements, 151-152
RtlRealInsertElement
Worker, 178-186
RtlSplay, 185-188
virtual functions, 557-560
(-functions, 468
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GCC (GNU C Compiler) and G++
(GNU C++ Compiler) version
3.3.1 compiler, 59
General Method of Program Code
Obfuscation, Gregory Wroblewski,
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generic data structures, 547-548
generic data type arrays, 548
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callbacks prototypes, 195
definition, 145-146, 194-196
function prototypes, 196
internal data structures, 195
RtlDeleteElementGeneric
Table function, 193-194
RtlGetElementGenericTable
function
disassembly, 153-155
initialization, 155-159
logic and structure, 159-161
search loop 1, 161-163
search loop 2, 163-164
search loop 3, 164-165
search loop 4, 165
setup, 155-159
source code, 165-168
RtlInitializeGenericTable
function, 146-151
RtlInsertElementGeneric
Table function, 168-170
RtlIsGenericTableEmpty
function, 152-153
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function, 170-178
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RtlRealInsertElementWorker
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RtlSplay function, 185-188
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prises), 18
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global variables, 542

GNU C Compiler (GCC) and GNU
C++ Compiler (G++) compilers,
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Grier, Aaron, Automatic Detection and
Prevention of Buffer-Overflow
Attacks, 252

ground rules for reversing sessions,
142-143
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Hacarmy.D, Trojan/Backdoor pro-
gram, 285-305

Hack SDMI challenge, 22

handles, 81

hardware breakpoints, 331-332

hardware exceptions, 105

hardware-based copy protection
technologies, 316-317

heap, 42

heap overflows, 255-256

Hex Workshop (BreakPoint Soft-
ware, Inc.), 131-132

high-level data management, 38

high-level languages, 33-37

Hinton, Heather, Automatic Detection
and Prevention of Buffer-Overflow
Attacks, 252
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IA-32 decompilers, 477
TA-32 instructions
ADC, 529
ADD, 49-50, 522, 529
CALL, 51, 487, 540
CDQ, 535
CMP, 50, 480-483
Conditional Move (CMOVcc),
514-515

DIV, 49-50, 524
DIV/IDIV, 524
ENTER, 538-540
IDIV, 49-50, 524
IMUL, 49-50, 523
int 3,331
Jcc, 51
LEA, 522
LEAVE, 538, 540
MOV, 49
MOVSX, 535
MOVzX, 534-535
MUL, 49-50, 523
opcode (operation code), 47
operands, 47-48
RET, 51, 540
SBB, 529
Set Byte on Condition (SETcc),
513-514
SUB, 49-50, 522, 529
SYSENTER, 394
IA-32 Intel Architecture Software
Developer’s Manual, Volume 2A and
Volume 2B reference manuals, 48
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defined, 39, 44-45
EAX, 45-46
EBP, 45-46
EBX, 45-46
ECX, 45-46
EDI, 45-46
EDX, 45-46
EFLAGS, 46, 519-520
ESI, 45-46
ESP, 45-46
IDA (Interactive Disassembler),
112-115, 121
IDC, BSA and IDC Global Software
Piracy Study, 310
IDIV instruction, 49-50, 524
IIS Indexing Service Vulnerability,
262-271
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IL (Intermediate Language)
activation records, 430
add instruction, 432
beq instruction, 432
bge instruction, 432
bgt instruction, 432
ble instruction, 432
blt instruction, 432
bne instruction, 432
box instruction, 432
br instruction, 432
C#, 36-37
call instruction, 431
code samples

counting items, 433-435

linked lists, 436443
details, 424
div instruction, 432
evaluation stack, 430
ldarg instruction, 431
1dc instruction, 431
1df1d instruction, 431
1dloc instruction, 431
mul instruction, 432
NET executables, 429
newarr instruction, 433
newobj instruction, 433
ret instruction, 431
starg instruction, 431
stfld instruction, 431
stloc instruction, 431
sub instruction, 432
switch instruction, 432
unbox instruction, 432

ILDasm, 115-116

imported functions, 487488

imported variables, 544-546

IMUL instruction, 49-50, 523-524

information theft, 281

information-stealing worms,

278-279
inheritance, 29

inherited classes, 555-556
inlining, 353, 419
input/output system (Windows
operating system), 103-104

instruction sets for decompilers, 460
instructions (IA-32)

ADC, 529

ADD, 49-50, 522, 529

CALL, 51, 487, 540
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CMP, 50, 480483
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514-515

DIV, 49-50, 524

DIV/IDIV, 524

ENTER, 538-540

IDIV, 49-50, 524

IMUL, 49-50, 523

int 3,331

Jcc, 51

LEA, 522

LEAVE, 538, 540

MOV, 49

MOVSX, 535

MOVZX, 534-535

MUL, 49-50, 523

opcode (operation code), 47

operands, 47-48

RET, 51, 540

SBB, 529

Set Byte on Condition (SETcc),

513-514
SUB, 49-50, 522, 529
SYSENTER, 394

instructions (MSIL)

add, 432
beq, 432
bge, 432
bgt, 432
ble, 432
blt, 432
bne, 432
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br, 432

call, 431
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1d4f14d, 431

ldloc, 431

mul, 432

newarr, 433

newobj, 433

ret, 431

starg, 431

stfld, 431
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sub, 432

switch, 432

unbox, 432
int 3 instruction, 331
integer overflows, 256260
Intel

assembly language notation, 49
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Overview, 319
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Interactive Disassembler (IDA),
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