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Actions menu, 412
Actions page
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in migration preparation, 86, 91

permissions, 74
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Active Directory Application Mode (ADAM)
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Active Directory Migration Tool (ADMT), 156
Active Directory Services Interface (ADSI), 55
Active Directory Users and Computers (ADUC),

54–55, 81–82, 81, 247
active-passive clusters, 379
Active status in Queue Viewer, 410
ActiveSync. See Exchange ActiveSync (EAS)
/AdamLdapPort option, 125
/AdamSslPort option, 125
Add Blocked IP Address — CIDR dialog box, 505,

505
Add Delegate Wizard, 77
Add Exchange Administrator dialog box, 322, 323
Add-MailboxPermission cmdlet, 167, 283
Add New E-mail Account Wizard, 16, 17
Add-PublicFolderAdministrativePermission

cmdlet, 337–338
Add-PublicFolderClientPermission cmdlet, 338
Add/Remove Columns dialog box, 71, 72
AddReplicaToPFRecursive.ps1 script, 338
AddressListMembership property, 310
AddUsersToPFRecursive.ps1 script, 338
administration, 53

architecture. See management architecture
groups, 73–74, 73–74, 76–77, 76–77
interface improvements, 2
migration, 77–82, 78, 80–82
permissions, 73–77, 73–74, 76–77
public folders, 323–324, 323
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summary, 82–83

CO
PYRIG

HTED
 M

ATERIA
L



528 ADSIEDIT UTILITY • BIG FIVE MANAGEMENT TASKS

ADSIEdit utility, 140, 140
Advanced Backup Options dialog box, 432–433,

433
Advanced page

Exchange ActiveSync, 482, 485
mail-enabled groups, 251, 253

Advanced TCP/IP Settings dialog box, 460, 460
Age Limits property, 320
alias (CNAME) records, 194
Alias field, 222
alias names, 97
All Public Folders folder, 324–327, 325–326
allocation of disk drives, 347
allow lists, 41, 505–507, 505, 507
-AllowMerge option, 165–166
AMD64 processors, 107
anonymous e-mail in SMTP, 197–198, 197
Anonymous Users option

Hub Transport servers, 523–524, 524
Receive connectors, 497

Anti Spam Migration Tool, 505
antispam protection, 503

changes and improvements, 40–42, 40
content filtering, 510–514, 511–514
deployment options, 503–504
Edge Transport servers, 517–522, 520–521
features, 504–505
Hub Transport servers, 522–524, 523–524
IP block and allow lists, 505–507, 505, 507
IP list providers, 506–507, 507
sender and recipient filtering, 509–510, 512
Sender ID feature, 508
Sender Reputation feature, 508–509, 510–511
summary, 525
transport rule filters, 514–516, 515–516
user education for, 524–525

antispoofing features, 508
antivirus scans, 409
application resiliency, 369
At the Following Time setting, 205
attachment filters, 41

-AttachmentFilenames option, 166
attributes

Active Directory, 227, 228
filter, 68–69
public folders, 335–336

Authentication page
Exchange ActiveSync, 480, 481
OWA, 467, 467

authoritative domains, 202
auto-accept policies, 293
AutoAccept option, 308
Autodiscover service, 445–446

advanced scenarios, 451–452
external, 448–449, 448
internal, 446, 447
process and configuration, 449–451
testing, 452, 452

AutomateProcessing property, 308, 310
automatic configuration of Outlook 2007, 16–18,

17
Automatically Create a Send Connector for This

Edge Subscription option, 520
Automatically Process Meeting Requests and

Cancellations option, 301
Automatically Update E-Mail Addresses Based

on Email Address Policy option, 231
AutoUpdate option, 308
availability. See high availability
Availability service, 452–456, 453, 455

B
Background Intelligent Transfer Service (BITS), 26
Backup Job Information dialog box, 431
backup software in migration preparation, 92
backups, 429

frequency, schedules, and rotation, 430, 431
types, 429–430
verifying, 435–438, 435–437
Windows Backup, 431–434, 432–435

Best Practices Analyzer (BPA) tool, 66
big five management tasks, 408
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block lists, 41, 505–507, 505, 507
Block messages sent to recipients not listed in the

Global Address List option, 510
blogs, 102
booking resources, 289–290, 300

EMS, 306–309
OWA for, 301–306, 301, 306

Boolean properties, 276
bridgeheads, 143, 144
built-in Windows security groups, 76–77, 76–77
bulk manipulation of objects, 283–285
ByteSize properties, 276

C
calendaring features, 19
Cancel Tasks That Are Still Running After

(Hours) option, 240
case sensitivity in EMS, 170
certificate authorities, 97
certificates, 456, 457

in migration, 97–98
with SANs, 457–462, 458–462

chain e-mails, 525
changes and improvements

antispam features, 40–42, 40
databases and transaction logs, 31–32
editions and licensing, 43–45
message security features, 37–40, 38–39
OWA, 42–43, 42–43
Send and Receive connectors, 32–33, 32–33
server roles, 24–31, 25
service names, 33–37, 34

checklists for migration, 149–153, 150, 152
Clean-MailboxDatabase cmdlet, 244
Clean-MailDatabase cmdlet, 360
Clear-ActiveSyncDevice cmdlet, 485
client access licenses (CALs), 44
Client Access servers, 439

Autodiscover service. See Autodiscover
service

Availability service, 452–456, 453, 455

certificates, 456–462, 457–462
checklist for, 149–150
client redirection, 444, 445
Exchange 2003 interoperability, 445
IMAP and POP3 protocols, 474–483, 475–477
installation order, 106
intra-organization migration, 147
LAN position, 440–445, 441–443, 445
memory and processor requirements, 109–110
Outlook Anywhere, 463–465, 463–465
overview, 28–31, 104
OWA, 466–474
proxying, 441–444, 441–443
RAM requirements, 47
size, 440
summary, 486
version requirements, 439–440

Client Access subcontainer, 63, 63
Client Settings page, 322, 323, 361–362, 362
clients

in migration preparation, 90, 90
redirection, 444, 445

cluster continuous replication
(CCR)

availability, 372–373, 377
overview, 4–6, 5, 380–382, 381

cluster server recovery, 405
clustered mailbox server (CMS), 379
clusters, 377

CCR
availability, 372–373, 377
overview, 4–6, 5, 380–382, 381

LCR. See local continuous replication (LCR)
overview, 377–379
SCC, 379–380, 380
SCR. See standby continuous replication (SCR)

cmdlets
vs. commands, 173
parameters, 173–174
public folder databases, 322
recipients, 265–266
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resource mailboxes, 294, 296
storage groups, 316

CNAME (alias) records, 194
coexistence in migration, 149
Collaborative Data Objects/Collaborative Data

Objects for Exchange (CDO/CDOEx), 55
Collaborative Data Objects for Exchange

Management (CDOExM), 55
combined function servers, 7
combining roles, 105–106
command-line installation, 119–125
command syntax in EMS, 170–175
commands vs. cmdlets, 173
compatibility with Active Directory, 141
Completion page

e-mail address policies, 211, 212
Move Database Path Wizard, 357
New Mail User Wizard, 262
New Mailbox Database Wizard, 355
New Mailbox Wizard, 225, 291
New Public Folder Database Wizard, 317, 318
New Storage Group Wizard, 314–315,

350–351, 351
setup, 119, 120
Update Storage Group Copy Wizard, 392,

392
complexity vs. supportability, 369–370
components, 34–37
Conditions page, 208–209, 209

New Dynamic Distribution Group Wizard,
255–256, 255–256

transport filter rules, 515, 515
configuration data for management interfaces,

58
Configuration Summary screen, 226–227, 227
-Confirm parameter, 174
Connect-Mailbox cmdlet, 247, 360
Connect Mailbox Wizard, 245, 246
Connect to Microsoft Exchange Using HTTP

option, 465
Connect to Server option, 244

connectivity logs, 418–420, 419
connectors

behavioral problems, 131–132
changes and improvements, 32–33, 32–33
e-mail routing, 492–498, 493–497
logging, 500–502, 501
in migration, 130

Contact Information page, 259, 259
contacts, 257, 257–258

mail-enabled contacts, 258–262, 258–261
mail-enabled users, 261–263, 262–263

content filtering, 40, 510–514, 511–514
Content Filtering Properties dialog box,

510–514, 511, 513–514
-ContentKeywords option, 166
contingency of operations plans (COOP), 369
continuous backup feature, 3
continuous replication

CCR
availability, 372–373, 377
overview, 4–6, 5, 380–382, 381

LCR. See local continuous replication (LCR)
operation, 2–3, 3
overview, 377–379
SCC, 379–380, 380
SCR. See standby continuous replication (SCR)

converting
distribution groups to universal groups,

285–287, 286
mailboxes, 309–310
recipient polices, 211–212

copy backups, 430
CPU-Z program, 10, 10, 92, 93
Create New Folder dialog box, 325, 325
-Credential parameter, 174
CSV file output, 177
Custom Address screen, 231, 231
Custom Attributes dialog box, 237, 237
Custom option for Send connectors, 493
Custom Words page, 513, 513
Customize View dialog box, 69, 69, 72, 72
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D
daily and weekly management, 407

backups, 429
frequency, schedules, and rotation, 430,

431
types, 429–430
verifying, 435–438, 435–437
Windows Backup, 431–434, 432–435

diagnostics logging, 415–418, 416
message tracking, 424–429, 426–428
monitoring queues, 409–415, 409, 412–414
protocol logs, 418

connectivity logging, 418–420, 419
Send and Receive logs, 420–424, 421–423

summary, 438
tasks, 407–409

data collection in migration preparation, 94–96
Database Can Be Overwritten by a Restore

option, 358
Database Management page, 348
Database Recovery Management tool, 66
Database Troubleshooter tool, 66
databases

changes and improvements, 31–32
defragmenting, 408–409
mailbox

creating, 354–357, 355–357
properties, 357–364, 358–362
recovery, 405
sizing, 345–346

naming, 374–376
public folders

creating, 314–318, 315–318
managing, 336–337
properties, 318–322, 319–322

-Debug parameter, 174
dedicated recovery servers, 405
Default Public Folder Database setting, 361
default public folder servers, 322–323
defragmenting databases, 408–409
delegation, Active Directory preparation for, 123

deleted mailboxes, reconnecting, 244–247, 245–246
deleting mailboxes, 242–244, 243–244, 281–282
Deletion Settings section, 360
Deliver Message to Both Forwarding Address

and Mailbox option, 234
delivery of messages

Hub Transport servers for, 27
restriction properties, 231–234

Delivery Options page, 234–235, 234
Delivery Type column in Queue Viewer, 410
deployment scenarios for SCR, 400, 400–401
Details Templates Editor, 66
Device page, 482, 484
diagnostics logging, 415–418, 416
differential backups, 429
Direct Push feature, 478–479
directing EMS output, 178–180
Directory Security page, 470
Disable-Mailbox cmdlet, 281
Disable-MailPublicFolder cmdlet, 335
Disable option for mailbox deletion, 243–244, 244
Disable verbs in EMS, 171
Disabled status

LCR, 387
SCR, 404

disabling Send and Receive logs, 420–424, 421–423
disaster recovery tools in migration preparation,

92
Disconnected Mailbox container, 244–245
disk space

allocation, 347
in migration preparation, 92
requirements, 50
in sizing storage groups and databases,

341–345, 343
Dismount-Database cmdlet, 395
Dismount verbs in EMS, 171
distributed real-time block lists (DRBLs), 506
Distribution Group container, 248
distribution groups, 247–248, 285–287, 286
DMZ networks, 503
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DNS block lists (DNSBLs), 506
DNS for SMTP, 193–194
Do Not Apply option, 205
Do Not Mount This Database at Startup option,

358
Do Not Permanently Delete Items Until the

Database Has Been Backed Up option, 320, 361
Do Not Permanently Delete Items Until You Back

Up the Database option, 232
Do Not Send Delivery Reports option, 253
Does Not Contain operator, 68
Does Not Equal operator, 68
dollar signs ($) for variables, 180
domain local groups, 247
Domain Security feature, 39–40
/DomainController option, 121
-DomainController parameter, 174
domains

e-mail address policies, 204
e-mail routing, 490–492, 491–492
Edge Transport servers, 521
from recipient policies, 97
SMTP, 198–203, 198–202

drive letters, 376
Dynamic Distribution Group Preview dialog box,

255, 256
dynamic distribution groups (DDGs), 253–256,

254–256
DynamicDistributionGroup recipients, 217

E
e-mail, 193

address policies, 203, 203, 229–231, 230–231
changing, 203–207, 204–207
converting, 211–212
creating, 207–211, 208–211

connectivity in migration, 98
recipient polices, 211–212
routing, 487

accepted and remote domains, 490–492,
491–492

improvements, 487–488
internal, 488–489, 489–490
logging, 498–502, 499–501
Receive connectors, 496–498, 496–497
Send connectors, 492–496, 493–495
summary, 502

SMTP. See SMTP
spam. See antispam protection
summary, 212–213

E-Mail Address Local Part option, 204
E-mail Address Policies page, 78, 78, 203–204,

203
E-Mail Address Policy Preview dialog box,

209–210, 210
E-Mail Addresses page

EMC objects, 229, 230
mail-enabled groups, 250, 251
mail-enabled users, 263, 264
new policies, 210–211
policy changes, 204–206, 204–205, 207
public folders, 330, 332

Edge Subscriptions, 517–521, 520–521
Edge Transport servers

antispam protection, 40–41, 40, 517–522,
520–521

filter rules, 514
installation order, 106
memory and processor requirements,

112–113
overview, 29–31, 105
perimeter networks, 503
RAM requirements, 47
Receive connectors, 498
smarthosts, 494

EdgeSync process, 517, 521
Edit E-mail Address Policy screen, 204–205, 204,

206
editions and licensing changes and

improvements, 43–45
education for antispam protection, 524–525
EMS. See Exchange Management Shell (EMS)
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Enable-DatabaseCopy cmdlet, 386
Enable-ExchangeCertificate-ThumbPrintValue-

Services cmdlet, 459
Enable Local Continuous Replication task, 384
Enable-Mailbox cmdlet, 281, 297
Enable-MailPublicFolder cmdlet, 336
Enable page, 385, 386
Enable Storage Group Local Continuous

Replication Wizard, 384–385, 384–385
Enable-StorageGroup cmdlet, 386
Enable-StorageGroupCopy cmdlet, 400, 402
Enable verbs in EMS, 171
/EnableLegacyOutlook option, 125, 312
enabling

LCR, 384–385, 384–386
Outlook Anywhere, 463–464, 464
SCR, 400, 402, 403
Send and Receive logs, 420–424, 421–423

encoded messages, 39
encryption, 38–39, 39
Ends With operator, 68
Engineering Mailboxes page, 385
Enhance section in GUI installation, 114
-eq operator, 176
Equals operator, 68
Equipment Mailbox option, 220
EquipmentMailbox recipients, 216
error recovery, LCR for, 393–397, 394
ESE (Extensible Storage Engine), 31, 436–438,

437
ESX Server, 135
Event pages in LCR, 389, 390, 394, 394
events. See logs and logging
Exceptions page, 514, 514, 516, 516
Exchange 5.5 migrations, 129–130
Exchange 2000 migration preparation, 86
Exchange 2003

Client Access server interoperability, 445
migration preparation, 86

Exchange 2007 Planning & Architecture Guide,
102

Exchange ActiveSync (EAS), 478–479, 478
Client Access server for, 28
configuring, 480, 480–481
features, 21–24, 22
mailbox policies, 481–483, 482–485
mobile device management, 485

Exchange ActiveSync Mailbox Policy field,
222

Exchange Administrative Group, 141, 313
Exchange Administrator role, 75
Exchange Best Practices Analyzer (ExBPA),

142
Exchange features documentation in migration,

89–90
Exchange Full Administrator role, 75
Exchange General page, 81–82, 81, 330, 331
Exchange Installable File System (ExIFS), 56
Exchange Load Generator tool, 103
Exchange Management Console (EMC), 59, 60

actions pane, 63–65, 64–65
customization, 68–73, 69–72
filters, 67–68, 68
mailbox assignment, 219–226, 220–226
mailbox moving, 240–242, 241–243
migration, 82, 82
navigation tree, 60–61, 60
resource mailboxes, 290–294, 291–295
results pane, 61, 62
work pane, 61–63, 62–63

Exchange Management Shell (EMS), 169–170
command syntax, 170–175
directing output, 178–180
filters, 175–176, 175
formatting, 176–178, 177
help, 181–191, 181–182
object orientation, 175
vs. PowerShell, 173
for public folders, 333–339
for recipients, 264–265

bulk manipulation, 283–285
cmdlets, 265–266
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converting distribution groups to
universal groups, 285–287, 286

identity, 266–267
mailboxes, 281–283
properties, 267–280
scripting accounts, 287

resource booking policies, 306–309
resource mailboxes, 294–300
summary, 191–192
variables, 180–181

Exchange Object Linking and Embedding
Database (ExOLEDB), 56

Exchange Organization Administrator role, 76
Exchange Organization Administrators group, 77
Exchange Public Folder Administrator role, 75
Exchange Public Folder Administrators group, 77
Exchange Recipient Administrator role, 75
Exchange Recipient Administrators group, 76
Exchange Routing Group, 141
Exchange Server Administrator role, 75
Exchange Server Stress and Performance tool, 103
Exchange Servers group, 76
Exchange System Manager (ESM) console, 54–55,

54–55
Exchange Team blogs, 136
Exchange Troubleshooting Assistant, 425–429,

426–428
Exchange View-Only Administrators group, 76
Exchange View-Only Administrators role, 75
Exchange virtual server (EVS), 379
Exchange Web forms, 56
Exchange WMI classes, 56
ExchangeLegacyInterop group, 141
-ExcludeFolders option, 166
existing system data in migration, 136
ExMerge tool, 157
expansion, message, 251
Expert level in diagnostics logging, 418
Export-AutoDiscoverConfig-TargetForestDomain

Controller cmdlet, 452
Export-Clixml cmdlet, 177

Export-Csv cmdlet, 177–178
Export-Message cmdlet, 414
Export-Xml cmdlet, 178
Extended Memory 64 Technology (EM64 T), 107
Extensible Storage Engine (ESE), 31, 436–438, 437
external Autodiscover service, 448–449, 448
External E-Mail Address type, 263
external relay domains, 203
ExternalURL parameter, 443–444, 450–451, 480

F
Failed status

LCR, 387
SCR, 404

fault tolerance, 368–369
file system requirements, 49
Filter page, 256, 256
Filter Settings page, 254, 254
filters

content, 40, 510–514, 511–514
dynamic distribution groups, 254–256,

254
EMC, 67–68, 68
EMS, 175–176, 175
senders and recipients, 509–510, 512
transport rule, 514–516, 515–516

firewalls with SMTP, 195
First Storage Group section, 63–64
five nines availability, 368
fluff factor in storage, 342, 345
fly over, 411
folders

naming, 376–377
public. See public folders

Folders container, 313
foreign connectors in migration, 131
Format-List cmdlet, 282
Format-Table (FT) cmdlet, 176–179, 177
formatting in EMS, 176–178, 177
forms-based authentication (FBA), 443, 460, 462,

472
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Forms Based Authentication page, 472
Forwarding Address section, 234
FQDNs with Hub Transport servers, 523–524,

524
Free/Busy information, 29, 453–454
front-end server architectures, 517
full backups, 429
Fusion tools, 135

G
-ge operator, 176
General page

backups, 430, 431
contacts, 260, 260
distribution groups, 285, 286
e-mail, 228, 229
Exchange ActiveSync, 480–481, 480, 482
mail-enabled users, 262, 263
mailbox databases, 357–358, 358
Mailbox Features, 235, 236
OWA, 467
protocol logs, 421, 421
public folder databases, 319
public folders, 328, 328
Queue Viewer, 414, 414
recipient policies, 199–200, 200
Send and Receive connector logging, 500–501,

501
Send connectors, 495, 495

Get-AcceptedDomain cmdlet, 202
Get-ActiveSyncDeviceStatistics cmdlet, 485
Get-Command cmdlet, 182
Get-Credential cmdlet, 162–163
Get-DistributionGroup cmdlet, 207, 276–278,

284–286
Get-DistributionGroupMember cmdlet, 174, 179,

285–286
Get-EmailAddressPolicy cmdlet, 206
Get-EventLogLevel cmdlet, 416–417
Get-ExchangeServer cmdlet, 426
Get-Excommand cmdlet, 182
Get-Help cmdlet, 182–184, 279

Get-Mailbox cmdlet
bulk manipulation, 285
e-mail addresses, 207
filtering, 175–176, 175
formatting, 176–178
help, 184
identity, 266–267
mailbox access, 282–283
resource booking, 306, 308
source mailboxes, 298, 300
syntax, 170–173

Get-MailboxCalendarSettings cmdlet, 307
Get-MailboxDatabase cmdlet, 244, 354, 362–364,

396, 437
Get-MailboxStatistics cmdlet, 170, 179–180,

184–190
Get-MailContact cmdlet, 207
Get-MailPublicFolder cmdlet, 336–337
Get-Message cmdlet, 414–415
Get-MessageTrackingLog cmdlet, 428
Get-PSCommand cmdlet, 182
Get-PublicFolder cmdlet, 334
Get-PublicFolderAdministrativePermission

cmdlet, 338
Get-PublicFolderDatabase cmdlet, 336
Get-PublicFolderStatistics cmdlet, 334
Get-Queue cmdlet, 411–412
Get-ResourceConfig cmdlet, 299
Get-SendConnector cmdlet, 421
Get-Service cmdlet, 474, 475
Get-StorageGroup cmdlet, 348–349, 352–353,

395–396
Get-StorageGroupCopyStatus cmdlet, 387–388,

390, 399, 403–404
Get-TransportServer cmdlet, 423–425, 498, 501
Get verbs in EMS, 171
getMessageTrackingLog cmdlet, 498
GetTransportServer cmdlet, 419–420
Ghost program, 136
global groups, 247
-GlobalCatalog option, 162
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goals, migration, 87–89, 94
graphical user interface (GUI) installation setup,

114–119, 114–115, 117–120
Group Information page, 249–250, 249
groups

administrative, 73–74, 73–74, 76–77, 76–77
distribution, 247–248, 285–287, 286
mail-enabled, 247–248, 247

creating, 248–250, 248–249
dynamic distribution groups, 253–256,

254–256
managing, 250–253, 250–253
in migration, 97

routing, 80, 81, 130
storage. See storage groups

growth, planning for, 344–345
-gt operator, 176

H
hardware

configuration tiers, 106–107
memory and processor requirements, 107
in migration, 134–135
in migration preparation, 92, 93
requirements, 45–50
setup, 106–113

health checks in LCR, 386–388, 387
Healthy status

LCR, 387
SCR, 404

help in EMS, 181–191, 181–182
Hide from Exchange Address List option, 330
Hide from Exchange Address Lists option, 235
Hide Group from Exchange Address Lists option,

252
high availability, 365–366

clusters. See clusters
goals, 366
naming standards, 374–377
options, 371–373
processes for, 371

reliability, availability, and resiliency, 366–371
with SCR, 6–7

High level in diagnostics logging, 418
hostname (A) records, 194
hotfixes, 115–116
HTML e-mails, 525
Hub Transport servers

antispam protection, 504, 522–524, 523–524
checklist for, 150–151
colocating, 105
copying Edge Subscription files to, 519–521,

520
Edge Serve communication with, 518
filter rules, 514
installation order, 106
internal e-mail routing, 488–489, 489
intra-organization migration, 143, 147
memory and processor requirements, 110–111
overview, 26–28, 104
protocol logs, 422–423
RAM requirements, 47
Receive connectors, 496–497
SANs for, 347
Send connectors, 495
for SMTP, 475

I
-Identity option, 170–174, 266–267
If the Media Is Overwritten, Use This Label to

Identify the Media option, 432
iisstart.htm file, 471, 471
IMAP protocol, 29, 474–483, 475–483
Import-ExchangeCertificate cmdlet,

459
Import-Mailbox cmdlet, 157, 167
importing Personal Store files, 166–167
in-house software in migration, 91–92
in-place upgrades, 127–129
Include All Subdomains option, 494
-IncludeFolders option, 166
incremental backups, 429
Initializing status in SCR, 404
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Install-AntispamAgents.ps1 script, 524
Install section in GUI installation, 114
installation, 101

command-line, 119–125
graphical, 114–119, 114–115, 117–120
hardware setup, 106–113
post-installation steps, 125, 126
references and resources, 102
server role selection, 103–106, 119–120,

119–120
servers, 123–125
setup process, 113–114
startup steps, 101–102
test labs for, 103

Installation Type screen, 117–118, 118
integer properties for recipients, 276
Intelligent Message Filter (IMF), 40, 505, 510
inter-organization migration, 155

approach, 155–156
interoperability, 157–159
mailbox moving, 160–166, 163–165
Personal Store data, 166–167
preparing for, 159–160
summary, 167
tools, 156–157

internal Autodiscover service, 446, 447
internal e-mail routing, 488–489, 489–490
internal/external out-of-office messages, 11
Internal option for Send connectors, 493
internal relay domains, 203
internal Send connectors, 33
InternalURL parameter, 443–444, 450, 480
Internet e-mail, 193–195, 194, 196
Internet option for Send connectors, 493
Internet Send connectors, 495, 495
interoperability

Client Access server, 445
inter-organization migration, 157–159

interviews in migration preparation,
94

intimidation factor of clusters, 379

intra-organization migration, 127
Active Directory, 138–141, 138, 140
Exchange 5.5 migration, 129–130
installation checklist, 149–153, 150, 152
legacy Exchange and third party services,

132–133
messaging connectors in, 130–132
new features in, 128
server installation, 141–149, 142, 144, 146, 148
summary, 153
testing, 133–138
upgrades vs. migrations, 127–133

intranets, Client Access server for, 29
IntraOrgConnectorProtocolLoggingLevel

property, 423
Introduction page

Enable Storage Group Local Continuous
Replication Wizard, 384, 384

Move Database Path Wizard, 357, 357
New Distribution Group Wizard, 248–249,

248
New Dynamic Distribution Group Wizard,

254, 254
New Mail Contact Wizard, 259
New Mail User Wizard, 261
New Storage Group Wizard, 350
transport filter rules, 514, 515

IP addresses
block and allow lists, 505–507, 505, 507
list providers, 506–507, 507
with SMTP, 195

IP Settings page, 460, 460
Is Not Present operator, 68
Is Present operator, 68
IsResource property, 306, 309
Issue Warning and Prohibit Post setting, 319
Issue Warning at (KB) setting, 232, 359–360,

361

J
Journal Recipient option, 357
journaling new features, 14, 15
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K
Keep Deleted Items for (Days) setting, 360
Keep Deleted Mailboxes for (Days) setting, 360

L
languages in OWA, 472, 473
Last Error column in Queue Viewer, 411
Last Full Backup information, 357
Last Incremental Backup information, 357
-le operator, 176
leapfrogging migrations, 129–130
legacy Exchange services in migration, 132–133
legacy servers in migration, 141
legacyExchangeDN attribute, 165
LegacyMailbox recipients, 216
/LegacyRoutingServer option, 125, 143
levels in diagnostics logging, 416–418
license key, 117, 117
light-switch migration, 157–158
-like operator, 176
Limits page

mailbox databases, 359–360, 359
public folder databases, 319, 320, 329, 330

link state suppression, 143
Linked Mailbox option, 220
LinkedMailbox recipients, 216
list providers, IP, 506–507, 507
local continuous replication (LCR), 3–4, 4, 372,

382–383
configuring, 383–386, 384–386
health checks, 386–388, 387
for recovery, 393–397, 394
requirements, 383
resynchronizing, 391–393, 392
suspending and resuming, 388–391, 388–390

log shipping technology, 2, 398
logs and logging

diagnostics, 415–418, 416
e-mail routing, 498

Message Tracking Tool, 498–499,
499–500

Send and Receive connectors, 500–502,
501

verbose connectivity, 499–500, 500
message tracking, 424–425
protocol, 418

connectivity logging, 418–420, 419
Send and Receive logs, 420–424, 421–423

SCR, 398–399, 399
transaction, 2–3, 3, 31–32

Low level in diagnostics logging, 418
Lowest level in diagnostics logging, 418
-lt operator, 176

M
Mail Contact container, 261
Mail Enable task, 329–330
mail-enabled contacts, 258–262, 258–261
mail-enabled groups, 247–248, 247

creating, 248–250, 248–249
dynamic distribution groups, 253–256,

254–256
managing, 250–253, 250–253
in migration, 97

mail-enabled users, 259, 261–263, 262–263
mail exchanger (MX) records, 193–196, 194, 196
mail feature combinations, 18
Mail Flow Settings page, 233, 250
Mail Flow Troubleshooter, 66
Mail Migration Wizard, 157
mail routing in migration preparation, 90
Mail Settings page, 259, 260, 262, 262
Mailbox Database field, 222
Mailbox Database Properties, 357
mailbox-enabled users, 215–217, 216

basics, 217–218, 218–219
mailboxes

assigning, 219–226, 220–226
deleting, 242–244, 243–244
moving, 239–242, 241–243
permissions, 238, 239
reconnecting, 244–247, 245–246
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properties, 226–227, 227

Active Directory, 227, 228

e-mail, 228–237, 229–237

Send As permissions, 237–238

mailbox-enabling users, 219
Mailbox Features page, 235–236, 236, 475–476, 476

Mailbox servers
checklist for, 151

colocating, 105

installation order, 106
intra-organization migration, 147–148

memory and processor requirements, 108–109

overview, 26, 104

RAM requirements, 47–49

Mailbox Settings page, 221–223, 223, 232, 235, 245,
246, 291

Mailbox subcontainer, 64–65, 65

mailboxes
access to, 282–283

assigning, 219–226, 220–226

converting, 309–310

creating and deleting, 281–282

databases
creating, 354–357, 355–357

properties, 357–364, 358–362

recovery, 405
sizing, 345–346

deleting, 242–244, 243–244

Exchange ActiveSync policies, 481–483,
482–485

intra-organization migration, 148
moving, 160, 239–242, 241–243

permissions, 238, 239

properties, 231–234, 282

reconnecting, 244–247, 245–246

resource. See resource mailboxes
size requirements, 342–345, 343

MailContact recipients, 217
MailForestContact recipients, 217
MailNonUniversalGroup recipients, 217

MailUniversalDistributionGroup recipients,
217

MailUniversalSecurityGroup recipients, 217
MailUser recipients, 217
maintenance and availability, 367–368
Manage Full Access Permission Wizard, 238,

293–294, 295
Manage Send As Permission Wizard, 238, 238
Managed Folder Mailbox Policy field, 222
management architecture

Exchange Management Console, 59–65, 60,
62–65

customization, 68–73, 69–72
filters, 67–68, 68

interfaces, 53–54
Exchange System Manager console, 54–55,

54–55
overview, 57–59, 58–59

Toolbox work center, 66–67, 66
Matching User or the Existing User option, 245
Maximum hardware configuration, 46, 107
MaxReceiveSize property, 179
MaxSendSize property, 179
Medium level in diagnostics logging, 418
memory requirements, 47–49, 107

Client Access servers, 109–110
Edge Transport servers, 112–113
Hub Transport servers, 110–111
Mailbox servers, 108–109
Unified Messaging servers, 111–112

Message Delivery Restrictions screen, 233, 233,
250, 251

Message Size Restrictions screen, 232, 233, 250,
250

Message Tracking Parameters screen, 426–429,
426–428, 499

Message Tracking Results screen, 427, 427
Message Tracking tool, 67, 498–499, 499–500
messages

classification, 12, 13
Hub Transport role for, 27
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hygiene functions
DMZs, 504
e-mail routing, 488
migration preparation, 90

restriction properties, 231–234, 233
routing in migration, 80, 81
security feature changes and improvements,

37–40, 38–39
tracking, 424

logs, 424–425
Message Tracking tool, 67, 498–499,

499–500
process, 425–429, 426–428

Messages page in Queue Viewer, 413
Messaging Application Programming Interface

(MAPI), 26
messaging connectors in migration, 130–132
messaging records management

new features, 13–14
policy, 235, 235

Messaging Records Management dialog box, 235,
235

Microsoft Exchange Proxy Settings dialog box,
465, 465

Microsoft Exchange Security Groups
organizational unit, 76, 76

Microsoft Exchange Server TechCenter, 102
Microsoft Management Console (MMC) 3.0, 115
Microsoft Security and Feature Pack (MSFP),

21
Microsoft Virtual Server tool, 134
Microsoft Windows PowerShell, 115
migration, 77–78

inter-organization. See inter-organization
migration

intra-organization. See intra-organization
migration

message routing and routing groups, 80, 81
preparation, 85

Active Directory and Exchange 2000/2003
prerequisites, 86

data collection, 94–96
example company, 93, 94
future needs considerations, 86–87
goals, 87–89, 94
inventory for, 89–92, 90, 93
lessons learned, 96–98
plans, 87–89
summary, 98–99

properties in, 78–79, 78
recipients, 80–82, 81–82
servers and permissions, 79–80, 80

Minimum hardware configuration, 45, 106
mission-critical e-mail, 514
mobile device management, 485
mode option, 123–124
Modified field in mailbox databases, 357
Modify Recipient Picker Scope option, 221
monitoring

queues, 409–415, 409, 412–414
SCR, 403–405

Mount-Database cmdlet, 318, 355–356
Mount verbs in EMS, 171
mouse over, 411
Move Database Path Wizard, 356–357, 356
Move-DatabasePath cmdlet, 357
Move-Mailbox cmdlet, 157, 160, 275

example, 162–165, 163–165
optional parameters, 165–166
permissions, 160–161
required parameters, 161–165, 163–165

Move Mailbox Wizard, 240–242, 241–243
Move-MailboxDatabase cmdlet, 364
Move Options page, 240, 241
Move Schedule page, 240, 242
Move Storage Group Path Wizard, 350–351,

350–351
Move-StorageGroupPath cmdlet, 350–351
Move verbs in EMS, 171
MoveAllReplicas.ps1 script, 339
moving

mailboxes, 160, 239–242, 241–243
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public folders, 313–314, 313
storage groups, 350–351, 350–351

multiserver intra-organization migrations,
145–149, 146, 148

N
name resolution, 27, 193–194
names and naming standards

for high availability, 374–377
in migration, 97
resource mailboxes, 291–292
services, 33–37, 34

navigation tree in EMC, 60–61, 60
-ne operator, 176
.NET Framework 2.0, 114–115, 115
network data protection, 38–39, 39
Network Settings page, 494
networked storage devices, 347
New Accepted Domain Wizard, 201–202, 202
New-AcceptedDomain cmdlet, 202
New Distribution Group Wizard, 248–250,

248–249
New Dynamic Distribution Group Wizard,

254–255, 254–255
New E-Mail Address Policy Wizard, 208–209, 208,

211–212
New Edge Subscription wizard, 520, 520
New-EdgeSubscription cmdlet, 519
New-EmailAddressPolicy cmdlet, 206, 211
New-ExchangeCertificate-GenerateRequest-

DomainNameemail cmdlet, 458
new features, 1–2

64-bit architecture, 9–10
administrative interface improvements, 2
automatic Outlook 2007 configuration, 16–18,

17
continuous replication, 2–7, 3–5, 8
message classification, 12, 13
messaging records management, 13–14
Outlook 2007 and Exchange Server 2007, 18–21
per-user journaling, 14, 15

room and equipment resource management,
7, 9, 9

schedulable and internal/external
out-of-office messages, 11

transport rules, 11–12, 12
unified messaging, 14–16, 15
Windows Mobile and ActiveSync device

support, 22
Windows Mobile and security, 21–24

New Folder option, 326
New Mail Contact Wizard, 259, 259
New Mail User Wizard, 261–262, 262
New-Mailbox cmdlet, 181, 182, 281–282, 291, 296
New Mailbox Database Wizard, 354–356, 355–356
New Mailbox Wizard

mailbox-enabled mailboxes, 218–226, 218–220,
222, 224–226

resource mailboxes, 290–292, 291–292
New-MailboxDatabase cmdlet, 355
New Object-User Wizard, 55, 55
New-OwaVirtualDirectory cmdlet, 460
New-OwaVirtualDirectory-OwaVersion cmdlet,

460–462, 460–462
New Public Folder Database Wizard, 317
New-PublicFolder cmdlet, 335
New-PublicFolderDatabase cmdlet, 317, 337
New Remote Domain option, 493
New-RoutingGroupConnector cmdlet, 144
New SMTP Send Connector dialog box, 493–494,

493–494
New Storage Group page, 349, 349
New Storage Group Wizard, 314–315, 315,

348–350
New-StorageGroup cmdlet, 315, 350
New Transport Rule Wizard, 514–516, 515–516
New verbs in EMS, 171
New Window From Here option, 71
/NewProvisionedServer option, 123
Next Hop Domain column in Queue Viewer,

410
non-delivery reports, 199, 199
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Not Supported status
LCR, 387
SCR, 404

-notlike operator, 176
nouns in EMS, 170, 172
-NTAccountOU option, 162
Ntdsutil tool, 121
Number of Failed Attempts Allowed setting, 482

O
object orientation in EMS, 175
offline address books (OABs), 362
Offline Address List distribution, 455–456
online maintenance of mailbox databases, 358
operating system requirements, 50–51
operators

EMC filters, 68
EMS filters, 176

opportunistic TLS, 39
optical media requirements, 49
order of server installation

in installation, 106
in migrations, 147–148

Organization Configuration work center, 61
Organization property page, 227, 228
organization-wide properties, 78, 78
organizational steps in migration, 151, 152
out-of-office features

new features, 11
Outlook Client and Exchange Server

combinations, 20
Outlook

Autodiscover for. See Autodiscover service
automatic configuration, 16–18, 17
new features, 18–21
for public folders, 324–327, 325–326

Outlook Anywhere, 28
Outlook Anywhere (RPC over HTTP), 463–465,

463–465
Outlook Web Access (OWA), 466

changes and improvements, 42–43,
42–43

and Client Access server, 28, 440, 443–445,
466–474

client experience, 472–474, 473–474
for resource booking policies, 301–306, 301, 306
URLs, 470–472, 471–472
virtual directory, 466–470, 466–470

output
directing, 178–180
formatting, 176–178, 177

outsourcing antispam protection, 504

P
page file size requirements, 50
Parallels tool, 134
parameters for cmdlets, 173–174
Partner option, 493
Pascal casing, 170
passive cluster nodes, 377
Password page, 482, 483
PBX-to-VoIP gateways, 16
per-user journaling, 14, 15
per-user safe senders lists, 41
Performance Monitor tool, 67
Performance Troubleshooter, 67
perimeter networks, 503
Permission Groups page, 32, 32, 497, 497
permissions

administrative, 74–77, 76–77
mailboxes, 238, 239, 282–283
migration, 79–80, 80
Move-Mailbox, 160–161
public folders, 330, 337–338
resource mailboxes, 293–294, 295

Permissions Group page, 522
Personal Store (PST) files, 166–167
PFDAVAdmin tool, 332–333
physical memory requirements, 47–49
pipe symbol (|) for output direction, 178
PlainTextAuthentication option, 476
PlainTextLogin option, 476
Plan section in GUI installation, 114
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plans, migration, 87–89
platforms, reliable, 370–371
Play on Phone option, 16
policies

domains and recipient, 198–200, 198–200
e-mail address, 203, 203, 229–231, 230–231

changing, 203–207, 204–207
converting, 211–212
creating, 207–211, 208–211

messaging records management, 235, 235
in migration, 97
resource booking, 300

EMS, 306–309
OWA for, 301–306, 301, 306

POP3 (Post Office Protocol 3), 28, 474–483, 475–483
post-installation steps, 125, 126
PowerShell

vs. EMS, 173
object orientation, 175

/PrepareAD option, 123, 139
/PrepareAllDomains option, 123, 139
/PrepareLegacyExchangePermissions option,

122, 139
/PrepareSchema option, 121–122, 139
Private Computer File Access page, 468
private networks in migration, 135
procedures for migration, 136–137
processor requirements, 46–47, 107

Client Access servers, 109–110
Edge Transport servers, 112–113
Hub Transport servers, 110–111
Mailbox servers, 108–109
Unified Messaging servers, 111–112

production infrastructure in migration, 135–136
Prohibit Send and Receive at (KB) setting, 232,

360
Prohibit Send at (KB) setting, 232, 359–360
properties in migration, 78–79, 78
protocol logs, 418

connectivity logging, 418–420, 419
Send and Receive logs, 420–424, 421–423

protocols in migration preparation, 90, 90
proxying Client Access server, 441–444, 441–443
Public Computer File Access page, 468, 469
Public Folder DAV Administrator, 332–333
Public Folder Management Console, 66, 327–330,

327–331
Public Folder Referral page, 320–321, 321
public folders, 311

administrators, 323–324, 323
attributes, 335–336
databases for

creating, 314–318, 315–318
managing, 336–337
properties, 318–322, 319–322

default servers, 322–323
EMS for, 333–339
in migration, 148
missing features, 312
moving, 313–314, 313
Outlook for, 324–327, 325–326
OWA, 472
permissions, 337–338
PFDAVAdmin tool, 332–333
Public Folder Management Console, 327–330,

327–331
replication, 331–332
scripts for, 338–339
summary, 339
support, 311–314

PublicFolder recipients, 217
pull models, 2, 398

Q
query-based distribution groups (QBDGs), 247
Quest Software Exchange Migration Wizard,

130
Quest Software tools, 173
queue monitoring, 409–415, 409, 412–414
Queue Viewer tool, 67, 409–413, 409
QueueViewer interface, 426
quotas, 232, 232
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R
RAM requirements, 47–49
Readiness Checks

installation, 119, 120
migration, 141–143, 142

Readiness Checks screen, 119, 120
Ready status in Queue Viewer, 411
real-time block lists (RBLs), 506
real-time protocol (RTP), 16
reboots, unnecessary, 408
Receive connectors

changes and improvements, 32–33, 32–33
e-mail routing, 496–498, 496–497
logging, 420–424, 421–423, 500–502, 501

Recipient Configuration work center, 61, 62
Recipient Management consoles, 70–73, 70–72
Recipient Scope dialog box, 71, 71
RecipientID properties, 276
-RecipientKeywords option, 166
recipients, 215

contacts, 257, 257–258
mail-enabled contacts, 258–262, 258–261
mail-enabled users, 261–263, 262–263

EMS for. See Exchange Management Shell
(EMS)

filtering, 41, 509–510, 512
mail-enabled groups, 247–248, 247

creating, 248–250, 248–249
dynamic distribution groups, 253–256,

254–256
managing, 250–253, 250–253
in migration, 97

mailbox-enabled users. See mailbox-enabled
users

migration, 80–82, 81–82
name resolution, 27
policies

converting, 211–212
in migration, 97
SMTP, 198–200, 198–200

RecipientStatus property, 429

RecipientType property, 300
RecipientTypeDetails property, 216, 300, 310
Recommended hardware configuration, 45, 107
reconnecting deleted mailboxes, 244–247, 245–246
recoverability solutions, 365

high availability. See high availability
LCR, 393–397, 394
SCR, 405
summary, 405

redirection, client, 444, 445
release notes, 102
reliability in high availability, 366–371
remote domains, 490–492, 491–492
Remote Domains page, 492, 492
Remote File Servers page, 470, 470
Remote In Motion Blackberry Server, 237
Remove-AcceptedDomain cmdlet, 202
Remove-EmailAddressPolicy cmdlet, 206
Remove-Mailbox cmdlet, 267, 281
Remove-Message cmdlet, 414
Remove Messages (With NDR) option, 413
Remove Messages (Without Sending NDRs)

option, 413
Remove option for mailboxes, 243–244, 244
Remove-PublicFolder cmdlet, 335
Remove-PublicFolderAdministrativePermission

cmdlet, 338
Remove-PublicFolderClientPermission cmdlet,

338
Remove-PublicFolderDatabase cmdlet, 337
Remove verbs in EMS, 171
RemoveReplicaFromPFRecursive.ps1 script,

339
removing Exchange 2000/2003 in migration,

151–153
ReplaceReplicaOnPFRecursive.ps1 script, 339
ReplaceUserPermissionOnPFRecursive.ps1 script,

339
ReplaceUserWithUserOnPFRecursive.ps1 script,

339
replaying SCR data, 398–399, 399
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replication
CCR

availability, 372–373, 377
overview, 4–6, 5, 380–382, 381

LCR. See local continuous replication (LCR)
operation, 2–3, 3
overview, 377–379
public folders, 331–332
SCC, 379–380, 380
SCR. See standby continuous replication (SCR)

Replication page, 319, 329, 329
Require That All Senders Are Authenticated

option, 234, 250
required roles in installation, 104–105
requirements

hardware, 45–50
server roles, 108–113

reseeding, LCR, 386, 391
resiliency, 366–371, 405
resource booking attendant, 290
resource booking policies, 300

EMS, 306–309
OWA for, 301–306, 301, 306

Resource Capacity option, 293
Resource Custom Properties option, 293
Resource Information page, 293
resource mailboxes, 7, 9, 9, 289

booking, 289–290
cmdlets, 294, 296
converting, 309–310
creating

EMC, 290–294, 291–295
EMS, 294–300

properties, 299
vs. regular, 299–300
resource booking policies, 300

EMS, 306–309
OWA for, 301–306, 301, 306

summary, 310
Resource Privacy Options section, 305–306,

306

Resource Scheduling Options section, 301, 301
Resource Scheduling Permissions section,

301–306
Resource Settings option, 301, 306
ResourceCapacity property, 300
ResourceCustom property, 297–298, 300
ResourcePropertySchema property, 299
resources in installation, 102
ResourceType property, 300, 310
Response Message section, 305–306, 306
restore software in migration preparation, 92
Restore-StorageGroupCopy cmdlet, 395–396
results pane in EMC, 61, 62
-ResultSize parameter, 174
Resume Local Continuous Replication option, 389
Resume-Message cmdlet, 414
Resume option in Queue Viewer, 413
Resume-PublicFolderReplication cmdlet, 334
Resume-StorageGroupCopy cmdlet, 389–390
resuming LCR, 388–391, 388–390
resynchronizing LCR, 391–393, 392
Retry option for Queue Viewer, 413
Retry status in Queue Viewer, 411
-RetryTimeout option, 166
roles

administrative, 74–76
server. See server roles

room and equipment resource management, 7, 9,
9

Room Mailbox option, 220
RoomMailbox recipients, 216
rotation of backups, 430, 431
routing e-mail. See e-mail
routing groups in migration, 80, 81, 130
Routing Log Viewer, 67
RPC over HTTP Proxy component, 463–465,

463–465
rules, transport

filters, 514–516, 515–516
Hub Transport for, 27
new features, 11–12, 12
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