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Symbols and Numbers

[ ] (brackets) , for IPV6 addresses, 176
? (question mark), for router
configuration help, 216

10Base2, 78
10Base5, 78
10BaseT, 79
100BaseFX, 79
100BaseTX, 79
802.1Q, 103

routing, 88, 116
802.3 standards, 78-79

expanded, 79
802.11 standards, 288, 288-289

exam essentials, 289

wireless network and, 290-293
802.11a standard, 288

wireless network and, 292, 292-293
802.11b standard, 288

wireless network and, 290-291, 291
802.11g standard, 288

wireless network and, 291-292, 292
1000BaseCX, 79

configuration command, 281,
335
examples, 329-334
number ranges, 281
guidelines for implementation of,
280-281
inbound, 280
for limiting SSH access, 336
for limiting Telnet access, 335
named, 279, 321
outbound, 280
packet compared with, 279
reflexive, 310
security threats mitigated with,
314-315
standard, 279, 321, 322-329
configuration command, 281,
335
examples, 326, 326-327, 327,
328
number ranges, 281, 322
time-based, 309, 311
troubleshooting, 340
types, 279, 321

verification of, commands for, 337,
1000BaseL.X, 79 337-340

1000BaseSX, 79

1000BaseT, 79 access lists. See access control lists

access-class command, 328
acknowledgment number, 20
A ACLs. See access control lists
active state, 265

Adaptive Security Appliance

ABRs. See area border routers

access control lists (ACLs), 278-281, (ASA), 308
320-321 address learning, 84, 85-86
dynamic, 309, 310 Address Resolution Protocol (ARP),
exam essentials, 281, 321, 322 24,42
extended, 279, 321, 329-334 inverse, 365
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administrative distances (ADs), 240,
242,250
default, 250-251
administrative functions, 219
configuration of, 211-219
exam essentials, 219
administrative_distance
command, 239
administratively down, 159
ADs. See administrative distances
advertised distance, 265
AES-CCMP encryption, 298
agents, 13
aggregate rate, 54, 74
anycast addresses, 178
Application layer, 18, 18
application-specific integrated circuits
(ASICs), 51, 82
area 0, 253, 254
area border routers (ABRs), 253, 254
areas, OSPF, 253, 254
configuration of, 254-259
ARP. See Address Resolution Protocol
arp -a command, 46, 93, 181, 184, 234
ASA. See Adaptive Security Appliance
ASBRs. See Autonomous System
Boundary Routers
ASCII text file, 245
ASICs. See application-specific
integrated circuits
Asynchronous Transfer Mode (ATM),
59, 354
ATM. See Asynchronous
Transfer Mode
Attachment Unit Interface (AUI), 79
AUL See Attachment Unit Interface
authentication
CHAP, 373, 374
layer attacks, 305
MAC, 297,298
open, 297, 298, 299
peer router, 309
PPP, 372, 372-373
debugging, 373-374

proxy, 308, 314

shared-key, 297, 298, 299
auto summarization, 253
auto-detect mechanism, 55, 74
Autonomous System Boundary

Routers (ASBRs), 254, 254

autonomous system number, 262
autonomous systems, 252, 254, 254
autorooters, 306
auxiliary password, 215

auxiliary port, 212, 213, 214, 215

backbone area, 253
backdoors, 306
backup
Cisco IOS to TFTP server, 248
restoring or upgrading, 249
Cisco router configuration, 242-244
restoring of, 244-245
bandwidth, 356
command, 224
banners, 212-213
exec process creation, 212
incoming terminal line, 212
login, 212
MOTD, 154, 212, 213
base MAC addresses, 96
baseline, 13
basic service set (BSS), 294, 295, 295
BECN, 363, 364
binding, 16
bit-oriented protocols, 357
bits, 146
configuration register, 197-199
meanings, 197, 198
numbers, 197
block sizes, 164, 171
VSLMs and, 163-164, 164
boot field, configuration register,
198, 198
boot sequence, router, 196-197
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bootloader, 195
bootstrap, 195, 196
Bootstrap Protocol (BootP), 13
DHCP v., 13, 151
BPDUs, 129, 130
brackets([ ]) , for IPV6 addresses, 176
Bridge ID priority, 98, 129
Bridge-Group Virtual Interface
(BVI), 294
bridges, 2, 5, 82
switch, router and, in network, 6, 7
switches v., 5, 82, 84
switches v. routers v. hubs v., 8
broadband network, 54, 359
broadcast addresses, 47, 48, 52, 146
broadcast domains, 3, 81
collision domains v., 6
in internetwork, 7, 8
broadcast storms, 3, 6, 52, 80,
106, 173
brute force attack, 307
BSS. See basic service set
BVI. See Bridge-Group Virtual
Interface
byte-oriented protocols, 357
bytes, 146

C

cabling, 68-71, 199-203
crossover, 68-69, 69, 200, 200
exam essentials, 72, 205
questions, 71, 71, 202, 202,

203, 203
rolled, 69, 69, 200-201, 201
straight-through, 68, 68, 199,
199-200
UTP, 71, 78, 202

callback, in PPP, 358

CAM table. See content addressable

memory table

carrier detect (CD), 197

Carrier Sense Multiple Access with
Collision Detection (CSMA/CD),
52-53, 53, 72,73, 291, 291

network, collisions on, 54, 73

CBAC. See Context-Based
Access Control

CD. See carrier detect

CDP. See Cisco Discovery Protocol

cdp holdtime command, 25

cdp timer command, 25

central office (CO), 56

channel service unit/data service unit
(CSU/DSU), 204, 205, 356, 356

CHAP authentication process,
373,374

checksum field, 20, 22

CIDR. See Classless
Inter-Domain Routing

CIR, in Frame Relay, 366

circuit switching, 56, 57, 60

Cisco Catalyst switches, 88, 89.

See also switches
configuration, 89-92
commands, 91
errors, 99
exam essentials, 92
IP address, 91, 92
remote management, 91, 92
Express Setup HTTP screen, 90, 90
3550, 89, 90
3560, 89, 90, 103
trunking on, 112-116, 132-133
allowed VLANS in, 114, 133-134
exam essentials, 116
3560 switch, 113-114, 116, 133
2960 switch, 112-113,

116, 132
2960, 89, 90, 96, 103
verification of, 95-98

Cisco Discovery Protocol (CDP),
24-25

exam essentials, 33
holdtime information, 25
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network topology documented with, Class B network addresses, 147
31, 31-33, 33 Class C network addresses, 147-148
timers, 25 classful networks, 161, 162
Cisco Frame Relay switch, 366 exam essentials, 163
Cisco 10S Firewall, 308-309 classful routing protocols, 161, 162
CBAC, 313, 313 exam essentials, 163
exam essentials, 309 Classless Inter-Domain Routing
security and, 305-309 (CIDR), 340
traffic filtering with, 309 classless networks, 161, 163. See also
Cisco “router on a stick,” 109, 121 Variable Length Subnet Masks
Cisco routers, 3. See also routers exam essentials, 163, 171
2500 series, interface configuration, classless routing protocols, 161
156-157, 159 exam essentials, 163
2600 series, interface configuration, clear counters command, 231, 232
157,159 CLI. See command-line interface
2800 series, interface configuration, client mode, VTP, 101, 102
157-158, 159 clock rate command, 224, 225
components, 195-196 clocking
configuration DCE network to routers, 223, 223
backing up, 242-244 on nonproduction network, 223
copying to NVRAM, 243-244 CO. See central office
copying to TFTP server, 244 code bits field, 20
erasing, 245 collapsed backbones, 67, 108
exam essentials, 246 collision domains, 5, 81
restoring, 244-245 broadcast domains v., 6
verifying current, 242-243 in internetwork, 7, 8
verifying stored, 243 collisions
HDLC configuration on, 358 on CSMA/CD network, 54,
10S, 196, 196 72-73,73
backing up, to TFTP server, 248 on Ethernet network, 53-54, 73
configuration files management, command-line interface (CLI), 88
242-246 auxiliary password, 215
copying from workstation to banners, 212-213
router, 246, 246-247 console password, 215
default storage, 196, 199 descriptions, 218-219
exam essentials, 199 DHCP pool creation from, 153
flash memory verification and, enable passwords, 213-214
247-248 extended ACLs, 329-334
management, 246-249 hostnames, 211-212
restoring or upgrading, 249 NAT configuration
PPP configuration on, 359-360 dynamic, 343
setting passwords for, 213-218 PAT, 343
Cisco Unified Wireless Solution, 286 static, 342
Class A network addresses, 146-147 router modes, 209




%% é 85711bindex.fm Page 449 Wednesday, September 26, 2007 9:35 AM

Al

4

config command - data terminal equipment (DTE) 449

routing information, basic, 210-211
SSH
limiting, 336-337
set up, 217-218
standard ACLs, 322-329
Telnet
limiting, 335
password, 216-217
VTY (Telnet) access, 328-329
wildcard masking, 323-325
config command, 209
options under, 209
configuration register, 196
address, hexadecimal expression
for, 197
bits, 197-199
meanings, 197, 198
numbers, 197
boot field, 198, 198
default settings, 196, 199
exam essentials, 199
managing, 197-198
configure memory command, 209
configure network command, 209
configure terminal command, 209
congestion, causes of, 3, 6, 80-81
connectionless network service, 14, 22
connection-oriented service, 14, 19
console messages, 237, 277
console password, 215
console port
for Cisco devices, 71, 72,202, 212
for Cisco router, 205
for Cisco switch, 89
content addressable memory (CAM)
table, 95. See also
forward/filter table
Context-Based Access Control
(CBAC), 308, 313, 313, 314. See
also Cisco IOS Firewall
exam essentials, 314
copy flash tftp command, 248
exam essentials, 249

copy running-config startup-config
command, 225
copy running-config tftp
command, 244
copy startup-config running-config
command, 244
copy tftp flash command, 249
exam essentials, 249
copy tftp running-config
command, 244
copy tftp startup-config command, 244
CPE. See customer premises equipment
CRC. See cyclic redundancy check
crossover cable, 68-69, 69, 200, 200
crosstalk, 78
CSMA/CD. See Carrier Sense Multiple
Access with Collision Detection
CSU/DSU. See channel service unit/
data service unit
customer premises equipment
(CPE), 55
cyclic redundancy check (CRC), 76

D

DA. See Destination Address
data communication equipment
(DCE), 204, 356
exam essentials, 205
data encapsulation. See
encapsulation method
data field, 21, 22
Data Link Connection Identifiers
(DLCIs), 361, 362, 369
Data Link layer, 18, 18, 40, 42
Ethernet at, 75-77
data packet, 77
data terminal equipment (DTE),
204, 356
-DCE-DTE connection, 204, 205,
223,356,356
exam essentials, 205
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datagrams, 40
DCE. See data
communication equipment
debug all command, 275
output, 276
debug commands, 275-277
debug eigrp packet command, 262
output, 266, 268
debug frame Imi command, 365
debug ip eigrp notification command,
262,268
debug ip ospf adj command, 259, 269
exam essentials, 271
output, 260-261, 270-271
debug ip ospf hello command, 259, 269
exam essentials, 271
output, 260, 270
debug ip ospf packet command,
259, 269
exam essentials, 271
output, 259-260, 269-270
debug ip rip command, 267-268, 276
output, 276-277
debug ppp authentication
command, 373
debugging, 259, 275-277
commands, 267
OSPF, 259-261
PPP authentication, 373-374
dedicated connection, 56, 56-57
de-encapsulation, 40
default routing, 240-242
exam essentials, 242
default-router a.b.c.d. command,
156, 161
demarcation locations (demarcs), 55,
204, 356
demarcation point, 55
demarcs. See demarcation locations
denial of service (DoS) attacks, 306
detection and prevention of, 309
exam essentials, 308

Department of Defense (DoD)
model, 8-10
exam essentials, 10
OSI model v., 9, 9-10
TCP/P protocol suite v., 10
description command, 218, 219
descriptions, 218-219
Destination Address (DA), 76
destination port, 20, 22
destination_network command, 239
DHCP. See Dynamic Host
Configuration Protocol
digital subscriber line (DSL),
59, 354
Digital Subscriber Line Access
Multiplexer (DSLAM), 59, 354
Dijkstra algorithm, 252
Direct Sequence Spread Spectrum
(DSSS), 291-292
disable command, 208
distance-vector protocols, 205, 251
distribute list, 279, 321
distributed denial of service (DDos)
attacks, 306
DIX (Digital, Intel, and Xerox), 77
DLCIs. See Data Link
Connection Identifiers
DNS. See Domain Name Service
DoD model. See Department of
Defense model
Domain Name Service (DNS), 13,
14, 150
exam essentials, 152
lookups, 155, 156
router configuration with,
155-156
resolving hostnames with, 154-156,
193-195
DOS commands, 45-46, 92-93, 181,
233-234
DSL. See digital subscriber line
DSLAM. See Digital Subscriber Line
Access Multiplexer
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DSSS. See Direct Sequence

Electronics Industries Association and

Spread Spectrum
DTE. See data terminal equipment
DTP. See Dynamic Trunking Protocol
DUAL, 263, 266
dual stacking, 173-174
dynamic
ACLs, 309, 310
command, 112
NAT, 342
configuration, 343
port mapping, 309
routing, 34, 192
Dynamic Host Configuration
Protocol (DHCP), 13-14, 14,
150-152
BootP v., 13, 151
broadcasts and unicasts, 152, 152
exam essentials, 152
pools, on router, 153-154, 156,
160-161
CLI and, 153
exam essentials, 156, 161
SDM and, 153-154
Dynamic Trunking Protocol (DTP),
113, 132

editing features, text editor and,
245,280
EEPROM (electronically erasable
programmable read-only
memory), 196
EIA-530 connector, 204
EIA/TIA (Electronics Industries
Association and
Telecommunications Industry
Alliance), 78
-232,204, 359
449,204

EIGRP. See Enhanced Interior Gateway

Routing Protocol

Telecommunications Industry
Alliance. See ETA/TTA
enable command, 208
enable passwords, 213-214
encapsulation ? command, 352
encapsulation method, 39, 39
exam essentials, 42
as transmitting device, 40
encryption, of passwords, 371
Enhanced Interior Gateway Routing
Protocol (EIGRP), 35, 161, 163
configure/verify/troubleshoot,
261-266
exam essentials, 266
popularity of, 191
troubleshooting commands, 262,
262-266
erase startup-config command, 245
ESS. See extended service set
Ethernet, 72
addressing, 75
exam essentials, 80
MAC addresses in, 75
cabling, 68-71, 199-203
exam essentials, 72
at Data Link layer, 75-77
Fast, 72,74, 78
connection speed, 99
frames, 76-77
full-duplex, 54-55, 74-75
exam essentials, 80
Gigabit, 72, 78, 79
connection speed, 99
half-duplex, 54, 55, 74, 75
exam essentials, 80
networking, 52-55
collisions on, 53-54, 73
at Physical layer, 77-79
specifications, 78

ETSI. See European Telecommunications

Standards Institute

European Telecommunications
Standards Institute (ETSI), 287
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exam essentials

ACLs, 281, 321, 322
administrative functions,
configuration of, 219
cabling, 72, 205
CBAC, 314
CDP, 33
Cisco I0S Firewall, 309
classful networks, 163
classful/classless routing
protocols, 163
classless networks, 163, 171
configuration register default
settings, 199
copy flash tftp command, 249
copy tftp flash command, 249
debug ip ospf adj command, 271
debug ip ospf hello command, 271
debug ip ospf packet command, 271
default routing, 242
DHCP, 152
pool on router, 156, 161
DNS, 152
DoS attacks, 308
DTE/DCE, 205
802.11 standards, 289
EIGRP, 266
encapsulation method, 42
Ethernet addressing, 80
half-duplex/full-duplex Ethernet, 80
Host-to-Host layer protocols, 24
HyperTerminal, 72, 205
internet layer protocols, 24
inter-VLAN, 121
IP addresses, 150
on interface, 161
IP routing, 195
IPv6, 175
addressing, 179
LAN, 5-6, 8, 82
devices, 8, 82
layered approach, 18
link-local addresses, 175, 178

MAC addresses, 80
NAT, 345, 346
OSI/DoD model, 10
OSPF, 261
ping command, 98, 238
port security, 136
PVST, 103
RIPv2, 208
routed protocols, 252
routers, Cisco
configuration, 246
I0S, 199
routing protocols, 252
RSTP, 103, 130
security appliances, 314
show access-list command, 340
show cdp neighbors command, 33
show ip interface command, 339
show mac address-table
command, 88
show processes command, 278
SSH, 219, 238
static routing, 242
STP, 99
switch functions, 88
switches, Cisco
configuration, 92
trunking, 116
Telnet, 238
traceroute command, 278
tracert command, 278
trunk port configuration, 136
unique local addresses, 179
VLAN, 109
switch ports in, 112
VTP, 103, 128
WAN
connection types, 60
protocols, 60
wireless interface, 296
exec process creation banner, 212
exitinterface command, 239
Express Setup HTTP screen, 90, 90
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extended access lists. See access
control lists

extended service set (ESS), 294,
295, 296

extranet VPNs, 370, 371

F

Fast Ethernet, 72, 74, 78
connection speed, 99
FCC. See Federal
Communications Commission
FCS. See Frame Check Sequence
FD. See feasible distance
feasible distance (FD), 265
FECN, 363, 364
Federal Communications Commission
(FCC), 287
File Transfer Protocol (FTP), 11, 14
firewall voice traversal, 308
fixed configuration router, 220
flash memory, 196, 247
verification, 247-248
flat networks, 103-104, 104
flow control, 14, 24, 41
forward/filter decisions, 84, 86-88
forward/filter table, 85, 87
MAC, 85-86, 86
population of, 86
FQDN. See fully qualified
domain name
Frame Check Sequence (FCS), 23, 77
frame filtering, 86
Frame Relay, 57, 58, 353, 360
CIR in, 366
commands, 362-365
encapsulation methods, 366, 369
implementation of, 360-362
single interface, 361
subinterfaces, 361-362
mappings, 369
monitoring, 362-365

routing problems, 369
troubleshooting, 368-369, 369
frames, 38, 40, 41, 42
Ethernet, 76-77
FTP. See File Transfer Protocol
full-duplex Ethernet, 54-55, 74-75
exam essentials, 80
fully qualified domain name (FQDN),
13, 150, 152
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G

gateway of last resort, 241. See also
default routing
configuration of, 241, 241-242
Generic Routing Encapsulation
(GRE), 371
Gigabit Ethernet, 72, 78, 79
connection speed, 99
Gigabit Media Independent Interface
(GMII), 79
global command, 209
global configuration mode, 209, 210
global unicast address, 177
GMIL. See Gigabit Media
Independent Interface
GRE. See Generic Routing
Encapsulation

half-duplex Ethernet, 54, 55, 74, 75
exam essentials, 80
hardware addresses, 75, 80, 145. See
also Media Access Control
HDLC. See High-Level
Data-Link Control
header length, 20
hexadecimal expression
for configuration register
address, 197
of IPv6 addresses, 176, 179
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layer 2 broadcast in, 14, 75, 76, 151
of MAC addresses, 75, 80
of software configuration bit
meanings, 197, 198
HEFC. See hybrid fibre-coaxial
High-Level Data-Link Control
(HDLC), 58, 353, 357-358, 374
configuring, on Cisco routers, 358
frame format, 357
High-Speed Serial Interface. See HSSI
hop count, 250
OSPF, 252, 253
RIP, 206, 224
hops, 251
hostname command, 211, 212
hostnames, 211-212
DNS and resolving, 154-156
Host-to-Host layer, 9, 14
protocols, 19-24
exam essentials, 24
purpose of, 19
HSSI (High-Speed Serial
Interface), 204
hubs, 8
bridges v. switches v. routers v., 8
switches v., 52, 67
hybrid fibre-coaxial (HFC), 59, 354
hybrid protocols, 251
HyperTerminal, 70, 70, 71, 201,
201, 202
exam essentials, 72, 205

IARP. See Inverse ARP
IBSS. See infrastructure basic service set
ICMP. See Internet Control
Message Protocol
IDS. See intrusion detection systems
IEEE (Institute of Electrical and
Electronics Engineers), 287

IEEE 802.1Q, 103
IEEE specifications
802.3 standards, 78-79
expanded, 79
802.11 standards, 288, 288-289
exam essentials, 289
wireless network and, 290-293
IETF. See Internet Engineering
Task Force
IGRP. See Interior Gateway
Routing Protocol
implicit deny, 280, 281
inbound ACLs, 280. See also access
control lists
incoming terminal line
banner, 212
infrared WLANS, 287
infrastructure basic service set (IBSS),
295,295
Institute of Electrical and Electronics
Engineers. See IEEE
Integrated Services Digital Network
(ISDN), 58, 353
Integrated Services Router (ISR),
196,225
interface
bringing up, 159, 222
configuration, 219-223
IP address configuration on,
159-161, 222,223
exam essentials, 161
interface configuration mode, 261
interface configurations, 156
for Cisco routers, 156-159
interface eo, 220, 222
interface fastethernet 0/0, 220, 222
interface serial 0/1/0, 221, 222
interface type number sequence, 220
Interior Gateway Routing Protocol
(IGRP), 161, 163
International Standardization
Organization (ISO), 17-18
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Internet, 12, 172
IPv6 and, 171, 172
names, 150
security and, 305
Internet Control Message Protocol
(ICMP), 24
inspection, 308
in internetwork, 37-38, 38
Internet Engineering Task Force
(IETF), 366, 369
Internet layer, 9
protocols, 24
exam essentials, 24
Internet Protocol (IP), 24. See also
IP addressing
routing, 36-37
examples, 36, 37
terminology, 146

Internet — ip domain-lookup command 455

inter-VLAN routing, configuration of,

116-122
exam essentials, 121
examples, 117, 118, 120, 122

intrusion detection, 308

intrusion detection systems (IDS), 310
intrusion prevention systems (IPS), 310
inverse ARP (IARP), 365

10S. See Cisco I0S Firewall; Cisco

routers

IP. See Internet Protocol
IP access lists. See access control lists
ip address address mask command,

160, 223

ip address command, 159, 222
IP addressing, 145, 146. See also

Internet Protocol version 6 (IPv6), 145,

171-175
addresses, 175-179
brackets for, 176
exam essentials, 179
example, 176
hexadecimal expression for,
176,179

shortened expression, 176-177

special, 178

types, 177-178
benefits/uses of, 172-173
dual stacking and, 173-174
exam essentials, 175
Internet and, 171, 172
need for, 172, 175

internetworks, 2. See also network(s)

basics, 4-5

broadcast domains in, 7, 8

collision domains in, 7, 8

ICMP in, 37-38, 38

LANSs in, 80

switches in, 6, 7, 8, 51
Inter-Switch Link (ISL), 88

Variable Length Subnet Masks
Class A, 146-147
Class B, 147
Class C, 147-148
configuration on interface, 159-161,
222,223

exam essentials, 150
mismatched, in WAN, 367, 367-368
private, 149, 150

reserved, 149
problems, 47, 48, 49, 50, 182, 183
reserved, 148, 148
special purposes, 148, 148
switches and, 95
troubleshooting, 43-50, 44, 179,

179-184
diagnostic steps, 43,
180-181, 184
ping command for, 43-45,
180-181

ip classless command, 240, 241
ip default-network command, 241
ip dhcp pool_name network_address

mask command, 156, 161

ip domain-lookup command, 155,
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ip domain-name command, 1535,
156, 194
ip name-server command, 155,
156, 194
ip nat inside command, 345
ip nat inside list list-number pool
pool-name overload
command, 346
ip nat outside command, 345
ip route command, 239
IP routing, 36-37, 191
exam essentials, 195
examples, 36, 37
IP spoofing, 306
ipconfig/all command, 46, 50, 93, 181,
184, 234
IPS. See intrusion prevention systems
IPv6. See Internet Protocol version 6
ISDN. See Integrated Services
Digital Network
ISL. See Inter-Switch Link
ISM bands, 287, 292
ISO. See International
Standardization Organization
ISR. See Integrated Services Router

J
java applet blocking, 309

K
keepalives, 230, 231, 233, 366, 373

L

L2F. See Layer 2 Forwarding
L2TP. See Layer 2 Tunneling Protocol
LAN:S. See local area networks
LAPB. See Link Access
Procedure, Balanced

LAPD. See Link Access
Procedure, D-Channel
latency, 51
layer 2 devices, 4, 51, 52
Layer 2 Forwarding (L2F), 370
layer 2 switching, 4, 51, 67
advantages, 83
benefits, 104
functions, 84-88
limitations, 83-84
Layer 2 Tunneling Protocol
(L2TP), 370
layer 3 devices, 4, 51
layered architecture, 15
layers, 15
LCP. See Link Control Protocol
leased lines, 56-57, 60
length field, 22, 77
line command, 214
line console 0 command, 215
Line Printer Daemon (LPD), 12
Link Access Procedure, Balanced
(LAPB), 58, 353
Link Access Procedure, D-Channel
(LAPD), 58, 353
Link Control Protocol (LCP), 358,
359, 374
link-local addresses, 177
exam essentials, 175, 178
link-state protocols, 251
LLC, 39, 357
LMI (Local Management Interface),
365-366
local area networks (LANs)
devices, 2-5, 81-82
exam essentials, 8, 82
exam essentials, 5-6, 8, 82
interchangeable terms for, 5, 80, 82
internetwork as collection of, 80
traffic congestion, causes of, 3, 6,
80-81
WANv., 55
local loop, 55, 59
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Local Management Interface.
See LMI

local stack, testing of, 50

Lock and Key, 309, 310

login banner, 212

login command, 214, 215, 216
no, 214, 216, 236

logout command, 208

loop avoidance, 84

loopback address, 44, 180

LPD. See Line Printer Daemon

4

MAC. See Media Access Control
MAC forward/filter table, 85-86, 86
MAC frame format, 76
man-in-the-middle attacks, 306
Media Access Control (MAC)
addresses, 75
in Ethernet addressing, 75
exam essentials, 80
hexadecimal expression,
75, 80
length of, 75, 80
local, 36, 37, 38
tables, 96, 97
static MAC address in, 97
authentication, 297, 298
layer protocol, 360, 374
Media Independent Interface
(MII), 79
message of the day (MOTD) banner,
154,212, 213
MIL. See Media Independent Interface
mini-10S, 195
MOTD banner. See message of the
day banner
MPLS. See multiprotocol
label switching
multicast addresses, 178
multiprotocol label switching (MPLS),
57,59, 354

named ACLs, 279, 321. See also access
control lists
NAT. See Network Address Translation
NBMA network. See non-broadcast
multi-access network
NCP. See Network Control Protocol
netmask command, 346
network(s), 80. See also internetworks;
IP addressing
address, 146
classful, 161, 162
exam essentials, 163
classless, 161, 163
exam essentials, 163, 171
command, 156, 161
connectivity, 93-95
ping command and, 93-94,
234-235
traceroute command
and, 94-95, 235-236
diagrams, interpret, 24-33
exponential growth of, 80
port, 99
reconnaissance, 306
secured, 305
segmentation, 2, 3, 81
traditional, 107, 107
Network Access layer, 9-10
Network Address Translation (NAT),
149, 309, 340-342
advantages/disadvantages of, 341
configuration, 341
SDM and, 344-345
dynamic, 342
configuration, 343
exam essentials, 345, 346
overloading, 342
command, 346
configuration, 343
static, 341
configuration, 342
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troubleshooting, 345, 345-346, 346

types of, 341-342
wizards, 345

Network Control Protocol (NCP), 358,

359, 374
Network File System (NFS), 12
network interface card (NIC), 43
hard-coded address in, 75, 145
problems, 43, 180
Network layer, 18, 18, 40, 42
network management stations
(NMSs), 17
Network Time Protocol (NTP)
synchronization, 311
next-hop_address command, 239
NFES. See Network File System
nibble, 79, 197
NIC. See network interface card
NMSs. See network
management stations
no debug all command, 276
no ip domain-lookup command,
155, 194
no login command, 214, 216, 236
no shutdown command, 159, 222,
231,233
non-broadcast multi-access (NBMA)
network, 360
nonvolatile RAM. See NVRAM
Novelle protocol, 3
NTP synchronization. See Network
Time Protocol synchronization
NVRAM (nonvolatile RAM), 196
copying router configuration to,

243-244

o

octet, 146

OFDM modulation. See
Orthogonal Frequency Division
Multiplexing modulation

one-to-many addresses, 178
open access, 297
open authentication, 297, 298, 299
Open Shortest Path First (OSPF), 161,
163,171
areas, 253, 254
configuration of, 254-259
commands, 255-259, 261
configure/verify/troubleshoot,
252-261
debugging, 259-261
commands for, 259, 269
exam essentials, 261
features, 252, 252-253, 253
hierarchical design of, 253
example, 253, 254
hop count, 252, 253
popularity of, 191
Process ID, 254
RIPv1 v. RIPV2 v., 252-253
single-area configuration, 261
Open Systems Interconnection (OSI)
model, 2, 16-17
creation of, 15
DoD model v., 9, 9-10
exam essentials, 10
layered approach, 15-16
exam essentials, 18
lower layers, 16, 17
upper layers, 16, 17
operating system, 13, 151
options field, 21
organizationally unique identifier
(ourn), 75
Orthogonal Frequency Division
Multiplexing (OFDM)
modulation, 291-292
OSI model. See Open Systems
Interconnection model
OSPF. See Open Shortest Path First
OUL. See organizationally
unique identifier
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outbound ACLs, 280. See also access
control lists
overloading, 342
command, 346
configuration, 343

P

packet filtering, 4
Packet InterNet Groper. See ping
packet sniffers, 307
packet switching, 4, 56, 57, 60
packets, 40
compared with access list, 279
passive state, 265
passphrase, 298
passwords
attacks, 307
auxiliary, 215
console, 215
enable, 213-214
encryption of, 371
setting of, for Cisco routers,
213-218
Telnet, 216-217
PAT. See Port Address Translation
PDUs. See Protocol Data Units
peer router authentication, 309
permanent option, 239
Per-VLAN Spanning Tree (PVST),
98, 102
exam essentials, 103
physical interfaces, 229
Physical layer, 18, 18, 42
Ethernet at, 77-79
specifications, 78
ping ? command, 226
ping (Packet InterNet Groper)
command, 46, 92, 181, 226, 233
exam essentials, 98, 238
network connectivity and, 93-94,
234-235

outbound ACLs - ports 459

SDM and, 273, 273-274
for troubleshooting IP addresses,
43-45, 180-181
using, 272
“ping of death” attacks, 306
point of presence (POP), 56
point-to-point connection, 56, 56-57
Point-to-Point Protocol (PPP), 58, 353,
355, 358-359
authentication, 372, 372-373
debugging, 373-374
example, 372
failed, 373
callback in, 358
components, 359
configuring, on Cisco routers,
359-360
Data Link layer protocols, 360, 374
encapsulation
enabling, 371-372
verifying, 372-373
stack, 359
Point-to-Point Protocol over Ethernet
(PPPoE), 59, 354
Point-to-Point Tunneling Protocol
(PPTP), 370
POP. See point of presence
Port Address Translation (PAT), 342
configuration, 343
port numbers, 40-41
at Transport layer, 41, 42
reserved, 42
well-known, 41
ports
auxiliary, 212, 213, 214, 215
console
for Cisco devices, 71, 72,
202,212
for Cisco router, 205
for Cisco switch, 89
destination, 20, 22
redirection attacks, 307
RJ-45, 99
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security, 130-131, 135-136
exam essentials, 136
source, 20, 22
trunk, configuration of, 132-135
POST (power-on self-test), 195
power-on self-test. See POST
PPP. See Point-to-Point Protocol
PPPoE. See Point-to-Point Protocol
over Ethernet
PPTP. See Point-to-Point
Tunneling Protocol
Preamble, 76
prefix-length 29 statement, 346
Presentation layer, 18, 18
private domains, switches and, 83
private IP addresses, 149, 150
reserved, 149
privileged exec mode (privileged
mode), 208, 210
Process ID, OSPF, 254
Process/Application layer, 9
protocols, 11-12, 14
Protocol Data Units (PDUs), 39, 39
layer addressing and, 41
protocols. See specific protocols
pruning
VLAN, 114, 115, 134
VTP, 101, 123, 124
PVST. See Per-VLAN
Spanning Tree

Q

question mark (?), for router
configuration help, 216

RAM (random access
memory), 196

random access memory.
See RAM

Rapid Spanning-Tree Protocol (RSTP)
802.1w, 102
command for enabling, 130
configuration of, 128-130
exam essentials, 103, 130
RARP. See Reverse ARP
rate shifting, 290, 291
RCFs. See Requests for Comments
read-only memory. See ROM
reconnaissance, network, 306
reference models, 15. See also Open
Systems Interconnection model
advantages of, 16
reflexive ACLs, 310. See also access
control lists
registered jack (R]) connector, 78
remarks tool, 311-312
remote access VPNs, 370, 371
Requests for Comments (RCFs), 22
reserved field, 20
restoring
Cisco 10S, 249
upgrading and, 249
Cisco router configuration, 244-245
Reverse ARP (RARP), 24
RIPv1. See Routing
Information Protocol
RIPv2. See Routing Information
Protocol version 2
R] (registered jack) connector, 78
RJ45 cables, 78, 202. See also cabling
RJ-45 port, 99
rolled cable, 69, 69, 200-201, 201
ROM (read-only memory), 196, 196
ROM monitor, 195
route aggregation, 170. See
also summarization
routed protocols, 191, 250
exam essentials, 252
examples of, 250, 252
router configuration mode, 261
router eigrp command, 262
router ospf process-id command, 261
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routers, 3-5, 4, 81, 192. See also
Cisco routers
administrative configurations for,
211-219
advantages of, 4, 81
boot sequence, 196-197
bridges v. switches v. hubs v., 8
DHCP pools on, 153-154, 156,
160-161
DNS lookups and configuration of,
155-156
fixed configuration, 220
functions, 4
gathering information on,
210-211
modes, 209
routing with, 34
security implementation for,
278-281
switch, bridge and, in network,
6,7
switches v., §
terms, 210
VLANSs and, 67
routing, 34, 192
basic concepts, 191-195
default, 240-242
exam essentials, 242
dynamic, 34, 192
example, 34, 35
IP, 36-37, 191
exam essentials, 195
examples, 36, 37, 192-193, 193
with routers, 34
static, 34, 192, 238-240
exam essentials, 242
troubleshooting, 267-271
commands for, 267-271
Routing Information Protocol (RIPv1),
35,161,163
hop count, 206, 224
RIPv2 v., 205-206, 206
OSPF v., 252-253

routers — security 461

Routing Information Protocol version
2 (RIPv2), 161, 163, 169, 171
configuring/verifying/
troubleshooting, 205-208
exam essentials, 208
hop count, 206, 224
multicast address, 206, 208
RIPv1 v., 205-206, 206
OSPF v., 252-253
routing protocols, 250
classes of, 251
exam essentials, 252
examples of, 250, 252
routing table, 5, 34
RSTP 802.1w. See Rapid
Spanning-Tree Protocol 802.1w
running-config file, 197, 209
RXBOOT, 195

S

SA. See Source Address
SDLC. See Synchronous Data
Link Control
SDM (Security Device Manager), 273
DHCP pool configuration with,
153-154
NAT configuration with, 344,
344-345
pinging with, 273, 273-274
secondary parameter, 160
secure shell (SSH), 217
access, ACLs for limiting, 336
command, 234
exam essentials, 219, 238
setting up, 217-218
Telnet v., 217
using, 237-238
on VTY line, command for, 337
secured network, 305
security
appliances, 310, 314
exam essentials, 314
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basic strategy, 307
Cisco 10S Firewall and, 305-309
Internet and, 305
port, 130-131, 135-136
router, 278-281
switch, 130-136
threats, 305-307
ACLs and mitigation of, 314-315
VLAN, 105-106
wireless network, 296-299
Security Device Manager. See SDM
segmentation, network, 2, 3, 81
segments, 39
sequence number, 20
serial interface, 3
commands, 223-225
serial transmission, 203-204
server mode, VTP, 101, 102
service password-encryption
command, 371
service set identifiers (SSIDs), 294, 297
exam essentials, 295
on wireless interface, 295
service sets, 294-296
Session layer, 18, 18
setup mode, 210
SFD. See Start Frame Delimiter
shared-key authentication, 297,
298,299
shortest-path-first protocols, 251
show access-list 110 command, 337
show access-list command, 337
exam essentials, 340
show cdp command, 25
output, 26-27, 27
show cdp entry * commands, 29, 30
output, 29-30
show cdp entry * protocol
command, 227
show cdp neighbors command, 26,
32,33

exam essentials, 33

show cdp neighbors detail command,
27,28, 33, 368
output, 27-28
show controllers command, 223
show flash command, 247
output, 248
show frame ? command, 362
show frame map command, 364-365
show frame pvc command, 363-364
show frame-relay Imi command, 363
show interface command, 935, 159,
211,222, 364
output, 228, 233
statistics of, 230
verifying with, 227-232
show interface fastethernet 0/0
command, 229
show interface int command, 222
show interface serial 0/0/0
command, 231
show ip access-list command, 337
show ip arp command, 46, 93,
181, 234
show ip eigrp neighbors command, 262
output, 264
show ip eigrp topology command,
256, 262
output, 264-265
show ip interface brief command,
211, 233
helpfulness of, 233
show ip interface command, 232, 337
exam essentials, 339
verifying with, 232
show ip ospf command, 255-256
show ip ospf database command,
256-257
show ip ospf interface command,
257-258
show ip ospf neighbor command,
258-259
importance of, 258
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show ip protocols command, 267 special addresses, IPv6, 178
show ip route command, 35, 192, 262 specific configuration modes, 210
output, 263 SSH. See secure shell
show ip route eigrp command, 262 ssid ssid-name command, 295
show mac access-group command, 337 SSIDs. See service set identifiers
show mac address-table command, 87, Stacheldraht attack, 306
95-97 standard access lists. See access
exam essentials, 88 control lists
output, 87 Start Frame Delimiter (SFD)/Synch, 76
show processes command, 277-278 startup-config file, 196, 209
exam essentials, 278 Stateful IOS Firewall inspection
output, 278 engine, 308
show processes cpu command, 277 static NAT, 341
show running-config command, 31-32, configuration, 342
33, 95,159,160, 222,226,337 static routing, 34, 192, 238-240
show spanning-tree command, benefits, 238
97-98, 102 disadvantages, 239
show startup-config command, 226 exam essentials, 242
show version command, 210, 247 example, 239, 240
output, 248 sticky command, 136
show vlan brief command, 125 STP. See spanning tree protocol
show vlan command, 110 straight-through cable, 68, 68, 199,
show vtp status command, 123, 199-200
124, 128 subinterfaces, 109, 116
shutdown command, 159 Frame Relay implementation and,
Simple Mail Transfer Protocol (SMTP), 361-362
12, 14 multipoint, 362
Simple Network Management Protocol point-to-point, 362
(SNMP), 12-13 subnet mask, 13
site-to-site VPNs, 370, 371 subnets, 5
6to4 tunneling, 174, 174-175 subnetting, IP, 145. See also
smart-serial serial connection, 204, 355 IP addressing
SMTP. See Simple Mail summarization, 170, 170-171
Transfer Protocol auto, 253
SNMP. See Simple Network switches, 3, 5, 81. See also Cisco
Management Protocol Catalyst switches
software configuration bit meanings, administrative configurations for,
hexadecimal expression for, 211-219
197,198 benefits of, 52, 67
Source Address (SA), 77 bridge, router and, in network, 6, 7
source port, 20, 22 bridges v., 5, 82, 84
spanning tree protocol (STP), 84 bridges v. routers v. hubs v., 8
exam essentials, 99 Cisco Frame Relay, 366
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configuration errors, 99
functions, 84-88
exam essentials, 88
hubs v., 52, 67
in internetwork, 6, 7, 8, 51
IP addresses and, 95
port LED on, 99
green/amber, 99, 100
private domains and, 83
routers v., 5
security implementation for,
130-136
switching, 67. See also layer
2 switching
enhanced, 100-103
switchport access command,
112, 132
switchport mode access command,
112, 132
switchport mode dynamic auto
command, 113, 132
switchport mode dynamic desirable
command, 113, 132
switchport mode trunk command, 113,
116, 132
switchport nonegotiate command,
113, 132
switchport port-security mac-address
mac-address command, 131, 135
Synchronous Data Link Control
(SDLC), 58, 353
system image
backing up, 248
configuration files management,
242-246
copying from workstation to router,
246, 246-247
default storage, 196, 199
flash memory verification and,
247-248
management, 246-249
restoring or upgrading, 249
“system restarted by bus error”
message, 210

T

table, VLSM, 164, 165
TCP. See Transmission
Control Protocol
TCP SYN flood, 306
TCP/IP protocol suite, 10
DoD model v., 10
Telnet, 11, 14
access, ACLs for limiting, 335
exam essentials, 238
password, 216-217
SSHwv., 217
VTY access, 328-329
telnet command, 234, 236, 237
Teredo, 175
terminal monitor command, 277
text editor, editing features and,
245,280
TFN. See Tribe Flood Network
TFTP. See Trivial File
Transfer Protocol
thicknet, 78
thin protocol, 21
thinnet, 78
time-based ACLs, 309, 311. See also
access control lists
toll network, 56
traceroute command, 46, 93,181, 184,
227,234
exam essentials, 278
network connectivity and, 94-95,
235-236
tracert command v., 95, 236,
274,278
using, 274-275
tracert command, 46, 93, 181,
184, 234
exam essentials, 278
traceroute command v., 95, 236,
274,278
traditional network, 107, 107
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traffic congestion, causes of, 3, 6,
80-81

traffic filtering, with Cisco I0S
Firewall, 309

RIPv2, configure/verify/ and,
205-208
routing, 267-271
commands for, 267-271

Transmission Control Protocol (TCP), VTP, 126-128

19-21, 24
key features of, 23-24
segment format, 19-21, 20
UDP v., 21-22
transparent bridging, 52
transparent mode, VTP, 100,
101-102, 102
transport input ssh telnet
command, 337
Transport layer, 14, 18, 18, 39
port numbers at, 41, 42
reserved, 42
trap, 13
Tribe Flood Network (TFN), 306
Tribe Flood Network 2000
(TEN2K), 306

WAN:S, 366-368
trunk command, 112
trunk links, 101, 103
trunk ports, configuration of, 132-135
exam essentials, 136
trunking, on Cisco Catalyst switches,
112-116, 132-133
allowed VLANS in, 114, 133-134
exam essentials, 116
3560 switch, 113-114, 116, 133
2960 switch, 112-113, 116, 132
trust exploitation attacks, 307
trusted networks, 304, 305
tunneling, 76
6to4, 174, 174-175
protocols, 370-371

Trivial File Transfer Protocol (TFTP), twisted-pair copper cabling, 99

12, 14
server, 244
backing up Cisco 10S to, 248
copying router configuration
to, 244
trojan horse attacks, 307
troubleshooting
ACLs, 340
EIGRP
commands for, 262, 262-266
configure/verify and, 261-266
Frame Relay, 368-369, 369
IP addressing, 43-50, 44, 179,
179-184
diagnostic steps, 43, 180-181,
184
ping command for, 43-45,
180-181
NAT, 345, 345-346, 346
OSPF, configure/verify and,
252-261

Type field, 77

U

UDP. See User Datagram Protocol
unicast address, 177
Unicast packet, 14
UNII band, 287, 292
unique local addresses, 177-178
exam essentials, 179
unlicensed frequencies, 287
unshielded twisted pair (UTP) cabling,
71, 78, 202. See also cabling
untrusted networks, 304, 305
upgrading or restoring, Cisco 10S, 249
urgent field, 20
URL Filtering, 309
User Datagram Protocol (UDP), 14,
21-24
key features of, 23-24
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segment format, 22-23, 23
TCP v., 21-22
user exec mode (user mode),
208, 210
UTP. See unshielded twisted pair

\")

V.35 connector, 204
Variable Length Subnet Masks
(VSLMs), 145, 162
block sizes, 163-164, 164
network design, 161, 162-163, 163
example, 169, 169-170, 170
example 1, 166
example 2, 166
table, 164, 165
example 1, 167
example 2, 168
variance command, 265
virtual circuits, 19, 22, 24, 24, 41, 41
multiple, 361
virtual LANs (VLANSs), 8, 67. See
also inter-VLAN routing,
configuration of
1 (administrative), 110
allowed, on trunk, 114
assigning switch ports to, 111-112
exam essentials, 112
broadcast control in, 105
configuration, 108-111
exam essentials, 109
flexibility/scalability, 106-109, 108
management, 92
network management simplification
with, 105
pruning, 114, 115, 134
routers and, 67
security in, 105-106
trunk port native, changing/
modifying, 115-116, 134-135
virtual private networks (VPNs),
370, 371

categories of, 370, 371
extranet, 370, 371
remote access, 370, 371
site-to-site, 370, 371
viruses, 307
VLAN Trunk Protocol (VIP), 67, 88,
100-102
client mode, 101, 102
configuration of, 123-126
exam essentials, 103, 128
features, 100
goals of, 100
modes of operation, 101-102, 102
pruning, 101, 123, 124
server mode, 101, 102
transparent mode, 100,
101-102, 102
troubleshooting, 126-128
VLAN:S. See virtual LANs
VPNs. See virtual private networks
VSLMs. See Variable Length
Subnet Masks
VTP. See VLAN Trunk Protocol
VTY (Telnet) access, 328-329

w

WAN:Ss. See wide area networks
well-known port numbers, 41
WEP. See Wired Equivalency Protocol
wide area networks (WANs), 55
connection types, 56-57
exam essentials, 60
LAN v, 55
mismatched encapsulations, 366,
366-367
mismatched IP addresses in, 367,
367-368
protocols, 58-59, 353-354
exam essentials, 60
router connections, 203
serial transmission, 203-204,
355-356

.
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support, 57-59
terminology, 55-56
troubleshooting, 366-368
typical connection, 223
Wi-Fi Alliance, 287, 288
Wi-Fi Protected Access. See WPA
wildcard masking, 323-325
wildcards, 323
windowing, 22, 24, 58, 353
Wired Equivalency Protocol (WEP),
297,298
wireless agencies, 287
wireless interface, 293-294
exam essentials, 295, 296
SSID on, 295
wireless LANs (WLANs), 286
infrared, 287

Wi-Fi Alliance — X.25 technology

wireless networks, 290-296
802.11 standards and,
290-293
security, 296-299
wireless standards, 287
WLAN Association
(WLANA), 287
WLAN:S. See wireless LANs
WPA (Wi-Fi Protected Access),
298-299
WPA 2 Pre-Shared Key, 298

467

X

X Window, 12
X.25 technology, 57, 353, 360
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