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Note to the Reader: Throughout this index boldfaced page numbers indicate pri-
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mary discussions of a topic. ltalicized page numbers indicate illustrations.

Symbols & Numbers

#PRE switch in LMHOSTS file, 209
2N -2 169,294
6BONE, 268, 294

A

Arecord, 232, 294
dynamic update, 240, 242-243
acknowledgments, 58, 294
and delivery guarantee, 60
DHCP acknowledgment packet, 125, 295
negative, 253, 298
acronyms, 304-305
Active Directory, 247
Address Resolution Protocol (ARP), 42,
43-46. See ARP (Address Resolution
Protocol)
addressing scheme, 12, 18. See also IP
addressing

APIPA (Automatic Private [P Addressing), 128
AppleTalk protocol suite, 19
Application layer (DoD), 29, 68-75, 294
FTP (File Transfer Protocol), 71-73
HTTP (Hypertext Transfer Protocol),
74-75
ports and sockets, 67-70
well-known ports, 70
Application layer (OSI), 25, 28
Application Programming Interface (API),
194, 294
ARP (Address Resolution Protocol), 42,
43-46, 294
ARP cache, 43, 43,294
ARP packets, 46
ARP reply, 45, 46, 46, 294
ping to examine, 48
ARP request broadcast, 43, 46, 46, 294
ping to examine, 48
to resolve hardware address, 44—45
ARPA (Advanced Research Projects

. Agency), 4
Advanced Research Projects Agency ARPAnet 4-5 294
(ARPA), 4 cessation, 7

Advanced TCP/IP Settings dialog box,
DNS tab, 245, 245-246

alias, 201, 294

anonymous FTP user, 71, 294

Anycast, 275, 294

API (Application Programming Interface),
194, 294

requirements, 5
ASCII text file, 294
HOSTS file as, 200
audio streaming with IGMP, 50-51
Automatic Private IP Addressing
(APIPA), 128
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bandwidth, 256, 294, 298
name resolution broadcast and, 207
Berkley Internet Name Domain (BIND), 228
binary file format, 71, 294
binary numbering system, 36,
80-82, 294
converting decimal to, 84—89
with bit value method, 84—-85
with calculator, 88, 88—89
with division method, 86—87
converting to decimal, 83
counting in, 138
BIND (Berkley Internet Name
Domain), 228
bit, 83
bit value method, for decimal to binary
conversion, 84—-85
broadcast, 294
of NetBIOS name query, 254—-255, 256
broadcast packets, 37, 294
subnetting rules and, 151

C

cache, 224, 294
NetBIOS name cache, 203-204
caching-only server, 231, 294
calculator, for decimal to binary
conversion, 88, 88—89
Cerf, Vint, “A Protocol for Packet Network
Interconnection,” 7
checksum, in UDP header, 61
CIDR (Classless Inter-Domain Routing),
96, 186—-187, 295
circuit-switched network, 9, 9, 295
classes of IP addresses, 92—-96
class A, 92-93
subnet masks, 171
subnetting, 161-162
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bandwidth—custom subnet masks

class B, 94
problems from, 181-182
subnet masks, 172
subnetting, 163—164
class C, 95
subnet masks, 173
valid hosts, 165—-167
class D, 96
class E, 96
custom subnet masks, 143
limitations, 180
standard subnet masks, 142—-143
classful addressing system, 180, 295
classless addressing system, 186
client. See also Microsoft TCP/IP client
for FTP, 71
Windows configuration for dynamic
DNS, 244-247
CNAME (Canonical Name) record,
232,295
.com domain, 221
command prompt, to run HOSTNAME
utility, 199
communication, host-to-host, 7
connection-oriented communication, 56,
58, 295
connectionless communication, 57, 295
UDP (User Datagram Protocol) for,
61-63
contiguous bits, 295
in subnet mask, 155
Control Panel (Windows XP), 103, 103, 104
Crocker, Steve, 6
custom subnet masks, 148—-170, 295
creating additional networks, 150
creation, 151-170
calculating number of networks and
hosts, 169-170
determining maximum number of
hosts on networks, 153
determining number of subnets
needed, 152153 311
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custom subnet masks—dotted decimal notation

range of valid host IP addresses,
158-160
subnet mask determination,
153-156
valid network addresses, 157—158
subnetting rules, 150—151
CuteFTP, 73, 295

D

Data-Link layer (OSI), 27, 28. See also
Network Interface layer (DoD)
data transfer, protocols and, 18
database for DNS, 228
Arecord, 232,294
dynamic update, 240, 242-243
CNAME (Canonical Name) record,
232,295
MX (Mail eXchanger) record, 233, 297
NS record, 232, 298
PTR (pointer) record, 233, 299
dynamic update, 240, 242-243
Start of Authority (SOA) record, 232, 300
decimal numbering system, 36,
80-82, 295
converting binary to, 83
converting to binary, 84—89
with bit value method, 84—-85
with calculator, 88, 88—89
with division method, 86—87
default gateway, 40, 42, 295
in Windows NT, 113
DHCP (Dynamic Host Configuration
Protocol), 116—-117, 238
leases, 121, 126—128
IP address renewal, 127—-128
setting duration, 130
obtaining address from server,
118-125
DHCP acknowledgment packet,
124-125, 125, 295
312
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DHCP discover packet, 118—119,
119, 295
DHCP offer packet, 119-121, 121, 295
DHCP request packet, 121-123,
123,295
reserving DHCP IP addresses, 129
setting scopes and options, 131
setup in Windows NT, 111
DHCP server, 116, 295
in Dynamic DNS, 239
UDP to search for, 62—-63
Windows 2000 configuration for
dynamic update, 241-247, 242
diagnostics. See troubleshooting
division method, for decimal to binary
conversion, 86—87
DNS (Domain Name System), 202,
219-233, 295. See also Dynamic DNS
completing resolution, 226
database
automatic updates, 239
maintenance, 228
record types, 231-233
on the Internet, 221
querying name servers, 224-225
what it is, 220
DNS server
maintaining, 229-233
caching-only server, 231
primary name server, 229
secondary name server, 229
querying, 223
Windows XP settings to indicate, 106
DNS zone transfer, 230, 230
DoD (Department of Defense), 4, 295
reference model, 29
domain, 221, 295
domain controller, 247
domain name space, 221, 295
dotted decimal notation, 90,
139-140, 296
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double-colon notation, 271,
272-273, 296
Dynamic DNS, 237-247, 296
benefits, 247
on Internet, 247
Windows 2000 server configuration,
241-247

E

.edu domain, 221
electrical appliances, IP addresses
for, 270
encapsulation, 20, 296
Ethernet address, 36
exclusions, 296
from DHCP scope, 131

F

failure recovery, as TCP design goal, 8
fault tolerance, 296
secondary name server for, 229
firewall, 48, 296
flexibility, of TCP/IP, 3
FTP (File Transfer Protocol), 71-73,
72,296
port for, 70
FTP command interpreter, 71, 73, 296
FTP command line utility, 71, 296
FTP server, 296
FTP/TCP/IP packet, 72, 296
FTP Voyaget, 73

G

gateway. See default gateway
global option, for DHCP scope, 131, 296
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double-colon notation—HOSTS file

H

handshake, three-way, 58-59, 300
hardware address, 35, 36—-37
ARP request broadcast to resolve,
44-45
determining, 42
resolution of IP address to, 43
target, 37
hardware, independence as TCP design
goal, 8
headers for packets, 20, 296
IP (Internet Protocol), 39
from Network Interface Layer, 35
TCP (Transmission Control Protocol), 63
sequence numbers, 60
UDP (User Datagram Protocol), 61, 63
hexadecimal numbering system, 36,
81, 296
for IPv6 addresses, 271
host, 3, 296
interaction with Network Interface
layer, 34
host name resolution, 193, 196—-212, 296
broadcast, 206—207
cycle, 212, 212
DNS (Domain Name System), 202
HOSTS file, 200—-201
LMHOSTS file, 208—-209
local host process, 198-199
NetBIOS name cache, 203-204
NetBIOS name resolution vs., 195
WINS (Windows Internet Naming
Service), 205
host-to-host communication, 7
Host-to-Host layer. See Transport layer
HOSTNAME utility, 198—-199, 296
hosts, 18
number on network, 153
HOSTS file, 200—-201, 296

313
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hosts.txt file—IP addressing

hosts.txt file, 220, 296
HTML (Hypertext Markup Language),
74, 297
HTTP (Hypertext Transfer Protocol),
74-75, 297
port 80 for requests, 69
HTTP/TCP/IP packet, 74, 296
hyperlinks, 74, 296

IANA (Internet Assigned Number
Authority), 70, 181, 297
ICMP (Internet Control Message
Protocol), 47-48
ping to examine packet, 48
IETF (Internet Engineering Task Force),
6,297
IGMP (Internet Group Management
Protocol), 49-51
IN-ADDR.ARPA zone, 233, 297
installing IP addressing, 102—117
manual configuration, 102
on Windows 95/98, 114-116
on Windows 2000, 106—110
on Windows NT, 110-114
on Windows XP, 103—-106
Internet, 2
growth, 180
origins, 4-5
Internet Assigned Number Authority
(IANA), 70, 181, 297
Internet Control Message Protocol
(ICMP), 47-48
ping to examine packet, 48
Internet Engineering Task Force (IETF),
6,297
Internet Group Management Protocol
(IGMP), 49-51
Internet layer (DoD), 29, 38-51, 297
IP (Internet Protocol), 39-42

¢
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Internet Protocol, Next Generation (IPng),
297. See also IP (Internet Protocol)
version 6

Internet Protocol (TCP/IP) Properties
dialog box, 105-106, 106

for manual IP address assignment,
109, 109
Internet routing tables, 181-182, 297
supernetting and, 183-185

internetwork, 12, 13, 297

InterNIC, reserved IP addresses, 93

interoperability of TCP/IP, 3

IP (Internet Protocol), 39—-42, 297

hardware address determination, 42
local or remote destination, 40—41
IP (Internet Protocol) version 6,
267-277, 297

addressing scheme, 269-274

future possibilities, 270
converting IPv4 addresses to, 273
documentation, 274
improvements of, 275
special addresses, 274
transition plan, 276—-277
Web documents about, 309

IP addressing, 38, 80—-97, 297. See also
DHCP (Dynamic Host Configuration
Protocol); name resolution

allocation, 180—-182

CIDR (Classless Inter-Domain

Routing), 96

classes, 92-96
custom subnet masks, 143
standard subnet masks, 142—143
summary, 97

converting IPv4 to IPv6, 273

dotted decimal notation, 90

installation and assighment, 102—117
manual configuration, 102
on Windows 95/98, 114—-116
on Windows 2000, 106—-110
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on Windows NT, 110-114
on Windows XP, 103—-106
numbering systems, 80—89
reserved, 49
resolution to hardware address, 43
IP broadcast address, 93
IPng (Internet Protocol, Next Generation),
268, 297
IPV5, 268
IPX/SPX protocol suite, 19
ISO (International Organization for
Standardization), 23, 297. See also OSI
reference model
iterative query, 226—-227, 297

K

Kahn, Bob, “A Protocol for Packet
Network Interconnection”, 7

L

LAN Manager, 209, 297
layers in OSI model, 23, 24, 297
mnemonics for remembering, 27
responsibilities, 25-27
leading zeros, in binary number
conversion, 89
leases in DHCP, 121, 126—128
discarding forward lookups after
expiration, 243
setting duration, 130
LLC (Logical Link Control) sublayer, 27
LMHOSTS file, 208—-209, 297
load balancing, 297
secondary name server for, 229
Local Area Connection Properties page
(Windows 2000), 107
Local Area Connection Properties page
(Windows XP), 105
local host, 297

—h—

IP addressing—name resolution

local host process, in name resolution,
198-199
local network, 297
identifying, 139-141
as packet destination, 136
logical address, 39, 297
Logical Link Control (LLC) sublayer, 27
loopback address, 93, 274, 297

M

MAC (Media Access Control) address, 36
MAC (Media Access Control) sublayer, 27
Mail eXchanger (MX) record, 233, 297
master DNS database, 229, 297
memory, ARP cache in, 43, 43
Microsoft TCP/IP client, 298
host name, 196
name resolution steps, 195
NetBIOS name cache, 203-204
Microsoft TCP/IP Properties dialog box
(Windows NT), IP Address tab,
113,113
Microsoft TCP/IP Properties dialog box,
WINS Address tab, 204
multicast address, 49, 96, 275, 298
multicast packet, 298
multimedia streaming, 51
MX (Mail eXchanger) record, 233, 297

N

name release request, to WINS server, 261
name resolution, 191-215, 298

basics, 192—-193

broadcast, 206—207

DNS (Domain Name System), 202,

222-228
host name resolution, 193
cycle, 212, 212

HOSTS file, 200-201
315
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name resolution—overhead, minimization as TCP/IP goal
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LMHOSTS file, 208-209
local host process, 198-199
NetBIOS name cache, 203-204
NetBIOS name resolution, 194, 213-215
vs. host name resolution, 195
WINS (Windows Internet Naming
Service), 205
name servers, 229, 298
querying, 224-225
NAT (Network Address Translation),
93, 298
nbtstat command, 209-211, 270, 298
NCP (Network Control Protocol), 4, 298
limitations, 7
negative acknowledgment, 253, 298
negative name query response, 260
net view command, 213, 275
NetBIOS, 298
NetBIOS applications, 252—-263
NetBIOS name resolution with WINS,
257-261
name registration, 257
NetBIOS name resolution without
WINS, 252-256
name registration, 253
WINS Manager, 262-263
NetBIOS name cache, 203—-204, 254, 298
pre-loading entries, 209
viewing contents, 209-211, 210
NetBIOS name query, 254, 298
NetBIOS name resolution, 194,
213-215, 298
cycle, 214-215, 215
vs. host name resolution, 195
NetBIOS name server, 257, 298
NetBIOS names, 298
in LMHOSTS file, 208
NetBIOS scope 1D, 204
NetWare, HOSTS file, 201
network
6BONE, 268, 294
circuit-switched, 9, 9, 295

packet-switched, 10, 70, 299
functioning of, 11
Network Address Translation (NAT),
93, 298
network administrator, 2, 298
Network and Dial-Up Connections
window (Windows 2000), 106
network bandwidth, 256, 294, 298
Network Control Protocol (NCP), 4, 298
limitations, 7
Network dialog box (Windows 95/98),
Configuration tab, 174
Network dialog box (Windows NT)
Identification tab, 770, 112
Protocols tab, 112
network interface cards (NIC), 36
Network Interface layer (DoD), 29,
34-37,298
Network layer (OSI), 26
Network Neighborhood, 252
network topology, 34, 298
NIC (network interface card), 36, 298
Novell, 19
Novell Netware server, configuration for
dynamic DNS, 243-244, 244
NS record, 232, 298
numbering systems, 36, 80—89

O

octal numbering system, 81
octets, 90, 298
open standard, TCP/IP as, 12
operating systems, support for TCP/IP, 2
OSI (Open Standards Interconnection)
reference model, 23-28, 298
vs. DoD model, 29
layers, 23, 24
mnemonics for remembering, 27
responsibilities, 25-27
use, 28
overhead, minimization as TCP/IP goal, 8
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Packet InterNet Groper—RFCs (Requests for Comments)

)

Packet InterNet Groper. See Ping (Packet
InterNet Groper)
packet-switched network, 10, 70, 299
functioning of, 11
packets, 10, 20-21, 217, 298
DHCP
acknowledgment packet,
124-125, 295
discover packet, 118-119
offer packet, 119-121
request packet, 121-123
DHCP acknowledgment packet, 125
for DNS query, 226
for IPv6, 275
TCP portion, 57, 57
UDP portion, 57, 57
parsing, 201, 299
PC DOS, 180, 299
peer-layer communication, 28, 299
physical address, 36
Physical layer (OSI), 27, 28
Ping (Packet InterNet Groper), 47,
196-197, 299
packets, 48
ports and sockets, 67-70, 299
for HTTP, 74
for UDP, 61
well-known ports, 70, 301
#PRE switch in LMHOSTS file, 209
Presentation layer (OSI), 26, 28
primary name server, 229, 299
printers, reserved IP addresses for, 129
protocol stack, 1, 2, 19, 299
protocol suite, 1, 2, 299
examples, 19
protocols, 1, 2, 299
need for, 22
packet movement by, 20-21, 217
questions answered by, 19

what they are, 18—21

proxy server, 93, 299

PTR (pointer) record, 233, 299
dynamic update, 240, 242-243

Q

querying
DNS server, 223
iterative or recursive, 226—-227
name servers, 224—-225

R

RAM, ARP cache in, 43, 43
RAND Corporation, 4
read-only, 299
DNS database as, 230
read/write, 299
DNS database as, 229
real-time, 275, 299
records, 299
DNS types, 231-233
recursive query, 226—227, 299
redundancy, as ARPAnet requirement, 5
reliability, 56
remote network, 40, 299
identifying, 139-141
as packet destination, 136
remote resolution, secondary name
server for, 229
reserved IP addresses, 49, 93, 299
class E as, 96
resolve, 299
resolver, 222, 299
RFCs (Requests for Comments), 6, 299
761 for TCP, 63
768 for UDP, 63
801 for NCP to TCP transition, 7
849 for hosts.txt file, 220 :
959 for FTP, 71 317
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RECs (Requests for Comments)—subnet mask
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1034 for DNS, 220, 238
1035 for DNS, 220, 238
1060 for well-known ports, 70
1700 for well-known ports, 70
1752 for IPng, 268
1878 for subnet addressing, 151
1884 on IPv6 addressing, 271
1924 on IPv6 addressing, 271
1933 for transition to IPv6, 276
1946 on IPv5, 268
2136 for Dynamic DNS, 239
2137 for Dynamic DNS security,
239, 246
for IPv6, 274
Web site links, 308
root name servers, 223, 299
routability
on-the-fly, 5
of TCP/IP, 3, 8, 12
routers, 40, 147, 299. See also default
gateway
name resolution broadcast and, 206
and reserved IP addresses, 93, 129
routing, 299
Internet layer for, 38
routing table, 41, 299

S

scope for DHCP, 117, 300
setting, 131

scope ID, NetBIOS, 204

scope option, 300

secondary name server, 229, 300

secured dynamic updates of DNS, 246

Select Network Component Type dialog
box (Windows 2000), 107

Select Network Protocol dialog box
(Windows 95/98), 115

Select Network Protocol dialog box
(Windows 2000), 108

¢

Select Network Protocol dialog box
(Windows NT), 111
sequence numbers, 300
in TCP header, 60
server service, 252, 300
servers
for FTP, 71
reserved IP addresses for, 129
Session layer (OSI), 26
shares, 213, 300
shutdown, and DHCP lease, 128
SIT (Simple IPv6 Transition), 276, 300
SMTP (Simple Mail Transfer Protocol), 75
SNMP (Simple Network Management
Protocol), 75
port for, 70
SOA (Start of Authority) record, 232, 300
sockets, 69, 300
software, independence as TCP design
goal, 8
source-quench packet, 47, 300
SRI-NIC (Stanford Research Institute
Network), 220, 300
standard subnet masks, 142-143, 300
standards, need for, 22
Stanford Research Institute, 5
Start of Authority (SOA) record, 232, 300
static entry in WINS database,
262-263, 300
statically-assigned IP addresses, and
dynamic update, 243
stream of data, 300
sending audio and video with IGMP,
50-51
sending to multiple hosts, 49
subnet, 148, 300
subnet bits, 150, 300
subnet calculator, 151, 300, 309
subnet goggles, 300
subnet mask, 300
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subnet masks—URL (Uniform Resource Locator)

subnet masks, 39. See also custom
subnet masks
class A, 171
class B, 172
class C, 173
local or remote network identification,
139-141
network and host, 138-139
standard for classes, 142—143
supernetted, 185
what it is, 136—141
in Windows NT, 113
supernetted subnet mask, 300
supernetting, 183—-185
switches, 300
in LMHOSTS file, 209

T

TCP (Transmission Control Protocol), 56,
58-60, 300
data organization and delivery
guarantee, 60
ports, 69
TCP/IP (Transmission Control
Protocol/Internet Protocol), 1, 301
advantages, 12—-13
birth, 7
companion Web site, 308—-309
design goals, 8
and DoD model, 29
features, 3
installing on Windows 95/98, 114-116
manual assignment of IP address,
115-116
installing on Windows 2000, 106—108
installing on Windows NT, 110-114
manual assignment of IP address,
112-114
installing on Windows XP, 103—106
manual assignment of IP address,
103-106

Microsoft client, 298
host name, 196
name resolution steps, 195
NetBIOS name cache, 203-204
need for new version, 268
what it is, 2-3
testing. See also troubleshooting
127. IP address for, 93
text file format, 71
TFTP (Trivial File Transfer Protocol), 75
port 69 for, 69, 70
three-way handshake, 58—-59, 300
Transport layer (DoD), 29, 56-57
TCP (Transmission Control Protocol),
58-60
UDP (User Datagram Protocol), 61-63
Transport layer (OSI), 26
troubleshooting
127. IP address for, 93
HOSTNAME utility for, 199
ICMP to perform, 47
loopback address for, 93, 274
TTL (time to live), 300
for DHCP lease, 126
setting duration, 130

U

UDP (User Datagram Protocol), 56, 57,
61-63, 301
ports, 69
Unicast, 275, 301
United States Department of Defense
(DoD), 4, 295
reference model, 29
University of California at Los Angeles, 5
University of California at Santa Barbara, 5
University of Utah, 5
Unix, HOSTS file, 201
unspecified address (IPv6), 274
URL (Uniform Resource Locator), 74, 301
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vendors, support for TCP/IP, 3
video streaming with IGMP, 50-51

w

WAN connection, 301
subnet address for, 153
Web browser, 301
HTTP for, 74
Web browser application, 74
Web server, 74, 301
Web sites
connection process, 74-75
for TCP/IP JumpStart, 308-309
well-known ports, 70, 301
WellKnown Service (WKS) record, 233
WildPackets, IP Subnet Calculator, 149, 149
Windows 95/98
DHCP on, 108
HOSTS file, 201
IP addressing installation, 114—116
manual assignment of [P address,
115-116
Windows 2000
client configuration for dynamic DNS,
244-247
DHCP server configuration for
dynamic update, 241-247
HOSTS file, 201
IP addressing installation, 106—110
manual assignment, 109-110
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vendors, support for TCP/IP—zone transfer

Windows (Microsoft), calculator, 88,
88-89
Windows NT
HOSTS file, 201
IP addressing installation, 110—114
manual assignment, 112-114
Windows XP
client configuration for dynamic DNS,
244-247
HOSTS file, 201
IP addressing installation, 103—106
WINS (Windows Internet Naming
Service), 49, 205, 301
IP addressing installation, 49
NetBIOS name resolution with,
257-261
name registration, 257-259
NetBIOS name resolution without,
252-256
name registration, 253
static entry in database, 262—-263
WINS Manager, 262-263
WINS server, limits on clients, 261
WKS (WellKnown Service) record, 233
workstation service, 252, 301

L

zeros, leading, in binary number
conversion, 89

zone file, for DNS server database, 228

zone transfer, 230, 230, 301



