


Business users today are under serious pressure to provide even greater efficiency in all of their assigned
tasks. With new government sanctions for compliance, reduced labor, and the globalization of the 
workplace with outsourcing, the ability to access information and expertise, while reducing travel and
associated costs is extremely difficult. Time-to-market pressure has increased with the pressure applied
to companies to provide products and results to validate shareholder investments. The corporate land-
scape has changed as well with reduced travel, increased telecommuting, and geographic disparity with
outsourcing and globalization of the workforce. All of these challenges demand solutions to increase
productivity and collaboration, while reducing costs. The Microsoft Unified Communications platform
has placed a focus on providing a solution for each of these challenges, leaving time for innovation and
ingenuity. 

The purpose of this chapter is to provide an overview of the Microsoft Unified Communication platform
and to introduce Microsoft Office Live Communications Server 2005 with Service Pack 1, a product that
addresses the aforementioned business challenges by providing a unified platform of real-time communi-
cation and collaboration solutions. This chapter covers the following Microsoft Unified Communications
components:

❑ Live Communications Server 2005 with Service Pack 1

❑ Session Initiation Protocol (SIP)

❑ Transport Layer Security (TLS)

❑ Microsoft Office Communicator 2005

Introducing Microsoft Office Live
Communications Server with SP 1

Part of the Microsoft Office System and the Microsoft Unified Communications suite of products, Live
Communications Server 2005 SP1 provides enterprise-level security, scalability, and performance by
offering a flexible infrastructure and enterprise platform that enables real-time communication and col-
laboration. The launch of Live Communications Server 2005 SP1 was the answer to numerous customer
and industry requested features, including telephony integration and call control features, Instant
Messaging threat protection and filtering, and the most exciting feature of them all, Public Instant
Messaging Connectivity (PIC). The PIC feature within Live Communications Server now provides the
capability to communicate with popular public Instant Messaging applications, including Yahoo Instant
Messenger, AOL Instant Messenger, MSN Messenger, and a new client application called Microsoft
Office Communicator 2005. With the Communicator 2005 client, a user can now seamlessly communi-
cate with co-workers, business partners, customers, friends, and family with one client application. The
purpose of Microsoft’s “unified communications” vision is not only to supply customers with a solution
that fits their immediate needs, but also to provide a foundation for future development and enhance-
ments. As many companies are starting to implement Instant Messaging and real-time communications
technologies within their enterprise infrastructure, Live Communications Server provides a complete
solution, and one that is integrated within the Microsoft Office suite of products. Moreover, it provides
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an application interface to enable communications, presence, and collaboration features to be built into
custom applications. By building the Unified Communications products within the Office suite of prod-
ucts, Microsoft was able to provide customers with desired features within products with which they are
already familiar. Millions of users start their day with Microsoft Office, including Microsoft Outlook,
Excel, PowerPoint, and SharePoint. The Unified Communications vision is to provide interoperability
with the Office suite of products to increase productivity, while maintaining desktop familiarity and ease
of use. Realizing their original vision only three years later, users can now work within one suite of
applications, rather than manage separate and disconnected applications.

Microsoft Office Communicator 2005
Another exciting Unified Communications product is the Live Communications Server client, Microsoft
Office Communicator 2005. Microsoft Office Communicator 2005 is the new client for Live Communications
Server 2005 SP1. With features that include Instant Messaging, audio/video communication, white-
boarding, application sharing, and conferencing capabilities, the Communicator 2005 client has gained
enormous popularity, especially with public Instant Messaging integration and telephony integration.
A major feature of the Communicator 2005 client is the capability to integrate with existing telephony
services. With the Remote Call Control (RCC) feature, the Communicator 2005 client application controls
a Private Branch Exchange (PBX) phone system that provides users with features such as call answering
and call forwarding. This feature enables users to make and accept calls, and forward calls to other
phone numbers, truly liberating users from their desktop phone. Another telephony integration feature
of Communicator 2005 is the Public Switched Telephone Network (PSTN) service. With PSTN integra-
tion, individuals can use the Communicator 2005 client to leverage conference calling services and Voice
over Internet Protocol (VoIP) conversations.

Microsoft Office Live Meeting 2005
To reduce travel costs and to increase global communication, Microsoft has released an additional
Microsoft Unified Communications product: Microsoft Office Live Meeting 2005. With Live Meeting,
business users now have the ability to launch products, mobilize meetings and conferences, provide live
and on-demand training services, and present new ideas without connection boundaries. Integrated
with PSTN services and the capability to record meeting and audio sessions, Live Meeting enables true
meeting productivity without the need for travel. Live Meeting enhances the Unified Communications
portfolio by providing event services, online business meetings, training, customer support, and presen-
tation capabilities. All of this is made possible with features such as PowerPoint, Office Document, PDF,
and other data resource uploading. These features enable users to enjoy vibrant presentation, white-
boarding, and application sharing, including live demonstrations and attendee interaction with surveys,
polls, and attendee mood awareness. With Live Meeting, presentations and training sessions can be real-
ized regardless of where the participants are located; each service can be cast remotely with only one
requirement: an Internet connection. With Live Meeting attendee interaction functionality, presenters
and trainers can obtain instant feedback, and more intelligent pre-meeting or event attendee intelligence
through the Live Meeting registration system. Rounding out the Microsoft Unified Communications
vision, Live Meeting provides capabilities that meet today’s business challenges by enabling cost-effective
collaboration and communication by reducing or eliminating the need for travel.
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The Business Value of Presence
While mobile communications have brought contacts closer than before, the game of “phone tag” is
still being played. Instant Messaging technologies present something that telecommunications compa-
nies do not offer regarding the ability to view the status of a given contact. Within Instant Messaging
applications, contacts can utilize basic presence settings such as Offline, Online, and Away, but with
Microsoft Office Communicator 2005, contacts have enhanced presence status settings with features
such as integration with PBX and PSTN services and the Microsoft Office Outlook 2003 Calendar pres-
ence and schedule. With the provided integration functionality, the Communicator 2005 client will
update status automatically based on the availability of the individual. For example, if individuals
are scheduled to be in a meeting per their Outlook 2003 calendar, then their Communicator 2005 client
will automatically update to the status of “In a Meeting.” Now, an individual’s co-workers can see that
the contact is signed into the system but is in a meeting and should not be disturbed unless absolutely
necessary. 

Many organizations are now globally dispersed, with employees working in other countries and in multi-
ple time zones. With presence-enabled applications, co-workers, customers, and business partners
can decide to use e-mail instead of Instant Messaging to send a communication, expecting a response
whenever the individual is online again. This is part of the Microsoft Unified Communications vision
combining Exchange Server and Outlook with Live Communications Server, Communicator 2005, and
Live Meeting. Another scenario includes waiting for an individual to become available. With Microsoft
Office Communicator 2005, contacts can not only see each other’s presence, but also when they will be
available again. With the Communicator 2005 “tagging” feature, contacts can tag one another so that
when they become available or online, a message is presented to the awaiting contact letting them know
that the contact they tagged is now available for communication. The value of presence is so great that
Microsoft decided to build presence integration within many products, starting with the Office system as
the foundation, by enabling presence within Microsoft Office, Live Meeting, and SharePoint (SharePoint
Portal Server and Windows SharePoint Services). To further extend presence integration, Microsoft has
provided an application interface for Live Communications Server to enable presence functionality within
custom developed applications.

Providing Secure Communications
In many businesses today, Instant Messaging has become the preferred method of interpersonal commu-
nication, surpassing e-mail, and it will likely become the preferred method of online communication
within the next 5–10 years. Many companies are already heavily dependent upon Instant Messaging
applications, specifically within trading organizations and call centers. Most messaging occurs between
co-workers, but a recent trend has seen a shift in which partners and customers are reliant on Instant
Messaging as well. This dependency has also attracted parties that are interested in leveraging these com-
munications for their own purposes, both benign and malicious. As SPAM has attacked the e-mail com-
munity, SPIM, a new form of SPAM, is quickly becoming prevalent in Instant Messaging applications
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today. Business owners and information technology (IT) decision makers have been faced with securing
these communications or banning them completely.

When contemplating which type of Instant Messaging application to deploy, three scenarios present
themselves. The first scenario is to enable public Instant Messaging applications provided by companies
such as Yahoo, MSN, AOL, and others, which creates a major security breach. The second scenario is
to ban Instant Messaging applications altogether, which will result in employee, business partner, and
customer dissatisfaction or users who decide to install and use Instant Messaging applications against
company policy. The third scenario is to provide users with a client that is secure and manageable. If a com-
pany decides to choose the third scenario to deploy a secured and managed Instant Messaging applica-
tion, limited options are available. Essentially, customers need to decide between Live Communications
Server and alternative options such as IBM Sametime. The problem with products like IBM Sametime is
that when deployed, users lose the ability to communicate with contacts who are using MSN, Yahoo, or
AOL Instant Messaging clients. With Live Communications Server and Communicator 2005, companies
can provide their users with a single client that includes connectivity to public Instant Messaging net-
works and other LCS environments, securely. Live Communications Server dominates the market with
this solution, as other applications such as Trillion require users to have an account set up with each pub-
lic Instant Messaging provider before they can establish communication. With Live Communications
Server and Communicator 2005, there is one client and one account, which enables direct access to all the
public Instant Messaging networks.

Beyond the rich features and capabilities of the Microsoft Office Communicator 2005 client, Live
Communications Server provides multiple layers of security. The first level of security is enabled with
the integration of Live Communications Server and Active Directory. LCS uses Active Directory to
authenticate users of the Live Communications Server service by validating a user’s Active Directory
account. Adding another layer of protection, LCS provides Transport Layer Security (TLS) for client 
connectivity to the Live Communications Server environment, which requires digital certificates to
authenticate trusted users and servers within an LCS environment. Implementing certificates within
your Live Communications Server environment will ensure a chain of trusted authentication from client
to server. Leveraging certificates with Live Communications Server provides encryption for Instant
Messaging conversations.

Implementing anti-virus solutions for your Live Communications Server environment is as critical as
securing e-mail communications, a lesson learned after many infamous viruses such as the “Melissa”
and “I Love You” viruses. With the provided security features included with Live Communications
Server 2005 SP1, companies can secure their environment in numerous ways: by disabling URLs within
Instant Messaging conversations, by preventing SPIM using the SPIM filter tool, by encrypting communi-
cations using Transport Layer Security, by preventing viruses using solutions such as the Microsoft-owned
Sybari Antigen product, and by managing the entire environment via Group Policy settings.
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Live Communications Server 2005 SP1 Server Roles
Live Communications Server 2005 SP1 is available in two separate versions that vary according to size
and type of deployment. Live Communications Server 2005 SP1 Standard Edition is targeted at smaller
businesses or single-server implementations, as the Standard Edition only requires one server and
includes a scaled-down database using Microsoft MSDE, supporting up to 15,000 users per server. Live
Communications Server 2005 SP1 Enterprise Edition provides a scalable and high-performance LCS
deployment that includes load balancing, a tiered architecture, and a back-end SQL Server database with
cluster support, supporting 20,000 users per server.

Included with the available Standard and Enterprise Edition versions of the software, Live
Communications Server provides additional server roles to enable specific features for a Live
Communications Server deployment. This section provides an overview of the following server roles
that are available, which provide additional features such as IM Archiving, remote access, branch office
access, routing, and telephony integration:

❑ Live Communications Server Access Proxy

❑ Live Communications Server Proxy

❑ Live Communications Server Director

❑ Live Communications Server Front-End Pool Servers

❑ Live Communications Server Back-End SQL Server Database

❑ Live Communications Server IM Archiving Server

❑ Live Communications Server SIP/PSTN Gateway

Live Communications Server Access Proxy
A Live Communications Server 2005 SP1 Access Proxy Server is used to enable remote access for users
connecting to a Live Communications Server environment without the need for a Virtual Private
Network (VPN) connection. It is also used for federation with other Live Communications Server 
environments and to enable integration with the popular Public Instant Messaging Connectivity (PIC)
service with Yahoo, MSN, and AOL. Enabling connectivity without the use of a VPN connection has
become a new standard for Microsoft enterprise server products, including Microsoft Exchange Server
2003. Remote access is a required feature for enterprise organizations, as it enables the capability to offer
collaboration and communication solutions to partners, customers, branch offices, and external
resources. Figure 1-1 depicts the Live Communications Server 2005 SP1 Access Proxy server.

As Live Communications Server penetrates the marketplace, LCS-enabled organizations want the capa-
bility to connect with other organizations that are also running Live Communications Server within their
environment. This connectivity between Live Communications Server environments is called federation.
Federation enables multiple organizations that have deployed Live Communications Server to commu-
nicate with one another directly or through what is called a Live Communications Server clearing house
solution, such as companies that are members of industry-specific organizations. Both the federated and
clearing house connectivity options require the Live Communications Server Access Proxy.
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