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Index

A
acceptable use policy (AUP), 132
access
broadband Internet, 452
community networks, 452
free Internet, 449
free Wi-Fi, 447
protected, Wi-Fi, 438
public Wi-Fi, 449, 465
to fiber-based Internet
service provider, 104
Wi-Fi, 463
wireless Internet, 447
access point, wireless, 390, 401
access sharing
ActiveX components, 263
adapter address, 256
controls, 212
defined, 171
routers, 171
access sharing routers, 171. See also
wireless routers
accessibility over Internet, 214
acknowledgments, end-to-end, 288
adapter, ethernet, 244
address
management, 285
translating, 306
address translation. See network
address translation
addresses
DNS, 296
MAC, 237
private, 305
public, 305
reserved, 291
ADSL (asymmetrical digital subscriber
line)
ADSL2, 57
ADSL2+, 57, 58
modem, 166
speeds, 46

ADSL data frames. See SuperFrame
ADSL modems, 166
ADSL speeds
384Kbps/128Kbps, 46
768Kbps/384Kbps, 46
aDSL. See ADSL
ADSL2, 57
ADSL2+, 57, 58
advanced encryption standard (AES),
462
advanced fiber networks, 98
advanced LAN IP setup, 296
advanced security, 440
AES (advanced encryption standard),
462
aiff music file format, 11
alternative broadband providers
community wireless, 90
satellite broadband, 77
antenna
add-on, 185
for improving distances, 184
anti-virus software, 507
AP (access point) program, fake,
460
application gateway, 309
asymmetrical broadband, 40, 41, 56
asymmetrical connection advantages
cost, 40
traffic patterns, 40
asymmetrical connection, defined, 31.
See also symmetrical connection
asymmetrical digital subscriber line.
See ADSL
asymmetrical transmission, 56
asymmetrical versus symmetrical
connections, 31
audio, streaming, 8, 13
AUP (acceptable use policy), 132
authentication
remote, 461
using 802.1x , 461
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authentication protocols
LEAP, 461
PEAP, 461
automatic backup, 342
automatic updates, 153, 506
availability aspects of
broadband, 21, 63
community wireless, 92
satellite broadband, 87

B
backing up
desktop, 335-336
laptop, 337-339
network-connected computers,
339
backing up, desktop
CD-ROM or DVD backup, 336
external hard drive backup, 336
overview, 335
tape backup, 336
backing up, laptop
CD-ROM or DVD backup, 337
external hard drive backup, 338
online backup and storage, 339
backup
automatic, 342
backup technology, 328
CDs and DVDs, 330
DataKeeper software program,
324
decision points, 331
desktop, 335-336
devices, 213
disaster recovery aspects, 321
disk-to-disk for one computer, 330
disk-to-disk over a network, 330
external hard drive backup, 350
floppies, 329
for business server, 211
for home computers, 208
full, 329
incremental, 329
laptop, 337-339
mechanism, 346
network-connected computers, 339
online backup and storage, 331, 351
operations to schedule, 348
options for travelers, 352
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planning, 242, 356
pros and cons, 331
recommendations, 333
RocketVault, 350
scoring choices, 333
share-defining process, 347
software packages, 324, 353
tape backup, 330, 350
tools, 506, 335
backup service, online, 353
backup software, DataKeeper, 336,
340
backup tools
FireWire, 335
Mirra Personal Server, 335, 342
PCMCIA card, 335
RocketVault, 335, 346
True Image 7, 335
backup types
automatic, 342
full, 329
incremental, 329
bandwidth
fiber cable connections, 103
hogs, 134
Basic Input Output System (BIOS),
248
billing aspects of broadband services,
197
BIOS (Basic Input Output System),
248
bit security. See security, bit
blocking of
anonymous Internet requests,
313
hackers, 241
Boot Pea. See Boot Protocol
Boot Protocol (BOOTP), 293
BOOTP (Boot Protocol), 293
bridging, 292. See also routing
broadband
acceptable use policies, 132
access cable, 108
access control, broadband, 188
access point, 285
availability, 21, 63, 87
building local exchange carrier,
188
cable/DSL, 363
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communicating over, 18
computing without interruption,
3-4

control access, 188

cost aspects, 67, 89

coverage area, 102, 107

defined, 27, 28

downloading tool, 10

fixed wireless, 90

gaming, 23

getting familiar with, 27

high-speed, 97

home, 161

Internet access, 3

multitenant hookup, 187

over cable, 69

paradoxes, 544

physical connections, 190

Powerline Broadband, 109

privacy assurances, 198

reliability, 66, 88, 105, 108, 111

routers, 378

satellite, 78, 79, 89

security updates, 199

security, 67, 106, 111, 196

service options, 97

service provider, 72-74, 132

services, 190, 198-200

speed, 87, 108, 111

support contact, 198, 199

support files download, 4

throughput, 65

transfer speeds, 7

transmission, 28

trials in progress, 103, 108, 110

voice over broadband, 18

wireless access, 107

wireless exchange, 128

wireless, 492

working of, 90, 107

World Wide Web, 3
broadband access

access point, 285

broadband gaming, 23

cable, 36

condos, 195

connection, 169

digital, 32

executive suites, 195
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media, 167
office parks, 196
problems, 161
satellite, 95, 195
system, 202
transforms, 8
wireless, 90, 191, 195
wiring, 190
broadband access services
billing aspects, 197
privacy assurances, 198
security, updating of, 199
service level agreement, 198
support contacts, 198
terms of service, 197
broadband connections
asymmetrical, 31, 40
DSL speeds, 45
faster, 350
insecure, 444
symmetrical, 31, 41
broadband from cable companies
broadband over cable, working of,
69
service provider details, 72
broadband from phone companies
DSL technology, use of, 52
service provider details, 61
broadband gaming
game play requirements, 23
popular games, 25
broadband Internet access
broadband reports, 500
broadband service problems
cable, 49
cable/DSL modem, 169, 170
computer hardware, 170
DSL, 49
e-mail server, down, 168
hosted Web servers, down, 168
network interface device failure,
169
node to central office,
disconnected, 169
router problems, 168-170
software, 170
spotty service between node and
home, 169
wiring, substandard, 170
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broadband Internet access, need of
broadband gaming, 23
communicating over broadband, 18
computing without interruption, 4
streaming audio, 8
streaming video, 13
broadband Internet connection,
unsecured, 44
broadband options
Fiber to the Premises, 98
passive optical networking (PON),
use of, 98
Powerline Broadband, 109
WiMax, 106
broadband over cable, working of, 69
broadband policy, 30
broadband providers, alternative
community wireless, 90
satellite broadband, 77
broadband providers, types of
cable, 49
satellite, 49
broadband security
desktop firewall settings, 158
operating system, updating of, 151
personal firewall, updating, 155
routers firewall settings, 158
virus protection, updating of, 154
broadband security updates
active and update spam protection,
199
active and update virus protection,
199
active and updated personal
firewall, 199
operating system updates, 199
broadband service
cable-based, 123
for apartment resident, 190
from a third party, 199
level agreement and privacy, 200
level agreement, 198
multiple, 113
qualifications, 116
satellite and wireless, 168
broadband service from third party
account keeping aspects, 200
firewall, 201
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network address translation (NAT),
201
onsite broadband router, 200
privacy assurances, 200
service level agreement, 200
support contact, 199
broadband service providers, 62,
72-74, 123, 132
broadband service trouble spots
cable/DSL modem, 170
computer hardware, 170
computer software problems, 170
router problems, 170
substandard wiring, 170
wiring damage, 170
broadband service types
over cable lines, 18
over telephone lines, 18
wireless, 49
broadband services qualifications
cost, 116
dial-up number for backup, 116
free phone support, 116
personal Web pages, free, 116
reliability, 116
spam, 116
speed, 116
Webmail application, when
traveling, 116
broadband, choosing
broadband physical connections
compare service features, 115
decision points for comparisons,
114
over existing wiring, 190
over new wiring, 190
to every client location, 190
broadband, communicating over
video IM, 20
videophones, 20
voice over broadband, 18
Webcams, 19
BroadbandReports forum, 494
BroadbandReports, 499
Broadcast Support Service (BSS),
420
browsers, Web, 254, 147, 264, 346
BSS (Broadcast Support Service), 420
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Building Local Exchange Carrier
(BLEC), 188
burying cables, 71
business servers. See also home
computing
backup, 211
capacity, 213
media hub, 210
need of, 210
organization, 211
security, 212
sharing 212

C
cable
access, 18
broadband access subscribers,
116
broadband access, 108
broadband, 36
CAT 1, 371
CAT 2, 371
CAT 3, 371
CAT 4, 371
CAT 5, 371
CAT 5e, 371
CAT 6, 371
coaxial, 362
coverage areas, 117
decision checklist, 117
development, 70
DSL modem, and, 292
fiber, 362
fiber optic, 187, 188
gaming, 45
Linksys, 184
modem, 165
pros and cons for, 116
ratings, 371
regulatory aspects, 492
cable access, Internet, 41
cable box filters, 69
cable broadband access, Comcast,
194
cable development, problems with
burying cables, 71
fixation on a one-way network early
on, 71
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cable gaming, 45
cable modem
information, 164
pros and cons, 165-166
use of, 165
cable modem information, 164. See
also DSL modem information
cable modem termination system
(CMTS), 71
cable wire networking, 387
cable wiring, coaxial, 362
cable, pros and cons for
coverage areas, current, 117
decision checklist, 117
cable/DSL
broadband routers, 378
broadband, 363
modems, 243, 252, 292, 478
router, 384
cable/DSL modems
cable modem information, 164
demarcation point, defined, 167,
168
DSL modem information, 166
modem, overview of, 163
pros and cons of modem buying,
165
providers responsibility, 168
cable-based broadband service
providers, 123
cable-related sites, 540, 541
cabling
Category 5 (CAT5), 371
fiber optic, 362
cache buffer, 549
cache server, defined, 318
caching, Web page, 85
capacity, storage. See storage capacity
carrier sense multiple access (CSMA),
371
carrier sense multiple access/collision
detection (CSMA/CD), 371
CAT 1 cabling, 371
CAT 2 cabling, 371
CAT 3 cabling, 371
CAT 4 cabling, 371
CAT 5 cabling, 371
CAT 5e cabling, 371
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CAT 6 cabling, 371
Category 5 cabling. See CAT 5 cabling
CCK (complementary code keying),
182
CD backup, 330
CDs, writeable, 330
CD-ROM, 147
CD-ROM backup, 336
CD-ROM drive, 8
CD-ROM or DVD backup
backing up desktop, 336
backing up laptop, 337
cell phones, chatting on, 444
central office, 549
centralized distribution system, 33
channel bonding
double, 397
multichannel, 397
overview, 397-398
channel selection, 79, 415
channel settings, 415
checksum, 426
CIDR (classless inter-domain routing),
291
circuit-level gateway, 309
classless inter-domain routing. See
CIDR
CLEC (Competitive Local Exchange
Carriers), 50, 101
cmd, 497
CMTS (cable modem termination
system), 71
coaxial cabling, 362
collision detection (CD), 371
combination storage device, 480
communicating over broadband
video IM, 20
videophones, 20
voice over broadband, 18
Webcams, 19
community wireless
availability, 92
costs, 95
distance, 93
line-of-sight networks, 91
non line-of-sight networks, 91
overview, 90
reliability, 95
security, 95
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service providers, 92
speed, 94
working, 90
community wireless broadband
coverage areas, 128
decision checklist, 129
pros and cons, 128
security, 128
community wireless broadband, pros
and cons for
current coverage areas, 128
decision checklist, 132
security concerns, 129
compatibility
between vendors, 366
problems, 366
compatibility advantages
for wired products, 366
for wireless products, 366
Competitive Local Exchange Carriers
(CLEC), 50, 101
complementary code keying (CCK),
182
computer as file server
Linux, use of, 228
Windows networking, use of, 227
computer hackers, 139
computer life
defined, 151
life circle, examining of, 151
computer problems, 506
computer refuses, checklist for, 510
computer security
downloaded files aspects, 144
e-mail risks, 141
physical security, 147
understanding, 139
Web sites, 145-147
computer-based video, 8
computing without interruption
defined, 4
files downloading features, 4-5
computing, home, 206
connecting network devices
routers, 237
server and storage appliances, 234
wireless Webcam, 238
connection equipment, customer
premises 164
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connection sharing rules, 134
connection times, 63
connection troubleshooting
network troubleshooting,
bottom-up, 509
system examination tools, 507
TCP/IP problems, 511
wireless problems, 520
connectionless packet delivery
service, 287
corporate networks, 229
corporate sites, 17
coverage area
broadband, 107
cable, 117
community wireless, 128
DSL, 121
Fiber to the Premises (FTTP),
102
satellite broadband, 126
cracking tools
BSD Unix, 454
Java, 454
Linux, 454
Macintosh, 454
PalmOS, 454
PocketPC, 454
Windows, 454
cracking, wired equivalency protocol
(WEP), 453
CSMA/CD (carrier sense multiple
access/collision detection), 371
customer premises connection
equipment, 164
customer relationship management
(CRM), 212
customer service aspects
normal performance, tracking,
496
problems documenting, 496
provider’s performance, 499
customer service, dealing with
effective complaining, 486
subscribers, enlisting, 493
working through their system, 490
customer service, working with
call for support, 476
firmware and drivers, updating,
479
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PPPoOE settings, 481
rebooting aspects, 477, 478
router DHCP settings, 479

cycles per second, 28. See also
bandwidth

D
data
organization, 211
connections, high-speed, 32
restoration, 352
retention rules, 354
security, 211, 212, 361
sharing, 212
data connections, high-speed, 32
data over cable service interface
specification (DOCSIS), 72, 164
data vaults, 346
DataKeeper backup software, 335, 336,
340
DDNS (dynamic domain name
service), 304
dead Web page, 473
demarcation point, defined, 167
desktop
backing up, 335, 336
firewall settings, 158
networking, 243
uses of, 405, 419
desktop networking
NAT supported routers, 244
network settings, 250
operating system, 249, 250
overview, 243-244
Windows 9x/ME, upgrading,
246-249, 522, 523
desktop operating system, Linux, 249,
250
destination
address type, 312
domain name, 312
IP Address, 312
DHCP (dynamic host configuration
protocol)
client settings, 299
overview, 293
server settings, 296-298
server, 253, 294
timeouts, 519
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DHCP client settings, 296, 299
DHCP client, 294, 296
DHCP server settings
for broadband connections, 298
for client, 296
DHCP server, 253
DHCP servers, role of, 294
DHPC timeouts, 519
dial-up modem, 163
dictionary attack, 150, 420, 455
dictionary hackers, 455
digital broadband access, 32
digital cable Internet access, 36
Digital Loop Carrier (DLC), 64
Digital Powerline Technology, 109
digital rights management (DRM),
322
digital spread spectrum (DSS) of
power networks, 110
digital subscriber line. See DSL
direct sequence spread spectrum
(DSSS), 393, 395
disaster recovery, 351
disaster types
chemical leak, 353
fires, 352
floods, 352
nuclear explosions, 352
virus infestations, 352
Discreet MultiTone (DMT), 51
disk
cables, 367
from outside, 148
maintenance, 233
managing, 232
partition, 549
preparing, 324
shares, 229
disk formatting methods
FAT32, 325
NTFS, 325
disk shares, setting up, 229, 232
disks, managing
disk maintenance, 233
shares setting, 232
disk-to-disk backup, 330
distance advantages for
wired ethernet network, 364
wireless ethernet network, 364
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distance aspects in
wired ethernet, 364
wireless broadband routers,
182
wireless ethernet, 364
distance improving in wireless
routers
external antenna features, 184
power usage, 184
DLC (Digital Loop Carrier), 64
D-Link AirXpert DI-774, 395
D-Link i2eye DVC-1100, 21
D-Link, 414
DMT (Discreet MultiTone), 51
DNS (domain name service)
defined, 300
dynamic, 304
name servers, finding, 301
server, 300
static IP addresses, 302
DNS addresses, 296
DNS problems, 518
DOCSIS (data over cable service
interface specification), 72, 164
DOCSIS compatibility specification,
165
documentation, 475
domain name server, 300, 432, 480,
519, 523, 531
domain name service. See DNS
domain name system. See DNS
domain name, destination, 312
double-channel bonding, 397
download speed
applications updates, 57
e-mail, 57
music files, 57
non-cached Web pages, 57
download times, file, 5, 6
downloaded files
careful handling, 144
protection aspects, 145
protection features, 145
trojan programs, 144
downloads, remote file, 353
downstream traffic, 32, 36, 71
drivers, device, 479, 549
DRM (digital rights management),
322
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DSL (digital subscriber line)
ADSL, 46, 57, 58, 166
coverage areas, 121
decision checklist, 123
gaming, 45
HDSL, 51, 61
ISDN, 46, 60
modem, 169, 184, 374
pricing levels estimate, 68
pros and cons for, 120
rate-adaptive, 61
regulatory aspects, 492
SDSL, 46, 54, 58, 122
service features, 122
service providers, 61
speeds, 46
symmetrical, 58
VHDSL, 61
working, 52

DSL modem
ADSL modem, 166
information, 166
use of, 169, 184, 374

DSL modem information, 166

DSL modem vendors
2Wire, 166
Netopia, 166
ZyXel, 166

DSL technology
defined, 32, 51
development of, 51

DSL, pros and cons for
coverage areas, current, 121
decision checklist, 123
service features comparison,

122

DSLForum, 54

DSL-related Sites, 540

DSSS (direct sequence spread
spectrum), 393, 395

DVD backup
backing up desktop, 336
backing up laptop, 337
defined, 330

DVD drive, 147

DVDs, writeable, 330

dynamic DNS, 304

dynamic domain name service
(DDNS), 304

dynamic host configuration protocol
(DHCP) server, 253, 294

dynamic host configuration protocol.
See DHCP

dynamic host control protocol. See
DHCP

E
EAP (Extensible Authentication
Protocol), 461
EAP-TTLS, 462
eavesdrop networks, 443, 445, 448,
456
eavesdropping thwarting
802.1x authentication, use of, 461
products, 456, 458
eavesdropping, concept of
legal issues, 452
sniffers, 450
warchalking, 449
wardriving, 445
EFS (Encrypting File System), 247
802.11 standards
802.11b, 180, 181, 392, 401
802.11e, 399
802.11g, 183, 394, 399, 415
802.11i, 437
future, 399
802.11b for Wi-Fi hotspots, 96
802.11g methods for increasing
speed
channel bonding, 397
fast frames, 397
hardware compression and
decompression, 397
packet bursting, 397
select mode or mixed mode, 397
802.11g standard
interference issues, 398
methods for increasing speeds, 397
nonstandard enhancements, 396
802.1x
compliant system security
breakdown, 462
for network authentication, 461
personal computer security, 44
electromagnetic interference (EMI),
365
electronic rights and privacy, 39
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e-mail
disruptions, 473-475
download speed, 57
message, 444
overview, 141
protection aspects, 142
server software, 474
server, 44, 46, 206, 219, 304
traffic, 200
viruses spread, 141
e-mail client settings
authentication setting, 475
mail server name
for incoming messages, 475
for outgoing messages, 475
mail server port number, 475
user name, 475
user password, 475
e-mail disruptions, 473-475
e-mail risks
careful handling, 146
protection features, 146
e-mail server, 44, 194, 206, 219, 304
EMI (electromagnetic interference),
365
Encrypting File System (EFS), 247
encryption keys, significance of, 427
encryption problems, 521
End User License Agreement (EULA),
132
end-to-end acknowledgments, 288
entertainment sites, 541
ethernet. See also wireless network
10Base-T, 252
adapter, 244
connections, 339
devices, 362
distance limitations, 64
network, 173, 451
network connection, 14, 250
thick, 375
Unshielded Twisted Pair (UTP)
wires, 170, 360
wired, 364
wireless, 364
ethernet connection
for network, 14, 250
for routers, 173
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ethernet network
connections, 14, 250, 339
networking concept, 360
speed, 363
wired, 361

ethernet speed in
HomePlug, 363
wireless 363

ethernet wiring
100Base-T, 370
10Base-T, 370
CAT 1, 371
CAT 2, 371
CAT 3, 371
CAT 4, 371
CAT 5, 371
CAT 5e, 371
CAT 6, 371
hardware, 373-374
hubs, 375, 376
in routers, 378
overview, 370
switches, 377
twisted pair, 370
unshielded twisted pair (UTP),

359

EULA (End User License Agreement),
132

Extensible Authentication Protocol
(EAP), 461

external hard drive backup
for desktop, 336
for laptop, 338
problem with, 350

F
fake AP (access point) program,
460
fast frames, 397
FAT32, defined, 325
fault tolerance, 295
FCC (Federal Communications
Commission), 29, 31, 47, 64, 491
Federal Communications Commission.
See FCC
fiber
active star, 100
cables, 362
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home run fiber, 100
optic cable, 187, 188
optic cabling, 362
passive optical network (PON), 98,
100
point-to-point, 100
single star architecture, 100
wavelength aspects, 100
working of, 99
fiber networks, advanced, 98
fiber to home. See also WiMax;
Powerline Broadband
competitive local exchanges, 50, 101
incumbent local exchange carriers,
50, 101
laws, 101
public utility districts, 101
Fiber to the Premises (FTTP)
coverage areas, 102
legal aspects, 102
overview, 98
political aspects, 102
reliability, 105
security, 106
speed, 105
trials in progress, 103
working, 99
file access screen, 222
file download times, 5, 6
file server, 227-228
file sharing
disabling of, 261
passwords settings for, 262
peer-to-peer, 41, 212
program, 38
sites, 43
file storage folder on a server, 209
File Transfer Protocol (FTP), 176, 217,
311, 315
files downloading aspects, 144, 145
files restoring ways, 349
filter
ActiveX, 313
cookies, 313
Java Applets, 313
multicast, 313
filter, cable box, 69
filtering, media access control, 429
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filters, Web content, 177
firewall
configuring for online games, 317
definition, 309
Kanguru iNAS-100, 317
NAT (network address translation),
309
protection, 312
router, wireless, 310, 378, 410, 431
router-based, 310
software, 158, 166, 172, 176
firewall configuring for online games,
317
firewall functions
application gateway, 309
circuit-level gateway, 309
packet filter, 309
proxy server, 309
firewall router, wireless, 310, 378, 410,
431
firewall settings
default, 176
desktop, 158
router, 158
firewall software
application gateway, 176
circuit-level gateway, 176
for routers, 175
packet filter, 176
proxy server, 176
firewalls, router-based
configuring, 310
defined, 309
security settings, 312
firmware
defined, 479
updating, 479
fixed wireless broadband (FWB), 90
floppy backup, 329
folder
private, 209
public, 209
Shared Documents, 227
folder organization, 209
FolderShare, 43
frame relay, 59
FTP (File Transfer Protocol), 176, 217,
311, 315
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FTPDATA, 311
FTTP. See Fiber to the Premises
full backups, 329
future network devices
wired advantages, 367
wireless advantages, 367
FWB (fixed wireless broadband), 90

G
G.Lite, 54, 60, 64. See also ADSL
game networks
cable, 45
DSL, 45
game playing, 23, 520
game sites, 538
gaming
networks, 45
online, 158
gateway
application gateway, 309
circuit-level, 309
gigabit switches, 378
GoToMyPC, 149
GPS equipment, 447
group access rights, 231
groups, setting up, 229

H
H-25 multifunction server appliance,
220
hack attacks
dictionary attacks, 455
man-in-the-middle attacks, 454
media access control attacks, 455
session hijacking, 455
thwarting of, 456
wired equivalency protocol (WEP),
cracking, 453
wireless, 453
hackers
blocking, 241
computer, 139
dictionary, 455
mobile, 445
security aspects, 151, 454
hard drive backup, external, 336
hardware compression and
decompression, 397
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HDSL (high bit-rate DSL), 51, 61
HDTYV (high definition television ), 546
HDTV set-top box, 14
HFC (Hybrid Fiber/Coax), 71
HFC (Hybrid Fiber/Coax), 71
high bit-rate DSL (HDSL), 51, 61
high definition television (HDTV),
546
high-bandwidth digital service, 167
high-quality network analyzer
software, 451
high-speed
broadband, 97
data connections, 32
Internet access, 32
Internet, 494
HIPAA, 355
home broadband, 161
home computing. See also business
servers
backup, 208
capacity, 210
connecting devices, 207
media hub, 210
organization, 208
security, 209
share files, 208
share printers, 208
home server, 205, 210
HomeCOAX, 387
HomeNet, 256
HomePlug
devices, 220, 360, 367, 369
ethernet speed, 363
ethernet, and, 382
interference, 382
networking, 379
over home powerlines, 362
overview, 379
pros and cons, 385-386
security and compatibility, 383
wired network, 361
wireless network, 385
wiring, 294
HomePlug ethernet
distance advantages, 364
security concerns, 361
speed advantages, 363
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HomePlug network, wired, 361
HomePNA (Phoneline Network)
devices, 360
networking, 386
HotSpots, 466
HotSpotVPN, 466
HTML, 144
hub
media, 210
Netgear, 377
100Base-T ethernet wiring, 370
Hybrid Fiber/Coax (HFC), 71
Hybrid Fiber/Coax. See HFC
hybrid networks, 364

|
ICF (Internet Connection Firewall), 314,
434, 463, 464, 522
ICMP
Internet Control Management
Protocol, 498, 514
Internet Control Message Protocol,
158, 310, 315
ICS (Internet Connection Sharing),
269
IDSL (ISDN digital subscriber line), 46,
60
IDSL and ISDN, differences between,
60
ILEC
Incumbent Local Exchange Carriers,
50, 101
Independent Local Exchange
Carrier, 491
ILECT, 491
IM, video, 39
incremental backups, 329
Incumbent Local Exchange Carriers
(ILEC), 50, 101
Independent Local Exchange Carrier
(ILEC), 491
independent network topology,
288
initialization vector (IV), 453
Instant Message systems, 39
Instant PowerLine Etherfast 10/100
Bridge, Linksys, 381
InStat/MDR, 117
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Integrated Services Digital Network
(ISDN), 47, 51, 58, 60
interference in wireless routers
802.11a network devices, 182
802.11b network devices, 182
802.11g network devices, 182
frequencies, use of, 181
items creating interference, 182
interference problems, 521
interference resistance ratings for
wired products, 365
wireless products, 365
internal PC card, 162
Internet
access protection, 196
cable access, 41
high-speed, 494
Linksys, 238
radio, 3,9, 35
security, 275
Internet access
digital cable, 36
high-speed, 32
satellite, 126
two-way, 116
Internet access troubleshooting
common problem and fixes, 472
e-mail disruptions, 473-475
firmware, updating, 479
PPPOE settings, 481
router DHCP settings, 479
slow or dead Web pages, 473
viruses and other malware, 472
Internet backbone, 550
Internet cable access, 41
Internet connection
symmetrical, 41
wireless, 108, 190
Internet Connection Firewall (ICF), 314,
434, 463, 464, 522
Internet Connection Firewall settings,
275
Internet Connection Sharing (ICS),
269
Internet Control Management Protocol
(ICMP), 498, 514
Internet Control Message Protocol
(ICMP), 158, 310, 315
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Internet Explorer, 147
Internet Explorer, tightening of, 263
Internet music tools, 9
Internet protocols
IP, 18
TCP/IP properties, 300
TCP/IP, 272
Internet Protocol Security (IPSec), 546
Internet requests, anonymous, 313
Internet Service Provider, 123
Internet Underground Music Archive
(IUMA), 12, 534
interruption requests
Mozilla plug-in update, 5
Norton virus definition files, 5
QuickTime browser plug-in update,
5
Real Player update, 5
Windows automatic update files, 5
I0Gear BOSS, 223
IP address
Class A, 290
Class B, 290
Class C, 290
client, 436
destination, 312
format, 289
server, 436
source, 312
static, 302, 303
[PSec (Internet Protocol Security),
546
IPSEC Policy Agent, 268
IP, realm specific, 308
ipconfig, use of, 528
IPv4 networks, 289, 291, 292
IPv6 networks, 292
ISDN (Integrated Services Digital
Network), 47, 51, 58, 60
ISDN digital subscriber line. See IDSL
ISDN DSL. See IDSL
ISP (Internet Service Provider), 123
[UMA (Internet Underground Music
Archive), 12, 534
IV. See initialization vector

J
Java applets, 263
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K
Ka band technology, 88
Kanguru iNAS-100, 317
Kanguru NAS/router, 298
Kanguru router, 238
KaZaa, 38
key security
pre-shared key (PSK), 437, 461
private key, 552
public key, 461, 552
Public Key Infrastructure (PKI), 461
TKIP (Temporal Key Integrity
Protocol), 437, 462

L
LAN (local area network)
connection properties, 314, 316
uses of, 256, 319
laptop
backing up, 337, 338
security, 464
use of, 148, 405, 419
laptop card, wireless, 184
laptop client, security at, 419
latency, 84
layered security, examples of
directional access of wireless
access points, 417
encrypted message traffic, 417
firewall on your wireless router, 417
protection of servers and
computers, 417
unique username and passwords,
417
LEAP (Lightweight Extensible
Authentication Protocol), 461. See
also PEAP
Lightweight Extensible Authentication
Protocol (LEAP), 461
line of sight wireless networks, 91
LinkedIn, 42
Linksys
Access Restrictions page, 179
cable, 184
Educate Me, 495
EFG80, 340
Instant PowerLine Etherfast 10/100
Bridge, 381
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Internet, 238
NAS, 235
operating system, 226
router, 173, 174, 530
switch, 377
WRV54G router, 173, 176, 430,
529
WRV54G VPN broadband router,
312
WRV54G wireless broadband router,
238
WRV54G Wireless-G router, 426
Linux
desktop information sites, 541,
542
desktop operating system, 249,
250
distribution, 228
system, 162
local area connection
properties, 274, 300
status, 272
local area network. See LAN
Local Exchange Carriers
BLEC, 188
CLEC, 50, 101
ILEC, 50, 101
local wireless network, 521
localhost, 551
lock symbol, 465
LOS. See line of sight

M
MAC (media access control)
address, 237
filtering, 429, 430
uses of, 256, 295, 455, 518
Macromedia, 16
Magnia server, 406
mail server, 475
mail server name
for incoming messages, 475
for outgoing messages, 475
malware, 140
man-in-the-middle attacks, 454
many-to-many distribution, 38. See
also one-to-many distribution
Massive Online Player Universe, 25
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media access control attacks, 455
media access control (MAC) filtering,
429, 430
media access control (MAC), 256, 295,
455,518
media hub, 210
Members Agreement, 132
Message Integrity Checks (MIC), 461
Messenger
MIC (Message Integrity Checks), 461
Microsoft Media Player, 322
Mirra Personal Server, 342, 345, 353
Mirra Web site, 345
mixed mode for network devices, 397
mobile hackers. See wardriving
modem
cable and DSL, 162
cable, 165
cable/DSL, 243, 252, 292, 478
defined, 163
dial-up, 163
DSL to cable, moving from, 47
DSL, 169, 184, 374
modulator-demodulator. See modem
Modzilla, 147
mp3 music file format, 11
MP3 files, 135, 208, 533
MS CHAP V2, 436
MSConfig system examination tool, 508
MSConfig, 524
MSHOME, 256
multi-channel bonding. See channel
bonding
multiple broadband service, 113
music file formats
.aiff, 11
.mp3, 11
way, 11
.wma, 12
Ogg Vorbis, 12
music files, download speed, 57
music sites, 533, 534
My Computer, 227, 270
My Documents folder, 262, 327, 336,
342
My Network Places, 271, 279, 302, 511,
522
MyNet, 256
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N
name servers, 300, 301
Nanny Cam, 304
Napster, 38, 41
NAS, Linksys, 235
NAS. See network attached storage
NAT (network address translation)
address translating, 306
configuring, 258
IP addressing, 305
limitations, 308
security, 308
supported routers, 244
Net Logon, 268
NET USE, 281
NetBIOS, 526
Netgear
router, 411
WG511T, 438
WGT624 108Mbps Wireless Firewall
Router, 410
WGT624 Wireless Firewall Router,
310, 431
WGT624 wireless, 296
WGT624, 420, 422, 429, 438
WGT625 PPPoOE, 481
wiring hub, 376
Netscape, 147
NetStumbler, 448
NetWare servers, 351
NetWare, 224, 247
network
connections, 302
DDE, 269
DHCP server, 237
ethernet, 173, 451
hybrid, 364
peer-to-peer, 38, 93, 145
plumbing, 32
power, 110
Powerline, 110
problems, 506
protocol software, 246, 531
router, 24
security, 282
settings, 476
share, 232
sharing, 282
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software developers, 452
TCP/IP, 285
traffic patterns, 40
tree concept, 33
troubleshooters, 452
troubleshooting, 509
wiring device, 173
network access, wireless, 430
network adapter, 244
network adapters, wireless, 452
network address translation (NAT)
address translating, defined, 305
configuring, 306
private addresses, 305
public addresses, 305
network administration, 229, 293
network attached storage (NAS), 335,
340, 479
network attached storage (NAS)
devices
for backup purposes, 340
Kanguru iNAS-100, 221
Linksys EFG80 and EFG120, 225
Linksys, 235
SnapAppliance SnapServers, 224
Tritton ASA1120 and I0Gear, 223
network connection
ethernet, 250
peer-to-peer, 312
wireless, 446
Network DDE, 269
network devices, connecting
routers, 237
servers and storage appliances,
234
wireless Webcam, 238
network interface device (NID),
167
Network Neighborhood, 279
network performance improvement,
services disabling for
Network DDE, 269
NT LM Security Support Provider,
269
SSDP Recovery Service, 269
network security
wired network, 149
wireless network, 150
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network security improvements,
services disabling for
IP SEC Policy Agent, 268
Messenger, 268
Net Logon, 268
Performance Logs and Alerts,
269
Remote Desktop Help Session
Manager, 269
Remote Registry, 269
Routing and Remote Access, 269
TCP/IP NetBIOS Helper, 269
Telnet, 269
Universal Plug and Play Device
Host, 269
network security options, adjusting of
with NAT, 258
without NAT, 259
network settings, basic
network adapter, 252
password, 251
TCP/IP, 252
Winipcfg, 254
workgroup, 256
network topology, independent,
288
network-attached device
network-connected computers,
backing up, 339
networking
definitions, 545-548
desktop, 243, 250
ethernet, 14, 360
HomePlug, 379
HomePNA, 386
peer-to-peer Unix, 229
peer-to-peer, 81, 212, 271, 278
protocols, 285
software, 163, 285
through cable wires, 387
Windows 2000, 264-271
Windows 95/98/ME, 250-263
Windows XP, 271-277
workgroup, 256
Newbury Networks, 413
newsgroups, 63
nibble, 28
Nimda worm, 146
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NLOS. See non line of sight

non line of sight (NLOS)
providers, 92
systems, 95

non-cached, Web page, 57

Norton Ghost, 353

NT File System (NTFS), 325

NT LM Security Support Provider,
269

NTFS (NT File System), 325

o

OFDM (orthogonal frequency division
multiplexing), 111, 182, 380, 394,
395

offsite storage, 353

Ogg Vorbis, 12

Old Timer Alert, 281

Olixir 3DX, 350

Olixir Mobile Data Vault, 338

one-to-many distribution. See also
many-to-many distribution
cost advantages, 33
future developments, 35

one-way satellite, 81, 85, 89, 96, 127

one-way systems. See also two- way
systems
advantage, 83
Internet session, 81
issues, 82

online backup and storage, 331, 339,
351

online backup service, 353

online games, gateway configuring for,
317

online gaming, 158

onsite broadband router, 200

Open Systems Interconnection (OSI)
model, 551

operating system
desktop, 249, 250
updates, 151

orthogonal frequency division
multiplexing (OFDM), 111, 182, 380,
394, 395

orthogonal power network, 110

OSI model (Open Systems
Interconnection), 551
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P
packet bursting, 397
packet delivery service,
connectionless, 287
packet filter, 309
Packet INternet Groper. See ping
PAN (personal area networks), 392
PartitionMagic, 324, 326, 335
passive optical network (PON), 98, 100
password
making, 149
properties, 251
settings for file sharing, 262
use of, 244
Patriot Act, 133, 200
PC configuring for backups
defined, 323
disk partitioning, 323-326
disk preparing, 324
My Documents folder, use of, 327
PCI (peripheral component
interconnect), 405
PEAP (Protected Extensible
Authentication Protocol), 461
peer-to-peer
connections, 312
file sharing, 41, 212
networking, 81, 212, 271, 278
networks, 38, 93, 145
software, 38
technology, 43
tunneling Protocol, 434
UNIX networking, 229
wireless network, 425
peer-to-peer connection
Access, 42
Back, 43
Collaborate, 42
Create, 43
Give, 42
Instant, 42
Photo, 42
Scan, 43
To, 43
peer-to-peer file sharing, 41
peer-to-peer networks for broadband
connections, 38

1:0

peer-to-peer tunneling Protocol
(PPTP), 434
Performance Logs and Alerts, 269
peripheral component interconnect
(PCD), 405
personal area networks (PAN), 392
personal firewall
Internet connection in Windows XP,
314
updates, 155, 314
using, 314
personal video recorder (PVR), 210
personal Web site, 63
phishing, 145, 146. See also spoofing
physical security
details, 147
disks from outside, 148
traveling laptops, 148
wired network security, 149
wireless network security, 150
ping, 315, 497, 514, 515, 552
Ping-O-Meter, 517
PKI (Public Key Infrastructure), 461
PKZip, 397
Plain Old Telephone System (POTS), 50
plumbing, network, 32
point-to-point fiber, 100
point-to-point protocol over ethernet
(PPPoE), 238, 298, 481
point-to-point tunneling protocol
(PPTP), 436, 437
political sites, 544
PON (passive optical network), 100
POP3 (Post Office Protocol)
software, 474
version, 311
Post Office Protocol. See POP3
POTS (Plain Old Telephone System),
50
power network
digital spread spectrum (DSS), 110
orthogonal, 110
Powerline Broadband. See also WiMax
network, 110
reliability, 111
security, 112
speed, 111
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technology, 109
trials in progress, 110
working, 109
Powerline Communications, 109
PowerQuest Drive Image, 353
PowerQuest, 335, 336
PPPoE (point-to-point protocol over
ethernet), 238, 298, 481
PPTP
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Public Key Infrastructure (PKI), 461,
552
public key security, 461, 552
public Wi-Fi access
connect home safely, 464
laptop, securing, 463
PVR (personal video recorder),
210

peer-to-peer tunneling protocol, 434 Q

point-to-point tunneling protocol,
436, 437
pre-shared key (PSK), 437, 461
privacy assurances for
broadband service, 198
third-party broadband service, 200
privacy, electronic rights and, 39
private address, 305. See also public
address
private folder, 209. See also public
folder
private key security, 552
pro and cons for
cable, 116
community wireless broadband,
128
DSL, 120
satellite broadband, 125
protected access, Wi-Fi, 463, 464
Protected Extensible Authentication
Protocol (PEAP), 461
protocols
authentication, 461
DHCP, 293

Post Office Protocol (POP), 311, 474

TCP/IP, 289
tunneling, 434, 437

protocols, Internet. See Internet
protocols

Provo project, 98, 103

proxies, 24

proxy server, 176, 305, 309, 318

PSK (pre-shared key), 437, 461

public address, 305. See also private
address

public folder, 209. See also private
folder

quick hits, 533
QuickTime player, 17

R
radio sites, 535
radio waves, 207
radio Web sites, streaming, 13
radio, Internet, 3, 9, 35
RADIUS (Remote Authentication
Dial-in User Service), 461
RAID (Redundant Array of
Independent Disks), 213, 242
range problems, 521
rate-adaptive DSL (RDSL), 61
RDSL (rate-adaptive DSL), 61
Real Player, 17
realm specific IP (RSIP), 308
rebooting
all devices, 478
connected devices, 478
one device, 477
rebuilding tools, system, 353
Recycle Bin, 340
redundancy, 295
Redundant Array of Independent
Disks. See RAID
Registered Jack-11. See RJ11
Registered Jack-45. See RJ45
reliability aspects in
broadband, 66, 105, 108, 111
community wireless, 95
Fiber to the Premises (FTTP), 105
satellite broadband, 88
WiMax, 108
remote access, 345
remote access security setting, 96
remote administrator, 518
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Remote Authentication Dial-in User
Service (RADIUS), 461
Remote Desktop Help Session
Manager, 269
remote file download, 353
Remote Registry, 269
remote server, 348
reserved addresses, 291
resources sharing, 281-283
restoration, data, 352
rich text format, (RTF), 322
RIP (Routing Information Protocol),
296
RJ11 cable, 372
RJ45 connectors, 372, 376, 377
RocketVault, 346, 348, 350
root server, 300
router
access sharing, 171
broadband, 378
cable/DSL, 384
connecting, 237
firewall software, 176
Linksys, 173, 174, 245, 530
Microsoft, 530
Netgear, 245, 411
Netopia, 245
network, 24
onsite broadband, 200
security, 175
software, 166, 531, 292
VPN broadband router, 312
Web content filters, 177
wireless broadband, 179, 238
wireless firewall, 310, 410, 431
wireless, 172
wiring devices, 378
with NAT support, 244
WRV54G Wireless-G router, 426
WRV54G, 173, 176, 430, 529
ZyXEL, 245
router and firewall, 296
router DHCP settings, 479
router features
ethernet connections, 173
wireless connections, 173
router features for access sharing,
172

router firewall settings, 158
router radio, wireless, 422
router security, defined, 175
router settings
checking of, 529
DHCP, 479
point-to-point protocol over
Ethernet, 481
router/access point, wireless,
186
router/gateway, wireless, 419
router-based firewall, 310
routers, access sharing
ethernet connections, 173
firewall software, 175
router features, 172
security aspects, 175
Web content filters, 177
wireless connections, 173
Routing and Remote Access, 269
Routing Information Protocol (RIP),
296
routing. See also bridging
defined, 292
TCP/IP, 292
RSIP (realm specific IP), 308
RTF (rich text format), 322

S

SAMBA, 228

SATA (Serial Advanced Technology
Architecture), 338

satellite
broadband access, 95, 195
Internet access, 126
one-way systems, 81
service providers, 86
setup basics, 80
TV reception technology, 79, 80
two-way systems, 83
wireless broadband access, 114
working, 79

satellite and wireless broadband
service providers, 168

satellite broadband
access, 95, 195
availability, 87
coverage area, 126
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decision checklist, 127
defined, 78
downlink and uplink details, 127
latency, 84
pros and cons, 125
reliability, 88
security, 89
service features, 126
service providers, 86
speed, 87
working, 79
satellite broadband, pros and cons for
coverage areas, current, 126
decision checklist, 127
downlink details, 127
service features comparison, 126
uplink details, 127
satellite security
Internet access precautions, 89
viruses and spam, 89
SDSL (synchronous digital subscriber
line), 46, 54, 122
SDSL features
bundled service packages for long
distance call discounts, 58
fixed IP address, 58
ISPs that understand business
needs, 58
multiple fixed IP address, 58
Spam filtering at ISP site
support from people instead of
voice response systems, 58
secure sockets layer (SSL), 462, 465

security
breakdown in 802.1 x-compliant
system, 462

broadband, 151, 154, 155, 158

business server, 212

community wireless, 95

computer, 139

data, 211, 212, 361

default options, adjusting, 266, 275

exposed holes, closing, 270, 276

Fiber to the Premises (FTTP), 106

home computers, 209

HomePlug, 383

Internet Connection Sharing (ICS),
269
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Internet, 275
laptop, 464
layered, 417
personal computers, 44
physical security, 147, 241
satellite broadband, 89
server, 241-242
services to disable, 267
software, 43
SSL (secure sockets layer), 462, 465
Triple-DES, 462
Web sites help, 460
Wi-Fi, 463
WiMax, 109
wireless network, 150, 447
security and authentication, 190
security and compatibility, HomePlug,
383
security concerns for
HomePlug network, 361
wired ethernet network, 361
wireless network, 361
security holes
exposed holes, closing, 260
file sharing, disabling of, 261
Internet Explorer, tightening of, 263
passwords settings for file sharing,
262
TCP/IP, unbind, 260
security software from Microsoft, 163
security updates, broadband, 199
security, bit
56-bit encryption, 383
40-bit security, 426
64-bit security, 426, 427, 453
128-bit security, 427
select mode for network devices,
397
Serial Advanced Technology
Architecture (SATA), 338
server
business, 206, 210
DHCP, 253, 294
domain name, 432, 480, 519, 523,
531
e-mail, 44, 46, 206, 219, 304
file server, 227-228
Continued
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server (continued)
home, 205, 210
IP address, 436
Magnia, 406
mail, 475
Mirra Personal Server, 342, 345,
353
name, 300, 301
NetWare, 351
network DHCP, 237
proxy, 176, 305, 309, 318
pseudo, 41
remote, 348
root, 300
security, 241-242
SMTP, 194
Snap Appliance server, 433
software, 474
Web, 44, 206, 219
server and storage appliances, 234
server appliances, all-in-one
Cobalt Qube, 216
EmergeCore IT-100, 219
Netwinder Rebel, 216
Procom Taurus, 218
Toshiba Magnia, 216
server choosing aspects
accessibility over Internet, 214
application host, 214
cost, 213
performance, 213
upgradeability, 214
wireless support, 214
server security
backup planning, 242
hackers, blocking, 241
physical security, 241
servers and storage appliances,
connecting, 234
servers and storage options
Kanguru iNAS-100, 221
Linksys EFG80 and EFG120
SnapAppliance SnapServers, 224
Tritton ASA1120 and brethren and
cousin IOGear, 223-224
service features comparison
DSL, 122
satellite broadband, 126

1:0

service level agreement (SLA)
for broadband service, 198
for third-party broadband service,

200

service provider
community wireless, 92
feature, 63
recommendations, 63
responsibility of, 169
satellite wireless, 86

service provider feature,
recommendations for
connection time, 63
e-mail, 63
IP addresses, 63
Newsgroups, 63
technical support, 63

service provider restrictions
acceptable use policies, 132
bandwidth hogs, 134
connection sharing rules, 134

service set identifier. See SSID

session hijacking, 455

set-top box, 36

set-top box, HDTV, 14

shared bandwidth system, 88. See also
satellite

Shared Documents folder, 227

shared resources, using, 279, 281

sharing
data, 212
for business server, 212
for home computers, 208
network, 282
resources, 281-283

sharing program, file, 38

signal control tools, 443

Simple Mail Transport Protocol
(SMTP), 195, 311

Simple Network Management Protocol
(SNMP), 547

sites, wireless, 542

SLA. See service level agreement

small office/home office (SOHO), 41,
46, 221

SMTP (Simple Mail Transport
Protocol), 195, 311

SMTP server, 194
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Snap Appliance 1100 storage, 479
Snap Appliance server, 433
sniffers. See also warchalking;
wardriving
legal issues, 452
wireless tools, 450
SNMP (Simple Network Management
Protocol), 547
social networking, 42
software, firewalls, 316
software, networking, 285
SOHO (small office/home office), 41,
46, 221
Source Domain Name, 312
source IP Address, 312
spectrum management tools, 366
speed advantages for
HomePlug ethernet, 363
wired ethernet network, 363
wireless ethernet network, 363
speed boosters, 57
speed hierarchy
coaxial cabling, 362
fiber optic cabling, 362
HomePlug over home powerlines,
362
twisted pair cabling, 362
wireless, 362
SpeedWrap cable, 373
SPI. See Stateful Packet Inspection
spoofing, 145. See also phishing
spyware, 472, 473, 524
SSDP Discovery Service, 269
SSDP Recovery Service, 269
SSID (service set identifier)
at wireless client, 424
at wireless router, 420
use of, 420
SSL (secure sockets layer), 462, 465
star architecture, fiber, 100
Stateful Packet Inspection (SPI), 177,
310
static IP address
overview, 302
pros and cons, 303
storage capacity
for home server, 210
for small business server, 213
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streaming
audio,8, 13
music sites, 10
radio Web sites, 13
video, 13
subnet mask, 289
SuperFrame, 52
support contacts
for broadband service, 198
for third-party broadband service,
199
support contacts aspects of
broadband, 198
switch, Linksys, 377
switches, gigabit, 378
symmetrical broadband connection
Internet connection, 41
use of, 44
versus asymmetrical connection,
31-35
symmetrical connection. See also
asymmetrical connection
advantages, 41
defined, 31
symmetrical DSL (SDSL), 58
symmetrical Internet connection, 41
symmetrical versus asymmetrical
connections
downstream details, 32
many-to-many distribution, 38
network plumbing concept, 31
one-to-many distribution, 33
peer-to-peer networks, 38
speed comparisons, 45
upstream details, 35
system examination tools
Mirra Personal Server, 508
MSConfig, 508
System Configuration Utility, 509
Task Manager, 507
10Base-T
ethernet, 252
ethernet wiring, 370
network, 371
10/100Base-T
ethernet, 368
patch cables, 394, 399
Continued
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10/100Base-T (continued)
twisted pair ethernet, 384, 390
twisted pair ethernet cables, 405,

405
twisted pair ethernet connection,
406, 407
T
T1

circuits, 51
technology, 59
T1 features
improved monitoring, 59
improved technical support, 59
Service Level Agreement (SLA), 59
specifically filtered and conditional
telephone line, 59
unlimited IP addresses and network
configuration options, 59
uptime, 59
tape backup
backing up desktop, 336
defined, 330
uses of, 336, 351
Task Manager, 507, 528
Taurus server, 406
TCP/IP. See also DHCP
addressing, 289-291
[P address format, 289
networking, 526
networks, 285
problems, 511
properties, 300
routing, 285, 292
software access point, 285
TCP/IP features
connectionless packet delivery,
287
end-to-end acknowledgements,
288
independent network topology,
288
reliable stream transport service,
287
standards for application, 288
universal interconnection, 288
TCP/IP NetBIOS Helper, 269
TCP/IP networks, 285
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TCP/IP problems
checking inside of computer, 513
checking outside of computer,
515
DHPC timeouts, 519
DNS problems, 518
overview, 511
technical support, 63
Telecommunications Act of 1996, 50
television Web sites, 17
telnet, 269
Temporal Key Integrity Protocol
(TKIP), 437, 462
terms of service of broadband
providers, 197
thick ethernet, 375
TKIP (Temporal Key Integrity
Protocol), 437, 462
TLS (transport layer security), 462
token ring, 391
tools for system rebuilding, 353
traditional cable systems, 70
traffic
e-mail, 200
network, 32, 36, 71
patterns, network, 40
upload, 37
upstream, 36, 44, 71
transceiver card, wireless, 95
transceivers, 91
Transmission Control
Protocol/Internet Protocol. See
TCP/IP
transport layer security (TLS), 462
traveling laptop, 148, 339
Tritton ASAP, 223, 297
Tritton ASAP 120GB Network Attached
Storage, 431
Tritton ASAP file server, 433, 435
trojan horse program, 140, 144, 156,
177, 308
troubleshooting
connection, 509
Internet access, 472
Windows 9x/ME, 522
Windows 2000, 526
Windows XP, 526
True Image 7.0, 353, 354
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TTLS (Tunneled Transport Layer
Security), 462
Tunneled Transport Layer Security
(TTLS), 462
tunneling protocols
peer-to-peer, 434
point-to-point, 437
turbo networks, wireless, 398
TV receivers, satellite, 79, 80
twisted pair
cabling, 362
ethernet, 384, 390
ethernet wiring, 359, 369, 370
wiring, 51
two-way Internet access, 116
two-way satellite, 83, 85, 89, 96, 127
two-way systems
advantage, 83, 84
disadvantages, 83

U
Universal Plug and Play (UPnP), 308,
530
Universal Plug and Play Device Host,
269
unsecured broadband Internet
connection, 44
unshielded twisted pair (UTP)
ethernet wiring, 359
wires, 170
wiring features, 359
updates, automatic, 153, 506
upgrading Microsoft, benefits of
encrypting file system, 247
Internet security and networking,
247
less downtime, 246
peripheral support, 247
recovery tools, 247
Wi-Fi networking support, 247
upgrading reasons, desktop, 248
upload traffic, 37
UPnP (Universal Plug and Play), 308,
530
upstream traffic, 36, 44, 71
USB connection, 252
users, setting up
defined, 229
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users information
Comment, 231
Disk quota, 231
Name, 229
Password, 231
Private folder, 231
UTP
characteristics, 360
ethernet, 360
ethernet wiring, 359
wires, 170
UTP Ethernet wiring, features of
high networking speeds, 359
widely available, 359

Vv
variable length subnet masks (VLSM),
291
vaulting, 347
vendor incompatibility problems, 521
very high data rate DSL (VHDSL), 61
VHDSL (very high data rate DSL), 61
video
computer-based, 8
IM, 20
players, 17
recorders, 210
sites, 535
streaming, 13
video recorder, personal, 210
videophone, features of, 22
virtual circuit, 33, 34
virtual private network (VPN), 308,
453, 464, 465
viruses, 147, 361, 506, 524. See also
worms
virus protection, updating of, 154
viruses and spam in satellite
broadband, 89
viruses spread, e-mail, 141
VLSM (variable length subnet masks),
291
voice over broadband, 18
voice-over-IP. See VoIP
VoIP (voice-over-IP)
quality, 19
telephone systems, 19
using, 19
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VPN (virtual private network), 308,
453, 464, 465

VPN use as
broadband router, 312
HotSpot, 466

w
WAN (Wide Area Network), 298
WAN Miniport (PPTP), 435
WAN Miniport ATW Service, 277
warchalking, 449. See also sniffers;
wardriving
Warcraft III, 317
wardriving. See also warchalking;
sniffers
defined, 445
NetStumbler, using, 448
operating system, 448
products, 446
software, 448
tools, 446
wav music file format, 11
Web browsers, 254, 147, 264, 346
Web directory listings, 539
Web page
caching, 85
dead, 473
download speeds, 57
non-cached, 57
request, 85
slow, 473
viruses and other malware, 472
Web servers, 44, 206, 219
Web server software, 44
Web sites
careful handling, 141
personal, 63
protection features, 142
Web sites, quick hits roundup of
compendium, 538
game sites, 538
music sites, 533, 534
video sites, 535-537
Webcam sites, 537
general support sites, 538
speed testing sites, 538
Web sites, Web directory listing of
security sites, 543
DSL-related sites, 540
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entertainment sites, 541
cablerelated sites, 540, 541
reference sites, 539
Linux desktop information sites,
541
miscellaneous sites, 544
political sites, 544
wireless sites, 542
Webcam, 19
Webcam, wireless, 238
Web-handling routines, 85
WEP (wired equivalency protocol )
at wireless client, 428
at wireless router, 426
cracking, 453
encryption keys, 455
security advantages, 426
security, 422
WEP cracking tools
BSD Unix, 454
Java, 454
Linux, 454
Macintosh, 454
PalmOS, 454
PocketPC, 454
Windows, 454
WEP, security advantages of
authentication barriers, 426
checksum (simple error detection
technique), 426
encryption, 26
WG511T, Netgear, 438
WGT624 Wireless Firewall Router, 310,
431
WGT624 wireless, Netgear, 296, 420,
422,438
WGT625 PPPoOE, Netgear, 481
Wide Area Network (WAN), 298
Wi-Fi
access, 263
hotspots, 96, 106, 449
public access, 463, 464
protected access, 438
security concerns, 438, 463
speeds, 180
standards, 180
Wi-Fi access
defined, 263
laptop securing aspects, 463
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public, 463, 464
protected, 438

virtual private network, using,

464
Wi-Fi access, public
connect home safely, 464
laptop, securing, 463
Wi-Fi hotspots, 96, 106, 449

Wi-Fi Protected Access (WPA)

at router, 438
configuring, 438

for countering wireless hack

attacks, 453, 456
security holes, 440
security ratings, 399
working, 437

Wi-Fi security, 463
Wi-Fi speeds, 180
Wi-Fi standards
802.11, 180
802.11a, 180
802.11b, 180
802.11g, 180
Wi-Fi Watchdog, 413
WiMax. See also Powerline
Broadband
coverage area, 107
overview, 106
reliability, 108
security, 109
speed, 108
trials in progress, 108
working, 107
Windows 2000 configuring

default security options, adjusting,

266, 267

Internet connection sharing (ICS),

269
network settings, basic,
264

security holes closing, exposed,

270, 271

services disabling, 267-269
Windows 2000, troubleshooting,

526

Windows 95/98/ME configuring
default security options, adjusting,

258

network settings, basic, 250
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security holes closing, exposed,
260-263
Windows 95/98/ME networking,
250-263
Windows 9x/ME
checking processes, 523
family, 522
troubleshooting, 522
upgrading, 246-249, 522, 523
WinIPConfig, use of, 525
Windows 9x/ME networking,
250-263
Windows Media Audio (WMA) files,
322
Windows Media Player, 12, 17
Windows networking, 233
Windows 2000, 264-271
Windows XP configuring
default security options, adjusting,
275
network settings, basic, 272
security holes closing, exposed,
276-277
Windows XP networking,
271-277
Windows XP, troubleshooting
Checking processes, 527,
528
ipconfig, use of, 528
patch levels, checking of, 527
Windows, configuring
Windows 2000, 264-271
Windows 95/98/ME, 250-263
Windows XP, 271-277
winipcfg, 254, 255
WinIPConfig, use of, 525
WinZip, 397
wired compatibility advantages
wired connection options
advantages for future devices,
367
UTP ethernet wiring, 359
wired and wireless, choosing
between, 360
wired ethernet network, 361
wired HomePlug network, 361
wired network security, 149
wired equivalency protocol (WEP). See
WEP
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wired ethernet network
compatibility advantages, 366
distance advantages, 364
interference ratings, 365
security concerns, 361
speed advantages, 363

wired network
devices, 286
ethernet network, 361
security aspects, 149

wired network advantages
compatibility, 366
distance, 364
future network devices, 367
interference, 365
pros and cons, 368
security, 361
speed, 363

wired product interference ratings for
HomePlug networks, 365
twisted pair ethernet, 365

wired product interference resistance
ratings, 365

wired versus wireless
distance aspects, 364
interference, 365
pros and cons, 368
security concerns, 361
speed aspects, 364
vendors compatibility, 366

wired-to-wireless connection point,
401

wireless
access point, 390, 401
advantages, 389
advantages for future devices, 367
broadband, 492
broadband access, 107
choice chart, 404
community wireless, 90, 128
compatibility, 366
connection for routers, 173
ethernet network, 363
eavesdropping, 443, 445
exchange, 128
firewall router, 310, 378, 410, 431
fixed wireless broadband, 90
hack attacks, 453
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HomePlug and, 385
Internet connection, 108, 190
laptop card, 184
Netgear WGT624, 296
networking, 417
non line-of-sight networks, 91
router, 172, 186, 419
service providers, 92
sites, 542
transceiver card, 95
turbo networks, 398
Webcam, 238
wired, 361
wireless access, broadband, 107
wireless basic settings, 181
wireless broadband
access, satellite, 114
availability, 92, 95
community wireless, 90, 128
costs, 95
distance and speed features, 93
line-of-sight (LOS), 91
non line-of-site, 91
reliability, 94
routers, 179, 238
security, 95
service providers, 90, 91, 92
wireless broadband routers
distances aspects, 182
interference, 181
vendors mixing aspects, 183
Wi-Fi speeds, 180
wireless broadband routers, distance
improving in,
external antenna features, 184
power usage, 184
Wireless Card Access List, 430
wireless client, security at, 424
wireless ethernet network
compatibility advantages, 366
distance advantages, 364
interference ratings, 365
security concerns, 361
speed advantages, 363
wireless exchange, broadband,
128
wireless Internet Service Provider

(WISP), 90
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wireless LAN hardware, choosing
client connection hardware, 405
hardware configuration tools,
407
hardware setup, 407
router, 401, 402
wireless LAN. See WLAN
wireless network
access, 430
adapters, 452
connection, 446
devices, 286
line-of-sight, 91
local, 521
non line of sight, 91
peer-to-peer, 425
security, 150, 447
wireless network advantages
compatibility, 366
distance, 364
future network devices, 367
interference, 365
pros and cons, 368
security, 361
speed, 363
wireless network mode settings
B-only, 181
Disable, 181
G-only, 181
Mixed, 181
wireless network, physical design of
designing for distance, 413
designing for security, 412
distance improvements, 413
options, 414
wireless networking, 96, 243, 417
wireless problems
encryption, 521
interference, 521
range, 521
vendor incompatibility, 521
wireless product interference ratings
for
added antennas, 365
antenna placement, 365
wireless products, older, 365
wireless product interference
resistance ratings, 365
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wireless router. See also access
sharing routers
distance aspects, improving, 184
distance features, 182
interference, 181
vendors, mixing, 183
Wi-Fi speeds, 179
wireless router security
SSID, 420
WEP, 426, 427
wireless router/gateway/access point,
function of
router/access point, 186
router/gateway, 419
accept or reject wireless clients
seeking access to network, 419
connect to the wired portion of
network, 419
provide access to broadband
service, 419
wireless security
at laptop client, 419
at wireless router/gateway, 419
media access control (MAC)
filtering, 429
service set identifier (SSID), 420
wireless security tools, 444
wireless standards
802.11 futures, 399
802.11, 399
802.11a, 393
802.11b, 392
802.11g nonstandard
enhancements, 396
802.11g, 394
overview, 390
Wi-Fi, 398
wireless Webcam, 238
Wireless Zero Configuration service,
277
wireless, use of, 369. See also wire, use
of
Wireless-G router, 426
wires
100Base-T patch cables, 368
security, 369
when to use, 369
where to use, 369
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wiring for
broadband, 190
coaxial cable, 362
ethernet, 370, 371
hubs, 375, 376
HomePlug, 294
network, 173
router, 378
twisted pair, 51
UTP, 170, 359
wiring hardware
hubs, 375, 376
in routers, 378
switches, 377
WISP (wireless Internet Service
Provider), 90
wma music file format, 12
WMA (Windows Media Audio) files,
322
WordPerfect (WP), 322
workgroup networking, 256
worms, 140, 151, 361. See also
viruses
worm, Nimda, 146
WPA. See Wi-Fi Protected Access
writeable CDs, 330
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writeable DVDs, 330

WRT55AG Dual-Band Wireless A+G
Broadband Router, 395

WRV54G router, Linksys, 173, 176, 430,
529

WWW (World Wide Web ), 311

X

Xandros 2.0, 278

Xandros, 278

XE102 Wall-Plugged Ethernet Bridge,
381

XP Professional, 227

Y

yagi antenna, 415

y 4

zip drives, 336

zombie, 472

ZoneAlarm, 155, 463

ZyXel USB wireless network adapter,
431

ZyXel USB wireless network,
424

ZyXel USB wireless, 428
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