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effort. In addition, since this version does not have the Service Console, the security footprint 
is much smaller, and therefore deploying ESXi may provide a level of comfort and confidence 
in networks that are not as heavily shielded from attack. ESXi can also be installed from a 
downloaded ISO file, similar to the standard version but missing a Service Console.

Once the hardware and version requirements have been met for a specific environment, 
you must obtain the installation media. There are several ways to do so. Software vendors 
sell the CD media with the licenses. Many people download the software directly from 
VMware’s download section of the website, as shown in Figure 1.2. Be sure to download 
the most appropriate version for your environment.

F i G u R e   1. 2  ​  ​ Downloading the installation media

Once the media, in the form of an ISO file, has been saved, checking the media for errors 
is as simple as running an MD5 sum against the file and comparing it with the supplied MD5 
sum published on VMware’s website, as you can see in Figure 1.3.

F i G u R e   1. 3  ​  ​ Verifying the checksum of the downloaded ISO file
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E xe  R cise     1 .1   ( c o n t i n u e d )

15.	 On the Summary screen, double-check your settings and choices to be sure they are 
correct. If you want to revisit an item, click the Back button until you reach the screen 
that needs to be corrected. All other screens will retain their choices and information 
automatically. If all looks well, click Next to begin the installation.
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E xe  R cise      1 . 2   ( c o n t i n u e d )

9.	 Next, highlight Con�gure Management Network on the list and press Enter. A dialog 
box appears that allows you to set up the IP and DNS con�gurations. Highlight IP Con-
�guration and press Enter. The dialog box provides a choice to use DHCP or a static 
IP. Best practice is to always use a static IP. Other �elds you must con�gure are the IP 
address of the management interface, the subnet mask, and the default gateway. Type 
that information and then press Enter.

10.	 Choose DNS Con�guration by highlighting the option and pressing Enter. This takes 
you to the Con�guration dialog box, where you can enter two DNS server IP addresses 
and the FQDN for the server. When you �nish typing the information, press Enter.

11.	 Press Esc to go back to the System Con�guration screen, arrow down to select 
Restart Management Network, and press Enter. By pressing Y to restart the manage-
ment network, you�ll save all changes and additions.
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The installation of the vSphere Client is easy to follow, but there is one screen that is new 
and provides host updating on standalone hosts (servers not managed by vCenter Server). 
The vSphere Host Update Utility allows you to upgrade ESX 3.x and ESX 3.5i servers to 
ESX.4.0 and ESXi 4.0 servers. It may also be used to patch ESXi 4.0 servers. The utility was 
developed for environments that have 10 or fewer hosts and don’t have vCenter Server or 
VMware Update Manager. Figure 1.5 shows the check box you click to install this additional 
functionality.

F i G u R e   1. 5  ​  ​ vSphere Host Update Utility check box

Keep in mind that the vSphere Client can be installed on any PC that you choose to use 
to connect to your ESX or vCenter servers. There is no limit on the number of installations 
of the client.

Now that the client is installed, you can launch the client to connect to the ESX server 
to finish the basic configuration, including NTP, licensing, and user account creation. The 
only user who can log into a freshly installed ESX server is root. In Exercise 1.3, we’ll show 
you how to configure NTP.

E xe  R cise      1 . 3

Configuring NT P

1.	 Once logged in, you are presented with the Home view.
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E xe  R cise      1 . 3   ( c o n t i n u e d )

3.	 By clicking on the ESX server, you are presented with several tabs in the panel on 
the right. For this exercise, click the Con�guration tab to access two of the remaining 
con�guration tasks, NTP Setup and Licensing.

4.	 In the Software section on the left side of the panel, click the Time Con�guration link 
to access the current NTP settings. Since the server was newly installed, there are 
no time servers listed. Click the Properties link in the top-right corner to add a time 
server to the ESX server�s con�guration.
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VCB is a tool provided by VMware to facilitate the backup of VMs. There are several 
pluses to using VCB:

When using a fiber-based SAN, the backup uses the fiber topology.N�N

VCB takes a snapshot of the VM, with the possibility of quiescing the VM, before the N�N

backup begins.

VCB utilizes a backup proxy server, therefore offloading the backup load to this server N�N

and freeing the VM or the Service Console from a backup-based load.

VCB works with most third-party backup software.N�N

Another possibility is to use SAN snapshot techniques to back up VMs stored there.

Determining if Existing Hardware Meets Upgrade Requirements
Another planning consideration is whether or not the current hardware being used with 
ESX/ESXi 3.5 can be used with ESX/ESXi 4.0. From the very beginning, installing ESX 
server has required using and following the Hardware Compatibility List (HCL) to ensure 
a successful installation and to run VMs. When moving to ESX/ESXi 4.0, this is still very 
much the case. The following hardware requirements are needed to run ESX/ESXi 4.0:

64-bit processorN�N

Known 64-bit processors:N�N

All AMD OpteronsN�N

All Intel Xeon 3000/3200, 3100/3300, 5100/5300, 5200/5400, 7100/7300, N�N

and 7200/7400

All Intel Nehalem processorsN�N

2 GB of RAM minimumN�N

Network adaptersN�N

One or more network adaptersN�N

Intel or Broadcom gigabit controllersN�N

SCSI adapter, Fibre Channel adapter, or internal RAID controllerN�N

Installation and storageN�N

SCSI disks, Fibre Channel logical unit number (LUN), or RAID LUNN�N

Hardware iSCSIN�N

SAS drivesN�N

SATA drives using a supported SAS controllerN�N

ATA or IDE drives, using a supported controllerN�N

Understanding Upgrade Scenarios
The next task is to ascertain whether or not the version of ESX/ESXi you have can be 
upgraded. Table 1.3 shows the various versions of ESX/ESXi that have existed and their 
ability to be upgraded.
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E xe  R cise      1 . 6

Using the Host Update Utility

1.	 Log into the vCenter server or where you have the vSphere Client installed with the 
vSphere Host Update Utility also installed.

2.	 Click Start �·  All Programs �·  VMware �·  vSphere Host Update Utility 4.0.

3.	 Select the ESX server you wish to upgrade in the Host List section and then click 
Upgrade Host.

4.	 Enter the path to the ESX DVD ISO �le or click Browse to locate the �le. If you 
browsed to the �le, click Open, and then click Next.

5.	 Accept the EULA by checking the I Accept The Terms Of The License Agreement box, 
and then click Next.
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E xe  R cise      1 . 7   ( c o n t i n u e d )

5.	 Click to check the appropriate service or agent to enable �rewall access.

6.	 Click OK.

Setting Up User and Group Accounts
By default, an ESX server provides only one user account for all administration: root. The 
root account is, by its very nature, the highest privileged user on an ESX server. Misuse 
of this account can be dangerous to the VMs running on the server or at the very least 
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Depending on the administrative task you want to perform, one application may be 
more useful than another. In general, use the vSphere Client to perform most tasks having 
to do with host and VM administration and configuration.

WebAccess would be used when the installation of the vSphere Client is not possible or if 
you only need to perform VM administration. WebAccess is limited to just VM administra-
tion—changes to the ESX configuration are not possible using this tool.

Use the SSH Client when command-line access is required for running scripts or  
ESX-specific commands that perform functions or tasks that cannot otherwise be done 
with the vSphere Client.

Installing VMware ESX/ESXi 
on SAN Storage
Installing ESX/ESXi on SAN storage is a very real possibility for many customers. With the 
advent of blade hardware architectures, the need for having local storage has been replaced 
with booting from a SAN-based LUN. With ESX, Fibre Channel and iSCSI LUNs can be 
used as boot devices. With ESXi installable, Fibre Channel LUN support for booting is 
an experimental option and may be supported in future releases. iSCSI booting is not sup-
ported with ESXi.

The installation topics covered on the VCP exam are as follows:

Configuring LUN maskingN�N

Preparing SANN�N

Configuring Fibre Channel or iSCSI HBA BIOS (enabling BIOS, selecting Boot LUN)N�N

Installing VMware ESX/ESXiN�N

Determining boot LUN size in a given situationN�N

Configuring LUN Masking
When you’re working with storage arrays, LUN masking is one technique for applying 
access security to LUNs. In most cases, LUN masking is taken care of by the storage admin-
istrator. Using various products from the storage vendors, you can create a single LUN or 
a group of LUNs, and then give a single host or several hosts access to the LUNs. You do 
this by assigning World Wide Names (WWNs) or through an alias tied to the WWN, also 
known as masking.

In simple environments where the storage array has only two controllers or storage 
processors, both automatically or by default allow any host using those pathways access 
to those LUNs defined by the masks. In a vSphere environment, there are usually multiple 
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Utilizes storage leases to reclaim space from expired imagesN�N

Dynamically allocates resources to different teams, projects, and sites and enforces N�N

access control

Offers Live Link, which allows you to share complete application environments as a N�N

single URL embedded in an email or bug-tracking system

Deploys VM clones behind a “network fence” to eliminate network conflicts without N�N

losing configuration settings

Provides a scalable architecture that allows for LDAP, vCenter, and SOAP integrationN�N

VMware vCenter Lab Manager offers a robust development and issue resolution environ-
ment. It provides higher utilization of testing and development because it lets you quickly set 
up, tear down, or reimage your lab environment. Lab Manager can also reduce energy and 
storage costs by better utilizing computer resources.

Exploring ESX/ESXi Architecture
Both ESX and ESXi provide the same virtualization platform for VMs. What differentiates 
one from the other is how they are managed. ESX, as you learned earlier in this chapter, 
installs with a management console (Service Console), thus allowing for direct access to the 
host server by vSphere Client or SSH. ESXi, on the other hand, only provides the VMkernel, 
either embedded or installed, but no Service Console. It can be managed by the vSphere 
Client or vCenter, but not by SSH.

Deciding which to use involves security concerns and installation complexities. Let’s 
take a look at each version and what may help a user choose one over the other. By the way, 
there is no reason why an environment couldn’t deploy both types, taking advantage of 
both products when it makes sense to do so.

ESX Architecture
The main difference between ESX and ESXi is that ESX has a Service Console installed. ESX 
is a bare-metal hypervisor, but the Service Console runs in a separate memory space. This man-
agement console is based on Red Hat Enterprise 5.2 and has been customized to perform some 
basic tasks, run a limited set of monitoring tools, and run management agents. The latter is being 
discouraged as VMware has implemented other technologies, such as Common Information 
Model (CIM) APIs, to help you monitor hardware subsystems and does not require an agent to 
be installed.

Since the earliest ESX servers, the Service Console has been used to give users flexibility 
in what products they use with their hosts, such as backup software, hardware, and VM 
monitoring, as well as other products that provide functionality VMware didn’t include. 
Another useful purpose for the Service Console is to run custom scripts that provide a 
multitude of functions or tasks you couldn’t otherwise implement.

In vSphere, the Service Console for ESX 4.0 is allotted 300 MB of memory by default. The N�N

maximum amount of memory that can be allotted is 800 MB, but given that customers 
are being asked to migrate their local agents and scripts to the remote CLI environment, 
there isn’t much need to increase the default memory setting.
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associated with vCenter licensing can be substantial and depend on the number of pro-
cessors being managed. VMware currently does not license by the number of cores within 
a processor socket, but different editions may limit the number of cores within a socket 
that can be managed.

In addition, since the hypervisor is proprietary to VMware, all device drivers must be engi-
neered and tested by VMware and their partners to ensure stability and compatibility with 
various hardware products. This is a major difference between the hosted products and ESX/
ESXi. All customers are highly encouraged to check VMware’s online Compatibility Guides 
(http://www.vmware.com/resources/compatibility/search.php) to ensure that ESX/ESXi will 
run correctly and stably.

Summary
To help you prepare for the VCP exam, we looked at several important aspects of planning, 
installing, and upgrading ESX/ESXi servers.

ESX/ESXi can be installed on local storage or can be booted from SAN-based storage 
(either Fibre Channel or iSCSI). We identified several hardware requirements for installa-
tion, including the need for 64-bit processors.

There are two distinct versions of ESX /ESXi servers. ESX must be installed and comes 
with a management console, known as the Service Console. ESXi can be purchased from 
the hardware vendor or may be installed on existing hardware, but neither comes with a 
functional Service Console and they have to be remotely managed with the vSphere Client, 
vCenter or, the vMA appliance.

Older ESX/ESXi 3.5 servers can be upgraded to the new ESX/ESXi 4.0 server version using 
one of two methods: the vSphere Host Update Utility or vCenter Update Manager. We dis-
cussed methods for backing up the host configuration and the VMs before an upgrade. Also, 
we looked at the rollback options when upgrading an ESX/ESXi 3.5 server to ESX/ESXi 4.0.

The task of securing ESX/ESXi servers is very straightforward for either type of ESX 
server. ESXi has an advantage since there is no Service Console to harden. With ESX, 
the Service Console’s firewall is set to high security and only those services and processes 
needed for managing and providing virtualization functions are included or running. We 
also discussed several security design principles inherent in VMware’s ESX architecture.

This chapter also summarized other VMware products that provide customers with 
solutions for lab environments, datacenter failover, and virtualization and management 
of desktops.
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