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Advanced Programmable
Interrupt Controller
(APIC), 358

Advanced RISC Computing
Specification. See ARC
pathnames

Advanced Technology
Attachment (ATA)
standard, 215

adware, 1072

AES (Advanced Encryption
Standard), 917

AGP (Accelerated Graphics
Port)

bus, 57, 103, 104, 335
slot, 74, 75, 77, 94

airflow, 450-454, 457

alerts in System Monitor,
744-745

allocation unit, 237, 252

alphanumeric keys on a
keyboard, 316

alternate location, restoring
to, 849-850

Alternating Current. See AC

AMD (Advanced Micro
Devices), 136-138

amperes (amps), 272

AMR (Audio/Modem Riser)
bus architecture, 105

analog audio cable, 481

analog audio connector, 310

analog line, 323

analog multimeters, 468

analog video and cable
connectors, 310

Andreessen, Marc, 990

animated logo, disabling,
656

answer file, 561-562

antistatic bags, 40

anti-static mats, 469

anti-static wrist strap,
469, 470

antivirus software. See virus-
protection software
APIC (Advanced Program-
mable Interrupt
Controller), 358
APIPA (Automatic Private IP
Addressing), 946
APM (Advanced Power
Management), 426
application(s)
crashes, information
about, 780-781
defined, 700
installing and removing,
699-704
multithreaded, 121, 706
not displaying complete
filenames, 581
not installing, 823
not starting, 821-823
running 16-bit Windows,
710-716
running 32-bit Windows,
706-710
running in separate
memory spaces,
714-715
standalone, 700
terminating from memory,
711
terminating under
Windows XP, 714
testing on an operating
system, 543-544
Application log
in Event Viewer, 777, 778
of Windows XP, 806
application-layer protocols,
985
Applications tab of Task
Manager, 714, 741
APT (Advanced Packaging
Tool), 504-505
ARC pathnames, 649-650
architecture of operating
systems, 517-518

Archive attribute,
595, 596, 606
archive bit, 1029-1030
arguments in batch files,
632-633
ARP (Address Resolution
Protocol), 953-954
ARPANET, 981-982, 987
ASR (Automatic System
Recovery) process,
853-855
Asynchronous Digital
Subscriber Line
(ADSL), 58, 1002-1003
AT, IRQs available on, 357
AT commands, 324, 325
AT connector, 318. See also
DIN keyboard
connector
AT keyboard, 317
ATA (AT Attachment), 51
ATA/ATAPI-6 specification,
480
ATAPI specification,
215-216
Athlon, 126, 127, 137
Athlon XP, 126, 127, 137
Athlon XP M, 136
attachments with e-mail
messages, 987
attacks, types of, 1013-1020
attended installations,
544-561
attrib command, 625
attrib.exe command,
603-606, 833
ATX main power connector,
276-279
ATX motherboard
ATX power connector
on, 84
compared to MicroATX
motherboard, 96
described, 90, 93-95
I/O ports on, 74, 75
P4 power connector on, 84



power supplies common
to, 274
USB ports on, 80, 81
ATX power connectors,
83-84, 274
ATX power supply, 274
ATX v2.2 form factor, 279
audio cues, 475-476
audio problems, 482
Audio/Modem Riser (AMR),
105
auditing, 241, 1051-1054,
1058
AUI (Adapter Unit
Interface) port, 882
authentication, 1023-1025
authorization, 1025-1026
AutoComplete settings, 997
autoexec.bat
calling, 654
described, 834
modifying TSR lines in,
668
to override default
settings, 794
overriding default,
719-720
path variable setting, 637
processing, 659-660
automatic link tracking, 821
Automatic Private IP
Addressing (APIPA),
946
Automatic System
Recovery (ASR)
process, 853-855
automatic update tools, 450
automatic updates, causing
auto restarts, 817
AutoPlay feature of
Windows, 703
auto-restart errors, 815-817
autorun.inf file, 703
AutoScan option of
msdos. sys, 655

/i)

B channels in ISDN, 1003
Baby AT motherboard,
90, 91-92
back probing connectors,
489, 490
background printing, 394
Background settings for
MS-DOS applications,
726
BackTrack, 921
backup, 844, 845-849,
846-849, 1030
backup and restore
strategy, 1029
Backup Operators group,
1043
backward compatibility,
699, 709, 728
bad CD-ROM device, 564
bad clusters, 251
Bad commandor file
name message, 637
bad memory, 816
bad sectors, 558
bar code reader, 329
barrel connectors, 308, 309
Base 2 numbers, 580
Base 16 numbers, 819
baseband transmission, 886
bash (Bourne Again Shell),
993
basic disks, 244-248, 625
Basic Input-Output System.
See BIOS
basic rate ISDN, 1003
batch files, 590, 631-638,
659
batteries
disposal of, 42-43
laptop, 422, 423-426
recommended care
procedures, 461
troubleshooting, 487-489

Index 1101

battery for CMOS RAM, 73,
74, 155-156
baud rate, 292, 485
BEDO (Burst Extended Data
Output), 158
Berners-Lee, Tim, 990, 991
bidirectional communi-
cation, 292
bidirectional port mode,
189
Big Drives specification,
480
binary number system, 580
biometric devices, 330
biometrics, 1023
BIOS
built-in testing software,
474
date and revision number,
194-195
described, 55, 152-153
on the motherboard, 73
potential issues with
upgrading, 181
purpose of, 179-180
recognizing larger drives,
212
reserving resources, 692
securing systems,
1039-1040
supporting LBA or ECHS,
212
supporting Plug and Play,
690
supporting USB, 486
troubleshooting, 476
updating in EEPROM, 153
upgrading, 181-183
BIOS chip
on the motherboard,
72,180
updating, 72, 182-183
BIOS password, 1040
bitmap fonts, 720
bits, 116, 118
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bits per second (bps),
292, 323, 485

.bks (backup selections)
file, 847

blackouts, 282, 456

blank pages from laser
printers, 401

blanking plate, 436

blowhole, 453

Blue Screen of Death, 517

Blue-Screen errors, 817-819

Bluetooth, 433, 919-920

BNC connector, 303-304,
879-880

BNC-T connector, 304, 881

body of a network packet,
1054

boot devices

CMOS control of, 1040
disabling, 1021

boot disks, 38, 474, 538,
831-835

boot errors, 793-795

boot files, 796-799, 842, 846

boot floppy for Windows,
537-538

boot keys in Windows 9x,
655

boot loader for Windows XP,
647

boot loader section, 648

Boot Partition, 647

boot process, 183-184

boot sector, 646

boot sector virus, 1065

boot sequence, CMOS entry
for, 191

bootable CDs, 474, 538, 547

bootable devices in SCSI,
230

bootable disk devices, 646

booting, 196, 645, 836-840

boot. ini file, 647, 648,
796, 797-798

bootlog, 802, 838-839

bootlog. txt file,
837, 838-839
bottlenecks, 735-736
box cutter, 473
bps (bits per second),
292, 323, 485
bridge, 893-894
broadband cable, 58
broadcast messages, 953
brownouts, 282
Browser service, 972-973
browsers, 990, 994-998
browsing network
resources, 966-967
brute force attack, 1016
BSD OS, Mac OS X based
on, 507
BSD UNIX, 505
BSoD (Blue Screen of
Death) errors, 817-819
BSSID (Basic Service Set
Identifier), 910
build numbers, 516
built-in accounts,
1041-1042
built-in coprocessors, 337
built-in groups in Windows,
1043
built-in network adapter,
196
burning a CD, 234
Burst Extended Data
Output (BEDO), 158
bus
architectures, 96-106
definition of, 51
described, 116
mastering, 98, 99, 101
providing video services,
56-57
topology, 871-872
Bus Enumerators, 691, 692
Bush, Vannevar, 989
buttons, removing
rendering, 729

C

.cab files, 700, 784, 785
cable access to the
Internet, 1002
cable adapters, 308-310
cable orientation, 298-299
cable problems with AC
adapters, 427
cable television, cable for,
878
cable testers, 473, 884
cable types, 227, 294-297
cables, 457, 473
cabling, 227-228, 232,
876-884
cache memory, 118-119
described, 69-70
disabling in CMOS,
197-198
on IDE devices, 214
levels of, 164
on motherboards, 106
SRAM used for, 154-155
working with, 164-166
cache space, 738
caching high-speed RAM, 52
Cacti tool, 460
calibration routine, for
printers, 463
call home functionality,
disabling, 803
call to a memory address,
117
call-waiting, 484
camera resolution, 411-412
cameras, digital and web,
411-416
capacitive keyboard, 316
capacitor input power
supplies, 283
capacitors, 41
card services, 435
cartridges, disposal of, 43



cascading controllers,
357-358
cascading DMA channel,
362
cascading hubs, 896
case(s)
elements inside, 50-56
form factors for, 56
maintenance of, 457
moisture-proofing, 454
taking apart, 472
case standoffs, 471
CAT 3 UTP cabling, 886
CAT 5 cabling, 297, 877, 884
CAT 5e cabling, 877
CAT 5 UTP cabling,
297, 887, 888
CAT 6 cabling, 297, 877
Cathode Ray Tube
monitors. See CRT
monitors
CCD (charge-coupled
device), 408, 409, 411
CD(s)
adding to the EIDE chain,
214
BIOS update program
from, 181
booting and running
the operating system
from, 38
booting from, 191, 538,
547, 1040
damaged by glue in labels,
461
existing on an ATA chain,
216
sharing in Windows XP,
965
speed (transfer rate) of,
234
writing to, 235
CD drivers, locating, 835
CD drives, 234, 460, 480-481
CD Recordable (CDR), 234

CD ReWriteable (CDRW),
234-235
CD writers on an ATA chain,
216
CDR (CD Recordable), 234
CD-ROM (for this book),
2,14
CDRW (CD ReWriteable),
234-235
Celeron, 127, 131-132
cell phones, EMI caused by,
455
cellular, networking or
Internet access, 919
Central Processing Unit.
See CPU
centralized administration,
869-870
Centronics connectors,
77, 226, 302
.CER file, 601
CERN (European Council for
Nuclear Research), 983
certificates
digital, 1028
public keys stored in, 599
SSL, 992
SSL protocol, 997
used by EFS recovery, 601
used for security in ssh,
994
certification, 10
CFX v1.3 (Compact Form
Factor), 279, 280
CGA standard, 336
Change permission, 963-964
channels
in T1, 1003
for wireless networks, 912
character repeat options,
320
charge-coupled device
(CCD), 408, 409, 411
chdir (cd) command,
619
Check Disk utility, 261-262

Index 1103

/checkupgradeonly
switch, 566, 567
chip creep, 457
chip extractor, 36
chip inserter, 37
chip packages, 122-125
chipsets, 54
chkdsk in Recovery
Console, 843
chkdsk. exe, 450, 480, 624,
764-766, 833
choice.exe, 635-636
cipher.exe command-line
utility, 600-601
classes of IP addresses,
941, 942
clean memory location, 666
cleaners, 450
cleaning blade, 382, 384
cleaning cloths, 449
cleaning phase of laser
printing, 384
Clear To Send (CTS), 307
cleartext, 993, 1027
client(s)
in a peer-to-peer network,
867
reducing per access point,
920
in wireless networks, 908
Client for Microsoft
Networks, 932-934
Client Service for NetWare,
932-935
client-server networking,
869-871
clock cycles, 116, 727
clock multiplying, 128
clusters
bad, 251
described, 210
listed in the FAT, 251
size decreased in FAT32,
239-240
used inefficiently by the
FAT file system, 237
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cmd. exe, 613-615
CMOS
backing up before a
password is set, 193
changing settings in, 1039
compared to BIOS,
179-180
configuring parallel port

mode in, 189

configuring startup

sequence in, 191

described, 55-56, 72-73,

155, 183-185

parallel or serial ports
disabled in, 485

reserving resources in, 370

security settings in setup

program, 1040

System Summary screen,

188

troubleshooting, 476
virus protection setting in,

197
CMOS battery, 184, 185,

190, 192, 193, 424
CMOS configuration,

23, 155-156
CMOS password, 1021, 1022
CMOS RAM, 73, 155-156,

184-185
CMOS Save & Restore

utility, 193
CMOS settings, 185-193,

194, 222, 458, 544
CMOS setup program,

179, 180, 183, 185, 186
CNR bus architecture, 106
coaxial (coax) cabling,

878-882
CODECs, 415-416
cold swapping, 692
collision detection, 885
Color Graphics Adapter.

See CGA standard

color inkjet printers, 385
color LCDs, 428
colors
incorrect on monitors, 483
supported by video cards,
337-338
COM ports, 75, 432-433
COM+ Class Registration
database, 846
COM1, 190, 354, 360
COM2, 190, 354, 360
COM3, 354, 360
COM4, 354, 360
combo card, 328
command files, 590
command interpreter, 658
command line, 527, 603-606
command line tools, 623
Command Prompt boot, 840
command prompt, help
from, 658
Command Prompt window,
603
command shells, 993-994
command . com, 658-659
bad or missing, 794-795
described, 613-615,
833, 834
loading low, 656
passing control to, 654
command-line interface,
added to Mac with the
BSD-like kernel, 508
command-line utilities,
613-615
commands, locating, 637
commit charge in Task
Manager, 738
communication
components of laptop
computers, 432-433
methods of network
devices, 898
skills, 27-28
in telnet, 993

Communication and
Network Riser (CNR),
106
communications (COM)
ports. See COM ports
Compact Disc-Read Only
Memory. See CD(s)
compact . exe, 598-599
companion CD, 2, 14
comparisons, making,
622-623
Complementary Metal-
Oxide Semiconductor.
See CMOS
components
adding or removing from
Windows, 568-570
disposing of PC, 42-43
maintenance of, 457-458
replacing opposed to
repairing, 475
testing related, 24-25
Compress attribute, 597-599
compressed air, 449, 457
compressed file, 599, 785
compression, 241, 252, 591
COmpression/DECompres-
sion software, 415-416
CompTIA, 9, 14
CompTIA A+ Certification,
9-13
computer(s)
backing up, 845-849
basic functions of, 49-50
identifying changes to, 21
keeping on or off, 456
navigating, 523-527
networking, 898-900
restoring to a previous
state, 852-853
restoring to default
factory installation, 856
reverting to a previous
state, 850



computer browser, 972
computer chip, 38-39
Computer Information
section in Network
Diagnostics, 780
Computer Management
utilities or snap-ins in, 775
in Windows 2000 or
Windows XP,
624, 774-776
Computer Management
console
creating a user account in,
1040-1041
creating groups,
1044-1045
creating user accounts,
1042-1043
Computer Management
window, 244
Computer Name Changes
dialog box, 947-948
computer names. See also
NetBIOS names
entering in a Windows
2000 installation, 552
planning for the Windows
0S, 541
resolving to IP addresses,
954
computer ports. See ports
computer settings in the
Registry, 523
computer vacuum, 449
condensation, 451, 454
conditioning phase of laser
printing, 383
confidentiality,
respecting, 29
config.sys
described, 656-657, 834
error in a line of, 794
modifying, 664
MS-DOS environment
settings from, 654

overriding default,
719-720
seeing all lines in, 794
used by Windows 9x, 794
configuration change,
testing, 23
Configuration Manager,
691, 692
configuration utilities,
687, 766-776
connectors
checking, 476
for external SCSI devices,
226
for memory modules, 167
on the motherboard,
78-79, 82-88
for multimedia, 310
types of, 299-306
context setting in Client
Service for Netware,
934
continuity test in a
multimeter, 469
continuity tester, 488
continuous form feed
printers, 380
Control Panel, 527-529
controller(s)
for hardware, 70
integrated into drives, 214
controller bus as SCSI or
multi, 796
conventional memory
described, 662-663
making available to
applications, 722
for MS-DOS applications,
721-723
protecting, 723
cookies, 996-997
cooling fans, 54, 142,
143, 273
cooperative multitasking,
705, 710

Index 1105

coprocessors, 337

copy backups, 848

copy command, 620-621

core operating system files,
846

corrosion on the
motherboard, 454

corrupted memory space,
822

counter logs in System
Monitor, 745-746

counters in System
Monitor, 742, 743

CPU (Central Processing
Unit), 50-51, 66, 115.
See also processors

CPU fan, 815-816

CPU usage, 736, 737

CPU utilization problems,
740

crash dump files,
780, 803, 804

create volume
command, 247

credentials, 847

critical resources, 735-736,
743-744

cross-linked files, 765

crosstalk, 387

CRT (Cathode Ray Tube)
monitors, 41-42, 43, 340.
See also monitors

cscript.exe, 590, 784

CSMA/CA, 885, 912

CSMA/CD, 884-885

CTS (Clear To Send), 307

current, 273, 468

cursor blink rate, 320

cursor keys on a keyboard,
316

customers, 27-28

“cut-off” corner of a socket,
140, 141

cylinders, 210

CYMK cartridges, 385
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D

D channel in ISDN, 1003
DAC (digital-to-analog)
converter, 336, 343
daemons, 992
daily backups, 848
daisy chain, 225, 230, 409
daisy chaining
defined, 189
by EPP, 189, 346
by FireWire, 82
by SCSI, 346
by USB devices, 80
damaged PIF, 822
DAT (Digital Audio Tape),
237
data
accessing in memory, 157
backing up, 1029-1031
destroying, 1029
importing into the
Registry, 800
loss of, 447-448
protection of, 1028-1032
securing with RAID,
252-259
data bus, 116
Data Carrier Detected
(DCD), 307
data integrity, 260
data lanes, used by PCI
Express, 105
data path of SIMM modules,
160
Data Set Ready (DSR), 307
data skew, 387, 388
Data Terminal Ready (DTR),
307
database of problems and
resolutions, 25
dataflow analysis, 130
date and time in CMOS,
190, 194-195

date and time, verifying,
553
daughter board, 53
DB9-male serial port, 76
DB25-female parallel
port, 76
DB25-male serial port, 76
DB-9 connector, 300, 301
DB-15 connector,
294, 300, 301
DB-25 connector,
300-301, 302
DB-25 female connector,
228
DB-25 male connector, 228
DC (Direct Current), 41
DC adapters, 280
DC controller, 422
DC voltage regulation, 273
DCD (Data Carrier
Detected), 307
DDR (Double Data Rate)
memory, 159
DDS (Digital Data Storage),
237
debug. exe, 833
Debugging Mode option,
840
default gateway, 943, 956
default IRQ (interrupt
request), 344
default user template, 773
defrag utility, 623-624
defrag.exe, 450, 583, 763
defragmentation, 762-764
defragmentation utility,
260-261
del command, 620, 621-622
delete command in
Windows setup, 542
Demilitarized Zones
(DMZs), 917, 1056-1057
demodulation, 58, 323
denial of service (DoS)
attacks, 1016-1017

Dependencies tab, 754
deploy.cab file, 562
desktop, launching, 526
desktop metaphor, 499, 502
DET (Directory Entry
Table), 250, 251
Details view in My
Computer, 525
developing phase of laser
printing, 383
device(s)
accessing memory
directly, 360-362
assigned a unique IRQ line
number, 356
configured with I/O
addresses, 352-353
defined, 352
files referencing, 800
prioritizing by IRQ value,
359
supported by IDE and
EIDE, 214
supported by SCSI chain,
223
troubleshooting
installation, 695
during the
troubleshooting
process, 844
types supported by SCSI
chain, 223
viewing hidden, 800
device conflicts, 365-371
device drivers
deleting installed, 687
described, 681
failure of, 694-696
installing, 682-684
loading and removing,
681-686
permissions to install,
693-694
removing, 682
resolving errors, 821



signed and unsigned,
689-690
updating, 688-689
upgrading, 799
verifying installation, 694
device load process,
651-652
Device Manager
accessing resource
settings, 685
changing device settings,
687
changing resource
assignments, 369
checking for missing
drivers, 564
in Computer Management,
775
configuring network
cards, 328
described, 774
locating and deleting
devices, 800
removing devices, 686
reserving resources with,
370-371
serial or parallel ports
disabled in, 485
updating a network driver,
929-930
verifying driver
installation, 694
viewing DMA channels,
362
viewing I/O addresses,
353-355
viewing memory
addresses, 363
viewing system resources,
364
device related errors,
799-801
device settings, changing,
687-688
dfrg.msc, 763

DHCP (Dynamic Host
Configuration Protocol),
918, 945-946, 971

Diagnosis tab of Dr. Watson,
803

diagnostic software,
473-474

diagnostic tools,

474, 803-806
diagnostic utilities, 776-782
diagnostics at the command

prompt, 623-624
diagonal cutter, 473
dialog boxes, MS-DOS-

based, 628
dial-up access to the

Internet, 1002
dictionary attack,

1015-1016
differential backups,

848, 1030
digital audio connection,

310
Digital Audio Tape (DAT),

237
digital cameras, 411-412
digital certificate, 1028. See

also certificates

Digital Data Storage (DDS),
237

digital infrared thermom-
eters, 471

digital multimeters,

37, 468-469
digital signal, converting to

analog, 58
Digital Signal Processor

(DSP), 322
Digital Versatile Disks

(DVDs), 235
digital video cameras,

414-415
digital zoom, 412
digital-to-analog converter

(DAO), 336, 343

Index 1107

digitizer, 492

dimensions for a hard
drive, 185-186

DIMM sockets, 69

DIMMs (Dual Inline
Memory Modules),
161-162, 163, 167

DIN keyboard connector,
79, 91, 294

DIN-5 connector, 317, 318

DIP (Dual Inline Package)
chips, 70, 123

DIP switch, 89

dir command, 615-618

dircmd environment
variable, 618

Direct Current (DC), 41

direct hardware calls, 716

Direct Memory Access
channels. See DMA
channels

directories, 615-622

Directory Entry Table
(DET), 250, 251

Directory Services Restore
Mode boot option, 840

Direct-Sequence Spread
Spectrum technology,
912

Disable Automatic Restart
on System Failure
option, 840

disable command in
Recovery Console, 844

Disable Visual Themes
setting, 729

Disable Volume Shadow
Copy option, 847

disasters, preparing for,
831-861

Disk Cleanup, 262-263, 750

disk contention, 480

Disk Defragmenter in
Computer Manage-
ment, 260, 775






































































































